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O AaHHOM OKYMEHTE

JaHHbIN JOKYMEHT NpeAHa3HayYeH A8 afMUHMUCTPATOPOB, OTBEYAOLLIMX 33 HACTPOMKY W NOAAEPXKKY
KJlacTepa ropsiuero pesepBmpoBaHus, opraHmnsoBaHHoro Ha 6ase MO ViPNet Coordinator Linux. B Hem
OnuncaHbl Ha3HaYeHne N NPUHLMMbI PaboTbl CMCTEMBI 3aLLMTbI OT cboeB, 0becneymnBatoLLen yCTONUNBOCTb
K c6OsIM KaK OAMHOYHOrO CepBepa, Tak U Knactepa ropsyero pe3epBrMpoOBaHNS CEpBEPOB.

OnwvcaHne cucTeMbl 3aWmThbl OT C60eB, GYHKLMOHNPYIOLWEN Ha OAMHOYHOM CepBepE, MPUBEAEHO B
nokymeHTe «ViPNet Coordinator Linux. PykoBoaCTBO agMuHUCTpaTOpa». JaHHbI AOKYMEHT COAEPXKUT
noApobHoe onvcaHme cMCTeMbl 3awuTbl OT c6oeB NpU GYHKLIMOHNPOBAHWN B peXxunMe Knactepa
ropsyero pesepBrpoBaHua. B JokymeHTe nprBegeHbl CxeMbl OpraHmn3aLmnmn kaacrtepa v NnpMMepsl
HaCTPOWKM NapameTpPOoB ANS 3TUX CXEM, KOMaHAb! A/ YNPaBAeHUs KNacTepoM, a Takxke onmcaHbl
ocobeHHocTV obHOoBAeHMA MO Ha knacTepe.
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CornaleHma 10KyMeHTa

Hunxe nepeydyncneHbl cornaleHna, NpuHATblIe B 3TOM JOKYMEHTE A4 BblAE€NEHNA MHq)OpMaLI,VII/I.

Tabauya 1. O603Ha4eHUs, UCNo/b3yemMble 8 NPUMEYAHUSIX

0O603HaueHue OnucaHue

/‘\\g BHumaHue! Yka3biBaeT Ha oba3aTesibHOe ANA UCMONHEHNA UAKN Cef0BaHNA AeliCcTBue
nam nHdopmMaumio.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeIbHOE, HO XeNaTesibHoe AN UCMOJHEHNUA UK
CNefloBaHUA AeNCcTBME UM UHbOPMALMIO.

CoBeT. CoAep>XUT AOMONHUTENbHYHO MHbOPMaLMIo O6LLero xapakrepa.

Tabnuya 2. Obo3HaveHus, ucnosb3yemsle 015 8bideseHUa UHPOpMayuu 8 mekcme

0O603HaueHue OnucaHue

HasBaHune Ha3BaHuve anemeHTa uHTepderica. Hanprvmep, 3aronoBok OkHa, Ha3BaHune
MoAs, KHOMKW MW KNaBULLIN.

KnaBuwa+Knasuwa CoueTaHue knaBuL. YTobbl NCMONB30BaATL COUYETaHWE KNaBULL, CesyeTt
HaXaTb MePBYH KNaBWLLY W, HE OTNYyCKas ee, HaxaTb BTOPYHO KNaBuLLY.

MeHto > MoameHto > WNepapxmueckas nocnesoBaTelbHOCTb 3/1eMeHTOB. Hanpumep, NyHKTbl MeHH
KomaHpa VAW pa3genbl Ha NaHenu HaBuraumm.
Kom Nms danna, nyTb, pparMeHT TekctoBoro darina (kozga) Uam KoMaHzaa,

BblNnoJiHAEMaA N3 KOMaHAHOD’I CTPOKM.

an OnnMcaHM KOMaHZ B AaHHOM JOKYMEHTE MCNOAb3yHOTCA Cedyrolne yioBHbIe 0603HaueHus:

e KomaHgbl, KOTOpble MOryT 6biTb BbINOAHEHbI TOJILKO B PEXUME agMUHUCTPATOPa, BblAeNEHbI
KpacHbIM LBeToM. Hanpumep:

KOMaHIIa

e [lapameTpbl, KOTOpPble AOMKHbI BbITb 3aZlaHbl NOAb30BaTENEM, 3aK/IIOUYEHbI B YTN0Bble CKOOKM.
Hanpumep:
KoMaHIa <IlapaMeTp>

e Heobs3aTtenbHble NapameTpbl MK KNtOUeBble CI0Ba 3aKkNt0UeHbl B KBagpaTHble ckobku. Hanpumep:

KOMaHIa <ob6a3aTeJIbHEM IapaMeTp> [HeoOA3aTeJIbHED IapaMeTp]

e Eciv npu BBOZAE KOMaHAbI MOXHO yKa3aTb OAMH M3 HECKOIbKMX MapameTpoB, AOMyCTUMble
BapuaHThbl 3aKkatoUeHbl B GUrypHble CKOBKIN 1 pa3geneHbl BEPTUKaAbHON YepTol. Hanpumep:

koMaHIna {BapmaHT-1 | BapMaHT—Z}
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ObpaTtHana CBA3b

[lononHuTenbHas MHPoOpmMaLUs

CeepeHna o npogykTax v peweHunax ViPNet, pacnpoctpaHeHHble BONPOChI 1 Apyras nonesHas
nHdopmaums cobparbl Ha caite OAO «MHpoTeKC»:

Be6-noptan gokymentaumm ViPNet http://docs.infotecs.ru.

Onwucanme npogykTos ViPNet http://www.infotecs.ru/products/line/.

NHdopmaunms o pewenmsax ViPNet http://www.infotecs.ru/solutions/.

C6opHUK YacTo 3agaBaembix Bornpocos (FAQ) http://www.infotecs.ru/support/fag/.
®opym nonbsosatene npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6aza B chepe 3awmntbl MHopmMaumm http://www.infotecs.ru/laws/.

KoHTakTHasa nHpopmaums

C BonpocamMu No UCNonb3oBaHMO NpoAykToB ViPNet, noxenaHuaMmn nan npeanoxXeHnaMmn CBAXMTeCh CO
cneumanmctamm OAO «MHPoTeKC». Ans pelueHns BO3HMKAOLWMX NpobaemM obpaTutech B Cay>Oy
TEXHUYECKOWN MOAAEPXKKN.

TexHunuyeckas noaaep>kka Ans nonb3osatener npoayktos ViPNet: hotline@infotecs.ru.
®opma 3anpoca B Cy0y TexHUYecKon noaaepxkm http://www.infotecs.ru/support/request/.

PeFVICTpaLI,MH NPOAYKTOB U KOHCyAbTaLKh NO Teﬂeq)OHy ANA KINEHTOB, UMer LW NX paCUJVIpeHHbII7I
YPOBEHb TEXHNYECKOrO CONMPOBOXAEHNA:

8 (495) 737-6196,

8 (800) 250-0260 — HecnnaTHbIV 3BOHOK U3 toboro pernoHa Poccmm (kpome Mocksbl).

PacnpoctpaHeHne nHdopmMauum ob yassmumocTsx npoayktoB OAO «MHPoTeKC» peryanpyetcs
MONUTUKON OTBETCTBEHHOrO pasrnawenus http://infotecs.ru/products/disclosure.php. Ecam Bbl
06Hapy>Xnnm ya3BMMOCTM B NPOAYKTax KOMMaHUW, COOBLLMTE O HUX MO agpecy security-
notifications@infotecs.ru.
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HasHaueHne cncTembl 3almTbl OT
cboeB

CucTema 3awmTbl OT c60eB NpeAHa3HayeHa A5 CO34aHNA OTKa30yCTOMUMBOTO peLleHns Ha 6ase MO
ViPNet Coordinator Linux. [laHHasa cucteMa MoOXeT GyHKLIMOHMPOBATb B ABYX PEXUMaX:

1 OAVHOYHBIV PeXUM (PeXVM OJMHOYHOTO CepBepa).

2 PexxumM knactepa (pexuvm Kaactepa ropsuero pesepBrMpoBaHns cepBepoOB).

Mpwn paboTte B OAMHOYHOM PEXMME, KOTOPbI YCTaHaBAMBAETCS aBTOMaTUUECKM Npu ycTaHoBKe MO
ViPNet Coordinator Linux, cnctema 3awwmTbl oT cO0EB BbINOAHAET GyHKLUUN, obecneymBatoLLne
MOCTOAHHYO PaboToCNOCOBHOCTb OCHOBHbIX Cy>6 B cocTase [10O:

e MOCTOSIHHbIV KOHTPO/Ib COCTOSAHUS CYX6 ¥ BbIBOZ, CTATUCTUKIN UCTMONb30BAHNA CUCTEMHbIX
pecypcos;

e 0obHapy>xeHue dakTa cbos cNyxKObl 1 OCYLLECTBAEHWE NOCAEAYHOLLMX NOMbITOK BOCCTAHOBAEHMA
paboToCnoCcOBHOCTN COONHOrO NPUNOXKEHWS;

e MpejoOTBpaLLieHVe BHYTPeHHMX cboeB B paboTe camon cUCTeMbI 3aluThl OT CH0eB;

e npepoTBpaleHre cboeB npu o6paboTke NakeToB ApaiBEPOM CETEBON 3aLuThl iplir.

Pexxvm knactepa ropayero pesepBnpoBaHWA NpejHasHayeH Ana ropaden 3ameHbl GyHKLMIA Of4HOrO 13
cepsepos c 10 ViPNet gpyrum cepsepom B cnyudae cbos nepeoro. Knactep ropsuero pesepenpoBaHus
CepBepoB COCTOUT M3 ABYX B3aMMOCBA3aHHbIX KOMMbIOTEPOB, OAUH 13 KOTOPbIX (aKTUBHbIN) BbINOAHAET
byHKUMK cepBepa (koopamHaTopa) ViPNet, a gpyroi komnbroTep (NacCMBHbIN) HAXOAUTCA B pexXume
oxugaHus. B cnyyae cboeB, KpUTUUHBIX as paboTtocnocobHocty MO ViPNet Ha akTMBHOM cepBepe (B
nepByto ovepespb B Cyvae cboeB B paboTe ceTu Uan ceTeBOro 0bopyAoBaHua), NacCUBHbBIN cepBep
nepek/ItoYaeTca B akTUBHbIN PeXXM, MPUHUMan Ha cebs HarpysKky M BbINOAHAA GYHKLUN KOOpAMHaTOPa
BMeCTO cepBepa, KOTopblv 3adukcuposan cbon. MNMpun paboTte B pexxmme knactepa ropsayero
pe3epBMPOBaHUA CUCTEMA 3aLLMTbl OT CHOEB TakxKe BbIMOAHAET QYHKLIMN OAMHOYHOIO PexunmMa, To ecTb
obecneynBaeT NOCTOAHHYH PabOTOCMOCOBHOCTb OCHOBHbIX CYX6, BXxoaawmx B coctaB MO ViPNet
Coordinator Linux.

[anee onucbiBatoTcA NPUHLMNLI PaboTbl 1 NPUBOAATCA CBeAEHMWS 06 YCTaHOBKE W HAacTPOMKe CUCTEMBI
3awWwumThl OT cboeB. [Mpu 3TOM NpeanonaraeTcs, YTo YmMTaTeNb 3HAKOM C NMPOLLECCOM YCTaHOBKM U
HacTtpoliku MO ViPNet Coordinator Linux (cM. gokymeHT «ViPNet Coordinator Linux. PykoBoacTBO
agMUHNCTPaTOpPa»).
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[IpUMHUMMNBI PAabOThI CMCTEMB
3aLLUUTBI OT COOEB

OAMHOYHbBIN PEXUM

B ogvHOUHOM pexxume paboTbl cUCTeMa 3aLnThl OT CH60eB BbIMOAHAET GyHKLUN Ana obecneyeHns
paboTocnocobHOro coctosiHUA ocHOBHbIX cyxb MO ViPNet Coordinator Linux. JaHHble dyHKLUK
peasnv3yoTcs COBMECTHOW paboTol gparBepa watchdog n nporpammel-gemoHa failoverd, pabotaroLueit
B doHoBOM pexume. [lpansep watchdog paboTtaeT Ha HU3KOM ypOBHE 1 B BOABLUNHCTBE C/lyYaeB
coxpaHseT paboToCnoCcobHOCTL Aaxe B Cayyasx, KOrja cMctema y>Ke He pearmpyeT Ha BHELLIHWe cobbITUs.
Mpw cooTBeTCTBYIOLWEN HacTporike (CM. mapameTp reboot B cekummn [misc] (cM. «Cekuusa [miscl» Ha cTp.
30)) semoH failoverd npw 3anycke peructpupyeTtcs B paBepe U NepuoAnYECKM OnpaLlnBaeT ero,
noATBepxaas paboTocnocobHOCTb cUCTEMBI. ECM MO ncTeueHMn 3aaHHOMO MPOMEXYTKa BPeEMeEHU
AparBep obHapy>KMBaeT, YTO onpoca He Hb1a10, TO OH Nepe3arpyxaeT cuctemy. lNepes 3TMM OH genaet
NonbITKY 3anvcaTtb Ha ANcK Kalw-6ydepbl cUCTEMBbI, UTOBbI He BO3HMKO0 OLWMHOK B $haliioBOM CUCTEME,
OZHaKO 3TO He Bcerga Bo3MOXHO. [pun koppekTHON ocTaHoBKe gemoHa failoverd (Hanpumep, ans
M3MEHEHMS HacTpoeK CMCTEMBI 3aLuThl OT c6oeB) OH coobLuaeT 06 3ToM ApariBepy, U ApanBep
nepecrtaeT CeAnTb 3a BpeMeHeM OMnpoca, Tak YTO cucTema He byaeT nepesarpy>eHa. Takon mexaHu3m
obecrneyvBaeT NpeoTBpaLLeHMEe BHYTPeHHMX cboeB B AemoHe failoverd.

[JemoH failoverd ocyLecTBASET NOCTOAHHBINA KOHTPOAb PaboTOCNOCOBHOCTU cneayroLmnx cayxo6 Mo
ViPNet:

e ynpasasowmi gemoH ViPNet (iplircfg);
e TpPaHCNOPTHbIA Moaynb MFTP (mftpd);
e JeMOH 06paboTkin NpukaaaHbIx npotokonos (algd);

e cepBep Beb-uHTepdelica (axis2.cgi).

JeMoH cuctembl 3awmTbl oT cboes failoverd ocylecTBaseT cTapT NOJKOHTPOJbHBIX CYX6 Npwn cTapTe
OC, a TaKkxe fanbHeliLiee cnexeHne 3a HUMU. KOHTPOob paboTbl 3TUX CAY>XH OCYLLECTBASETCA MyTeM KX
perncTpaummn B cucteme 3aLutbl OT c60eB B MOMEHT CTapTa C YCTaHOBKOW Nepuoja onoseLleHuns. B
npouecce paboTbl KOHTPOANpPyeMas C1y>xba nepuognyeckn onpegenseT CBOe COCTOSHUE U OMOBELLAeT O
HeM cucTemy 3awuTbl OT cboeB. Ecam KoHTpoanpyemas cayxba B TeueHne Neproga onoBeLLeHns He
coobLwmna o cBoem COCTOAHUU MK COobLLMAa O BHYTPeHHeM cboe, TO cucTemMa 3aluThbl OT cboeB
naeHTMPuUMpyeT cbor cy>Xbbl M MHMLUKMPYET NpoLeaypy BOCCTaHOBAEHNA ee paboTtocnocobHocTu. g
3TOro CHayana JenaeTca MomnbITka KOPPEKTHOM OCTaHOBKM Cy>6bbl. Ecnm 3Ta nonbiTka okasbiBaeTcs
HeyZauYHOW, TO OCYLLEeCTBAAETCA NPUHYAUTENbHAA «HEKOPpPeKTHas» OCTaHOBKa cyxbbl. Mocne 3toro
cucTema 3awmTta ot cboeB nepesanyckaeT OCTaHOBEHHYHO C1yX6y.

B npouecce pabotsl gemoH failoverd BegeT cTaTuCTKy CH0EB A5 KaXKAON KOHTPOAMPYEMON CyX6bl, B
TOM umncae gna camoro ceba. Ecnm obHapy>xuBaeTcs, UTo AN Kakon-nambo ns cnyxxb npousowno 5 cboes
noapsA, TO eCTb B TeUEHME 5-1 NOMbITOK BOCCTAHOBEHUA PaboTOCNOCOBHOCTH Cyxba He cMorna
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KOPPEKTHO CTapTOBaThb, TO Ae/aeTcs BbIBOA O €€ NOJHON HepaboTtocnocobHocTu. B aToM caydae, B
3aBMCUMMOCTUN OT HacTPOEK CUCTEMbI 3aLLmTbl OT cboeB (cM. «Cekums [misc]» Ha cTp. 30), npon3BoanTCA
nmbo nepesarpyska OC, inmbo ocTaHOBKa COOMHON Cy>Xbbl N MpeKpaLLeHne CIEXEHUS 3a HE.

Cucrema 3awmtbl oT c6oeB B MO ViPNet Coordinator Linux oTcaexuBaeT Takxxe cbon, KOTopble MOryT
Npou301TK B NoTokax 0bpaboTkun NakeToB gpansepa ceTeBoi 3awwuThl drviplir (cm. gokymeHT «ViPNet
Coordinator Linux. PykoBoactBo agMuHUCTpaTopa»). [ns 3Toro Kak ciegsiiee NpuaoxeHue, Tak u AeMoH
iplircfg npun ctapTte ocywecTBASIOT CeLmanbHbI 3anpoc K gpareepy drviplir. Ecan B oTBeT Ha 3T1OT
3anpoc OblA NoayYeH KO OWNOKYM, COOTBETCTBYHOLLMI COOHO OAHOMO M3 NOTOKOB 06paboTkM NakeToB B
ApanBepe, TO KOHTPOIMpPYyeMOoe NpuaoXKeHWe coobLiaeT dakT BHyTpeHHero cbos cnesiiemy
MPWI0XEHUIO, KOTOPOE B CBOH OYepesb OTpabaTbiBaeT CTaHAAPTHYHO JIOTUKY, OMUCAHHYHO BbILUe.
Momumo cTapTa, ynpasastowmin aemoH iplircfg ocylectBaseT nepuogmyeckmne 3anpockl K gpansepy
drviplir n B npoLiecce cBoen paboTsl (3anpoc nHdopmaumm o XxypHane nakeTtos). [Tpn 3ToM noruka
0bHapy>eHuns cboeB B NOTOKax 06paboTKM NakeToOB Takas Xe, Kak 1 Ha CTapTe KOHTPOANPYEMOrO
npwaoxeHus. ONncaHHbI MeXaHW3M MO3BONSET ONEPaTUBHO (OT HECKONbKUX AEeCATKOB CEKYHS, A0
HECKO/IbKMX MUHYT — B 3aBUCUMOCTM OT MPON3BOAMTENBHOCTM KOMMbIOTEPA U PAAA APYTUX BHELLIHUNX
dakTopoB) oTcneanTb hakT cbos B paboTe ApariBepa M OCYLLECTBUTL KOPPEKTMPYOLLME AeNCTBUS
(Nnepe3arpy3ka KOMMbIOTEPa B C/yYae BKAKOUYEHWSA COOTBETCTBYHOLLEN HAacTponku). OAHaKO 3TOT
MeXaHM3M He CMOXET OTC/IeAnTb BCe BO3MOXHble cbon B apansepe drviplir, Hanprmep, 3aBncaHme
OZHOro 13 NOTOKOB 06paboTkn 1 Tak Aanee. [O3TOMY ero Henb3sa pacLeHMBaTh Kak YHMBEpPCalbHOe
CpeACTBO OT Nt0b0oro Tvna cboeB YpOBHSA ApaliBepoB.

Ecnm KOHTpONVpyeMOoe NPUAOXKeHNE BblI0 KOPPEKTHO OCTAHOBAEHO aAMUHNCTPATOPOM CUCTEMbI C
MOMOLLbIO COOTBETCTBYHOLLLEN KOMaHAb! (iplir stop, mFtp stop, vipnet-web-gui stop naun alg

stop), TO OHO NPOW3BOAUT AEPErUCTPaLMIO B CUCTEME 3alLUMTbl OT COOEB, CeXeHMe 3a HM OTKIHOUaEeTCA.
B aTOM cnyuae ans fanbHenwen paboTbl a4MUHUCTPATOP AOKEH BPYUHYHO 3anyCTUTb NPUIOXKEHNE
(cooTBeTCTBEHHO KOMaHAoM iplir start, mftp start, vipnet-web-gui start wiv alg start).

Ecav npm 3anycke gemoHa failoverd BobisicHsieTcs, UTo Kakue-anbo 13 NOAKOHTPOSbHBIX 4EMOHOB HbLAN
OCTaHOBJ/IEHbI BPY4HYHO, TO 06 3TOM BblZaeTcs npeaynpexaeHve B syslog. MpeaynpexaeHve B syslog
BbIZAETCA TaKXe B C/lyyae, ecin B TeueHune 10-Tv NpoBepoK NoApsA OAHOIO AeMOHA OH HaXOAUTCS B
peXXMMe pyUYHOIN OCTaHOBKM.

PexM Knactepa ropayero pe3epBrpoBaHms

Becb knacTep, € TOUKM 3peHNA APYTUX KOMMbHOTEPOB CETH, UMeeT oauH IP-agpec Ha KaxA0oM 13 CBOUX
ceTeBbIX MHTEPPENCoB. ITM agpecoM obnajaeT cepBep, HaXOAALLMNCA B AaHHbI MOMEHT B aKTVIBHOM
pexvMe. CepBep, HaXOAALLMINCA B MAaCCMBHOM pexuMe, UMeeT apyroi IP-agpec, Kotopbin He
MCNonb3yeTca ApYrvMM KOMMbIOTEPaMU /11 CBA3M C KnacTepoM. B oTanume ot agpecoB akTMBHOTMO
pex1ma, B MacCMBHOM peXXnMe Kaxzblil 13 cepBepoB MMeeT CBOM COBCTBEHHbIN afpec Ha KaxXoM U3
nHTepdEenCcoB, 3TN agpeca ANA ABYX CEPBEPOB He COBMAaAatoT.

B cnyuae Mcnonb3oBaHWs TUMOBOW CXeMbl OPraHn3aLum Kaactepa ropsayero pe3eperMpoBaHmns cepeepoB
(cM. «TvnoBas cxema opraHu3aLLuy KiacTepa ropsyero pesepemnpoBaHms» Ha cTp. 32) Bce
ncnonblyemsble IP-agpeca (oanH 0bLLMIA aapec Ans aKTUBHOTO pexuMa, ABa ajpeca Ans NacCUBHOTO
peXxK1ma) 4OKHbI HAXOAWTLCS B OAHOM aApecHOM npocTpaHcTBe (ceTu). Eciv BO3MOXHOCTH no
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BblAE/IEHNIO aApeCcoB OrpaHNYeHbl, MOXET MPUMEHATLCA CXeMa, PacCUMTaHHasA Ha BblAesIeHMe TONbKO
OAHoro peanbHoro IP-agpeca Ha MHTepdENC AN aKTUBHOTO pexunmMa (cM. «Cxema opraHmnsaumnm
KJacTepa B YCNOBUAX OFpaHMYeHUI Mo BblgeneHuto IP-agpecos» Ha cTp. 35).

Crek IP Ha KaXA0M 13 cepBepOB HacTpanBaeTca aAMUHUCTPATOPOM TakiMm 0bpasom, YTobbl nocae
nepesarpysku cepeep noJyyas CBOM ajpeca NacCMBHOroO pexkunMa. MNpw 3arpyske 3anyckaeTcs eMOH
cucTeMbl 3aLwmTbl oT cboeB failoverd, KOTOpbIV cTapTyeT B MacCMBHOM pexume. B 3Tom pexkime
NacCVBHbIN CepBep NeprogMYeckn NockbinaeT B CeTb 3anpockl Ha nouck IP-agpecoB akTMBHOTO cepeepa.
Ecnn Bce agpeca akTMBHOro cepBepa HeAOCTYMHbI B TeUeHWe 3a,aHHOro BpeMeHM (CieoBaTesbHO,
aKTVBHOTO CepBepa HeT B CETW), TO MacCUBHbIN CepBep NepPexoAnT B aKTUBHbIA pexxum. [Mpn 3ToM oH
yCTaHaB/NMBaeT Ha CBOMX MHTepdelicax COOTBETCTBYIOLLME ajpeca akTMBHOTO cepBepa (agpeca, nog,
KOTOPbIMY KNaCTep M3BECTEeH APYrM KOMMbIOTEPAM CETU) N HAYMHAET LMK MPOBEPKM CBOMX CETEBbIX
NHTepdEnCoB.

AKTVBHbBIN cepBep nepnoanueckn nposepset paboTocnocobHOCTb CETU Ha KaXAO0M 3a/jlaHHOM B
HacTpolikax uHTepdeince creayrownm obpazom. Neprnoamyecky, No UCTeYEHUN 3aZ,aHHOrO B HaCTPOKKax
BPEMEHHOr0 MHTEPBaNa, aHaIM3MPYeTCs BXOAALLMA N NCXOAALLMIA ceTeBOM TpaduK, NPoLleLmnin Yepes
nHtepderic. Ecam pasHuua B KOAMYECTBE NakeTOB MEXAY Ha4aloM 1 KOHLLOM MHTepBasia NOAOXMTENbHA,
TO CUMTAETCA, UTO MHTEPPENC PYHKLMOHMPYET HOPMaIbHO, M CYETUMK OTKA30B A/18 3TOro UHTepdelica
cbpacbiBaeTcs. Ecnm B TeueHve AaHHOTO MHTEPBana He Bbl10 OTNPABAEHO W MPUHATO HW OAHOrO NakeTa,
TO BKJIHOYAETCA JOMOAHUTENbHBIN MeXaHW3M NPOBEPKM, 3aKAFOUAOLWMNIACA B NMOCBIIKE 3X0-3aMpoCoB A0
CTabunbHbIX 06BEKTOB CeTW. [aHHbIN MeXaHWU3M MOXHO MCMO/Ab30BaTh HE TOIbKO KaK AOMOAHUTENbHbIN,
HO 1 BMECTO OCHOBHOTFO, 3TO HacTpamBaeTCs KOHdUrypaLumer cMcteMbl 3aLmTbl OT c6oeB (cM. «Cekuus
[channel]» Ha cTp. 23). Ecan Ha kakon-1Mbo n3 MHTEPdENCOB B 3ajlaHHOE BPEMs HE NMPUXOAAT OTBEThI Ha
3X0-3amnpochl, CYETUMK OTKA30B ANS 3TOro UHTepdelica yBenmumnBaeTca Ha eanHuLy. MNpu focTuxkeHun
CUYETUMKOM OrNpeseNeHHOro 3HaueHns GUKCUPYETCA NOAHBIN 0TKa3 MHTepdeica. MNpy BOSHUKHOBEHUN
MOJIHOTO OTKa3a OAHOro M3 MHTePdENCOoB aKTUBHBIA CepBep Nepesarpy>aetcs. B MoMeHT nepesarpysku
(oHa 3aHMMaeT, kak npaBmao, okono 30 cekyHA) BCe agpeca akTMBHOIO CepBepa CTaHOBATCA HEOCTYMHbI,
YTO CIYXXMUT CUFHAAOM ANS MacCMBHOMO CepBepa Ha Mepexos B akTUBHBIN pexum. MNocne nepesarpysku
cepBep, Kak ONM1caHo BbILLE, MEPEXOAMNT B MACCUBHbIN PEXUM, U MPU paboTocnocobHOM BTOPOM cepBepe
13 Napbl, KOTOPbIV Tenepb paboTaeT Kak aKTUBHBbIM, OCTAETCA B 3TOM pexume. Ecam ans nposepkum
paboTocnocobHOCTN MHTePdENCOB B HACTPOLiKax 3afaHbl OTKPbITbie OOBEKTLI CETU (CM. MapameTp
testip B cekuuun [channel]), TO AndA nponycka 3X0-3anpocoB W OTBETOB Ha HUX aBTOMAaTU4eCKN
CO34at0TCA COOTBETCTBYHOLLME pa3peLlarolme GuUabTpbl OTKPBITOM ceTv ansa npotokona ICMP.

CobbITns, cBA3aHHbIE C PaboTol pexkuma Knactepa ropsayero pe3epBMpoBaHUs, 3anMCbiBaOTCA 4EMOHOM
failoverd B 6a3y AaHHbIX, KOTOpas Ha3bIBAeTCS XYPHaNOM NepekNroUEHNA. B XypHan nepekatoueHni
nonagatoT clesytole TUMbl COBbITUI:

e 3arpyska cucTtemMbl — 3TO COBbITUE 3anuncbiBaeTCs Npw ctapTe gemoHa failoverd npw 3arpyske OC.

e CrapT B NacCMBHOM peXume — 3TO CobbITVE 3anncbiBaeTcs npu cTapte gemoHa failoverd BpyyHyto B
NaccMBHOM pexuMe (Npu BbinoaHeHUW KomaHg, Failover start wan failover start passive).

e CrapT B aKTMUBHOM peXMMe — 3TO CODbITME 3anncbiBaeTca Npw ctapTe AeMoHa failoverd BpyuHyto B
aKTMBHOM pexume (npu BbinoaHeHUN KomaHg failover start wan failover start active).

. I'IepeKmoquMe cepBepoB — 37O cobbITNE 3annCbiBaeTCA npn nepeknroyeHnn cepeepa n3
NacCMBHOIO pexuma B aKTVBHbIN.
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XKypHan nepekitoueHni BeAeTcs Ha KaXkAoM U3 cepBepoB knacTepa. C akTMBHOMO cepBepa XypHan
nepuoauYeckin NepesaeTcs Ha NacCUBHbBIN CepBEp, 3aMeHss ero >xypHas. Mpu HopManbHoN paboTe
KnacTepa XypHan byaeT cofepkaTb TONbKO COBbITVS NepekItoUeHUs PeXMMa, Tak Kak cobbITs cTapTa
cepBepa B MAaCCUBHOM pexxumMe ByAyT TepsATbCs NMPU NOJyUYeHUN XXypHana ¢ akTUBHOTO cepBepa.

Ecnu cepBep cTapTyeT B NaCCMBHOM pPeXUME, a 3aTeM, He MOYUMB XXYPHaN NepekItoUeHn OT akTUBHOIO
cepBepa, caM CTaHOBUTCA aKTUBHbIM, TO XypHan ByaeT cosepxkaTb COObITUA CTapTa B NaCCMBHOM pexume
NMBO 3arpysKmM CUCTEMBI, U3 YErO MOXHO 3aK/IFOUUNTb, UTO BTOPOW CepBep Kaactepa HepaboTocnocobeH
(3aBUC AW OTKIHOUEH).

XypHan nepekntoueHnin MOXXHO MOCMOTPETL C NMOMOLLIO KOMaHZAb! Failover view (cM. «XKypHan
nepektoYeHnn» Ha cTp. 48).

YTtobbl NoaAep>KMBaTh KOHPUrypaLMoHHbIe dalinbl 1 XXypHanbl ViPNet Ha obonx cepBepax B akTyasbHOM
COCTOAHUN, MeXAY CepBepaMm CO3AaeTcs pe3epBHbIA KaHa, Mo KOTOPOMY C akTUBHOrO cepBepa Ha
NacCMBHbIN NePUOANYECKUN NepesatoTca Heobxoaumble daibl. ITOT KaHaa NCMO/b3YeTCA TONbKO ANA
nepesayn GannoB C Lenbko pe3epBUPOBaHUSA, U ero NpoBepKa no obLLer cxeMe He BbIMOAHAETCA.
Pe3epBHbIN KaHan npeAcTaBaseT coboi coeanHeHHble Kpocc-kabenem aganteps Ethernet.

BHumaHue! Agpeca pesepBHOro kaHasa Ha cepBepax knactepa He AOKHbl coBnagaTb C
ajpecamu 3allMLLEeHHbIX Y3/10B, MHave Tpaduk Ha pe3epBHOM KaHane byaeT 610KMpPOBaThCS.
/A\ Ecnm Bce xe ecTb HEOBXOAMMOCTb MCMOb30BaTL COBMajaroLye agpeca, ANd paspeLleHuns
" KOHOAMKTa peKOMeHAyeTCs HaCTPOWUTb BUAMMOCTb COOTBETCTBYIOLMX 3aLLMLLEHHBIX Y3/10B MO
BMPTyasbHbIM agpecam.

CucteMa 3aWwuThl OT C60eB Takxke BbINOHAET pe3epaupoBaHne MFTP-KOHBEPTOB, UTOObLI 06ecneunTb
XpaHeHWe KOMWI NPUHATBLIX M FOTOBbIX K OTNpaBKe KOHBEPTOB Ha MacCcMBHOM cepBepe. [MNepesaya
KOHBEPTOB OCYLLECTBASETCA aKTUBHLIM CEPBEPOM MO pe3epBHOMY KaHay. [pu nepekatoueHnm
MacCUBHOIO CEpPBEPA B aKTUBHbIW PEXMM COXPaHEeHHble KOnun 0bpabaTbiBatOTCs, UTO MpaKTUUecKu
NCKFOYAET NOTEPHO AaHHbIX.

Ecnn ncnonesyetca nogaepxxkka SNMP, To npw 3anycke Ha akTMBHOM CepBepe ynpaBAfoLWEero AeMoHa Ha
KOMMbIOTEP, KOTOPbIV YKazaH B ¢arine koHdurypaumnm SNMP kak Trap sink, nocblnaeTcs
cootBeTcTBYtOLLEe cobbiThe (Trap). 3Ta BO3IMOXHOCTb MOXET ObITb MCMONb30BaHa aAMUHUCTPATOPOM A
onoseLleHns o cboe 0AHOTO 13 CEPBEPOB.

Oba cepBepa B NcnonblyemMomn cxeme abcontoTHO paBHOMpPaBHsbI. [pn HauanbHOM 3anycke kiactepa
aKTVBHbIM CTaHeT TOT cepBep, KOTOpbIM ByaeT 3anyLieH paHblue. OAHaKO, NOCKO/IbKY NepeKkIoYeHme
cepBepa 13 O4HOro pexumMa B Apyror 3aHMMaeT HEKOTOPOe BpeMs, TO Npu NpakTMyecku
OZHOBPEMEHHOM CTapTe CEPBEPOB MOXET CIYUYMTbCS, YTO OHM 0ba NepenayT cCHayana B NacCUMBHbIN
peXuM, a 3aTeM B aKTUBHbIN. [ns npesoTBpaLleHns Takoh CUTyaLmm cepeepbl MOCTOAHHO
0BMEeHMBAOTCA MO Pe3epBHOMY KaHasy nakeTamu CMHXPOHM3aL MK, cogep>aumm nHdopmMaumnio o
pexxume pabotbl cepBepa. Ecan obHapyxuBaeTcs, UTo oba cepBepa HaXOAATCA B aKTUBHOM PEXMME, TO
3anyckaeTcs crneunanbHas cxema BbIOOPOB, KOTopas OAHO3HAYHO OMNpesenseT OAWH U3 CEpPBEPOB,
KOTOpbIV AOJIKEH Nepe3arpy3nTbCs N NEPERTV B MNACCUBHbBIN PEXMM.
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TpeboBaHMd K cucTeme

CucTtema 3awuTbl OT c60eB NpeaHasHadeHa ans pabotsel B OC Linux creaytolmx AuctpubyTMBOB 1
BEpCUL:

e [lnctpubyTrBbl, NOAAEPXKUBAIOLLME apXMTEKTYPY npoueccopa x86:
o ALT Linux 6.0 Server;
o ALT Linux 6.0 Desktop;
o ALT Linux CMT 7.0;
o Astra Linux 1.3 (32/64-pa3psagHas);
o Astra Linux 1.4;
o CentOS 5.7 (32/64-pa3paaHas);
o CentOS 6.4 (32/64-pa3paagHas);
o Mandriva Linux 2010 Powerpack;
o RedHat Enterprise Linux 5.7 (32/64-pa3psaHas);
o RedHat Enterprise Linux 6.4 AS (32/64-pa3pagHas);
o Slackware Linux 12.0 (tonbko agpo 2.6.16.52 c FTP-cepBepa ftp://kernel.org);
o Slackware Linux 12.2;
o SUSE Linux Enterprise Server 10 SP4 (32/64-pa3psagHas);
o SUSE Linux Enterprise Server 11 SP3 (32/64-pa3psagHas);
o Ubuntu 12.04 (32/64-pa3psagHas).
e [lnctpubyTrBbl, NOAAepXUBatOLLME apxXUTEKTYpy npoueccopa ARM:
o Debian 7 wheezy;
o Ubuntu 12.04;
o Picuntu 12.04.

Ha apyrux anctpmbytmax Linux pabota cuctembl 3aLlmTbl OT C60EB BO3MOXHA, HO HE rapaHTUpyeTcs.
Takoke He rapaHTMpyeTca HopManbHas pabota MO ViPNet Coordinator Linux Ha ogHOM KoMnMbloTEpe
COBMECTHO CO CTOPOHHVMM CpescTBaMu nNpeobpasoBaHus Tpadurka, CO CTOPOHHUMU CPeaCTBaMu
3aWwuThl, paboTarolw MMM Ha KaHa bHOM, CETEBOM W/ TPAHCMOPTHOM YPOBHE (B YacTHOCTK, ipchains 1
iptables), n co ctopoHHuMU cpeactBamu WwWndposaHua Tpaduka (IPSec n Tak ganee).

B cucteme AOMKHO MCNONb30BaThCA AAPO Linux 13 nogMHOXecTBa Bepcmi 2.6.x (0T 2.6.18 a0 2.6.39
BKHOUMTENBHO) 1 3.X (80 3.6 BKAHOUMTENBHO). MogpobHY0 MHPOpMaLMIo cM. B okymeHTe «ViPNet
Coordinator Linux. PykoBoacTBO agMUHUCTpaTOpa».

Mpw paboTe B pexxrme KnacTepa ropsiuero pesepBMpoBaHNS KOMMbIOTEPBI KaacTepa AOXKHbI BbiTb
HaCTPOEHbI TakK, YTOBbI KOPPEKTHO Mepe3arpyxaTtbcs 6e3 yyacTvs yenoBeka.
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CeTeBble MHTepdelChl, NOCPEeACTBOM KOTOPbIX KaacTep O6LLIAeTCs C BHELUHMM MUPOM, AOAXHbI
npeacTaBaAaTb COHON ceTeBblE NAaThl AN KOMMYHUKALMOHHbIE NMOPTbI, paboTatoLLme No NPOTOKONY
Ethernet, PPP nau SLIP 1 coeanHeHHbIe C NOKaNbHOW CETbIO MAM MexXay cobol NocpeAcTBOM Kabenen.
Pabota c nnatamu, MCNOb3YHOLLMMW HeCTaHAAPTHbIe cpescTBa cBs3n (Radio Ethernet n ToMy nogo6Hble),
BO3MOXHa, HO He rapaHTupyeTcs. B kauecTBe pe3epBHOro KaHana MoryT 6bITb MCMOAb30BaHbI NAaThI
Ethernet, coegnHeHHble Mexay coboli Kpocc-kabenem, an HyNb-MOAEMHOE COeMHeHWe, paboTatoLee
no npotokony PPP nan SLIP.

KOMI'Ibl‘OTepr Knactepa fO/KHbI MMETb OANHAKOBOE YNCNIO CETEBbIX I/IHTGpCbGI?ICOB, KOTOpbI€ AOJIXKHbI
ObITb NOoAK/NIHOYEHbI B OAHUN N Te XKe BHeLlHne CeTU. Cosnap,eva MMEH VIHTep(I)el‘/lICOB, MNOAKNHOYEHHbIX K
COOTBETCTBYHOLLMNM CETAM, N annapaTHoﬁ NMAEHTUYHOCTWN CETEBbIX NJaT He Tpe6yeTc;1.

Ans npoBepkn paboToCNoCOBHOCTN CETEBLIX MHTEPGHENCOB HEOBXOAMMO HaaMUMe OTAEbHOMO
cTabuibHOro 0bbeKTa CETU AN KaXA0oro NpoBepsaemMoro nHtepdeica. B npotmeHoM cayuae nposepka
6YfeT BbINONHATLCA HE AN BCEX UHTEPPENCOB, 1 KacTep OKaXeTC HepaboTOCNOCOBHbIM.

CeTb gonxkHa 6bITb NONHOCTLIO paboTocnocobHa Ao yctaHoBku MO ViPNet n cuctembl 3awwmTbl oT c60eB.
Ecnum B KauecTBe pe3epBHOro kaHaja UCMoab3yeTcs Hylb-MOAEM, HEOBXOAMMO HaCTPOUTbL AEMOH ppp
nawm slip Taknum obpasom, UTobbI NPU Nepesanycke KOMMNbHOTEPOB CBA3b MO HY/b-MOAEMY
yCTaHaBAMBasacb aBToMaTnUecku. Kak 3To caenatb, MOXHO y3HaTb 13 gokymeHTauum no OC Linux.
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YCTaHOBKa CUCTEMbI 3aLLNThI
OT COOEB

YcTaHoBKa cuMcTeMbl 3aLMTbl OT C6OEB BbINOAHAETCA aBTOMaTUYeckM B npoLecce ycraHoBku MO ViPNet
Coordinator Linux (cm. gokymeHT «ViPNet Coordinator Linux. PykoBoacTBo agmuHucTpaTopa»). Mo
YMOJYaHUIO CUCTEMa 3alLuMTbl OT CO0EB YCTaHaB/AMBAETCS B OAMHOUYHOM pexume paboTbl.

Ons yCTaHOBKM CMCTEMbI 3aLLMThl OT COOEB B peXXMMe KacTepa ropsiuero pesepBrMpoBaHns Heobxoa41Mmo
BbINOJIHWTL ClefytoLLne AenCTBuIS:

1
2

YcranosuTte MO ViPNet Coordinator Linux Ha obonx cepBepax, BXOAALLMX B COCTaB Knacrepa.

Mocae ycrnelwHow yCTaHOBKU 3amnycTuTe YNpaBsowWwmii JeMOH KOMaHAom iplir start Ha ofHOM
13 cepBepoB KiacTepa.

C nomMoLblo KOMaHabl ps ax |grep iplir ybeanTech, YTo AeMOH 3anyckaeTcs. Eciv geMoH He
3anycKaeTcs, MPOCMOTPUTE COObLLEHNS Syslog 1 yCTpaHUTE BO3HUKLLME HEMONAAKM.

OcTaHOBUWTE YNpPaBAsIOLWLMIA AEMOH U APYTVe AeMOHbI KOMaHZAOM vipnet stop.

MpocmoTpuTe dannbl *.conf, KoTopble OyAyT CO3AaHbl B NoAKaTaaore user Karasora co
CrpPaBOYHO-KNIOYEBOW MHPOPMaLIMER, 1 ybeanTeck, UTO AaHHble 060 Bcex MHTepdelicax NosBUANCH
B pannax kKoHpurypaummn. OcobeHHO 3TO KacaeTcs Cayyas, Korja B KauecTBe pe3epBHOro KaHana
MCMOJb3YeTCs HyNb-MOAEM (MHOTAA YNPaBAAoWMUiA AEMOH He MOXET ONpeaennTb Haanune
nHTepdeiica ppp nau sl). B aTom ciyyae BpyUHyto yKaxuTte aaHHble 06 nHTepdelice B OCHOBHOM
daline KoHpurypauwmm. MNocne cTapTa ynpaBastoLLEro JeMoHa aBToMaTnyeckm byaet cosaaH
COOTBETCTBY LU KOHPUTYPaLMOHHBIN daiin ans storo uHtepdeiica (iplir.conf-pppo,
iplir.conf-sl0 v Tak fanee).

HacTpolite ceTeBble GUABLTPLI U TYHHENNPOBAHWE KOMMBIOTEPOB CETV U BbIMOAHWTE NpoYne
HaCTPOWKM, KOTOpble ByAyT NCMOAb30BaTbCA akTUBHBIM CEPBEPOM KaacTepa.
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10

11

Ha 3Tom 3Tane HeobxoanMMO BbibpaTh MHTEPdENC, KOTOPbIN ByAeT NCNONb30BaTbCA B KayecTBe
pe3epBHOro kaHasna. O6MeH JaHHbIMW MO Pe3ePBHOMY KaHay UAET OTKPbITbIM TpadukoMm. IMeHHO
MO3TOMY MPW MCMO/Ib30BaHUW B KayecTBe pe3epBHOro kaHana nnat Ethernet He cnepyet
noaKAYaTb MX B OBLLYHO CceTb, a CedyeT COeANHUTb KPOoCc-Kabenem.

YkazaHHble npoLeaypbl NPOBEPKU U HACTPOMKK dalinoB KOHOUrypaLmMm HeobXoAMMO BbIMOJHUTD
TO/IbKO Ha OZHOM CepBEpPE KacTepa, 3aTeM CKOMMpyKTe BCe Gaisibl KOHOUrypaLmm Ha Apyron
cepsep.

Mocne konvpoBaHusa npoBepbTe paboTocnocobHocTb ViPNet Coordinator Linux ¢ darinamm
KOHOurypaumu. Mpu 3ToM NpoBepsaTe cepBepbl MO OAHOMY U He AOMYCKanTe CUTyaumu, Korga
ynpaBAstoLLMI AeMOH paboTaeT Ha 0bomx cepBepax Knactepa O4HOBPEMEHHO — 3TO MOXET

npnBeCTnN K HeXenateabHbIM NOCNeACTBUAM.

HacTtpoite paboTy gemMoHa TpaHcnopTHOro mogyns mftpd. s atoro:

9.1 OcTaHOBUTE AEMOH KOMaHZon mFtp stop.

9.2 BbinonHute koMaHay mftp check, koTopas co3gact pann KoHourypaumm mftp.conf B

noAkaTtanore user kKatanora co CnpaBOYHO-KAHOUEBON MHPOPMaLMER, ecnm OH elle He Hbin
Co3aaH.

Hactpoite dain KoHdUrypaumm cmctembl 3aLimTbl OT c60eB Ha 060mx cepBepax kiactepa. ITOT
dalin pasnnueH ana ABYX CepPBEPOB KAACTePa, N ero HY>XKHO HacTpamBaTb Ha KaXAoM cepBepe
oTAeNbHO (CM. «Dalin KOHGUrypaLmm CUCTeMb 3alLnTbl OT CO0EB» Ha CTp. 22).

BoinonHute komaHay failover install. 3Ta KOMaHAa BKAKOUYAET PeXuM Knactepa ropsyero
pe3epBMpPOBaHNA cepBepoB. ECan BNOCAeACTBUM HYXXHO ByAeT OTKNHOUUTL PeXUM KaacTtepa
ropsiuero pe3epBMpPOBaHUA N BEPHYTLCA K paboTe B O4MHOUYHOM PEXMME, BbIMOJIHUTE KOMaHAy

failover uninstall.

Obe KOMaHAbl (BKNHOUEHMSA U BbIKIHOUYEHMUS pexXmMMa Kaactepa) He obecneunBatoT nepesanyck BCex
cny>6 MO ViPNet Coordinator Linux B COOTBETCTBUM C 33j@aHHBIM PEXUMOM. [03TOMY:

(0]

Mocne BbiNONHEeHNs KOMaHAbl Failover install nepe3anyctute gemoH failoverd komangamu
failover stop u failover start. B 3ToM cnyyae cuctema 3awmTbl OT CO0EB 3anycTUTCS B
NacCMBHOM peXXMMe ropsyero pesepsupoBaHuna cepsepos. [nd 3anycka B akTUBHOM peXxume
BbiNosHWTe KOMaHay Failover start active.

Ecnv 6bina BbinonHeHa komaHaa failover uninstall, TO cucTeMa BblgacT npeaynpexjeHve o
TOM, UTO BCe cay>6bl ViPNet ByayT OCTaHOBAEHbI, ¥ 3aNPOCUT NOATBEPXKAEHMWE Y
agMuHucTpaTtopa. Mpy NONOXKMTENBHOM PEeLLEeHNM CUCTEMA 3aLluUTbl OT CH0eB NepektoYaeTcs B
OAMHOUYHBIV pexxum paboTbl, NpeABapuUTENbHO OCTaHOBUB BCe cy>bbl ViPNet. ns ganbHewnwen
paboTbl B 3TOM pexxume BbiNoaHuTe KomaHgy failover start, B pesysibTaTte BbINOAHEHNA
KoTopow byaet 3anyLieH aemMoH failoverd n Bce octanbHble cny>6sl ViPNet.
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ObHoBneHMe Bepcnm 10
VIPNet Coordinator Linux

B npouecce akcnayatauum MO ViPNet neproanyecky Bo3HNKaeT HEOHXOAMMOCTb OBGHOBAEHMWS BEPCUN
MO Ha 6onee HoByto. Mpouecc ob6HoBaeHus MO ViPNet Coordinator Linux onvcaH B gokymeHTe «ViPNet
Coordinator Linux. PykoBoacTBO agMuHucTpatopa». OfHako npu paboTe B pexkMme kiactepa ropsyero
pe3epBUPOBaHWS CepBepoB npoLecc obHoBAeHMs O UMeeT psg 0COBEHHOCTEN, CBA3AHHbIX C
obecrneyeHneM becnepeboliHon paboTbl knactepa B npoLecce 06HOBAEHNSA. Hxke onvcaH anroputm
obHoeneHus MO ViPNet Coordinator Linux Ha knactepe, obecneumBatowmii 6ecnepeboriHyto paboty
CUCTEMBI.

Mepes HauyanoM O6HOBAEHUS HEOBXOAMMO BPEMEHHO OTK/IOUNTL KOMMYTALIMIO CEPBEPOB MO
pe3epBHOMY KaHany.

O6HOBNEHNE HEOBXOAMMO HauMHaTb C CEPBEPA, HAXOAALLErocs B NMacCMBHOM peXxnMe
pe3epBupoBaHus. VIHGopMaL Mo O TEKYLLEM PEXMME MOXHO MOMYUNTb C MOMOLLLIO KOMaHZb!
failover info (cM. «Tekyllee cocTosiHe» Ha cTp. 46). O6HOBAEHME HEOHXOANMMO NPOBECTM NO
aAropuTMy, ONUCaHHOMY B COOTBETCTBYHOLLEM pazaene gokyMmeHTa «ViPNet Coordinator Linux.
PyKoOBOZACTBO aAMUHUCTPaTOpa».

Mocne o6HoBAeHMA 1O Ha NaccMBHOM cepBepe kKaactepa Heobxoanmo ybeanTbCA B CTabuibHON
pabote gaHHol Bepcun MO Ha JaHHOM cepBepe B TedeHUe BbIOpaHHOro UHTepBana BpeMeHu. B
c/lyyae Kakux-1mbo npobnem B pabote HoBoi Bepcum MO cnesyet NponsBecTv BO3BpaT K BEPCUM,
yCTaHOB/IEHHOW paHee. [poLesypa Bo3BpaTa K NpeablAyLlel BepcuMm onmncaHa B COOTBETCTBYHOLLLEM
pa3gene pokymeHta «ViPNet Coordinator Linux. PykoBOACTBO agMUHUCTpaTOpa».

PaboTa cepBepa cumTaeTcs CTabuibHOW, eciu:

o Bce cnyx6bl ViPNet 3anyLueHbl 1 paboTatoT KOPPEKTHO, cUCTeMa 3aLumTbl OT cboeB paboTaeT B
pexume knactepa. IHbopmaLmo o TekyLweM COCTOAHUM Cy>Kb 1 pexnme paboTbl CUCTEMBbI
3aLLMTbl OT C60EB MOXHO MOAY4YMTb C NOMOLLbIO KOMaHAbl Failover info (cM. «Tekyllee
COCTOAHME» Ha CTp. 46).
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o Bce npoueccbi-ageMoHbl paboTatoT B MacCMBHOM pexxkume (passive). s npoBepku TekyLLero
pexuma paboTbl NPOLECCOB MCMNONb3YeTCA KOMaHAa OnepaLMOHHON CUCTEMbI PS aux
(nogpobHee cm. gokymeHT «ViPNet Coordinator Linux. PykoBoacTBO agMuHUCTpaTOpa»).

o B TeueHue BbIbpaHHOro nHTEpBana BpemeHu (0kono 15 MyHYT) cepBep He nepesarpy>kaeTcs.

B cnyyae ctabunbHon pabotel HoBoW Bepcmm MO B MacCMBHOM pexunmMe HeobXoanMO rnepeBecTu
JaHHbIA cepBep B aKTUBHBIA PexnM. [as 3Toro ciesyeTt BbIKAHOUUTL CEPBEP, HAaXOAALWMACS B
JAaHHBIA MOMEHT B aKTVBHOM pexuMe, KoMaHaoW halt nav shutdown. Yepes TaliM-ayT, 3ajaHHbIN B
HacTpoliKax cMcTeMbl 3aWwmnTbl OT cboeB (cM. «Cekuumsa [misc]» Ha cTp. 30), nacCUBHBIN cepBep C
HoBoW Bepcuen MO fonxeH NepenTn B akTUBHbLIN pexxum. Eciv B pesyabTate Kakux-1mbo cboes B
pabote HoBoM Bepcum MO 3TOro He NPOM3OLLIO UK NOC/E Nepexosa B aKTUBHbIA pexunM HoBas
Bepcuna MO byHKUMOHUPYET HEKOPPEKTHO, CedyeT BKIHOUMNTbL cepBep co cTapoi Bepcmer MO, a Ha
cepBepe C HOBOW Bepcueli NPOM3BECTY NpoLedypy BO3BpaTa K NpeablayLiein Bepcuu.

B cnyyae ctabunbHon pabotbl HoBoW Bepcum MO B akTBHOM peXyMe B Te4YeHue BbIbpaHHOro
nepuoaa BpeMeHu Heobx0AMMO BKIHOUUTL CEPBEP, Ha KOTOPOM yCTaHOB/eHa cTapas Bepcus MO, a
3aTeM MPOV3BeCTU Ha HeM npouesypy obHoBaeHMA MO No anropmuTMy, ONUCaHHOMY B
COOTBETCTBYIOLWEM pa3gene gokymeHTa «ViPNet Coordinator Linux. PykoBoacTBO agMUHMUCTpaTOpa».

Mocne obHoBAeHMs MO Ha obomx cepBepax knactepa HEOOXOAMMO BKAOUYUTb KOMMYTaLMHO
CepBepoB MO pe3epBHOMY KaHany 1 yoeanTbCs, UTO pe3epBMpoOBaHMe paboTtaeT. 15 3TOro HyXHO
N3MEHUTb Kakyro-IMb0 HaCcTPOWKy B OAHOM U3 Gainnos KOHOUrypaLumnm Ha akTMBHOM cepBepe U
yepes HeKOTOpPOe BPeMA NMPOBEPUTb, UTO 3TN XKe M3MEHEHWUS MOABMIMCL Ha MAaCcCUMBHOM CepBepe.
YT00bl M3MEHEeHUs NoMaaun Ha NacCMBHbLIN CEPBEP, HEODXOAMMO BKIOUNTL pe3epBUpOBaHNE
rpynnsl ¢arnnos koHourypaumm (cm. «Cekuus [sendconfig]» Ha cTp. 27).

Mpumeuanwne. Mpun o6HoBneHMM MO ViPNet Coordinator Linux ¢ Bepcuun 3.7 go Bepcun 4.1 m
BblLLIE XXYPHaa NepekItoveHNIn KiacTepa ropayero peseperpoBaHmns byjeT nepemMelleH B

apxuB. Nocne o6HOBNEHUS B HOBOM daitsie XXypHaia NePeKNOUEHNI KnacTepa COAEPXMTCA
TOJILKO MHPOPMALMA C MOMEHTa 06HOBEHNA. ECn Bbl XOTUTE MPOCMOTPETL NPEXHWUIA XypHan
nepekitoyeHnin, obpatmtech B ciy>xby nogaep>kkn OAO «NHPoTeKC».
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Dann KOHOUIypaLUmm CUCTEMDI
3aLLUUTBI OT COOEB

®aiin KoHPUrypaLmm cucTeMbl 3aLmTbl OT COOEB HAaXOAUTCA B KaTasore /etc 1 Ha3blBaeTCs
failover.ini. OH COCTOWT U3 HECKONbKMX cekunin. Kaxxaas cekuma HauMHaAEeTCA CO CTPOKM, COAepKaLLein
NUMS CcekLMM B KBaZpaTHbIX ckobkax. Kaxaas cekuma coaep>Xut Heckonbko napameTtpos. CTpoka ¢
napamMeTpoOM HauMHaeTCs C UMEHW NapamMeTpa, 3aTeM UAET 3HaK «=» U NPobes, 3aTeM 3HaYeHme 3Toro
napameTpa. VimeHa cekunii 1 napameTpoB MOryT NOBTOPSATLCS.

I'IapaMeprl HaCTpOl\;IKM CNCTEMDI 3alnTbl OT c60eB MOXHO pasfgennTb Ha ABe rpynnbl:

e rapaMeTpbl, OTBEYAIOLLME 33 HACTPOMKY CUCTEMbI B peXUME KaacTepa ropsayero pesepBmpoBaHms
cepBepos;

e 06LMe NapameTpbl, XxapakTepHble Ans 060MX PeXXnMoB paboTsl (KaK AAs O4MHOUYHOTO PEXMMA, TaK
N ANs pexxuMma Kaactepa).
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Cekuma [channel]

Kaxablin ceTeBoM UHTEPOENC, PabOTOCNOCOBHOCTL KOTOPOrO AONXKHA NPOBEPATL CUCTEMA 3aLLUTLI OT
cboeB npu paboTe B aKTUBHOM peXKMMe KiacTtepa ropsyero pe3epBUpOBaHUs, ONUCLIBAETCS ceKL e

[channel].

Cexumsa [channel] copepxwut cnegyroLive napameTpbi:
e device — nMsa ceteBoro nHTepdeica (eth0, ethl v Tak ganee), KOTOPbIA ONUCLIBAET 3Ta CEKLMS.
e activeip — IP-agpec, KOTOpbIN JaHHbIA MHTEPdENC ByaeT MMETb B aKTUBHOM pexuMe.

B kauecTBe HeObA3aTENLHOIO 3HAYEHMs B MapaMeTpe MOXET yKa3blBaTbCsA Macka NOACETU B
HoTauuu CIDR (4ncno 3Havawmx 6ut) uam B 06bI4HON NpaMon HoTauun. 3HadveHwue IP-aapeca
JOJIKHO OTAENATHCA OT 3HAUEHMSI Macky CUMBOJIOM «/» (Kocas yepTa). Hanpumep:

activeip= 192.168.201.1/24 — Macka 3agaHa B CIDR-HoTauum.
activeip= 68.21.12.34/255.255.252.0 — Macka 3ajaHa B NpsiMoi HoTauuu.

Ecan macka He ykasaHa, To ByAeT UCMo/b30BaHO 3HaYeHWe Macky, YCTaHOBAEHHOE B CUCTEME.
He3aBucrMo oT TOro, B Kakoi HoTaLmu 6bina 3agaHa Macka ceTu, nocsie nepesanvcu darina
KoHdurypauum failover. ini B npouecce ctapTta geMoHa failoverd macka 6yzeT nepeBeseHa B
CIDR-HOTaLuIO 1 coxpaHeHa B daitie B TakoM BUAE.

MNMpumeuaHne. ABHOe yka3aHMe 3HaYeHNA MacKM CETU MCMOJIb3YyeTCA NPW OpraHM3aumn
CXeMbl K/1acTepa ropsayero pesepBMpoBaHns B YCIOBUAX OrpaHUUeHN MO BblgeNEHNIO

IP-agpecoB (cMm. «Cxema opraHusaLmm knactepa B yC0BUAX OrPaHUYeHWI No
BblgeneHuto IP-agpecos» Ha cTp. 35).

e passiveip — IP-agpec, KOTOpPbIV AaHHBIN NHTEPdENC ByAeT UMETb B MacCMBHOM pPEXMME.

B kauecTBe HeobA3aTENLHOrO 3HaYEHMA B NapaMeTpe MOXET yKa3biBaTbCa Macka ceTu. TpeboBaHus
K dopmaTy 3agaHma Mackm aHanorMyHbl NapameTpy activeip.

e testip — IP-agpec mapLlpyTusaTopa Uamn apyroro ctabuibHOro obbekTa ceTv, KOTOpoMy ByayT
NocblNaTbCA 3X0-3anpocChkl AN NpoBepku paboTocnocobHOCTM 3TOro nHTepderica. MoxHO
yKa3blBaTb HECKOJ/IbKO MapamMeTpoB testip, B 3TOM C/lyyae 3X0-3anpockl 6yayT NockliaTbcs Ha BCe
yKasaHHble agpeca, u cboeM nHTepderica byaeT cUnTaTbCA CUTYaLMs, KOrAa HU OT O4HOTO M3
aZpecoB He MoJyYeH OTBET.

BHumaHwme! Ans kaxzgoro uHtepdeiica, onncaHHoro cekunen [channel], B
napametpe testip foxeH 6biTb 3aZaH CBON agpec, NpUHaANEXaLLNIA NoACETU

/A\ JaHHoro uHtepdeiica. Ecam ykasatb OAMH W TOT Xe aZpec AN HECKObKNX
NHTep¢encoB, cuctema 3awuTel OT cboeB BygeT NpoBepATb PaboTOCNOCOBHOCTL
TOJIbKO OZJHOTO U3 3TUX MHTEPdEelicoB.

e ident — TeKCTOBaA CTPOKa, NAEHTUPULIMPYHOLLLAA AaHHBIA MHTEpPdEeNC.
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e checkonlyidle — yKka3blBaeT, Hy>XHO JIN MPOBEPATb TOJIbKO HEaKTMBHble MHTepdechl. MoxeT
NPVHUMaTb 3Ha4YeHune yes uan no. Eciv napameTp yCTaHOB/EH B yes, TO aKTUBHbIN cepBep
NOCbINAeT 3X0-3arnpockl A0 aAPECOoB, yKa3aHHbIX B NapamMeTpax testip, TONbKO B TOM Ciay4yae, eciu
3a nepvog onpoca IP-agpecos (napameTp checktime B cekumm [network]) Ha gaHHOM MHTepdelice
He HbI10 BXOAALLMX AN UCXOAALLMX NakeToB. Ecan napameTp ycTaHOBAEH B No, TO 3X0-3anpochl
nocblnarotca scerga. 1o ymMonyaHuio 3HaveHne napameTpa — yes.

MNpumeuanne. PekomeHgyetca ncnonbsosatb pexxvm checkonlyidle=yes, tak kak B
pexunme checkonlyidle=no knactep MoXxeT oWMBOUHO naeHTdULMPOBaTL COHOM

MHTepdeica Npn OTCYTCTBUAM CBA3M C TECTOBbLIM Y3/10M (MO BHELLUHVM NPUYMHAM, He
cBA3aHHbIM C paboToi Knactepa).

e afterifconf — napameTp, cogep Kalnii KOMaHZbl, BbINOAHAEMbIE HEMOCPEACTBEHHO NOC/Ie
KOHQUIypupoBaHUa JaHHOro MHTepdeca Npu CMeHe pexuMa. BaseTcs Heobs3aTebHbIM
napamMeTpoM U Mo YMOJIYaHWUIO OTCYTCTBYET B dpaine KoHburypaumu. JaHHbli napaMeTp MOXeT
MCMob30BaThCs B CeUndUUYecKmX CUTyauusx, HanpruMep, ecam HeobXoAMMO BbINONHUTL Kakune-
NMB0 HecTaHAapTHblE KOMaH/bl, CBA3aHHbIE C HACTPOWKOWN CETEBOrO MHTepdelica.

Takvm obpasom, cekummn [channel] HeobX0AMMO co3aaThb AN KaXA0ro uHTepoeiica, pabota KOTOPOro
6yAeT NpoBepATLCS.

MpumeyuaHue. Bce napametpbl cekuuin [channe l] nHTepnpetvipytoTcs TONbKO Npw
paboTe B pexxume kactepa ropayero pes3eperpoBaHna CEpBEPOB.

YT10b6bl OTK/IOUNTBL CEXeHWe 3a PpaboToCNoCOBHOCTLIO Kakoro-Ambo nHTepdelica,
HeobxoaMMO yaannTb 13 daiina koHdurypaumm cekumto [channel], onuceisatowyto
3TOT MHTepdenc.
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Cexkuma [network]

Cekuua [network] onuceiBaeT pasnnyHble NapameTpbl paboTbl cUCTeMbI 3alwuThl OT COoEB,
OTHOCALIMEeCA K NOCbIIKE NMAKETOB B CETb B PEXMME KAacTepa ropsavero pesepBrnpoBaHms.

Cekuma [network] coaep>xuT cnegyroLime napamMmeTpbi:

checktime — nepwuog onpoca IP-agpecos (B cekyHAax). Ha akTuBHOM cepBepe nposepka
pabotocnocobHoCTM HTepdelica byaeT NPOBOANTLCA C MHTePBanoM checktime. Ha naccnBHOM
cepBepe ¢ UHTepBasioM checktime OyayT NocCblNaTbCA 3anpockl Ha Nounck IP-agpecos akTMBHOIO
cepBepa. 3HayeHue Mo yMonyaHuo — 10 (CeKyHa).

timeout — BpemMsa OXunaaHua (B ceKkyHAax) oTBeTa Ha 3anpoc (3xo-3anpoc wan 3anpoc IP-agpecos),
Mo MCTeYeHUN KOTOPOro AefaeTcs BbIBOZ O TOM, UTO pe3y/bTaT 3anpoca oTpuLaTebHbId. 3HauYeHme
Mo yMONYaHUO — 2 (CeKyHAbl).

channelretries — 4MCN0 NONYYEHHbIX NOAPAA OTPULIATENbHbIX Pe3yNbTaTOB, HA OCHOBAHWM
KOTOPbIX AefaeTcs BbIBOZ O HEPabOoTOCNOCOBHOCTU NHTepdelica Ha akTUBHOM cepBepe. 3HaueHue
No YMONYaHMIO — 3 (CeKyHabl).

activeretries — YNCI0 NONYUYEHHbIX NOAPAL OTPULLATENBbHBIX PE3YbTAaTOB, HA OCHOBaHUU
KOTOPbIX Ha MAaCcCMBHOM CepBEpE AeNaeTca BbiBOA 06 OTCYTCTBMM B CeTU AaHHOro IP-agpeca
aKTMBHOTro cepBepa. 3HaueHWe Mo YMONUYaHWUO — 3 (CeKyHAbI).

synctime — nepuos BpeMeHu (B CekyHAax) Mexy NocblIKaMy MakeToB CUMHXPOHM3aLUN Mo
pe3epBHOMY KaHany. 3Ha4yeHne no yMon4YaHuo — 5 (CeKyHA).

fastdown — yKa3bIBaeT, Hy>HO Y MPUHYANTEILHO OCTaHaBANBATb CETEBbIE MHTEPENChI Nepes,
nepesarpyskori cepeepa. MoXeT NpUHMMaTb 3HauYeHWe yes Wi no. YcTaHoBKa 3TOro napameTpa B
yes Nno3BosieT HbICTpee yCTpaHWTb NPUCYTCTBUE CEpPBEPA B CETV U AaTb BO3MOXHOCTb BTOPOMY
cepBepy NePeKIUNTLCA B aKTUBHbIN PEXXMM, OAHAKO MpW 3TOM 3aBepLueHVe paboTbl paboTatoLLmx
CeTEBbIX CEPBMCOB NMPOUCXOANT Y>Ke NPY OTKJIFOUEHHBIX UHTEPENCaX 1 MOXET BbiTb
HEKOPPEKTHbIM. 3HauYeHKe Mo ymMmonuaHuo — yes. HeobxoarMo BblbMpaTh 3HaUEeHKe 3TOro
napameTpa, UCXOAs M3 TOTO, Kakne cepBUChbl paboTatoT Ha KOMMbIOTepax Kaactepa.

afterifconf — napameTp, cogepXalyuii KOMaHZbl, BbIMOIHAEMbIe HEMOCPEACTBEHHO NocCae
KOHOUrypUpoBaHns BCeX MHTEPdENCOB NpU CMeHe pexinma. ABaseTcs Heobs3aTelbHbIM
napamMeTpoM U1 MO YMOJIYaHWIO OTCYTCTBYET B daiiie KOHbUrypauum.

beforeifconf — napameTp, cogep>calinin KOMaHAbl, BbINONHAEMbIE Nepes KOHOUTryprpoBaHNEM
BCEX MHTepPhENCOoB Npu CMeHe pexmnMa. iBaseTcs Heobs3aTeIbHbIM NapaMeTPoOM U MO YMOAYaHUIO
oTCyTCTBYeT B daine KoHdUrypauuu.

MocneaHve aBa NapameTpa MOryT UCMO/Ib30BaTbCA B CneLmMbUUeckmx CUTyauusx, Hanpumep, ecam
HeobX0AMMO BbIMONHUTL Kakne-NMbo HecTaHAapTHblE KOMaHJbl, CBA3aHHbIE C HACTPOMKON CeTeBbIX
nHTepdericos. [JaHHble NnapaMeTpbl UCMOAb3YHOTCA A8 OpraHM3aLn CXeMbl KiacTepa ropsyero

pe3epBUPOBaHMS B YCNOBUAX OrpaHUYeHui No BbigeneHuo IP-agpecos (cm. «Tunosas cxema
opraHmsauunmn Knactepa ropayero pesepBrpoBaHna» Ha CTp. 32).
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MpumeyuaHue. Bce napametpbl cekumn [network] nHTepnpetvpytoTcs TONbKO Npw
paboTe B pexxuMe kactepa ropsayero peseperpoBaHns cepeepoB. Vx pekomeHayeTcs
Aenatb OAMHaKOBLIMU Ha 060X cepBepax Kiactepa.
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Cekuund [sendcontig]

B cekumm [sendconfig] 3agatoTca napameTpbl, KOTOPble KOHTPOAMPYOT Nepecbiky Gpanaos ¢
aKTVBHOTO CepBepa Ha MacCUBHbIN C Lie/Iblo pe3epBUPOBaHMA.

Cekuma [sendconfig] coaepXuT cneayrowine napameTpsbi:

activeip — ajpec, KOTOpbIA MMeeT Ha pe3epPBHOM KaHasie BTOPOI cepBep KacTepa, HaXxOAALLMIACS
B NMPOTUBOMONOXHOM pexuMe. [ KaxZoro cepsepa B 3TOM NnapamMeTpe Ao/KeH 6bITb 3ajaH
aZipec pe3epBHOro KaHaia Apyroro cepBepa.

sendtime — nepunog pe3epBrpoBaHuna (B CeKyHAax), TO eCTb Mepuog Mexxay NornbiTkamu nepecnatb
darinbl. 3HauyeHWe No yMonYaHmo — 60 (CEKYHA).

config — BKIIOUEHWE UM OTK/IHOUYEHMe pe3epBUPOBaHUA TPyMnbl Gannos KOHGUIypaLmm.

keys — BKIIOUEHWE WM OTKIHOUYEHWE pe3ePBUPOBaHUA TPyMnbl GannoB CPaBOYHMKOB W KAOYEN.
journals — BKIIOYEHWE UM OTK/IKOUYEHME pe3epBUPOBaHMA rpynnbl dpannos xxypHanos MO ViPNet.
file — Npon3BOAbHBIN arin ANa pe3epPBUPOBAHMS.

device — CUCTEMHOE VMMs UHTepderica, KOTOPbIN NCMONb3YeTCs /1S OpraHU3aLLMn pe3epBHOrO
KaHana.

port — HOMep MopTa, Ha KOTOPOM JaHHbIN cepBep B aKTUBHOM pexXume oXunaaeT COeAnHEHNA Ha
pe3epBHOM KaHaJjie OT NacCMBHOrO cepBepa kiaactepa 414 nepesayv emy 3ajaHHblx Gainios.
3Ha4eHune no ymonyaHumio 10090.

connectport — HOMep MopTa, KOTOPbIV AaHHbIV CepBep B MaCCMBHOM peXuMe BbibupaeT a4
COeAMHEeHNA Ha pe3epBHOM KaHae C akTMBHbIM CEPBEPOM KacTepa A4 Mpuema 3anpoLleHHbIX
daino.. [laHHbI NapaMeTp MOXeT OTCyTCTBOBaTb B KOHOUrypaLMoHHoM daiine. B aTom ciyyae ero
3Ha4YeHne No yMOAYaHWIO PaBHO 3HauYeHWto NnapameTpa port. Ecan napameTp port Takxxe He
yKaszaH, TO 3HaueHne napameTpa connectport pasHo 10090.

MpumeuaHwue. Bce napametpsl cekummn [sendconfig] nHTepnpetnpytotca Tonbko

npu paboTe B pexuMe Kiactepa ropsyero pesepBrpoBaHus CEPBEPOB.

MapameTpbl config, keys 1 journals MOryT NpMHMMaTh 3Ha4YeHMeE yes UAK no. 3HaYeHMe no O3Ha4vaeT
OTK/IHOYEHME pPe3epPBMPOBaHMA COOTBETCTBYHOLLEN rpynMbl. 10 yMOAYaHMIO 3TV NapaMeTpbl YCTaHOBJ/IEHbI
B 3HayeHue yes.

g BHumaHue! He pekomeHayeTcs oTkatouvaTth pesepsuposaHue rpynn config u keys,

Tak Kak 3TO MOXET NPMBECTU K HekoppekTHon paboTe MO ViPNet.

B rpynny config BXxoasT caeayrowime dainbl KOHPUrypauuu:

iplir.conf - ocHOBHOW dain KoHPUrypaLmum ynpaeastoLero gemoHa iplircfg;
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e iplir.conf-<uma murepodeiica> — Pparabl KOHOUIypaLUK ceTeBbIX MHTEPDENCOB (Kpome
WHTepdelica pe3epBHOro KaHasa);

e mftp.conf — pain KOHPUrypaumm TpaHCHOpPTHOro Moayns MFTP;

e pAg Apyrux cay>xxebHbix harinoB KOHOUrypauum (CnMcok 3Tnx ¢GanaoB He NPUBOAUTCSH, TakK Kak OHU
SBAMOTCA BCMIOMOTaTeIbHbIMM U MOTYT OTCYTCTBOBaTb B page koHdurypaunii MO ViPNet), a Takxe
ceTeBble GUABTPBI 1 NOANTMKM HE30MaCHOCTU.

B rpynny keys BXoAsT ciyxe6Hble paitiibl, OTHOCALLMECS K CMPaBOYHMKaM U karouaM. Cnvcok dainaos
MOXET AUHAMUYECKN MEHSATLCA B NMpoLiecce paboTbl, UTO OTCaexmBaeTcs geMoHoM failoverd
aBTOMaTUYECKM.

B rpynny journals BXogAT cregyrowyme Gpannbi:
e KYpHa/bl MaKeTOB CETEBbLIX MHTEPDENCOB (KPOMe UHTepdelica pe3epBHOro KaHana);
e KypHan KOHBePTOB TpaHcnopTHoro moaynsa MFTP;
e pAj APYrux cayxebHbIX GannoB >XXypHanoB (CIMCOK 3TUX GaliNoB He NPUBOAUTCS, Tak Kak OHU

ABAAOTCS BCMOMOraTeNbHbIMM M MOTYT OTCYTCTBOBaTb B pase koHdurypaumin MO ViPNet).

MepeueHb dannos, Bxoaawmx B rpynnsl config, keys 1 journals, onpegensietcs gemoHoM failoverd
aBTOMATMUYECKM Ha aKTUBHOM cepBepe. [acCMBHbIV CepBEpP Ha KaXXAoM LMK/e pe3epBUpPOBaHMS
3anpalumnBaeT cocTaB GaiioB, BXOAALMX B KaXKAYHO U3 rPynM, A/s KOTOPbIX BKAOUEHO pe3epBUPOBaHUE,
1 Nocae 3TOro 3anpalumBaeT nepegady ¢annos.

BHumaHme! PesepBupoBaHue ¢aiinos, Bxoaawwmx s rpynnel config u keys,

NPOV3BOANTCA TOJILKO MPW 3anyLLeHHOM Ha akTVBHOM CepBepe yrnpaBastoLeM AeMOoHe
/‘\\ iplircfg. PesepBupoBaHue ¢paiina mftp . conf nponssoauntcs Tonbko Npw 3anyLeHHOM
A Ha aKTnBHOM cepBepe geMmoHe MFtpd. Yka3aHHble orpaHnyeHrs NO3BOAAOT

npeaoTBpaTUTL Nepejavy Ha MNacCBHLIN CepBEP HEMpPaBUIbHO OTPeAaKTVPOBaHHbIX

dannoB koHbUTrypaumu.

Mapametpbl File onucbiBaloOT pe3epBrpoBaHve Gainnos, He ABAAIOLWMXCA PaliiaMn KOHPUIypaLMn nam
Apyrumu cnyxxebHeimmn dannamm MO ViPNet, To ects napameTpsl File MOryT cofep>kaTtb TOAbKO
CTOPOHHWe dalinibl, He BXOAALLVE B BbiLLENepeYncaeHHble rPYMMbl, €ClN Pe3epBUMPOBaHME 3TUX TPy
BKJIOYEHO.

MpumeuaHwue. Ecan kakori-nnbo 13 dpannos, 3agaHHbix napametpom File, BxoauT B
OZHY M3 NepeyYnCceHHbIX BbiLlie FpynM, A1 KOTOPOMN BKIHOUEHO pe3epBMpOBaHue,

aemoH failoverd yaansert ero n3 ¢aiina koHdurypaumn failover. ini c BeiBogom
COOTBETCTBYHOLLErO coobLLeHus B syslog.

MoxHo 3aszaBaTb At060e KoanuectBo napametpos file, 04HaKo cielyeT UMETb B BUAY, UTO
MCNoNb3yeMbl MPOTOKON NepeAayn GainnoB ONTUMU3MPOBAH ANA Nepesadn KOPOTKUX PpannoB — Kak
npaBwio, Garinos KOHGUrypaLum, 1 nepesada Yepes cMcteMy pe3epBupoBaHna 6oablumx Gaiios He
pekomeHAyeTCA (MakCUManbHbIN peKkoMeHAyeMbln pa3mep cocTaBaseT npuMepHo 1 M6aiiT). Kpome Toro,
pa3Mepbl GannoB JONKHBI ObITb COrNacoBaHbl C NapaMeTpom sendtime TaknuM 0bpasom, 4TOObI
yKa3zaHHOro B 3TOM MnapameTpe BpeMeHW XBaTW/10 Ha Nnepecbiiky Gpaiinos.
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Ecav ums daitna HaUMHAETCA C CUMBOAA «/», TO OHO TPAKTYeTCA Kak abCoNOTHOE, eC/Iv C ApYroro
CMMBOJIA, TO OHO BOCMPVHUMAETCS Kak MMSl OTHOCUTENbHO KaTanora, CoAepXKalLllero CrnpaBoYHNKN U
KAHOUM.

Kak 1 B cnyyae rpynn, nepecbiika ¢aiinos, 3agaHHbix NnapameTtpamu i le, npon3soanTca No 3anpocy
MacCUBHOW CTOPOHbI. OfHaKo, B OTMYME OT Mepesayn rpynmn, akTMBHbIM cepep He GOPMUPYET HUKAKMX
CMMCKOB, Nepeaava NPONCXOAMT MO 3anpocy Ha KaxXAbll Gaiia, To eCTb B 3TOM C/lyyae cnncok $Gainios B
Buge napameTpos File onpegenaerca HacTPoOVKaMu NacCMBHOrO cepeepa.

BO3MOXHbIE KOHPANKTbI MPU PE3EPBMPOBAHMM
GannoB

Mpwn nepegave darinos iplir.conf (ocHoBHOro danna kKoHPuUrypauum) n iplir.conf-<uureppeiic>
(PpannoB KOHOUrypaLum ana MHTEPPENCOB) MOXET BO3HUKHYTb KOHPAUKTHAA CUTyaLlus, Bbl3BaHHasA
Mcnoab3oBaHVEM Ha cepBepax kiactepa MHTepdeCcoB C pasHbIMU MMEHaMM ANA MOAKNOUYEHNS K OAHUM
N TEM Xe CeTAM. ITO CBA3aHO C 3aMEeHON UMeH MHTephEencoB Ha UAeHTMGUKaTopbl 1 obpaTtHo. MNpwu
nepegave darinos ¢ uMeHamu iplir.conf-<unreppeitc> Ha aKTUBHOM CEPBEpPE NPOUCXOAUT 3aMEHA
MMeH NHTepdENCoB Ha MAEHTUDMKATOPSI, yKazaHHble B cekumax [channel] (cM. «Cekuuma [channel]» Ha
cTp. 23). Mpu npueme 311X GaliaoB Ha NACCUBHOM CEpPBEPE UAEHTUDMKATOPBI 3aMEHSAIOTCA UMEeHaMM
NHTePdENCOoB, AN KOTOPbIX Te XXe AEHTU MKATOPbI yKasaHbl B cekumax [channel] Ha naccMBHOM
cepBepe (cM. npumep Huxe). Parbl KOHPUTypaLUm Ans MHTepdencoB, KOTOPbIe He OMucaHbl CeKLMAMM
[channel], nepeaatotca 6e3 n3meHeHUs UMeH. [1py 3TOM MOXET MNONYYUTLCA TaK, YTO nocae
dopmMMnpoBaHMA Ha MacCMBHOM cepBepe crvcka $alioB, KOTopble cnelyeT NPUHATL, Gaiabl AN pasHbIX
NHTEPPENCoB NMEOT OAMHAKOBbIE MMEHa.

Hanpumep, NycTb Ha akTMBHOM cepBepe UHTepdelic ethO onucaH cekumen [channel] n emy NpUcBoeH
naeHtndukatop «A» (ident= a), a Takxke UMeeTCs HTepdenc eth2, KOTOPbLIM HE ONUCAH CeKL el
[channel]. Mpu 3TOM Ha NacCMBHOM CepBepe C TeM Xe UAEHTUPUKATOpoM «A» onucaH MHTepdenc eth2
(To ecTb NpeAnonaraeTcs, UTO OH UCMONb3YETCS ANA NMOAKIFOUEHUS K TOW Xe CEeTH, UTO 1 MHTepdeic ethO
Ha aKTVBHOM cepBepe). B chopMmpoBaHHbI Ha akTUBHOM cepBepe CnncoK ¢hairiioB BXOAAT daibl
iplir.conf-ethO v iplir.conf-eth2, KOTOpble NOCAe 3aMeHbl UMeH ByayT Ha3bIBaTbCA
cooTBeTCTBeHHO iplir.conf-a u iplir.conf-eth2. [pn popmMumpoBaHum cnncka Gpanaos Ha
naccveHoMm cepBepe dainn iplir.conf-eth2 octaHeTcs ¢ TeM Xe uMeHeM, a ¢ain iplir.conf-a byzert
nepenmeHoBaH B iplir.conf-eth2, T.e. B cnncke NpvHUMaeMbix GaioB okaxyTcs ABa daiina C OfHUM
N TeM Xe UMeHeM. B aTom cnyuae cuctema pesepBrpoBaHUs 3anueT B syslog cooblueHne ob owwnbke B
KOHOUrypauum MHTepHencoB ¢ ykasaHMeM UMeHN U naeHTudunkaTopa KOHPAUKTYOLWEro uHtepdeiica.
Mpu 0bHapyeHUN NoA06HOro KOHPANKTa pe3epBupoBaHme danios rpynnbl config He NPOU3BOANTCA.
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Cekuma [misc]

Cekuua [misc] coaep>X1T BCMoMoraTe/ibHble MapaMeTpbl Kak AN pexkMma Knactepa ropsyero
pe3epBUPOBaHNS CEPBEPOB, TaK U A8 OANHOYHOrO pexnMa paboTbl CMCTeMbI 3aLLMTbI OT COoeB:

activeconfig — aiin KOHPUrypaL MM yNpaBAAIOLLErO AEMOHa, KOTOPbIN ByaeT NCNoNb30BaTbLCA B
aKTMBHOM peXvMe ropsyero pesepBrpoBaHuA.

maxjournal — MakCVMaabHOE KOJIMYECTBO JHEN, 38 KOTOPOE HEOBXOAUMO XPaHWUTb 3amnncu B
XypHase NnepekIroUeHNA Knactepa ropsyero pesepBnpoBaHms (cM. «Pexxkum knactepa ropsyero
pe3epBUpOBaHUs» Ha cTp. 12). ABasieTcs Heobs3aTeIbHbIM NapamMeTpoM. Mo yMOAYaHUIO 3HaueHue
napameTpa — 30.

passiveconfig — baiin KOHOUrypaLmm ynpaBastoLLero AeMoHa, KOTopbI ByAeT UCNOb30BaTLCSA B
MaccYBHOM peXK1Me ropsyero pesepBrpoBaHus.

reboot — yKasblBaeT, A0/KeH N femMoH failoverd BkatouaTb MexaHW3M perncTpaumm B gparisepe
watchdog v gonxxHa v nponssoautbcs nepesarpyska OC B cnyyae, ecam Kakas-ambo us
KOHTPOAMPYEMBbIX CY>KO HE MOXET BOCCTAHOBUTb CBOHD PaboToCcnocobHOCTb (M. «OfMHOYHBbI
pexxnm» Ha cTp. 11). MoxeT npuH1mMaTh 3Ha4YeHne yes uam no. 3HaueHne yes BKIOHaeT MexaHu3Mm
peructpaummn gemoHa failoverd 1 nepesarpysku cucTeMbl, 3Ha4UeHWE no BblK/IOYaeT ero. MapameTp
ABNseTCH 0643aTeNbHbIM M MHTEPMNPETUPYETCA HE3aBNCMMO OT peXxKMMa paboTbl CUCTEMbI 3aLLMTbl OT
cboes. o ymonuaHuto 3HaueHVe napameTpa — yes.

Mpumeuanwue. Mapametpbl activeconfig, passiveconfig n maxjournal
WNHTEPNPeTUPYOTCA TOJIbKO Npu paboTe B pexrMe Kaactepa ropsyero
pesepBMpOBaHMA.

ApXuUTEKTYpa CUCTEMbI 3aLLMTbl OT CO0EB NOAPa3yMeBaEeT NCMNO/Ib30BaHWNE OLHON U TON

e koHourypaumm ViPNet B akTUBHOM 1 NacCMBHOM peXnMax, 4pyrne BO3MOXHOCTY
He noaaep>xmBatotcs. [Moatomy B napametpax activeconfig un passiveconfig
HY>XHO yKa3blBaTb OAWH 1 TOT xe ¢painn — /etc/iplirpsw.
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Cekuma [debug]

Cekuus [debug] onpegenseT napameTpsl BeAeHWs XypHaia yCTpaHeHWs Henosiagok gemoHa failoverd
(cm. pokymeHT «ViPNet Coordinator Linux. PykoBoacTBO agMumHUCTpaTopa»). OHa CoAepXUT creaytoLme
napamMeTpbl:

e debuglevel — ypoBeHb OTAaAKN, YMCAO OT -1 A0 5, N0 yMOnuYaHUo — 3. 3HaveHue napameTtpa -1
OTKJ/IFOYaeT BeJeHue XypHaa.

e debuglogfile — ngeHTMdMKaTOP, ONPEAENAOLLMNIA MECTO XPaHEHUS XypHana. PopmaT faHHOro
naeHTUdUKaTOpa CNeAYHOLWNIA: <cneumbmraTop npoToxona>:<crneunbuxarop URL mms manuoTO
npoToxona>. [10gpobHOE onmncaHe BO3MOXHbIX 3HAUEHWNIA JaHHOTO NapameTpa NPUBEAEHO B
aokymeHTe «ViPNet Coordinator Linux. PykoBoaCTBO agMUHUCTpaTopa». 3HauYeHWe napamMmeTpa no
ymonuvanuto: File:/var/log/fTailover .debug. log, UTO COOTBETCTBYET 3anucu XypHasia B
yKa3aHHbIA dan.
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TnnoBaa cxema opraHM3aLmm
Knactepa ropayero
DE3EPBMPOBAHUA

MprMep TMMOBOWM CXeMbl OpraHmn3aLum Knactepa ropayero pesepBrpoBaHnNs NPUBEAEH HIXKeE.
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PucyHok 1. Tunoeasi cxema op2aHu3ayuu Kaacmepa 2opsiyezo pe3epaupoe8aHus

Ha cxeme nHTepdeiicol ethO, coesnHeHHble Kpocc-Kkabenem, UCMOb3YHOTCS /1S OpraHu3aLLmm
pe3epBHOro KaHasa.

B cayyae Ncnoab3oBaHUA TUMNOBOW CXEMbI HeO6XOAVIMO CO6I]I-OAaTb cneagywouimne Tpe6OBaHMﬂZ

e [Ipw HacTpoike cekumnin [channel] IP-agpeca, ykasaHHble B NapameTpax activeip 1 passiveip
A4 BHYTpeHHero (Ha cxeme ethl) n BHellHero (Ha cxeMe eth2) nHtepdeincos, foMKHBI 0643aTeNbHO
HaxoAuMTbCs B OAHOW noaceTu. Mpu 3ToM Macky NOACETW yKa3blBaTb HeObA3aTENbHO.

e 3HauyeHus napameTpoB device, activeip 1 testip AO/MKHbI ObITb O4MHAKOBLIMU Ha 060MX
cepBepax kjiacTepa, a napaMeTpbl passiveip J0/KHbl 6biTb pa3HbiMUW. TaknMm 0bpa3om, B TMMOBOM
CXeMe B KaXZI0M U3 ceTel, K KOTOPbIM MOAKAHOUEHbI KOHTPOAMpPYEMble MHTePdENChI KnacTepa,
JOMKHbI ObITh BblgeneHbl Tpu IP-agpeca: oanH o activeip 1 ABa Ansa passiveip. IP-agpec,
yKa3aHHbIV B NapameTpe passiveip, JOMKEH COBMNagaTh C afpecoM, KOTOPbIA YCTaHOBAEH AJisl
JaHHOro nHTepdelica No ymoadyaHuio (HactpavBaetcs B Linux).

e [Ina nHTepdelicoB, NOAKIOUYEHHBIX K OAMHAKOBbLIM CETAM, NapaMeTpbl ident AO/XKHbI COBMajaTb Ha
oboux cepBepax knactepa — UMEHHO MO 3TVM NapamMeTpam cuUcTeMa 3aLluTbl OT cboeB onpegenseT
NHTepdencChl, KOTOpPble BbIMOAHAIT OAMHaKoBble GYHKLMKN Ha cepBepax kiacTepa.

Tabavua HXKe COAEePXKUT HAaCcTPOMKM NapamMeTpoB CUCTEMbI 3aLLMTbl OT CO0EB, COOTBETCTBYOLLME
NpVBeAEHHON BbiLLE TUMOBOW CXEME.
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Tabauya 3. Hacmpoliku hapamempos cucmemsl 3aujumes! om cboes 0149 munogoli cxembl kKaacmepa

Hactpoiiku Ha nepBom cepBepe

[channel]

device= ethl

activeip= 192.168.10.50
passiveip= 192.168.10.51
testip= 192.168.10.1
ident= if-1

checkonlyidle= yes

[channel]

device= eth2

activeip= 80.251.137.40
passiveip= 80.251.137.41
testip= 80.251.137.80
ident= if-2

checkonlyidle= yes

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5

fastdown= yes

[sendconfig]

device= ethO

activeip= 172.16.10.2 (cooTBeTcTBYET
failover IP BTOporo cepsepa)

Hactpoiiku Ha BTopom cepBepe

[channel]

device= ethl

activeip= 192.168.10.50
passiveip= 192.168.10.52
testip= 192.168.10.1
ident= if-1

checkonlyidle= yes

[channel]

device= eth2

activeip= 80.251.137.40
passiveip= 80.251.137.42
testip= 80.251.137.80
ident= if-2

checkonlyidle= yes

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5

fastdown= yes

[sendconfig]

device= ethO

activeip= 172.16.10.1 (cooTBeTcTBYET
failover IP nepBoro cepBepa)

Anroputm paboTbl Ha aKTMBHOM cepBepe ciedyroLnii. Yepes kaxgble checktime cekyHA MPOBOANTCA
npoBepka paboTocnocobHOCTM KaXAOro 13 NpUBeAeHHbIX B KOHGUrypauum nHtepdeincos. Ecam
napameTp checkonlyidle yCTaHOBAEH B yes, TO aHa/IM3NPYETCS BXOAALLMI U UCXOAALLMIA CETEBOM
Tpaduk, Nnpoleawnin Yepes nHTepdeinc. Ecim pasHuLa B KonnyecTse NakeToB MeXAy Hauyanom u
KOHL,OM MHTepBaJia NoJ0XWTe/bHA, TO CYUTAETCA, UTO MHTepdenC GyHKLMOHMPYET HOPMabHO, U
CYeTUMK OTKa30B ANA 3TOro MHTepdelica obHynseTca. Ecam B TedeHWe AaHHOTO MHTepBana He 6b110
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MOCAaHO M MPUHATO HU OAHOrO MakeTa, TO BKAHUAETCA AOMNOJHUTENbHbIN MeXaHU3M MPoBepKY,
3aKNHOYaOLLMIACA B MOChIIKE 3X0-3aMPOCOB A0 HAMKANLLMX MapLLpyTU3aTopoB. Ecam napametp
checkonlyidle ycTaHOB/AEH B NO, TO MEXaHWU3M JOMOJHUTENBHON NPOBEPKM UCMONb3YETCs BMECTO
OCHOBHOTO, TO eCTb Kaxapble checktime cekyHJ NOCbINarOTCA NakeThl 40 ajpecoB testip. 3ateM B
TeueHue BpeMeHU timeout oXunAaoTCs OTBEThI. ECn Ha KakoM-n11Mbo MHTepdelice oTBeTa HET HM OT
OAHOro afpeca testip, TO ero cyeTumk cboeB yBenmUmMBaeTca Ha eamHuLy. Ecim xota 66l Ha of4HOM
nHTepdeiice cyeTunK CHOEB He PaBeH HYJO, TO HEMeANEHHO MOChINAKTCSA HOBbIE MaKeTbl A0 BCex testip
N OXUMZaeTCs OTBET B TeueHue timeout. ECam B mpoLiecce HOBbIX MOCBINOK Ha MHTepdENC, cueTunk cboes
KOTOPOro He paBeH HY/0, MPUXOAMT OTBET, ero cueTumk cboes obHynsetTca. Ecam nocne kakon-nmbo
MOCbINIKM CUeTUMKM COOEB Ha BCeX MHTepdelicax CTaHOBATCA PaBHbl HYHO, TO MPOUCXOAMT BO3BPaT B
OCHOBHOW LMK, HOBOE OXWjaHue B TeyeHWe checktime v Tak ganee. Ecam xe nocie Kakoro-To ymcna
HOBbIX MOCLIIOK cUeTUNK cOOeB XOTA Bbl OAHOro MHTepdeNca AOCTUTHET 3HaueHus channelretries, TO
duKcmpyeTca NOMHBIN 0TKa3 UHTepdeica U HauMHaeTCA nepesarpyska CUCTEMbI.

Takum obpa3om, MakcMManbHOe Bpems HepaboTocnocobHOCTM nHTepdenca 40 TOro, Kak cuctema
3alMTbl OT COOEB CAeNaeT BbiBOg 06 3TOM, paBHO checktime + (timeout * channelretries).

Ha naccvBHOM cepBepe anroputM HeMHOro oTanyaeTca. Pas B checktime cekyHs, NPOM3BOANTCA
yaaneHuve 3anvcen B cuctemHon ARP-Tabavue ans Bcex activeip. 3atem nocbinatotcs UDP-3anpochkl co
BCeX MHTepdelcoB Ha agpeca activeip, B pe3y/ibTaTe Yero cucteMa cHayana nocbinaet ARP-3anpoc u
TO/MILKO B CNyyae nonyyeHws oteeta nocelnaet UDP-3anpoc. [1ocie oKoHYaHua nHTepBana oXunaaHus
oTBeTa timeout nposepseTcs Hannume ARP-3anucn ana kaxgoro activeip B cuctemHon ARP-Tabave,
Mo HaNNUMKO KOTOPOW AenaeTcs BblBOJ O paboTocnocobHOCTM COOTBETCTBYHOLLErO UHTEpdElica Ha
aKTUBHOM cepBepe. Ecam HM oT ogHOro nHtepdelica He H6bl1 NOAYUYEH OTBET, CHETUMK CHOEB (OH OAMH Ha
BCE MHTepdelicbl) yBennumpaeTcs. Ecin xoTsa 6bl OT 04HOTo UHTepdEica OTBET Bbla MNONYUEH, CUETUUK
c60oeB 06HynseTcsa. Ecm cueTumnk c6oeB AOCTMraeT 3HaYeHus activeretries, TO NPON3BOAMTCA
nepekNtoUYEHMEe B aKTUBHbIA pexkuM. MakcrManbHOe BpeMms, MpoXxXoasLlee OT nepesarpyskn akTMBHOrO
cepBepa Jo 06Hapy>KeHWA NacCMBHbIM CEPBEPOM 3TOro dakTa, paBHO checktime + (timeout *
activeretries).

Obuee Bpems HepaboOTOCMOCOBHOCTM CUCTEMBI MPU cOoe MOXKET BbITb HEMHOTO 60obLIE, YEM
checktime * 2 + timeout * (channelretries + activeretries). JT0 CBSA3aHO C TeM, YTO Noc/e
Hauyana nepesarpy3ku cOOMHOro cepBepa CUCTEMa NEPEBOAUT ero MHTepdelchl B Hepabouee COCTOSHME
He cpa3y, a Yepe3 HEKOTOPOe BPEMS, MOCAE OCTAHOBKM APYrux nogcucteM. MNoatomy, Hanpumep, ecam
NpoBepsATCA ABa UHTepdElica 1 TONbKO Ha OAHOM Mpom3oLlen cbon, To agpec BTOPOro nHtepderica
6yseT JOCTYMNEH elle HEKOTOPOE BPeMS, B TEUYEHME KOTOPOro NacCUBHBIA cepBep byaeT nosyyatb OT
Hero oTBeTbl. OBbIYHO Bpems OT Hayasna nepesarpysku 4o BblKIHOUYeHUs nHTepdelicoB He npesbiwaeT 30
CEKYHZ, OZIHAaKO OHO MOXET CMJ/IbHO 3aBUCETb OT BbICTPOAENCTBUA KOMMbIOTEPA M KONMYECTBA
paboTaroLLMX Ha HeM CEPBUCOB.
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Cxema opraHmsaumm knactepa B
YCNIOBUAX OrPaAHMNYEHNN MO
BblAenieHnto [P-aapecos

B HekoTOpbIX cayvasx, Koraa BolaeneHue Tpex IP-anpecoB B ofHON CeTu AJ/is opraHv3aLmMm TUMMOBOM
CXeMbl He MPeACTaBseTCAs BO3MOXHbIM (MCnonb3oBaHme nybanuHbix IP-agpecos, orpaHuyeHmns
aApeCcHOro NPOCTPaHCTBa CeTU U TaK Aanee), MOXHO MCMO/Ib30BaTb CXEMY OpraHu3aLMmn Knactepa, B
KOTOpOW TpebyeTcs BbiAeNnTb A1lb oauH IP-aapec ans akTMBHOro pexxuma pabotel knactepa. Mpumep
TaKOW CXeMbl MPUBEAEH HUXKE.

£ i
Cepeep 1
passive IP e Passive
19216810 x 10.0,0.71,40.0.0.0
eth i Ethi2
BHyTpeHHAR ceTb e BrewHAA ceTh
fallower IP
et
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|

i

I Q251,137 40 =
: - -i
i

i

|

@

= 192,168 10.50
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g e T

failower [P

test IP ‘éstl'
172.36.30.2 || ]
192168101 80.251.137.80
et x etng
passive F‘ i passive IP
19216810 == 0020000
Cepeep 2

e, -

PucyHok 2. Cxema op2aHuU3ayuu Kiacmepa 2opsyezo pe3epsupos8aHus 8 yca08usx 02paHuydeHuli no
gbldeneHuto IP-adpecos

W3 cxemMbl BUAHO, UTO, B OTANYME OT TUMOBOW CXEMBI, A1 BHELWHMX UHTepdENCoB (Ha cxeMe eth2)
BblAe/leH TOIbKO OAMH Ny6AnYHbIi IP-agpec (415 akTMBHOrO pexxrMma) BMeCTo Tpex My6AnyHbIX afpecos
B C/lyyae 1CMo/Ib30BaHWA TUMOBON cxeMbl. [accnBHbIe agpeca NHTeppencoB BbibpaHbl U3 AnanasoHa
YacTHoW ceTu. [ToakNtOUYeHNe K BHYTPEHHEN CEeTW BbIMOJIHEHO MO TUMOBOW CXeME.

O6wmi NpuHLMN paboTbl COCTOUT B TOM, YTODbI MCMO/Ib30BaTh Ha MAaCCMBHOM CepBepe agpeca u3 Apyrom
noAceTV — HanpuMep, U3 AnanasoHa YacTHbIX aZpecoB. YTobbl NacCMBHbIN cepBep MOT NPOBEPUTb
Ha/sMumne B CeTU afpPecoB aKTMBHOIO, Ha MacCYBHOM CepBepe YCTaHaB/MBaeTCs Ha COOTBETCTBYHOLLIMX
nHtepdelicax macka noacet 0.0.0.0 1 wnpokoBeLaTenbHbIl agpec 255.255.255.255.

MpumeuaHune. Ecin Ha nHTepdelice, AN KOTOPOro Bbl XOoTUTE ycTaHoBUTL Macky 0.0.0.0, yxxe
6b11 3agaH IP-azpec, HYyXXHO NpesABapUTENbHO OUNCTUTL HACTPOWKN aspeca HTepdeiica ¢

NMOMOLWbBK KOMaHAbI:

hostname# ifconfig <mms uuTepbderica> reset,

3ateM Bbl MOXeTe 334aTb Hy>XHble IP-agpec 1 Macky ¢ MOMOLLbIO KOMaHAbI:
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hostname# ifconfig <uma unrepdetica> address <IP-ampec> netmask 0.0.0.0

Mpw Takon KOHGUrypaummn nHtepderica NacCMBHbLIN CEPBEP MbITAETCA OTNPaBUTb MNaKeT, MPOXOAALLNIA
yepes 3TOT MHTepdElC, HanpaMyto, 3anpocus B ceTn MAC-agpec nonyyatens. Takum obpasom, ecim
MacCYBHbIN CepBep MOMbITAaeTCsA OTNPABUTb NaKeT akTUBHOMY CePBEpPY M MapLUpyTM3aLmMa Ha agpec
aKTUBHOro ByaeT HacTpoeHa Yepes nHtepderic ¢ mackon 0.0.0.0, TO naccuBHbLIV cepBep BCeraa 3anpocuTt
MAC-agpec akTMBHOro nytem nocbiikn ARP-3anpoca — He3aBWCMMO OT TOrO, K KakuMm MoAceTam
npuHaaiexar agpeca akTMBHOrO 1 NacCMBHOrO CEPBEPOB, 1 3aTeM OTMPaBUT NakeT Ha 3ToT MAC-aapec.
Takol MexaHM3M MO3BOJSIET MacCMBHOMY CEpPBEPY KOHTPOMPOBaTh PaboToCcnocobHOCTb MHTepdEcoB
aKTVBHOrO CepBepa Mo aaropmMTMy, ONmMcaHHOMY BblLLIE, TO €CTb MyTeM NPOBEPKM HaAN4Msa OTBETOB Ha
ARP-3anpocbl. Mpun 3ToM BaXKHO, YTOObI MapLUpyTM3aLus yepe3 uHTepoeiicsl ¢ macko noacetv 0.0.0.0
6bl1a HAaCTpPOeHa TO/IbKO Ha afpeca akTUBHOMO CepBepa, NpMHaa/iexalle COOTBETCTBYHOLLUM
nHTepdeiicam, UTobbl Takas KoHOUrypaLmsa He HapyLwana paboTy Apyrux MHTepdencos.

MpumeuaHune. BaxxHbIM yCI0BMEM MPU HACTPOIKE CXeMbI, UCMONb3YHOLLEN TOIbKO OAMH
ny6anuHeli IP-agpec, aBnseTcs ABHOe 3aflaHne Macok NoAceTu A8 NapaMeTpoB
activeip n passiveip B dpaine koHbdurypaumm Failover. ini. Mpuuem ans
activeilp HeobX0AMMO NCNOL30BaTh PeasibHyt0 Macky NoAceTn, a Ais passiveip

— HyJIeBYO Macky.
Mpw 3agaHNM CTaTUYECKMX MapLLPYTOB U LWJKO3a MO YMONYAHUIO A1l MaCCUBHOTO
cepBepa B YC/IOBUSAX OrpaHuyeHuin no IP-aapecam 3Tu HacTporikv 6yayT COXpaHeHb! B
CUCTEME, HO He ByayT NPYMeHEHbI HEMEANEHHO, O YeM BbIJAETCA COOTBETCTBYHOLLEE
npeaynpexaeHve. laHHble HacTPOWKM ByAYT MPUMEHEHbI TONbKO NPU Nepexose
cepBepa B akKTUBHbIA PEXMM.

[ns HaCTpPOWMKM NpaBUAIbHOM MapLUPYTU3aLMK NPY NCMNOb30BaHMU ONMUCAHHOW CXEMbI HY>XXHO
MCMOAb30BaTh CreLManbHblIl cLeHapuin (shell-ckpunT), KoTopbI ByAeT 3agaBaTh NPaBUIbHYHO
MapLUpyTU3aLmMIo B CUCTEME KakK B aKTMBHOM, TaK 1 B MaCCUBHOM pexime. Takon CLieHapuii BXOAMWT B
komnaekT noctaBku ViPNet Coordinator Linux 1 Ha3biBaeTcs change_route.sh. [Mpun yctaHoeke MO 3T1oT
CKPWNT yCTaHaB/IMBaeTCA B Katanor /sbin. s HacTpoOVikKM ONUCbIBAEMOM CXEMbI, MOMUMO 3agaHus IP-
aApPecoB A/11 NacCMBHOrO pexnma, Heobxoanmo B paine koHdurypauum failover. ini nponucatb
BbI3OB ZJ@aHHOrO CKpUMTa ANS CeAyoLWNX NapaMeTpoB:

e B cexumn [network] B KayecTse 3HaueHWa napametpa afterifcont:
afterifconf= /sbin/change_route.sh after
B 3TOM cayyae ckpunT 3agaHus MapLIpyToB byaeT Bbi3BaH seMoHoM failoverd nocne
KOHPUrypunpoBaHus ceTeBbiXx HTEpdeNcoB. [ NacCMBHOrO pexxMMa AaHHbI CKpUnT byaeTt
yCTaHaBJ/MBaTb B CMCTEME MapLLPYTbl Ha agpeca akTMBHOro cepsepa.
e B cekuymn [network] B KayecTse 3HaueHuns napametpa beforeifconf:
beforeifconf= /sbin/change_route.sh before
B 3TOM cayuae ckpunT 3agaHus MapLipyToB byaeT Bbi3BaH seMmoHoM failoverd go
KOHQUrypunpoBaHus ceTeBbix HTEpdeNcoB. [ akTUBHOrO pexkMma AaHHbI CKpUNT ByAeT yaansTb

B CncTemMe MapLipyTbl, KOTOpble 6bin YCTaHOB/IEHbI B NaCCMBHOM pée>XXnme npu BbIi3OBE

/sbin/change_route.sh after.
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Mepeaaya ckpmnTy HEOBXOAMMOM CyXKEBHOW MHOOPMALLMM MPON3BOANTCS Yepe3 Habop NepeMeHHbIX

OKPY>KeHWS.

HTabauya 4. acmpoliku napamempos cucmemsi 3aujumesi om cboes 8 yc108uUsix o2paHuyeHuli no

gbl0esieHuro IP-adpecos

Hactpoiiku Ha nepBom cepBepe

[channel]

device= ethl

activeip= 192.168.10.50
passiveip= 192.168.10.51
testip= 192.168.10.1
ident= if-1

checkonlyidle= yes

[channel]

device= eth2

activeip= 80.251.137.40/24
passiveip= 10.0.0.1/0.0.0.0
testip= 80.251.137.80
ident= if-2

checkonlyidle= yes

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5
fastdown= yes

afterifconf= /sbin/change_route.sh
after

beforeifconf= /sbin/change_route.sh
before

[sendconfig]
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HacTtpoiiku Ha BTOpom cepBepe
[channel]

device= ethl

activeip= 192.168.10.50
passiveip= 192.168.10.52
testip= 192.168.10.1
ident= if-1

checkonlyidle= yes

[channel]

device= eth2

activeip= 80.251.137.40/24
passiveip= 10.0.0.2/0.0.0.0
testip= 80.251.137.80
ident= if-2

checkonlyidle= yes

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5
fastdown= yes

afterifconf= /sbin/change_route.sh
after

beforeifconf=
/sbin/change_route.sh before

[sendconfig]



Hacrtpoliku Ha nepBom cepBepe HacTpoiiku Ha BTopoMm cepBepe

device= ethO device= ethO
activeip= 172.16.10.2 (cooTBeTcTBYET activeip= 172.16.10.1 (cooTBeTcTBYET
failover IP BToporo cepsepa) failover IP nepBoro cepBepa)
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OrpaHnyeHna npm Mcnosib3oBaHMUM
AOMNONHNTENbHbBIX aApeCOB Ha
MHTEPEMCaxX KnacTepa

Mpwn ncnonb3oBaHUM JONOAHUTENBHbIX IP-aapecoB Ha MHTepdelicax knactepa CyLUeCcTByeT psaj,
OrpaHMYeHnR, NPy HeCobAAEHN KOTOPbLIX KOPPEeKTHas paboTa Knactepa He rapaHTUpyeTcs. 310
CBA3aHO C TeM, YTO ANA YNPaBAAIOLLEro AeMOoHa 1 ApalriBepa BCe NCEeBAOYCTPOMCTBA, COOTBETCTBYHOLLMNE
JOMONHUTENIbHBIM agpecaM, NPeACTaBAAOT OAHO PpunUecKoe yCTpoincTBo. Kak crneactene, dannbi
KOHOUrypaLum NceBAOyCTPOMCTB He CO3at0TCA, U C aKTUBHOIO CepBepa Ha NacCUBHbIN NepearoTcs
bannbl KOHPUrypaLMM TONBKO PU3NYECKUX MHTEPPENCOB.

Mpv Ucnonb30BaHMM JOMONHUTENbHBIX aAPECOB Ha UHTepdeNcax knactepa cieayeT cobatogatb
cnepytroLme orpaHNYeHns:

e VIMeHa NceBAOYCTPOWCTB AOMKHBI BbITb CPOPMMPOBaHBI MO LWABNOHY <uMsa ceTesoro
amanTepa>:<Homep>, Hanpumep, etho:1.

e B ¢arinax failover.ini Ha 060ux cepBepax kiactepa 06s3aTesIbHO J0/XKHa NPUCYTCTBOBATh
cekuyms [channel] ¢ onvcaHreM ¢ursmyeckoro nHTepdeiica, onncaHne ToNbKO NCeBAOYCTPONCTB
HeaonycTMmo.

e Ha oboux cepBepax knactepa JOMKHO ObITb OANHAKOBOE YMCIO AOMONHUTENbHBIX IP-agpecoB ans
COOTBETCTBYHOLUUX UHTepdencoB.

e /1N NceBAOYCTPOMCTB, NOAKIHOUEHHbBIX K OAHOMN CETW, ONXKHbI COBMajaTb NapameTpbl ident u
HOMepa B MMeHax NceBAOyCTPOMCTB. [pn 3TOM MMEHa CeTEBbIX aanTepoB MOTYT MEHSATLCS
OZHOBPEMEHHO C MMEHaMU COOTBETCTBYHOLUMX PU3NUECKMX YCTPONCTB. B cryyae n3mMeHeHWa MMeHU
ajantepa HeOBXOAMMO BHECTM COOTBETCTBYHOLLME M3MeHeHMs B ¢alinbl Failover.ini Ha oboux
cepBepax kjiactepa, 3aMeHMB MMA Kak caMoro ¢Gpuranyeckoro HTepdeica, Tak 1 BCeX CCblIaroLLMXCS
Ha Hero nceBAoYyCTPOWCTB.

e [lapametp checkonlyidle gomkeH 6bITb YCTaHOB/IEH B 3Ha4eHVe No AN BCeX NCEBAOYCTPONCTB U
ANs camoro GU3n4eckoro nHTepdeiica.

Ha cxeme Huxe npeacTaBieH NpMMep opraHmnsaLmm Knactepa npu ncnoab30BaHUM AOMOAHUTENbHbIX IP-
afpecoB Ha OAHOM M3 UHTepPhENCoB. ITa CxeMa OCHOBaHa Ha TUMOBOW cxeMe (CM. «TunoBas cxema
opraHu3aLum kiactepa ropsyero pesepBrpoBaHusa» Ha CTp. 32), MOAUPULIMPOBAHHOW ClesyHoLMM
obpazom:

e CeTeBble afanTepbl CEPBEPOB KacTepa C O4MHaKOBbIM MMeHeM (Kpome eth0) BbINONHAOT pasHble
dYHKUMW (aganTepbl «nepekpeLLeHbl»);

® B akKTUBHOM peXnme OoguH U3 MHTep¢elZCOB Ka>XXa0ro cepeepa nMmeet AOFIOJ'IHVITefIbeIVI ajgpec.
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PucyHok 3. Cxema opeaHu3ayuu kaacmepa npu ucnose308aHuU 0onoHUMe bHbIX adpecos Ha

uHmepdhelicax

B Ta6nmu,e H/>Ke nprBeaeHbl KOPPEKTHbIE HaCTpOlZKM napamMeTpoB CUCTEMbI 3allNTbl OT cboeB anAa Takow

CXeMbl (C y4eTOM yKazaHHbIX OrpaHUUeHui).

Tabauya 5. Mpumep Hacmpoliku napamempos cucmemMsl 3aujumel om cboes npu Ucno/16308aHUU

donosiHUMenbHbix adpecos Ha uHmepgelicax knacmepa

Hactpoiiku Ha nepBom cepBepe

[channel]
device= ethl

activeip= 192.168.10.50
passiveip= 192.168.10.51
testip= 192.168.10.1

ident= if-internal

checkonlyidle= yes

[channel]
device= eth2

activeip= 80.251.137.40
passiveip= 80.251.137.41
testip= 80.251.137.80

ident= if-external

checkonlyidle= no
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Hactpoiiku Ha BTopom cepBepe

[channel]
device= eth2

activeip= 192.168.10.50
passiveip= 192.168.10.52
testip= 192.168.10.1
ident= if-internal

checkonlyidle= yes

[channel]
device= ethl

activeip= 80.251.137.40
passiveip= 80.251.137.42
testip= 80.251.137.80

ident= if-external

checkonlyidle= no



Hactpoiiku Ha nepBom cepBepe

[channel]

device= eth2:138
activeip= 80.251.138.40
passiveip= 80.251.138.41
testip= 80.251.138.80
ident= if-external:138

checkonlyidle= no

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5

fastdown= yes

[sendconfig]

device= ethO

activeip= 172.16.10.2 (cooTBeTcTBYET

failover IP BTOporo cepsepa)

HacTpoiiku Ha BTopom cepBepe

[channel]

device= ethl:138
activeip= 80.251.138.40
passiveip= 80.251.138.42
testip= 80.251.138.80
ident= if-external:138

checkonlyidle= no

[network]
checktime= 10
timeout= 2
activeretries= 3
channelretries= 3
synctime= 5

fastdown= yes

[sendconfig]

device= ethO

activeip= 172.16.10.1 (cootBeTcTBYET

failover IP nepBoro cepBepa)
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3anyCck CUCTEMbI 3aLMTLI OT
cboeB 1 paboTa C HeW

Habop aenctBuii agMmnHUCTpaTopa no yrnpaBaeHUo CUCTEMOM 3aLmTbl OT CHOEB B OAVHOUHOM pexume
paboTbl CBEAEH K MUHUMYMY: aAMUHUCTPATOP MOXET 3anyCTUTb WK OCTaHOBUTbL AeMoH failoverd.
YnpaBsieHVe NPOM3BOAMTCA C MOMOLLBIO YNpaBstoLLero ckpunTa failover, koTopbii noMeLLaeTcs npu
yCTaHOBKe B KaTajor /sbin.

3anyck cucTeMbl MPon3BOANTCS KoMaHgoW Failover start. [pu 3Tom 3anyckaetcs gemoH failoverd.
OcTaHOB cUCTEMBI NPOU3BOANTCA KOMaHgol Failover stop. Mpu aTom gemoH failoverd 3aBepLuaet
paboTy, coobLuas 0b 3ToM ApariBepy.

Mpw 3arpyske cucTeMbl aBTOMaTUYECKN 3arpy>kaeTca gpariBep watchdog, a Tak>ke BbINOAHAETCA KOMaHAa
failover start. B pe3ynbTate 3arpy>aetcs gemoH failoverd, koTopeiil B cBoto ovepesb NPOM3BOANT
CTapT OCTanbHbIX KOHTpompyeMbix cny>6 MO ViPNet Coordinator Linux (iplircfg, mftpd, algd, axis2.cgi).
Mpw BbiNOAHEHMM KOMaHAbl failover start Bpy4HyO B OAMHOYHOM pexvmMe nepesanycka
KOHTPONMPYEMbIX NPUIOXKEHWNA HE MPOUN3BOAUTCH.

3anpoc nHbopmMaLMK O TEKYLLLEM COCTOSHMUN CUCTEMBI 3aLLMTbl OT CHOEB MPON3BOAUTCA KOMaHAOM
failover info (cm. «Tekylllee cocToaHMe» Ha CTp. 46).

Mpwu paboTe B pexxume knactepa ropsuero pes3epBrpoBaHNs cepBepoB Habop KOMaHZA yrpaBaeHus
CUCTEMOW HECKONBbKO oTanYaeTcs. Kak yxke Bbliio onncaHo B pasfene YcTaHoBKa CUCTEMbI 3aLLMTbl OT
cboeB (Ha cTp. 17), BKItOUEHME AaHHOTO Pexmnma ocyLLecTBaseTcs komaHaon failover install, a
oTktoveHne — failover uninstall. YTobbl 3anycTuTb cucTeMy, UCMONb3yeTca KoMaHga failover
start. [py 3TOM B C/lyyae nNepBoro ctapta Nocie nepexoga n3 OANHOYHOIO pexxrMa B peXxxnm kKaactepa
cucTeMa CTapTyeT B MacCMBHOM pexkuMe, a 3aTeM, eC/IM HET aKTUBHOW CUCTEMBI, MO O6LLLEMY anropuTMy
NepPEXOANT B aKTUBHBIN PEXMM.

Mepexog 13 OANHOYHOTO pexunma paboTbl B peXmM knactepa HeOOX0AMMO OCYLLECTBAATb
nociesoBaTeNbHO: CHayasa HYXKHO A0XAaTbCsA NepPexosa B akTUBHbIN PEXMM OLHOMO U3 CEPBEPOB, U
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TOJIbKO MOC/Ie 3TOr0 MOXHO 3anyCTUTb CUCTEMY Ha BTOPOM KomMbloTepe. Ecan Bce caenaHo npaBuibHO,
BTOPOI KOMMbIOTEP OCTAHETCS B MAaCCMBHOM pexkume. MocMoTpeTb TEKYLLMI PEXUM MOXHO KOMaHZA0M
failover info.

Ana NpuHYAMTENbHOro NepeBoja cepBepa B aKTMBHBIA UAN MaCCUBHBIA PeXUM HeOHX0ANMO
NCMoNb30BaTb COOTBETCTBYIOLLNE AONOJHUTENbHbIE apryMeHTbl KoMaHabl: failover start active —
ANA MPUHYAUTENBHOTO CTapTa B akTMBHOM pexume, failover start passive — s NpUHyAUTENIbHOTO
CTapTa B MaCcCMBHOM pexXunme.

BHumaHwue! lMepeg ncnonb3oBaHneM KOMaHZA NPUHYAUTENbHOTO NepeBosa
06s3aTe/IbHO HYXXHO y6eanTbCs, UTO BTOPOW CEPBEP HAXOAUTCA B PEXMME,
/ﬁ\ NPOTVBOMOJIOXKHOM PEXUMY JaHHOTO cepsepa. [ToMHMTe, UTo 3anyck obomnx
" KOMMbIOTEPOB B aKTUBHOM pexumMe nopoanT koHdAnKT IP-agpecos u apyrue
HenpuATHbIe MOCAeACTBUA.

Ecam Hy>XHO OCTaHOBUTb CUCTEMY 3aLLUTLI OT COOEB, HaNpuUMep, AlA BHECEHUS U3MEHEHWU B dann
koHdurypauun failover. ini, ncnonbdynte komaHay failover stop. Mocnegyroan KoMaHAa
failover start 3anycTuT ee B TOM Xe pexvMe, B KOTOPOM OHa bblia /0 OCTaHOBKM: eCn cepaep
paboTan B aKTMBHOM peXuMe — TO NPOU30MAET CTapT B aKTVBHOM PeXuUMe, eC/iv B MacCMBHOM — TO B
naccuBHOM. TakMm obpa3oM, B WITAaTHOM Cydae paboTbl He HY>KHO 3aMOMMHaTh, B KaKOM pexunme
paboTaeT faHHbIN cepBep — cMcTeMa CAenaeT 3To cama.

Ecan HeobxoaMmo NpousBectv 3MeHeHus B Gaine kKoHdurypauum iplir.conf, To 3TO HY>KHO genatb
Ha aKTVIBHOM CepBepe KnacTepa, /19 Yero Hy>KHO CHayasa OCTaHOBUTbL YMPaBAAIOLLMA AeMOH KOMaHAoM
iplir stop. MNocne pegakTmpoBaHus dalina Hy>KHO 3anyCTUTb YNPaBAsAOLWMIA AeMOH KOMaHAoM iplir
start. [na pesaktmpoBaHua dpanna KOHPUrypaLmm TpaHCNOPTHOrO MOAYAA HEOHXOAMMO OCTaHOBUTH
aemoH mftpd komaHgol mftp stop, oTpesakTMpoBaTh Garii KoHdUrypaLmm, a 3aTem 3anyCTuTb AEMOH
KoMaHzon mFtp start. OnuncaHHble NPoLEeaypbl PEKOMEHAYETCS NPOU3BOAUTL TOAbKO Ha akTUBHOM
cepBepe knactepa. Bce nsmeHeHus KoHdUrypauum nonagyT Ha NacCUBHbIV CepBEP aBTOMaTUYECKU.

MpumeuaHne. Ha naccMBHOM cepBepe knacTepa ynpasasatowuii AeMoH 1 JeMOoH
TpaHCNopTHOro Moaynsa MFTP GyHKLMOHMPYIOT B CNY>KEOHOM pexume, No3ToMy

3anpoc uHpopmaumnm (iplir info, iplir view, mftp info) B 3Tom cayuae
paboTaTb He Byaer.
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YTUamTa ana npocMoTpa
MHPOPMaLIMKM O PaboTe CUCTEMDI
3aLUNTBI OT COOEB

Ana npocmoTpa MHPopmaLmm o paboTe CUCTEMBI 3aLLMTbl OT COOEB MCMOAL3YeTCs YTUANTA
failover_info, KOTOpasa NoMeLLaeTcsa Nocae yCTaHoBKW B KaTtanor /sbin. O6bI4HO OHa 3anyckaeTcs 13
ynpasastollero ckpmnta fai lover ykasaHvneM JOMNONHUTENbHBIX apryMeHTOB KOMaHZAOM cTpoku. [ns
pabotbl yTuaunTel Failover_info HeEO6XOANMO KOPPEKTHO HACTPOUTL KOHOUIYPaLMOHHbIN paiin
/etc/iplirnetpsw.

NHdbopmaLmio, KOTOPYH MOXHO MOYYMUTb C MOMOLLBKO OMUCbIBAEMOW YTUANTLI, MOXHO Pa3aenunTb Ha
ABe Kateropumn: nHbopmaumsa O TeKyLLEM COCTOAHUN (CM. «TekyLlee COCTOAHNE» Ha CTp. 46) u
nHdopMaLma 13 XypHasia NepektoUeHUN Knactepa ropsayero pe3epBnpoBaHms (cM. «KypHan
nepekstoYeHnn» Ha cTp. 48).
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Tekyllee CoCToAaHME

NHdbopmaLumsa o TekyLLeM COCTOAHMMN CUCTEMBI 3aLLuTbl OT CHOeB BK/IOYAET B cebs:
e Bepcuto MO ViPNet Coordinator Linux 1 gemoHa failoverd, yctaHOB/AeHHbIX Ha cepBepe;
e uaeHTMPMKaTOP M UMA cepeepa B cetn ViPNet;

*  pexum paboTbl CUCTEMBI 3aLUTLI OT C60eB (OAMHOUHBIA UAN PEXMUM KacTepa ropsyero
pe3epBMPOBaHNA CEPBEPOB);

® JIOKaJibHOE BpeEMA Ha CcepBepe,;

e TeKkyLlyto MHOOPMALMIO O COCTOAHUN YNPaBASIOLWEro AeMOoHa, AeMoHoB mftpd, algd, failoverd u
axis2.cgi.

[Ana 3anpoca ncnonb3yetca komaHga failover info, B pe3ysbTaTe BbIMOJHEHUA KOTOPOW Heobxoamnmasn
NHGOPMaLINA BbIBOAUTCA Ha TEKYLLYHO KOHCOJb.

®opmart BbiBOAa MHGOPMaLUM Npu paboTe B OAMHOUYHOM PeXMMe Cledy oL niA;
Versions: ViPNet 4.0.0 (475), daemon 1.3 (14)
Workstation configured for ID 10E1079E (Vipnux-_1_3)
The workstation works in a single mode of protection against failures
Workstation time (utc: 1174558030) Thu Mar 25 13:07:10 2010

failover mode * single — peXumM paboTbl CUCTEMBI 3aLuTbl OT CH0EB;

failover uptime * 6d 0:23 — Bpems paboTbl gemoHa failoverd;

total cpu * 0% — obuas 3arpy3ka CPU B cucteme;

failover state * works — coctosHue aemoHa failoverd;

failover cpu * 0% — 3arpy3ka CPU gemoHowm failoverd;

iplir state * works — cocTosiHMe ynpaBastoLlero aemoHa iplircfg;
iplir cpu * 0% — 3arpy3ka CPU gemoHowm iplircfg;

mftp state * works — cocTosiHue geMoHa mftpd;

mftp cpu * 0% — 3arpy3ka CPU gemoHom mftpd;

alg state * works — cocTosiHVe AeMOHa 06paboTkM NpukaasHbIx NpPoTokoaos algd;
alg cpu * 0% — 3arpy3ka CPU gemoHom algd;

webgui state * works — cocTosiHMe AeMOHa axis2.cgi;

webgui cpu * 0% — 3arpy3ka CPU gemoHom axis2.cgi.

®opmart BbiBOAa nHGopMaLum Npu paboTte B pexxume Kiactepa ropsiuero pesepBrpoBaHus CEpPBEPOB
cnepyoLwmin:

Versions: ViPNet 4.0.0 (475), daemon 1.3 (14)

Workstation configured for ID 1031F (Cluster for SGA2)

Workstation works in a mode of hot reservation

Workstation time (utc: 1174916130) Mon Mar 29 17:35:30 2010
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* local * remote

failover mode * active * passive
failover uptime * 3d 5:26 * 3d 4:11
total cpu * 80% * 0%
failover state * works * works
failover cpu * 7% * 0%
iplir state * works * works
iplir cpu * 0% * 0%

mftp state * works * works
mftp cpu * 66% * 0%

alg state * works * works
alg cpu * 0% * 0%
webgui state * works * works
webgui cpu * 0% * 0%

3HaueHus cTonbLoB TabauLbl B 3TOM C1y4Yae aHaAOrMYHbl 3HAYEHUAM, BbIBOAUMBIM 419 OAMHOYHOTO
pexxvMa. OTMuYmne COCTOMT B TOM, UTO JaHHble BbIBOAATCA AN 06OMX cepBepoB knacTepa ropavero
pe3epBupoBaHus. Obo3HaueHns local 1 remote COOTBETCTBYIOT IOKaIbHOMY CepBepy (C KOTOPOro 6bin
npoun3BeseH 3anpoc MHPOPMaLMM) N BTOPOMY KOMMOHEHTY knactepa. MNpu paboTe B pexxunme Kknactepa
komaHay failover info MOXHO BbIMOJIHATE Kak Ha aKTUBHOM, Tak 1 Ha MacCMBHOM CepBepax.

Mpw BbIBOAE MHOOPMAaLMMN NCMONB3YHOTCA CledytoLime 0603HaUYeHNA PEXUMOB:
e single — OANHOYHbIV PeXxXUM paboTbl;
e active — aKTMBHbIV PeXMM KiacTepa ropsyero pesepBupoBaHns CepBEPOB;

e passive — NacCUBHbIA PeXUM KacTepa ropsivero pesepBupoBaHns CepBepOB.

Wcnonb3yemble 0603HaUYEHNA COCTOAHWIA:
e works — npuaoxeHue paboTaeT KOPPEKTHO (C TOUKM 3PEHUS CUCTEMbI 3aLLWTbI OT CH60EB);
e stopped — NPWUIOXEHME OCTAHOBEHO MOJL30OBATENEM;

e unknown — COCTOAHME NPUNOXKEHNA HEN3BECTHO. [laHHOe COCTOAHNE MOXET ObiTb YCTaHOBAEHO B
cnyyae, eciv 6611 NAEHTUOULIMPOBaH CHOM KOHTPOANPYEMOTO NPUAOXKEHWS, NOMbITKa ero
nepesanycka, HO AiaHHbIX O ero KOPPEKTHOM CTapTe Moka Her.
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XyPHaN nepekaoyeHnm

B >ypHane nepekntoueHnin GUKCMpyHoTCs cobbITUSA, MPOUCXOAALLME B CUCTEME 3aLLuTbI OT cboeB Npwu ee
paboTe B pexxMMme Kiactepa ropsayero peepBmpoBaHus cepBepoB (CM. «Pexxum knactepa ropsiuero
pe3epBMpoOBaHUA» Ha CTp. 12).

[na npocmoTpa 3anucen 13 >XxypHaia nepekaroveHnin BeinoaHnTe koMaHay Failover view, 3ajaB B
napameTpax Ha4ano 1 KOHeL, BpeMEHHOro NHTepBana:
failover view -b <DD.MM.YYYY[.hh.mm.ss]> -e <DD.MM.YYYY[.hh.mm.ss]>

B pe3ysbTaTe BbINOAHEHWS AAHHON KOMaH/bl BbIBOAWTCA CledytoLas MHbopMaLums:
e Bepcua MO ViPNet B coctase ViPNet Coordinator Linux 1 Bepcus gemoHa failoverd;
* uaeHTMPMKATOP M UMA cepBepa (Kak y3na cetn ViPNet);
*  pexum paboTbl CUCTEMBI 3aLLUTbI OT C60eB (BCErAa pexknM Kaactepa ropsiuero pesepBrMpoBaHus);
e JlOKa/bHOE BPEMS Ha CepBepeE;

e  CMWUCOK 3amnucer u3 xypHasa NnepekatoYeHnii, NonajaroLmx B 3aZaHHbI MHTEPBal BPEMEHM.

VHdopmaLmsa BbiBOAWTCA B Ciegyroliem dopmare:
Veiw journal of failover switching
Versions: ViPNet 4.0.0 (475), daemon 1.3 (14)
Workstation configured for ID 1031F (Cluster for SGA2)
Workstation works in a mode of hot reservation
Workstation time (utc: 1174916969) Mon Mar 29 17:49:29 2010

09 Mar 2014 12:51:42 <P_START> Start failover daemon in passive mode

22 Mar 2014 12:27:27 <A_START> Start failover daemon in active mode

22 Mar 2014 14:10:35 <A_START> Start failover daemon in active mode

22 Mar 2014 15:30:46 <BOOT> Boot the system

23 Mar 2014 11:09:07 <SWITCH> Switch server from passive mode to active mode

MepBbiin cTONBEL, COAEPXKUT AaTy U BPeMs COBbITUSA, BTOPOW CTonbeL, — UAEHTUONKATOP M NOJHOE
HavMeHOBaHWe COBbITUA.

Ecnv B 3aiaHHOM MHTepBaie BPEMEHU He BbIIO HM OAHOMO COBLITUS, TO BbIBOAUTCS COOBLLEHME!
There are no records in journal of switchings

Mpwu BbIBOAE MHOOPMAaL MM MCNONB3YIOTCA Ciedytollme 0603HaUYeHMs CODbITUIA:
<BOOT> Boot the system — 3arpy3ka OC;
<P_START> Start failover daemon in passive mode — CTapT B MaCCMBHOM PeXNMEe;

<A_START> Start failover daemon in active mode — CTapT B aKTUBHOM pPeXuUMe;

<SWITCH> Switch server from passive mode to active mode — nepek/jtoyYeHNe CepBepoB.

KomaHga failover view JOCTyrnHa TOAbKO Npu paboTe cMcTeMbl 3aLLuTbl OT CHOEB B peXuUMe kiactepa
ropsuero pesepBrpoBaHus cepBepoB. KomaHaa AocTynHa Ha oboux cepBepax knactepa.
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TOHKasa HacTpoWKa CUCTEMD!
3aLLUNTBI OT COOEB
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HecTaHaapTHas KOHOUIypaums
CeTeBbIX HACTPOEK

Ecnm B cucteme ncnonblyeTcs Kakasa-aMbo HecTaHZapTHas MapLUpyTU3aLma nan npu KoOHGUrypmpoBaHum
CeTeBbIX MHTEPdENCOB HY>KHO NPOU3BOANTL Kakme-TO JOMNONHUTENbHbIE AENCTBUSA, TO HEOBXOANMO
MCNoNb30BaThb creymanbHble NapameTpbl beforeifcont u afterifconf B cekumnax [channel] n
[network] (cm. «®aiin KOHGUrypaLLUm cUCTeMbI 3alnTbl OT c60eB» Ha cTp. 22). B kauecTBe 3HaueHW
3TWX MapaMEeTPOB MOXHO 3aaTb HEMOCPEACTBEHHO KOMaHAbI, KOTOpble 6yayT nepesaHsbl Ha BbINMOJHEHWE
CUCTEMHOM 060/10UKe, NN CLLEHaPWIA, BKIOYaKOLWMIA HeOBXxoAMMbIN Habop koMaHg. Cnocob 3agaHus
CTaTMUYECKOM MapLUpyTU3aLMK B CyYae NCMOJIb30BaHMs CXEMbl OpraHmM3aLMm Kiactepa ropsyero
pe3epBMPOBaHNSA B YCUIOBUSAX OrpaHMUeHmni No BblgeneHuto IP-agpecoB onucaH B pasgene Cxema
opraHu3aLmm Knactepa B yCUI0BUSAX OrpaHUYeHU Nno BblaeneHwto IP-agpecos (Ha crp. 35).
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ICNonb30BaHMe KiacTepa ropadero
DE3ePBMPOBAHMA CEPBEPOB
coBmecTHoO ¢ OC Solaris

Ecam knactep ropayero pesepBrMpoBaHnNa JOMKEH B3aUMOZAEMNCTBOBATL C Y3/1aMK, Ha KOTOPbIX
yctaHoBneHa OC Solaris, TO 3T1 y3/1bl HEOHXOAMMO AONOAHUTENIBHO HACTPOUTL /18 KOPPEKTHON PaboTbl €
knactepom. OcobeHHocTb OC Solaris 3akntovaetcs B ee pabote ¢ ARP. B otanume ot MHOMMX apyrux
cucteMm, OC Solaris He obHoBAsieT nHPopmauuto o MAC-agpece yaaneHHOro y3na npu npuxoae naketa
OT HEro, eCN B 3TOM nakeTe yKasaH He ToT MAC-agpec, KOTopbl cucTeMa uMeeT B cBoeil ARP-Tabanue
4219 3TOro yAaneHHoro y3na. BMecto storo npu HecoenageHun MAC-aapecoB cnucteMa 610kmpyeT Bce
nakeTbl OT yAaNeHHOrO y3/1a, MOKa He UCTeueT BpemMs XpaHeHus 3anucu B Tabaumue ARP (oHo coctaBaset
no yMmonyaHuo 20 MUHyT). Mo3ToMy Npu NepekItoYeHNN akKTUBHOTO CepBepa B KiacTepe Ha ApYyrow
KomnbroTep (npw 31oM IP-agpec knactepa ocraetca npexHuM, HO MeHseTca MAC-agpec, NoCcKoabKy
HONBLUNHCTBO CETEBbLIX KApT He MO3BOAOT ero nepektoyvats) y3asl ¢ OC Solaris 6aokMpytoT BCe nakeTbl
OT Knactepa B TeveHune 20 MUHyT.

VicnpaBuTb cUTyaLmnto MOXHO MyTeM YCTaHOBKN MEHbLLIErO BPEMEHW XW3HM 3anucu B Tabanue ARP Ha
y3nax ¢ OC Solaris. 15 3TOro NCNoAb3yHTCA CAeAyoL e KOMaHabl:

ndd -set /dev/arp arp_cleanup_interval 30000
ndd -set /dev/ip ip_ire_arp_interval 60000

311 KOMaHabl ucnonb3ytotca B OC Solaris Bepcuin 8 n 9. ina 6onee paHHUX BEPCU NapaMeTp
ip_ire_arp_interval HeobxoMMo 3aMeHUTb Ha ip_ire_flush_interval.

Mpwu 3Tom Bpems xun3Hn ARP-3anvcn ycTaHaBAMBaeTCA paBHbIM MUHYTE (MEHbLUNE 3HaYeHWA CUCTEMOW
He noaaepxwusarotcs). Ecam yanel ¢ OC Solaris ncnonb3yroTcs Kak TeCTOBblE A/ KnacTepa ropsayero
pe3epBMPOBaHNA, TO HEOHBXOAMMO YCTaHOBWTb MapaMeTpbl MPOBEPKM CETU TaK, YTOObI TaiM-ayT 6bla He
MeHbLLE MUHYTbI.
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PaboTa knacrepa ropayero
DE3EePBMPOBAHMSA CEPBEPOB
COBMECTHO C KOMMYTALIMOHHbIM
obopyaoBaHmem Cisco

Ha npakTuke 4acto BCTpeyaroTCsa CXeMbl NOAKNOUEHWA CEPBEPOB K/acTepa ropavero pesepsrpoBaHma K
Pa3INYHOMY KOMMYTaLMOHHOMY obopyaoBaHuto npoussogcTtea Cisco, Tak Kak JaHHoe obopyAoBaHue
MMeeT LIMPOKOe PacnpoCcTpaHeHne No BCeMy MUPY. ITO MOTYT BbITb KOMMYyTaTOpbI (switch),
MapLupyTu3aTopsl (router) n gpyroe obopygosaHve. KoHduUrypaumsa gaHHoro obopyaoBaHna MoxeT
HanpsMYyto BANATL Ha KOPPEKTHYI0 paboTy MexaHW3MOB kKnacTepa ropsyero pesepempoBaHua. B
4aCTHOCTW, Ha YKa3aHHOM KOMMYTaLMOHHOM 060pYyAOBaHUM aAMUHUCTPAaTOPOM MOTYT ObiTb 3aAaHbl
HaCTPOMKW, 3anpeLuatoLLye MPOXoXAEeHME TeX WA NHbIX CETEBbIX NaKeTOB, CPeAMN KOTOPbIX MOTYT
oKasaTbCs cny>xebHble NakeTbl, HeobXxoauMble AN NpaBuabHOro eyHKLMoHnpoBaHma MO ViPNet
Cordinator Linux B pexume knactepa ropsyero pesepeMpoBaHua. B cBA3m ¢ 3TMM Npu opraHu3aLmn cxem
BKJILOYEHWA KNacTepa ropsyero peseperpoBaHmns HeObXOAVMO NPOBEPUTL COOTBETCTBYOLLME HACTPOMKM
CeTeBOro KOMMyTaLMOHHOIO 060pPYyAOBaHUA:

e JlomxHbl nponyckaTbcs ICMP echo-3anpocel ¢ IP-aapecoB akTMBHOrO cepBepa A0 BCEX 3aAaHHbIX
IP-appecos testip (cMm. «Cekuma [channel]» Ha cTp. 23) 1 OTBETHI Ha HUX.

e JlomxHbl nponyckatbca ARP-3anpocel ¢ IP-agpecos naccmeHoro cepeepa ana IP-agpecos akTMBHOro
cepBepa 1 OTBETbI Ha HUX.

YKasaHHble npaBuW/ia KacaroTCs BCeX KOHTPOMPYEMBbIX CETEBbLIX UHTEPdENCOB (AN KOTOPbIX CyLLecTByeT
cekums [channel] B ¢aiine Failover.ini) B C(xeme kiactepa ropsiyero pesepBupoBaHms.
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3aaaHme A0NONHUTENBbHbBIX IP-

aJPECOB Ha KNacTepe

ViPNet Coordinator Linux no3sonseT HacTpouTb gonoaHutenbHble IP-agpeca Ha nHTepdeicax knactepa
ropavero pesepsunpoBaHuA. Takas HeobXOAMMOCTb BO3HMKAET, KOrja Ha OAHOM CeTeBOM ajanTtepe
TpebyeTcsa noanep>KmMBaTh HeCkonbko IP-agpecos. Hanpumep, ¢ MOMOLLbH AOMONHATENbHBIX afpPeECOB
MO>XHO MPEeAOCTaBUTb BHELLUHWUIA AOCTYN K PasNNYHbIM CepBMCcaM, pa3MeLLeHHbIM Ha cepBepax
JIOKaNbHOW CETU, MOAK/IOUMB CepBeEpPbI K KoopanHaTopy. MNprMep NoA06HOro MCNO/Ib30BaHMUs
[OMONHUTE/NbHBIX aJPecoB Ha OAMHOUYHOM KOOpAMHaTope npueedeH B okyMeHTe «ViPNet Coordinator
Linux. PykoBoacTBO agMuHMCTpaTopax». B 3ToM nprvMepe 0AMHOUHBIA KOOPANHATOP MOXHO 3aMEHUTb
KNacTepoM C TOW pasHuLEN, YTO AOMNoHMTebHble IP-agpeca Hafo 3aAaTb OMMUCAHHBIM HUXKE CMOCO6OM.

[ns 3apaHns gononHuTtenbHbix IP-agpecoB Ha knactepe HeEOBXOAMMO MCNOb30BaTh NapamMeTpbl
afterifconf n beforeifconf B cekummn [network] (cm. «Cekuus [network]» Ha cTp. 25). B atnx
napameTpax MOXHO 3afaTb Habop KOMaHg, KoTopble ByayT nepeAaHbl Ha BbINMOJHEHME CUCTEMHOWM
060/10uUKe, UK CLEEHAPUIA, COAepP>KaLLMI 3TN KOMaHZbl. HenocpeAcTBEHHOE 3a4aHre fOMOIHUTENbHBIX
afpecoB OCYLLeCTBAAETCA C MOMOLLbIO CTaHAAPTHBIX KOMaHZ KOHOUIypupoBaHua ceTu (Hanpumep,
ifconfig v route).

Hanpwumep, nyctb umeetca daiin add_alias.sh, cogepxxawuii creayrowmin cLeHapuii:
#1/bin/sh
if [ "$FAILOVER_MODE"™ = "ACTIVE"™ ] ; then
ifconfig eth2:0 80.251.137.10
ifconfig eth2:1 80.251.137.100
else
ifconfig eth2:0 80.251.137.10 down
ifconfig eth2:1 80.251.137.100 down
fi
exit O
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1 3TOT CLeHapuii 3agaH B napameTpe afterifconf B cekuynmn [network]:

[network]
afterifconf= /sbin/add_alias.sh

CornacHo 3ToMy CLieHapwuio, NpU Nepexoae cepaepa knactepa B akTUBHbIA PEXUM Ha UHTepdelice eth2
6yayT yCTaHOBAEHbI JOMNOAHUTENbHBIE agpeca 80.251.137.10 1 80.251.137.100. [pn nepekntoyeHnn
cepBepa B MacCUBHBIN pexnm 0ba JONOAHUTENbHBIX agpeca ByayT BbIKIOUEHbI.
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