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O O0OKyMeHTe

B gaHHOM floKyMeHTe onncaHo Ha3HauveHue u npumeHeHmne ViPNet Coordinator Linux, BO3MOXHOCTU ero
YCTaHOBKW M HAcTPOMiKK, a TakxKe obLyme ceepeHuns o cetax ViPNet.

[1ns KOro npeaHa3HauYeH AOKYMEHT

[aHHbIA JOKYMEHT NpefHa3HaueH A8 ajMUHUCTPATOPOB, OTBEYAOLLMX 3@ YCTaHOBKY, HAaCTPOIKY 1
akcnayataumio MO ViPNet Coordinator Linux.

I'Ipep,nonaraeTCﬂ, UTO aAMNHUCTPATOpP 06J1ap,aeT 3HAHUSMW N OMbITOM B 06/1aCTN CETEBBIX TEXHOJIOTUN,

A4OCTaTOYHbIMW ANA pa3BepPTbIBaHUA JIOKa/NbHOWM CeTH, ymeeT yCTaHaBAMBaTb U HacTpanBaTb

onepaumoHHble cucTemsl Linux, a Takxke Npov3BOAWTL HACTPOIKY MEXCETEBbIX IKPaAHOB.

CornauweHma 1okyMeHTa

Huxe nepeyncneHbl cornawleHunsa, NpnuHATbIe B 3TOM AOKYMEHTE A4 BblAe/IEHNA |/|Hc|>op|v|a|_|,|/||/|.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSIX

0O603HaueHmne OnucaHue

/’\\g BHuMaHwue! YkasbiBaeT Ha 0ba3atenbHoe AN UCMOJNHEHNS UAW CIe40BaHNS AeicTBue
W MHPopmaLmio.

MprMeyaHue. YkasbiBaeT Ha Heobs3aTeNbHOE, HO XXenaTesbHOe AN UCMONHEHNS UK
CNefloBaHUsA AeicTBUE UK MHDOPMaLULO.

Coger. Cofep>XnT AOMONHUTEIBHYIO MHPOPMaLIMIO 0bLLEro xapakrepa.

Tabauya 2. Obo3HaveHus, ucnosblyemeole 018 8bideneHus uHgopmayuu 8 mekcme

O603HaueHune

Ha3BaHue

KnaBuwa+Knasuwa

MeHto > lNogmeHto >
KomaHaa

OnucaHue

Ha3BaHuve anemeHTa nHTepdelica. HanprmMep, 3aronoBok okHa, Ha3BaHWe
NoAs, KHOMKN WA KNaBULLN.

CoueTaHue knaBuLl. YTobbl MCNOB30BaTh COUETaHNE KnaBull, cneayet
Ha>kaTb NepBYyrO KnaBuLy 1, HE OTNYCKaA €€, HaXaTb BTOPYHO KnaBuLly.

Vlepapxw-leCKaﬂ nocneaoBaTe/ibHOCTb 3/1IEMEHTOB. Hanpmmep, NYHKTbl MEHHO
AN pasjenbl Ha NaHenn HaBurauumn.
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0O603HaueHmne OnucaHue

Kon Vims daina, nyTb, pparmeHT TekcToBOro darina (koga) nam KomaHzaa,
BbINOJIHAEMas 13 KOMaHZAHOWN CTPOKW.

I'Ip|/| OonnMcaHnnM KoMaHz B JaHHOM JOKYMEHTE NCNOJIb3yroTCA caeayrouime yCaoBHbIe 0603HaueHus:

e KoMaHgbl, KOTOpble MOTYT HbITb BbINOAHEHbI TOJILKO B PEXUME aMUHUCTPATOPA, BblAeNEHbI
KpacHbIM LBeToM. Hanpumep:

KOMaHIa

e [lapaMeTpbl, KOTOPble JOKHbI 6bITb 3aAaHbl NOAb30BaTENEM, 3aK/KOUYEHbI B YT/10Bble CKOOKMN.
Hanpuwmep:
KOMaHIOa <rnapamMeTp>

e Heobs3aTesbHble NapaMeTpbl UK KJIFOUEBbIE C/I0BA 3ak/0UeHbl B KBajpaTHble cKobku. Hanpumep:

KOMaHIa <o0sg3aTeJIbHBI NapaMeTp> [HeoOd3aTeJIbHBEI IapaMeTp]

L] Ecan npu BBOAE KOMaHAbl MOXHO yKa3aTb OANH N3 HECKOJIbKUX MapaMeTpoB, 40NyCTUMble
BapWaHTbl 3aKN1O4Y€eHbl B CI)I/IprHbIe CKOBKM 1 pasgeneHobl BepTMKaﬂbHOIz qepT0|7|. HaanMep:

koMaHIa {BapmaHT-1 | BapmaHT-2}
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O nporpamme

MporpammHoe obecneuerune ViPNet Coordinator Linux BxoauT B cocTaB komnaekca npoayktos ViPNet.

MO ViPNet Coordinator Linux ycTaHaBAnBaeTCA Ha KOMMbIOTEPI, KOTOPbIE BbIMOJHAT GYHKLIMM

cepBepoB B 3alumiieHHon cetn ViPNet (cM. «PyHKLMK KoopamHaTopa B 3alumiieHHoln cet ViPNet» Ha
cTp. 19).

CocTaB NpPOrpamMMHOro obecnedeHms

B cocras MO ViPNet Coordinator Linux BxoaaT cnegytolime OCHOBHble GYHKLIMOHANbHbIE MOAYN:

Hu3koypoBHeBbIN gpaliBep ceTeBol 3awmThl iplir, B3avMOAeNCTBYOLWNIA HENOCPEACTBEHHO C
ApaiBepaMu ceTeBbIX KapT M KOHTPOAVPYHOLLMI BECb 0OMeH TpadpUKOM JaHHOTO KOMMboTepa C
BHeLLHel CeTblo.

Ynpasnstowas nporpamma-gemoH iplircfg, kotopas ocyliectsasietT nepesgayy Heo6Xo4MMbIX
napameTpoB gpawsepy iplir, paccbiniky n npnem nHpopmaumm ob IP-agpecax KNMEHTOB, BefeHMe
XypHana Tpadurka n Tomy nogobHoe (cM. «HacTporika napamMeTpoB 3alLULLEHHOTO MOAKJAHYEHNA»
Ha cTp. 47). PekomeHayeTcs, uTobbl 3Ta Nporpamma Bcerga 6biia 3anyLieHa, HO NPy ee OCTaHOBKeE
apavieep iplir npogonxaet paboTtatb 1 06MeH TpadrKOM He NpepbIBaeTCs.

Kpuntorpaduueckunii gpaiBep, BbINOAHAKOLWNIA KpunTorpaduueckme onepauum no 3anpocy
Apawnsepa iplir.

[ApariBep watchdog, Bxoaawmii B coctaB cucteMbl 3aLUmTbl OT cb6oeB (cM. «CoCTaB CUCTEMBI 3aLLMUTbI
0T c60eB 1 NPUHLKMLI ee paboTbi» Ha cTp. 128). [lpaiBep paboTaeT Ha HNU3KOM YPOBHE U CIeAMUT 3a
paboTtocnocobHocTbo komnoHeHToB [0 ViPNet Coordinator Linux.

JemoH failoverd, koTopbln o6ecneurBaeT GyHKLMOHANBHOCTb CUCTEMBI 3aLLUTBI OT CO0EB (CM.
«Cuncrema 3awwmtbl oT cboeB» Ha cTp. 126).

JemoH mftpd (TpaHcnopTHbIN Moaynb MFTP), koTopbili obecneunBaet nprem 1 nepegavy
TPaHCMNOPTHbIX KOHBEPTOB MexXAy y3namu cetn ViPNet.

JemoH algd, koTopebili ocyecTBaseT 06paboTKy NPMKAAZHbIX NPOTOKONOB (CM. «HacTpoiika
napameTpoB 06paboTku MpUKIaAHbIX MPOTOKONOB» Ha cTp. 119).

SNMP-aeMOH, KOTOpPbI/i NO3BOISET NOAyYaTb CTaTUCTUKY paboTbl MO ViPNet ¢ yaaneHHbIX y3108B no
npotokony SNMP (cm. «C6op nHpopmaumm o coctoanum MO ViPNet c ncnonb3oBaHnem
npotokona SNMP» Ha cTp. 161).

KoHcobHble yTUAWTBI, NO3BOAAIOWME NPOCMaTpmBaTh UHPOpMau Mo 06 obbekTe ceTn ViPNet,
XypHan IP-tpaduka, paboTtaTb C KOHPUIypaLMAMM HACTPOEK, MPOCMaTpmBaTh MHPOPMaLUIO O
COCTOSIHUW CUCTEMBbI 3aLmUTbl OT cB60oeB, n3MeHATb Napob noab3osatens MO ViPNet Coordinator
Linux n pacnakoBbiBaTb ANCTPUOYTUBBI KIOUEN.

[JemoH axis2.cgi, obecneunBatowmnin PyHKLMOHaNbHOCTbL cepBepa Beb-nHTepdenca.
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CucteMHble TpeboBaHMA

Onsa ycraHosku MO ViPNet Coordinator Linux Heobxoa1Mm KOMMbIOTEp € XapakTepucTukamu,
OMMCaHHbIMM B pa3jenax Huxe.

TpeboBaHMA K KOMMNbIOTEPY C apPXUTEKTYPO NpoLieccopa x86

e [lpoueccop — Intel Core Duo uau apyror CXoxuii o NPON3BOAUTENBHOCTU X86-COBMECTUMbIN
npotieccop.

e O6bem onepaTMBHON NaMATV — He MeHee 1 6aliT.
e (CBObHOAHOE MECTO Ha XXeCTKOM gncke — He MmeHee 300 M6ar.
e Ha komnbroTepe goakHa bbiTb yctaHoBneHa OC Linux OAHOro 13 caefyroLmx AUCTPUOYTUBOB:
o ALT Linux 6.0 Server;
o ALT Linux 6.0 Desktop;
o ALT Linux CIT 7.0;
o Astra Linux Special Edition 1.3;
o Astra Linux Special Edition 1.4;
o CentOS 5.7 (32/64-pa3psagHas);
o CentOS 6.4 (32/64-pa3psasHas);
o Mandriva Linux 2010 Powerpack;
o RedHat Enterprise Linux 5.7 (32/64-pa3psgHas);
o RedHat Enterprise Linux 6.4 AS (32/64-pa3psaaHas);
o Slackware Linux 12.0 (Tonbko sapo 2.6.16.52 c FTP-cepBepa ftp://kernel.org);
o Slackware Linux 12.2;
o SUSE Linux Enterprise Server 10 SP4 (32/64-pa3psgHas);
o SUSE Linux Enterprise Server 11 SP3 (32/64-pa3psgHas);
o Ubuntu 12.04 (32/64-pa3psaaHas).

TpeboBaHMA K KOMMbKOTEPY C apXUTEKTYpou npoueccopa ARM
e [lpoueccop —ARM 7.
e Obbem onepaTtMBHOM NamMATV — He MeHee 1 [6anT.
e (CB0bHOAHOE MECTO Ha XeCTKoM auncke — He MeHee 300 Mb6anT.
e Ha komnbtoTepe gonxHa 6bITb ycTaHoBAeHa OC Linux 04HOro 13 cnesyrowmx AncTpubyTMBOB:
o Debian 7 wheezy;

o Ubuntu 12.04;
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o Picuntu 12.04.

I,£|,OI'IO}1HI/ITe}1beIe Tpe6OBaHI/IF|

Pa6ota MO Ha apyrux anctpmbyTmeax Linux BO3MOXHA, HO He rapaHTupyeTcs. Takxke He rapaHTupyeTcs
HopmasbHas pabota MO ViPNet Coordinator Linux Ha 04HOM KOMMbOTEPE COBMECTHO CO CTOPOHHUMU
CpeAcTBaMM nNpeobpaszoBaHus Tpadurka, CO CTOPOHHUMU CPeACTBaMM 3aLLMThI, paboTaroWwmmMm Ha
KaHa/sibHOM, CETEBOM MW TPAHCMOPTHOM YpPOBHe (B YacTHocTY, ipchains u iptables), 1 co cTopoHHUMU
cpeactBamu wndposaHma Tpaduka (IPSec v Tak ganee).

B cucteme f01KHO Mcnob3oBaThes A4p0 Linux n3 nogMHoxecTBa Bepcuin 2.6.x (ot 2.6.18 po 2.6.39
BKAKOUYNTENBHO) MAK 3.X (40 3.11 BKAOUMTENLHO).

MpumeuaHume. Mpun ncnosb3oBaHWM NaTya A4pa B KauecTBe MeToZa nepexasaTa CeTeBbIX
nakeToB gparisepoM ViPNet (cm. «/Icnosb3oBaHve natya sgpa» Ha cTp. 23) He

NoAAEPXXMBAETCH COBMECTUMOCTb C UCXOAHBIMU TeKCTamMu agep Linux, koTopble
MOCTaBAAKOTCA B COCTaBe AUCTPUOYTMBOB. B 3TOM ciyyae rapaHTmpyeTcs
COBMECTUMOCTb TO/IbKO C 0durLManbHbIMK Bepcnamu sgep Linux ¢ FTP-cepsepa
ftp://kernel.org.

Pa3mep BpemeHHOro ¢annoBoro xpaHuauia tmpfs, ecam oHO CMOHTMPOBAHO Ha /tmp, AOMXKEH ObITb He
MeHbLue 2 [6aiT. Pasmep tmpfs HacTpanBaeTcs no-pasHoMy B 3aBUCMMOCTM OT AncTpmbytmea OC Linux,
nogpobHee 06 3TOM CM. B man-cTpaHuL,ax onepaLMoHHON CUCTEMBI.

[Ans pabotbl MO HeO6XOANMBI CiefytoLLMe YCTAHOBAEHHbIE MaKeTbI:

HasBaHue naketa Bepcus, He HMXe Bepcus, He Bbile
Aapo Linux 2.6.18 311

awk — yTuauta ans o6paboTkm TEKCTOBbIX AaHHbIX 3.15

bash — kOMaHAHbI UHTEpNpeTaTop 1.10

Cron — CUCTEMHBIN MIaHNPOBLLUMK 3aja4, HeobxoaNM 3.0

aBTOMaTUYECKMI 3amnycK Npu cTapTe CUCTEMbI ANS
paboTbl GyHKLMOHaNa poTaumm 10ros (M. «KypHasbl
ycTpaHeHusa Henonagok MO ViPNet Coordinator
Linux» Ha cTp. 166)

ethtool — yTnanTa KOHPMrypupoBaHua napameTpos 13
ceTeBbIX MHTEpdencoB

fileutils — naket ans paboTbl ¢ darinamm 4.0
grep — nporpaMmMa aHasim3a CTpok 23
logrotate — yTvanta potaumm noros 3.0
modutils — naket gna paboTbl ¢ MOAYAAMYU 21
net-tools — nporpammbl paboTbl ¢ ceTbto 153
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Ha3BaHue naketa Bepcus, He HUXe Bepcus, He Bbiwe

psmisc — nporpammel paboTbl ¢ NpoLeccamu 183
sed — NOTOKOBbIV TEKCTOBbIN peAakTop 4.0.9
sh-utils — nakeT Ans KomaHAHOro MHTepnpeTaTopa 2.0
sysklogd — MeHezXep CMCTEMHbIX JIOrOB 13

Ans yctaHoBku MO JONOAHUTENBHO K YKa3aHHbIM HEOHXOAMMbI CEAYIOLME MaKeTbl (MX MOXHO YAanuTb
nocse ycrnewHom yCTaHOBKM):

Ha3BaHue naketa Bepcus, He HUXe Bepcus, He Bblille

3arosoBoyHble Gannbl agpa Linux (McxosHble TekcTbl B 2.6.18 3.11
C/lyyae 1Cnosb3oBaHWsA TeXHoNornm patch ans
nepexBaTta CeTeBbIX NakeToB)

gcc — komnunatop Cun Cepun 4.x He Huxe 4.0.2
gzip — KoMnpeccop dpannos 1.2

make — 06paboTumK CKpUNTOB COOPKM 3.75

patch — nporpamma yctaHOBKW natya 25

tar — apxuBaTop 113

KomMnaekT mocCTaBkKM

B komnnekT noctaeku MO ViPNet Coordinator Linux BxoanT:
e [wnctpubytue MO ViPNet Coordinator Linux.

e [JlokymeHT «ViPNet Coordinator Linux. PykoBoacTBO agMuHucTpaTopa» B ¢opmate PDF.
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HOBble BO3MOXHOCTM Bepcum 4.1.4

B ViPNet Coordinator Linux Bepcun 4.1.4 ncnpasaeHbl OLLIMGKW, BbisIBJIEHHbIE NMPW 3KCMyaTauum Bepcun
4.1.3. NHdopmaLmsa 06 3MEeHEHUX B MPeAblAyLLIMX BEPCUSAX NPOrpamMMbl NPUBEAEHa B MPUIOXKEHUN
WcTopus Bepcuin (Ha cTp. 197).
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ObpaTtHad CBA3b

fononHutenbHaa nHpopmMauma

CegeHuns 0 npoaykTax n pewerusax ViPNet, pacnpoctpaHeHHble BONPOCHI U Apyras noae3Has
nHdopmauua cobparbl Ha caite OAO «MHPoTeKC»:

Beb-noptan gokymeHTaumm ViPNet http://docs.infotecs.ru.

OnwucaHune npogayktoB ViPNet http://www.infotecs.ru/products/line/.

Nudbopmaumsa o pewenusx ViPNet http://www.infotecs.ru/solutions/.

C6opHMK YacTo 3agaBaembix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6aza B coepe 3awmTbl nHGopmauum http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C Bonpocamu no ucnonb3osaHunto npoayktos ViPNet, noxxenaHmamMum nam npeanoxeHnaMm CBXUTECh CO
cneunanuctamm OAO «NHOoTeKC». [ins pelleHns BO3HMKaOWMX Npobaem obpaTntecs B cayxoby

TEXHUYECKON noAa4ep>XKKn.

TexHuueckas noaaep>ka ans noab3oBatenei npogykros ViPNet: hotline@infotecs.ru.
®opma 3anpoca B ciyxby TexHuueckor noaaepxkn http://www.infotecs.ru/support/request/.

Pervctpauus npogyKTOB U KOHCYIbTaLum Mo TefiedoHy A/ KIMEHTOB, UMEHOLLMX PaCLUIMPEHHBbIR
YPOBEHb TEXHNUYECKOTO COMPOBOXAEHMS:

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Atoboro pernoHa Poccmm (kpome MockBbI).

PacnpoctpaHeHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryampyetca
NONNTMKOMN OTBETCTBEHHOrO pa3rnalleHus http://infotecs.ru/products/disclosure.php. Ecav Bbl
0B6Hapy>Xunamn yasBnMmMoCTy B MPOAyKTax KOMNaHuK, coobLumute o HMX No agpecy security-
notifications@infotecs.ru.
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ObnacTb NPUMEHEHNS

Komnnekc nporpaMMHbix npoaykToB ViPNet aBasetca yHMBepcasbHbIM UHCTPYMEHTOM A5
pa3BepTbiBaHNA BUPTYabHbIX 3awuieHHbIx cetert (VPN) ntobbix KOHGUrypaLumi, obecneunsatoLmx
npo3payvHoe B3anMOAeNCTBUE KOMMbIOTEPOB, BKIOUYEHHbIX B ceTb ViPNet, He3aBucMMo oT cnocoba,
MecTa 1 TMna BblAENAeMOro agpeca Npu nx NOAKAOUEHUN K CETH.

VHpopmaLms, KOTOPOIN OOMEHNBAIOTCSA YHACTHUKWN CETU, HEAOCTYMNHa AN APYrMX NOAb30BaTesen, He
y4yacTBytoLmMx B 0obmeHe. [laHHble, xpaHsaLmecs Ha koMmnbroTepax ViPNet-ceTy, HagexHo 3alumLLeHbl OT
HeCcaHKLMOHNPOBAHHOTO AOCTYMNa Kak C KOMMbHOTEPOB KOPNOPaTUBHOW CETU, TaK U C KOMMbIOTEPOB, He
Bxoasawmx B cetb ViPNet.

BuptyanbHas ceTb ViPNet (cMm. «BupTyanbHas 3alumileHHas ceTb» Ha cTp. 210) ctpoutca nyTtem
yCTaHOBKM Ha KoMnbroTepbl (ceTeBble y3ibl) MO ViPNet Client (paboune mecta nosb3oBatenen —
kaveHTbl) 1 MO ViPNet Coordinator (cepsepsbl 3awuiieHHon ceTn — koopanHaTtopsbl). ViPNet Client
obecneunBaeT ceTeByto 3alWMTY 1 BKAtoUeHne B VPN-ceTb oTaenbHbix koMnbroTepos. Komnetotep ¢ MO
ViPNet Coordinator (Linux nan Windows) 06bl4HO yCTaHaB/AMBAETCA Ha rPaHMLLaX NOKaJbHbIX CETEN U X
CerMeHToB ¥ obecneymBaert:

® BKJIKOYEHUE B KOPNOPATUBHYHO CETb OTKPbITbIX N 3alUNLLEHHbIX KOMMNbHOTEPOB, HAaXOAALWNXCA B 3TUX
JIOKaNbHbIX CETAX, HE3AaBMCUMO OT Cnocoba noAgKAro4YeHna N Tmna IP-ap,peca KOMMNbHOTEpPA;

e pasjeneHuvie 1 3alnTy ceTeln OT CeTeBbIX aTak;

e OnoBelleHNe KINEHTCKMX KOMMbIOTEPOB O COCTOAHMM APYrMX CETEBbIX Y3/10B, CBA3aHHbIX C HUM.
Kpome KoopanMHaTOPOB M KAMEHTOB, B COCTaB 3alumiieHHON ceTn ViPNet BXogAT aAMUHUCTPATUBHbIE
LLleHTpbl — ceTeBble y3/bl € ycTaHoBAeHHbIM 1O ViPNet Administrator n ViPNet Policy Manager. ¥3en, Ha
koTopom yctaHoseHo 1O ViPNet Administrator, BeinonHseT yHkuun LieHTpa ynpaeaeHus ceTbio u
YA0CTOBEPAIOLLErO N KIKOYEBOro LeHTpa. ITU agMUHUCTPATUBHbIE LIeHTPbI OTBEYAloT 33
KOHbUryprpoBaHWe ceTh, BOSMOXHOCTb OpraHn3aLMm 3aLluLLEeHHbIX CBA3eN Mexay obbekTamu ceTu,
reHepaLuio KAYewn, NCNoab3yeMblxX AN WMDPOBaHMA, 1 Tak ganee. Ha y3en, BbINONHAOLWMA GyHKLUN
LleHTpa ynpaBneHusa ceTbto, MOXET BbITb ycTaHOBAeHa Nporpamma ViPNet Policy Manager (Ha cTp. 210),
KoTopas no3eoaseT popMMpoBaTb KOPNOPATMBHYIO MOANTUKY 6€30MacHOCTM U paccbinaTb ee Ha ceTeBble
y3bl.

MO ViPNet Coordinator Linux paboTtaet B ceTsax, NOCTPOEHHbIX Ha 6a3e cneayroLmnx NPOTOKOI0B
KaHa/NbHOrO YPOBHS:

e Ethernet;
. PPP;
e SLIP (Bkntouas CSLIP, SLIP6, CSLIP6);

e Wireless-npoTtokonos ctaHgapTa IEEE 802.11 (Wi-Fi).
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OyHKUMU KOOPAMHATOPA B
3alumeHHon cetn ViPNet

VPN-cepBep B 3awmuieHHor cetn ViPNet Ha3biBaeTca KOOpAMHATOPOM. B 3aBMcMMoOcCTH OT 3azauy,

KoTopble TpebyeTtca pelwmnTb B pamkax cet ViPNet, koopauHaTOp MOXeT BbINMOAHATb CiefytoLne
byHKUMM:

CepBep IP-agpecoB — dyHKLMSA, KOTOpas B aBTOMaTUUYECKOM pexunume obecneymBaet
B3aVMOJEeNCTBMNE 3aLUMLLIEHHbIX Y3/10B (KIMEHTOB N KOOPAWHATOPOB) Kak BHYTPW AaHHOM
BMPTYaNbHOW CETW, Tak 1 NPU B3aUMOAEACTBUM C APYrMMM BUPTyanbHbiMu ceTamu ViPNet. 310
BO3MOXHO 6arofaps MCno/ib30BaHWUIO CNeELMaibHOIO MPOTOKOAA AMHAMUYECKON MapLpyTM3aLmm
VPN-Tpaduka, peanunsytoLiero obMeH MHPopMaLmen o napameTpax AOCTyna Y3108 APYr K Apyry.
[JaHHbI npoTokon obecneumsaeT MappyTusaumio VPN-Tpaduka mexay yanamu B cetn ViPNet
MeTOAOM, Hanbosee ONTUMaNbHbLIM A/1S UCMO/b3YeMOro crnocoba NOAKNOUEHMS Y3na K CeTU.

MapuwpyTtusatop VPN-naketoB — ¢pyHkuma, obecneyunsarowas MapLUpyTU3aLmio TPaH3UTHOroO
VPN-Tpadmka, NpoxoaaLlero yepes KoopAnHaTop, Ha Apyrue 3awmieHHble y3bl. MapLipyTtmnsauma
OCYLLLeCTBASETCA Ha OCHOBaHUW UAEHTUHNKATOPOB 3aLLMLLLEHHbIX Y3/10B, COAEPXKALLUXCA B OTKPLITOM
yactn VPN-nakeToB, KOTOpas 3alluLlieHa OT NoAAes KN, U Ha OCHOBaHUK 3aLLMLLEHHOro NPOTOKOAA
AnHamuueckoi Mmapupytusaumm VPN-Tpadurka. OfHOBPEMEHHO BbINOAHAETCA QYHKLNA
TpaHALun agpecos ana VPN-Tpagpurka, 1 BCce nakeTbl, NOCTyNaroLLmMe Ha KOOpAMHaTOP,
OTMNPaBAAOTCA Ha Apyrune y3ibl oT uMeHwn IP-agpeca koopgunHaTopa.

VPN-wato3 — craHgapTHasa ans knaccmyvecknx VPN dyHKUMS, peanmsytowlas co3gaHue
3aLUMLLLEHHbIX KaHaNoB (TYHHeNel) NOCPeACTBOM WNdpoBaHMs Tpadmrka OTKPbITbIX Y3108,
pa3MeLLeHHbIX 33 KOOPANHATOPOM, 1 nepeAayn 3Toro Tpaduka Ha gpyrme VPN-wAo3bl nan
3almeHHble kKnneHTbl. VPN-LWIK3 MHTerpMpoBaH ¢ MeXCeTeBbIM 3KPaHOM AJ1 3aLlULLEHHbIX 1
OTKPbITbIX COEANHEHWNN, KOTOPbIV OCyLLecTBASET GUAbTPaLMIO He3awndpoBaHHOro Tpaduka, a
Takoke Tpaduka BHYTPM 3aLLUMULLEHHOTO COeANHEHMS.

CepBep-mapLupytmsatop — byHKLMsA, KOTopas obecrneymBaeT AOCTaBKy Ha ceTeBble y3/bl
yNnpaBASOLWMX COOBLLEHNIA, OBHOBAEHWI KAOYEW U NPOrpaMMHOro obecneyeHuns us NporpamMmbl
ViPNet LleHTp ynpaBaeHuns ceTbto, a Tak)ke 0OMeH NpUKAaZHbIMWU TPAHCMOPTHLIMW KOHBEPTaMU
MeXay y3namu (cM. «TpaHCMOpPTHbIN KOHBEPT» Ha cTp. 211).

MapLpyTr3auma NpUKAagHbIX U YNPaBAAaoLWmMX KOHBEPTOB OCYLLECTBAAETCA C MOMOLLbIO
TpaHcnopTHoro moayns ViPNet MFTP, paboTatowero Ha npnknagHoM ypoBHe. TpaHCNOPTHbIN
MOZY/b Ha KOOpAMHaTOpe NPMHUMAeT KOHBEPTbI OT Apyrux y3n10B cetu ViPNet 1 nepecbinaeT nx Ha
y3en Ha3HayeHus.

MapLupyTr3anma gaHHbIX MeXAy KOOpAMHATOPaMM BbINOJHAETCA Ha OCHOBaHMN MeXCepBEPHbIX
KaHanoB, 3aflaHHbIX ANA 3TUX KOOPANHATOPOB. MexcepBepHble KaHaabl MOTyT HbITb OpraH1M30BaHbl
no nobon cxeme. Eciv mapLUpyTOB HECKOLKO, NepeAada MHPOPMaLIMM OCYLLLECTBAARTCA MO
KpaTyaniemy n3 Hux. Mepegaya nHdopmaumm ns ogHon cetn ViPNet B gpyryto BeinonHAeTCA Yepes
LL/TFO30Bble KOOPAMHATOPSI, C MOMOLLbI KOTOPbIX MPOUCXOANT B3aUMOAENCTBNE ABYX CETEN.
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Me>xceTeBol aKpaH — PyHKLMA, Baarogaps KOTOPON KOOPAMHATOP BbINOAHAET GUAbTPaLMIO
OTKPbITbIX TPAH3UTHbIX U 0KaJIbHbIX CETEBbIX COEANHEHN no IP-agpecam, npoTokoaam, nopTtam,
HanpaBieHUAM COeAVHEHWNI 1 ApyriM napameTrpam. Of4HOBPEMEHHO KOOPAMHATOP MOXET
BbINO/IHATE GYHKLMW TPAHCAALMMN ajpecoB AN NPOXOAALLEro Yepes Hero oTkpbITOro Tpaduka (cm.
«TpaHcaaums ceteBbix agpeco (NAT)» Ha cTp. 211).

OyHKUMSA TPAHCAALMWN aApeCcoB 418 OTKPLITOro Tpadurka no3BosseT 3a4aTb NpaBwia TPaHCAAL MK
aApecoB AN pelleHns ABYX OCHOBHbIX 3ajau:

o [ogkntoueHne NOKanbHOW CETU K OTKPbITbIM pecypcam VIHTepHeTa, Korga KoaM4yecTBO y3/10B
NOKaNbHOW CETV NPEBbILLAET KONMYecTBO Ny6anyHbIx IP-agpecos, BblAaHHbIX MOCTaBLLMKOM
ycnyr HTepHerTa.

o OpraHusaums 4ocTyna K OTKPbITbIM CEpBeEpaM oKanbHOW ceTh n3 VHTepHeTa.

CepBep OTkpbITOoro MIHTepHeTa — GyHKLMA, KOTOpas NO3BOASET 0b6ecneynTb pa3sesbHbl A4OCTynN
3alUMLLLEeHHbIX Y310B B VIHTepHeT 1 Kk pecypcam 3awwmueHHon cetn ViPNet, ecam atoro Tpebyet
nosmTrka 6e30nacHOCTV opraHM3auunn. 3awuLLeHHble y3/bl, KOTOPble MMEOT CBA3b C CEPBEPOM
OtkpbiToro VIHTepHeTa, MoryT paboTtaTb B O4HOM U3 ABYX PEXMMOB:

o Jfoctyn k 3awmweHHon cetn ViPNet npu oTcyTcTBMM NoakntoueHus K VIHTepHeTy.

o Joctyn B VIHTEpPHET NpW OTCYTCTBUUN COEAMHEHMSA C 3alinLeHHbIMY Y3namum ViPNet.
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[lopaaok yctaHoBkM ViPNet
Coordinator Linux

/\\g BHumaHwue! Bce pelictBusa no yctaHoske ViPNet Coordinator Linux moryTt
MPOU3BOAMNTLCS TONbKO MOJIb30OBATENEM, MMEIOLLMM MpaBa agMUHMCTpaTopa (root).

Ons ycraHoBku ViPNet Coordinator Linux BbINoAHWTE AeNCTBUS, NPUBEAEHHbIE B Tabanue Hmxe.

Tabauya 3. MNMopsdok ycmarosku ViPNet Coordinator Linux

[Jewnctene Ccblsika

O MpoBepbTe HannumMe AONONHUTENBHO CucTtemHble TpeboBaHus (Ha cTp. 12)
yCTaHaBAVBaeMbIx NakeToB Ansa pabotsl ¢ MO ViPNet
Coordinator Linux.

O BbibepuTe MeTOA NepexBaTa CeTeBbIX MaKeToB, MeToAbl NepexBaTa ceTeBbIX NakeToB
KOTOPbI Bbl ByAeTe 1Cno/ib3oBaTth. (Ha cTp. 23)

O Ec/in Bbl BEIOpanv MeToA nepexeaTa naketa ¢ Mcnonb3oBaHve natya sgpa (Ha cTp.
NCNoNb30BaHWEM MaTtya aapa, ycTaHoBUTE 23)

cneuvanbHbIv NaTy s4pa, NoCTaBaAseEMbIV C
anctpmbytusom ViPNet Coordinator Linux, u
nepecobepute sapo Linux.

O YcraHosute MO ViPNet Coordinator Linux. YcranoBka MO ViPNet Coordinator
Linux (Ha cTp. 27)

O Mpy HEOBXOAMMOCTN N3MEHUTE KOHPUTYpaLIMIO PyuHoe koHpurypuposaHue ViPNet
ViPNet Coordinator Linux. Coordinator Linux (Ha cTp. 30)

CoseTt. Mbli pekomMeHayeM pacneyaTtatb CNUCOK U OTMeEYaTb B HEM Larn no Mepe nx
BbIMOJIHEHUA.
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MeTozbl MepexBaTta CeTeBbIX MakeToB

ViPNet Coordinator Linux noasep>vBaeT ABa MeToza nepexsaTa CETEBbIX NakKeTOB:

Vcnonb3oBaHuve natya sgpa (Ha ctp. 23). aHHbIA MeToA TpebyeT, utobbl nepes ycraHosko MO
6bl1 yCTaHOBAEH cneLnanbHbI NaTy agpa, noctaBasemsli ¢ guctpmbytusom ViPNet Coordinator
Linux. Mocne yctaHoBKM naTtya a4po Linux HeobxogmMmo nepecobpatsb, U TOABKO Noce 3TOro
npoussoaunTb yctaHoBKy ViPNet Coordinator Linux. Kpome Toro, npy ncnonb3oBaHumn AaHHOro
MeToja He NoAAEPXMBAETCA COBMECTMMOCTb C UCXOAHbIMU TekcTamm agep Linux, koTopble
MoOCTaBAAOTCA B COCTaBe ANCTPUOYTMBOB.

Vicnonbsosarue texHonorun NETFILTER (Ha cTp. 25). B cnyvae ncnosb3oBaHusa TeEXHONOTNN
NETFILTER ycraHoBKa natya He TpebyeTcs, GyHKLMOHaN NepexsaTa NakeToB ABAAETCA CTaHAAPTHbLIM
KOMMOHeHTOM N1t060ro 13 nogaepxmeaemblx agep Linux. B 6oabwnHcTBe cryyaes Heobxoanmble
napameTpsbl a4pa BKAOUEHbI MO YMOAYaHWIo, 1 nepecbopka agpa He Tpebyetca. [Mpu Bbibope
JaHHOro MeToza nepexsara NakeToB MOXHO UCMO/b30BaThb A4pa, NoCTaBaAfAeMble C
nogaep>XXnBaeMbiMu AUCTPUBYTMBaMK Linux, a He ToNbko oduLManbHble BEpPCUn aaep.

Bbibop meTopa BcTpamBaHus ViPNet Coordinator Linux octaeTcs 3a nonb3oBatesnem. Eciv B npoLiecce
paboTbl TpebyeTCs N3MEHUTL METOZ, NepexsaTa NakeToB, TO HEOHXOANMO akTUBMPOBATb HYXHbIN MeToZ, U

nepeycraHoBuTb ViPNet Coordinator Linux.

g BHumaHme! B cnyvae BkatoueHWs 060MX ONMCaHHbIX Bbllle METOAOB B NpoLecce

pabotbl ViPNet Coordinator Linux 6yaeT ncnonb3oBaTtbCs Naty sapa.

Icnonb30BaHKe naTya 44pa

|_|pl/l MCNoab30BaHNUN AaHHOIo METOAa nepexBata CETEBbIX NMakeToOB He Nogaep>XmnBaeTca COBMeECTUMOCTb

C UCXO4HbIMW TEKCTaMU A4ep Linux, KOTOpPbI€ NOCTaBAAKOTCA B COCTaBe ,CI,I/ICTpVI6yTVIBOB. CO3,£I,aTeIII/I

,CI,VICTpI/I6yTI/IBOB BHOCAT B HUX U3MEHEHWA, YaCTO HeNnpojgyMaHHble, KOTOPbIE MPUBOAAT K Henpasmanon

cbopke 1 pabote Moaynen aapa, CoObpaHHbIX Ans paboTbl Ha cTaHAapTHOM sgpe. KomnaHus «NHpoTeKC»

pekoMeHAyeT BCcerga 3arpy>katb Tobko obuumanbHyo Bepcuto sagpa Linux ¢ FTP-cepsepa
ftp://kernel.org (nocneaHee A4pO HYXXHOW CepUM), U UMEHHO ee nepecobupaTb NOA CBOW HYXAbl U
ycTaHaBauBaTb Ha Hel MO ViPNet. Takxxe He0H6X04MMO NMOMHUTBL, UTO NepecobupaTtb SAPO U

yctaHaBavBatb ViPNet Coordinator Linux Hy>kHO 0653aTenbHO ¢ MCMOAb30OBaHUEM OAHOW U TOM Xe

BEPCUN KOMNUANATOPA.

[ns ycTaHoBKM natya sigpa Linux BbINOAHWUTE CedyroLine AeNCTBUS:

1

Pacnakynte gnuctpnbytus ViPNet Coordinator Linux B nto6ow katanor KOMaHAon tar xvfz <file>.
Mpw pacnakoBke ByAeT co3jaH KaTanor distribute, BHYTPW KOTOPOTO B NogkaTajore patch
HaxoAATCsA NaTum A1 pasHbIX BepCcUi agpa Linux.

Y6epuTech, UTO B KaTanore /usr/src/linux HaAXOAATCA UCXOAHbIE TEKCTbI AN NCMOAb3yeMOM
BepcUn agpa.

ViPNet Coordinator Linux 4. PykoBoacTBO agMuHucTpaTtopa | 23


ftp://kernel.org/

Ckonupyiite dain natya Ans UCNOAb3yeMon Bepcum agpa Linux u3 katanora distribute/patch B
KaTanor /usr/src. B HacTOAWMIA MOMEHT NOALEPXKMBAOTCA fapa cepun 2.6.x 1 3.x. B 3aBucMMocCTH
OT MCNOAb3yeMOW BEPCUM sapa BbibepuTe COOTBETCTBYHOLMUI el dpann naTya:

o Ans Bepcuin 2.6.18 no 2.6.26 — pain iplir.patch.2.6.13;
o Ana Bepcuin 2.6.27 v Bbilwe — pain iplir.patch.2.6.27+;
o Ans Bepcuii 3.x — dain iplir.patch.2.6.39+.

Bonawnte B KaTanor /usr/src/<kxaranor c smpom> U YCTAHOBMUTE NaTy KOMaHAOW patch -pl <
datn_marua. ECIM nporpaMma patch coobuwaeT 06 owmnbKax Npu yCTaHOBKe MaTya, 3TO O3HAYaeT,
yTO 6O AAPO LinuX Ha KOMMbIOTEPE HE OTHOCUTCA K NOAAEPXKUBAEMBIM CEPUAM, MMBO OHO
COAEPXMUT Kakne-nmbo HecTaHAaPTHbIE MoAUPMKaLIMK, MO HEMpPaBMALHO BbibpaH daiin natya. B
3TOM C/ly4ae HeobXoAMMO YCTaHOBUTbL CTaHAAPTHOe A4p0 Linux ogHOM 13 Nnogaep>KMBaeMbIX CEpUi,
BbI6GpaTh NPaBUbHbIN dalin B COOTBETCTBMUN C U3/I0XKEHHBIM Bbille NMbH0 BbIbpaTb Apyroin cnocob
nepexsaTta NakeToB.

Ecav naTy ycTaHOBUJICS HOPMaJIbHO, TO HEOBXOAMMO BOWTY B KaTaNor /usr/src/linux U 3anyCTuUTb

KoHburypartop agpa — KOMaHAOW make menuconfig A5 TEKCTOBOrO pPeXnMa UAN KOMaHAOM make

xconfig Ansa rpadpuyeckoro. B KOHPUrypatope Hy>KHO YCTaHOBUTb CeAyHoLMeE ONLMK:

B pasgene Networking options Heob6xoanMo BktounTL onumto Iplir Crypting network driver.

[ns sapep Bepcuin 2.6.27 v Bbiwe 3Ta onums HasbiBaeTcs ViPNet low-level packet filter
infrastructure. Ecin onums BktoueHa, To ByaeT 4OCTyMNHa pacnosioxXeHHas nog Hei onuwms Block all
packets when ViPNet drivers are not loaded. BkitoueHve gaHHoOM onuumn nossonaseTt obecneymnTb
6e3onacHocTb KoMnbroTepa npu ctapte OC, Tak kak go 3arpy3ku MO ViPNet Coordinator Linux Bce
ceTeBble NakeTbl 6yayT 610KMPOBATLCH.

B pazgene Loadable module support Heobxoammo BkatoumTb onuuto Loadable module support.

PekomeHayeTca BKIOUMTL Takke onuuto Set version information on all symbols in module, uto
no3soJisieT n3bexaTb NoTeHLMaNbHbIX Mpobaem Npu nocieaytoLlemM obHOBAEHUN sapa. BkaroueHne
3TOV OMuUUK He ABAseTCA 06A3aTeNbHbIM, OAHAKO HE PEKOMEHAYETCA BbIKIHOYATb €€, eC/V Bbl He
ABAAETECh MPOPECCHOHANbHBIM aAMUHMUCTPATOPOM Linux 1 He oueHb XOpoLLO npegcTaBaseTe cebe,
3a4yeM 3TO Hy>XHO. [ins sgep cepun 2.6.x AaHHas onuua HasbiBaeTcs Module versioning support.

OctanbHble onunn yCtaHaBAMBarOTCA MO XeNaHUo agMUHUCTpaTopa N B COOTBETCTBMNU CO 34PaBbiM
CMbICJIOM.

Mocne BbIxoAa 13 KOHbUrypaTopa Hy>HO cobpaTb fapo. [1s 3TOro BbINOJHUTE CAeaytoLLMe KOMaH/AbI B

anBe,u,eHHoﬁ nocneaoBaTe/ibHOCTU:

make
make install

make modules install

BHumaHwme! [Mocne ycTaHOBKM Ajpa NpoBepbTe, UTObbI dain

A /boot/System.map<pepcus_smpa> WKW, B Clyvae ero oTcyTcTBus, daiin

/boot/System.map COOTBETCTBOBaA COBPAHHOMY A4pY.
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Y6eantech, UTO Nocae nepesarpysku byAeT 3arpy>KeHO TOJbKO YTO cobpaHHoe sapo. s 3Toro

nponsseaute HeO6XOAI/IMbIe M3MeHeHNA B KOHq)I/IpraLI.I/IOHHbIX c|>a|7|nax 3arpysyuka OI'IepaLI,VIOHHOI‘/’I

CNCTEMDbI. I'Iepe3arpy3|/|Te cncrTemy. npOBepI/ITb Hain4yne natya B 3arpy>eHHOM AApe MO>XHO KOMaHAOI7IZ
cat /proc/kallsyms | grep set packet filter | wc -1

nnn, ecim dann /proc/kallsyms OTCYTCTBYET, KOMaHAOM:

cat /boot/System.map- uname -r° |grep set packet filter | wc -1

Ecnm aTa kOMaHZa BbigaeT 1 namn 6obluee YMCIO, BCe YCTAHOBAEHO NpPaBWbHO, ecin 0, TO naTty He 6bin
HOPMaJIbHO YCTaHOBJIEH WM 3arPy>KEHO He TO AAPO, KOTOpoe nepecobumpanocs.

Vicmonb3oBaHme TexHonormm NETFILTER

MpW NCNOAb30BaHUN JaHHOTO METOAA NepexBaTa CEeTEBLIX MAaKETOB MOXHO MCMO/1b30BaTh KakK f4pa,
nocTaBAsieMble B KOMMJIEKTE C MOALEPXKMBAEMbBIMUN ANCTPUOYTMBaMY, Tak U odULMaNbHbIE BEPCUN AAEP
Linux.

B 6osbLUMHCTBE CyyYaeB NPU MCMO/Ib30BaHWM AAep, MOCTaBASAEMbIX B KOMMAEKTe AncTpubyTmBea Linux,
napameTpbl a4pa, Heobxoanmble ana ncnonb3oBaHna NETFILTER, yxe BKAtOUEHbI NO YMOAYAHUIO U
nepecbopka sgpa He Tpebyetcs. MposepuTb dyHKUmMoHMpoBaHe NETFILTER MoxHO koMaHAow:

cat /proc/kallsyms | grep nf reinject | wc -1

nnun, ecnm darin /proc/kallsyms otcytcTByeT, KOMaHAOM:

cat /boot/System.map- uname -r° |grep nf reinject | wc -1

Ecnv 3ta komaHgaa BeigaeT 1 nam 6onbliee umcno, To NETFILTER BktoueH n nepecbopka sapa He
Tpebyetcs, ecam 0, To HeobxOAMMO CKOHOUIypupoBaTh A4p0o ¢ noaaep>xkon NETFILTER n nepecobpatb
ero.

Onsa Bknrouenusa nogaepxkm NETFILTER B agpe HeO6X0AMMO YCTaHOBUTbD NCXOAHbIE TEKCTbI
Mcnoab3yemoro agpa. PekomeHgyeTca ncnonb3osaTtb oduLmManbHyro Bepcumto aapa Linux ¢ FTP-cepeepa
ftp://kernel.org, Tak Kak cbopka sApa N3 UCXOAHbIX TEKCTOB, MOCTABASEMbBIX C AUCTPUOYTMBOM Linux, He
BCerza NpoOXoAnNT KOPPEKTHO. [lanee Hy>XHO 3aliTK B KaTanor C yCTaHOBJAEHHbIMU UCXOAHLIMUN TEKCTaMU
A4pa 1 3anycTuTb KOHOUrypaTop fApa — KOMaHAOM make menuconfig ANS TEKCTOBOrO PEXMMA UM make
xconfig Ana rpadmyeckoro pexunma. B koHpurypatope Hy>KHO yCTaHOBUTbL CaeAyroLmne Onuuu:

e B pa3zgene Networking options Heobxoaumo Bkarountb onunio Network packet filtering.

e B pasgene Netfilter Configuration Heobxoa1mo Bbikntounts onuuto IP tables support.

Mocne Bbixoga 13 koHGUrypaTopa Hy>KHO cobpaTb Aapo. [lna 3TOro BbIMOJAHUTE CAeAytoLLMe KOMaHAb! B
HpMBeAeHHOVI nocaeaoBaTe/ibHOCTW

make

make install

make modules install
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BHumaHue! MNocne ycTaHOBKU A4pa NpoBepbTe, UTO6LI dain
A /boot/System.map<sBepcus_sanmpa> WKW, B CJly4ae ero oTCyTCTBUSA, Gpaiin
/boot/System.map COOTBETCTBOBa/N COBpPaHHOMY AApPY.

Y6eaunTech, UTO NOCAE Nepesarpyskun byaeT 3arpy>eHo TO/bKO YTO cobpaHHoe aapo. [as 3toro
npowusBeanTe HeOHXOANMbIE M3MEHEHUA B KOHOUTYPaLIMOHHbIX daiiax 3arpy3unka onepaLMoHHON
cucteMmsl. [epesarpysute cucremy. NposepbTe dyHKUMoHMpoBaHWe NETFILTER nprBeseHHbIM Bbile
cnocobom.

BHumanwue! MNpu ncnonbzosaHum texHonormm NETFILTER ¢ auctpnbytnsom SUSE Linux
/ﬁ\ Enterprise Server 10 6e3 nepecbopku sgpa HEO6XOAMMO YCTaHOBUTL MakeT kernel -
source-2.6.16.21-08, TpebyeMbiin ans cbopkm gpaiisepos ViPNet.

Mpumeuanume. Mpun ncnonbzosannm TexHonornm NETFILTER cobbitma 82 n 89 (cm.
«CobbiTnsa, otcnexmeaemble MO ViPNet Coordinator Linux» Ha cTp. 179) He

dukcmpyroTca B XXypHane IP-nakeToB, Tak Kak onepauMoHHas cmctemMa aBTOMaTUYeckn
610kunpyeT cooTBeTCTBYIOLWMeE IP-NakeThl.
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YctaHoBka 1O ViPNet Coordinator
LINUX

YcTaHOBKa NpOM3BOAUTCA MO/b30BaTENEM, MMEKOLMM NpaBa agmuHucTpartopa (root, user ID = 0). Mpwn
yCTaHOBKe HEO6XOAMMO MMEeTb MPAMOW JOCTYMN K KOHCOM KOMMbOTEPA, Ha KOTOPOM YCTaHaBAMBaeTcA
MO ViPNet Coordinator Linux, NOCKO/bKY O OKOHYaTENBHOW HAaCTPONKN HEOBXOAMMBIX MapaMeTpoB
KOMMbHOTEP MOXET OKa3aTbCA HEJOCTYMHbIM MO CETU.

[ns ycTaHOBKM HEOBXOAMMO UMETB:
o anctpubytue MO ViPNet Coordinator Linux;

e AMCTPUBYTUB KItOUER, KOTopble ByAyT MCNO/b30BaTbCA Ha JaHHOM KOMMblOTEpe. ITOT ANCTPUOYTMB
HeobXxoAMMO NoNyUnTb OT agMuHncTpatopa cetn ViPNet. Kpome Toro, agMuHUCTpaTop foaKeH
COOb6LWMTb Napob NOAb30BaTENA CETEBOTO y3a.

BHuMaHme! YTobbl n3b6exatb NoTeHLManbHbIX Npobaem npu B3anmMogelictaum ¢ ViPNet
Administrator n ViPNet Policy Manager (kotopble pabotatot nog OC Windows),
HeobxoAMMO cobtofaTh HECNOXKHOE NPaBW/IO: BCE MMEHa KaTasoroB, B KOTOPbIe

/A\ pacnakoBbiBaetcs gnctpubyTus ViPNet Coordinator Linux, B KOTOpPbIX XpaHATCA

© CMpaBOYHWKM, KNHOUM W Tak Aanee, AOMKHbI COAepXaTb TONbKO NaTUHCKME CMBObI
HU>XKHEro perncrpa, umdpsl, a Takoke 3Hakv geduc, noguepkmBaHmne n Tomy nogobHoe.
He ncnonb3yiite 3arnaBHble 6yKBbl B 3TUX MMEHaX.

Ans ycraHoskm MO ViPNet Coordinator Linux BbINosHWTE Ceaytowme AencTBUS:

1 BonawuTe B KaTanor distribute, rAe HAXOAUTCA pacnakoBaHHbIM aAncTpnbyTmB MO ViPNet
Coordinator Linux, 1 BbINOAHUTE KOMaHAY ./install.sh. [lporpamma ycTaHOBKM NPOUN3BOAUT
OKOHYaTeNbHYH COOPKY ApaliBepoB, YCTaHOBKY ApalNBEpPOB B CUCTEME, A Tak>Ke YCTaHOBKY
npuknagHbix nporpamm n konourypuposaHue ViPNet Coordinator Linux.

[anee ycTaHOBKa COCTOUT U3 HECKO/IbKMX LUATOB, CAeAyNTe MHCTPYKLMSAM MPOrpaMmMbl YCTaHOBKMN.
2 AHanm3 Hannumsa TpebyeMbix Ana YCTaHOBKWU NakeToB (M. «CuctemHble TpeboBaHMsA» Ha cTp. 12).

Ecam TpebyeMbili MakeT He HalifleH B CUCTeMe, MporpaMma yCcTaHOBKM 3aBepluaeT paboTy ¢ BbIBOAOM
COOTBETCTBYHOLLLErO COOBLLEHMS. B 3TOM cyyae yCcTaHOBUTE HeAOCTatOLLME NakeTbl U 3anycTuTe
nporpamMmy ycTaHOBKMW NMOBTOPHO.

3 Bbibop anctpubytuea MO ViPNet Coordinator Linux.

Ha gaHHOM Luare nporpaMma yCTaHOBKM BbIMOJIHAET MOWCK AOCTYMHbIX A1 YCTaHOBKM
ANCTPUOYTUBOB B TeKyLLIEM KaTanore. B cTaHgapTHOM cyyae B TeKyLLEM KaTasore HaxoamuTcs
TO/IbKO OAMH JOCTYMHbIN ANCTPUOYTUB distribute.tar.gz, KOTOPbIA U ByAeT NpesioxXeH Ans
yCTaHOBKW. B cneuuduryeckmx ciyyasx MOXeT BO3HUKHYTb HEOHXOAMMOCTb BbibOpa Apyroro
ancTpnbytuea. B 3ToM ciyyae cregyeT ykasaTb KaTanor Ans nowcka AnNCTpnbytnea, moBTOpUTH
NMOWCK 1 BbIOpaTb HY>HbIN ANCTPUOYTMB.
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PacnakoBka BbIbpaHHOTo AMCTPMOYTUBA.

Mocne ycrnewHoro Bbibopa ANCTPMOYTMBaA NporpamMma yCTaHOBKM NMPOU3BOAMT €r0 pacnakoBKy BO
BPEMEHHbI KaTaor 1 Noc/ie 3aBepLUEHNs pacnakoBKW BbIBOAUT NNLEH3UOHHOE COralleHme.
Ytobbl NeperTn K cneayroLlemy Lary, 03HaKOMbTECh C NLEH3NOHHBIM COTaLLEHNEM U
noATBepAMNTE CBOE COrnacue C ero yCIoBUAMM.

AHanus TekyLlen yctaHoBaeHHOM KoHdurypaumm ViPNet.

Ha 3ToM Wware npon3BoAnNTCS NOUCK ycTaHOBAEHHOW KoHGUrypauun ViPNet. Ecan Takas
KOHOUrypauma HangeHa, To BaM byAeT 3asaH BOMPOC — XOTUTE /M Bbl MCMOJIb30BaTh TEKYLLYHO
KOHOUrypauuto. B cnyuae nonoxnTesbHOro oteeta KOHGUrypaLms CoOXpaHaeTcs, B Cyyae
OTpuLaTENIbHOTO — B MPOLLEeCcCe AasbHENLIeN YCTaHOBKM ByaeT NpeasoXeHo BbiOpaTb HOBYHO
KOHUrypaumto.

MNMoprotoBka K ycTaHOBKe.

Ha saHHOM Luare BbIMOJHAETCS Psj, AZOMOJHUTENbHBIX MPOBEPOK U APYrMX AENCTBUIA, HEOBXOAMMBIX
A5 JanbHenLWwen yCTaHOBKM (OnpeAeneHne MeToAa NepexBaTta NakeToB, MOAAEPXKKa ANCTpMBYTHBa
Linux, koMnuasTopa, NpoBepka AOCTYMHOIO MeCTa Ha XXeCTKOM JMCKe U TaK Jaee).

I'Iepexop, K cnegyroulemMy wary BO3MOXXeEH nb nNpun ycnewHOM OKOHYaHNKM NoArOTOBUTENIbHOTIO
3Tana.

YcTaHOBKa ApaviBepOB.

Ha 3TtoMm ware npon3BoAMNTCA OKOHYaTe/ibHaa KOMNUAALNA Apal?lBepOB noj Tekywee aapo Linux n
MX yCTaHOBKa.

YcTaHOBKa NPUAOXKEHWA.

Ha gaHHOM Luare Npov3BOAWTCA yCTaHOBKA NPUAOXKEHWIA, CKPUNTOB, Gainnos KoHOUrypaumm,
KOHOUIypaLms CTapTOBbIX CKPUMTOB.

CoxpaHeHvie NapameTpoB aBTOMATUYECKOro 3arycka NpuaoXeHNHA.

B cnyuae, ecnmn Ha 4-oM Lare 6bina obHapy>keHa Tekyllas ycTaHoBieHHas koHdurypauma ViPNet un
Bbl PELUNAN ee COXPaHWUTb, TO NOC/e YCMeLHOro OKOH4YaHna 8-ro wara Bam byaeT npeaioxeHo
3anyctuTb cayx6bl ViPNet. Ha 3Tom npouecc yctaHoBKM 3aBepluaetcs. Ecam Bbl oTkazanunce
CTapToBaTh CNyXObl, TO 3aMyCTUTE UX BPYUHYIO UK Nepe3arpysnTte KOMMbHOTep.

Bbibop AMCTPMbYTUBA KOYEN.

Ha gaHHOM Liare nporpaMma yCTaHOBKW BbIMOJHAET MOWCK AOCTYMHbIX AUCTPUOYTUBOB KAKOYeW
(bannoB *.dst) B TekyleM kaTtanore. [pn HeOBXOANMOCTY BbIGEPUTE APYrOi KaTasor Aas noucka
VAW 3aBepLuMTe YCTaHOBKY. B cnyyae 3aBeplueHWs yCTaHOBKM Ha TekyLleM Luare Bbibepute
ANCTPUBYTUB KIHOUEN BPYUHYHO M pacnakyiiTe ero B BblOpaHHbI/ KaTasor KOMaHAOW /sbin/unmerge
<file.dst> <xaranor>, a 3aTeM ckoHdurypupyrite ViPNet Coordinator Linux (cm. «<PyuHoe
kKoHpurypumposaHue ViPNet Coordinator Linux» Ha cTp. 30).

Bbibop kaTtanora ana yctaHOBKM KOHGUrypawmn.

Ecnn Ha 4-om ware 6bina 0BHapy>KeHa Tekyllas ycTaHOBeHHas KOHQuUrypaums, nepesanuiumTe ee
HOBOW KOHUrypaLumen B TOM Xe kaTanore. B cnyuae otkasa nam ecam yctaHOBAEHHOW
KOHPUrypauum HanaeHo He 6b1n0, BbibepuTe KaTanor A8 YCTaHOBKM Kntoden. Ecam He ByaeT ykasaH
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WHOMW KaTasior, Kntoun 6yAyT yCTaHOBAEHbI B KaTalor /etc/vipnet NO yMoayaHuto. Mocne Boibopa
KaTasiora NpoM3BOAMTCA aBTOMaTMUecKas pacnakoBKa AUCTPMOYTUBaA KAOUEN B 3TOT KaTasor.

MpyMeuaHue. Ecam Ha pasgene ecTKoro Ancka, Ha KOTOPbIN pacnakoBbIBAETCS
ANCTPUBYTUB KtoUel, CBOBOAHOTO MecTa MeHbLLE, YeM HEOBXOAMMO, BbIBOAUTCA
coobLyeHne 06 owmnbke 1 ycTaHOBKa 3aBepLUaeTCs.

12 AyteHTndukauma nosb3oBaTtens.

[ns ycnewHoro 3aBepLueHns YCTaHOBKW BBEAMTE NMPaBUAbHbIN Naposb 418 BbibpaHHON
koHourypaummn ViPNet. MNocne BBoAa Napoas OCyLLECTBASETCA ero NpoBepKa N COXpaHeHe B
3awmndpoBaHHOM BMe B C1yvae NpaBuIbHOro napons. Ecam npoeepka naposns He NpoLna,
nonpobyliTe CHOBO BBeCTM Naposb. B cayvae oTkasa oT BBOAa Napoif yCTaHOBKa 3aBepLUaeTCs
HeKoppeKTHO. B atoM ciyyae ans HopmanbHon paboTsl MO ViPNet Coordinator Linux BbinoaHute
pyuHoe KoHdurypupoBaHue (cM. «PyuHoe koHburyprposarue ViPNet Coordinator Linux» Ha cTp.
30).

13 [ocne ycnewHoro 3aBepLueHns nocaeAHero wara yctaHoBkuW 3anyctute cyx6bl ViPNet. Ha 3tom
npoLecc ycTaHOBKM 3aBepluaeTca. B ciyyae oTkasa ot 3anycka cayxb ViPNet Heobxoavnmo byaet
3anyCcTUTb WX BPYYHYHO UK Nepe3arpy3nTb KOMMbrOTEp.

Mpumeuanwne. CornacHo ctaHaapty RFC-3704 ( http://www.ietf.org/rfc/rfc3704.txt) B
coBpeMeHHbIx OC Linux no ymonuaHuto MexaHn3m ouabTpaumm naketos Unicast

Reverse Path Forwarding Filtering BkntoueH B pexxume Strict. JaHHbIA pexxum MoxeT
BbI3bIBaTb KOHQANKTHbIE cuTyauum npu pabote MO ViPNet. NMoatoMy npwu ctapte cayx6
ViPNet ¢puabTpaLms nakeToB aBTOMaTMYECKU NepPeBoOAUTCA B pexxnm Loose.

B npouecce paboTbl MporpamMmbl yCTaHOBKW BEAETCA MPOTOKO (JIOT) YCTaHOBKW, KOTOPbI HAaXOANUTCS B
daline /var/log/vipnet install.log, a TakXe co3gaercs Gain /var/log/vipnet files.txt, B
KOTOpPbIV 3aMMCbIBAOTCA MYTU KO BCEM YCTaHOBJIEHHbIM dainam. B ciyyae ycnelHoro 3aBeplueHms
YCTaHOBKW 3TV daiifibl KOMMPYHOTCA B KaTanor C ycTaHOBAeHHOM koHburypauwmein ViPNet.
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PyuHoe koHOurypmposaHme ViPNet
Coordinator Linux

Kak onucaHo Bbille, Bbl MOXETE NpepBaThb NpoLLecc ycTaHoBKW. KpomMe Toro, nocse yCTaHOBKU MOXET
BO3HWKHYTb HEOBXOAMMOCTb 3MEHUTb KOHOUIypauuio. B 3Tux cnyuasx He0H6XoANMO NPOM3BECTU
pyyHoe koHdurypuposaHue ViPNet Coordinator Linux c npaBamu agmuHuctpatopa (root). PyyHoe
KOHbUIyprpoBaHWe 3ak0UaeTcs B pacrnakoBke ANCTPUOYTMBa KItOYEl (EC/N OH eLlle HE pacnakoBaH) U1
HaCTpPOWKe NapamMeTPOB OKPYXEHMUS.

AnctpnbyTmB katouel npeactasaset cobon oanH Gann *.dst, B KOTOPOM COAEPXKATCA afpecHble
CMPaBOYHUKN U KJTHOUMN.

YT106bI NPOM3BECTU PYYHOE KOHPUIYPUPOBaHWE:

1 BbibepuTe (M co3zaiiTe, CIN HYXKHO) KaTasor, rae 6yayT XpaHUTbCS CMPaBOYHUKN U KUY, U
pacnakyinTe AUCTpNOYTMB B 3TOT KaTaNor KOMaHAOW /sbin/unmerge <file.dst> <kxaTajor>.

2 Otpegaktnpyite Gainn /etc/iplirpsw, KOTOPbIM yKa3blBaeT MECTOMOIOXEHME CPABOYHUKOB U
K/tOYel. ITO TEKCTOBbIN Gain, MMEeLMI CheayroLLyo CTPYKTYpPY: NepBas CTpoka — MNOJHbIN NyTb K
KaTasnory, rae HaxoAaTca CNPaBOYHUKU M KJIKOUK, BTOpas CTPOKa — NMapoJib OCTyrNa K 3TOM
NHGOpPMaL K, OCTanbHble CTPOKMN UTHOPUPYHOTCA. [ocae MHCTannaLUmMmM 3TOT dpaii CofepXuT ABe
CTPOKM C MPUMEPOM CUHTaKCKCa AaHHOTO dainia, 3T CTPOKMU HY>XXHO YAaauTb U BNUcaTb CBOW.

MpuMeuaHue. HaunHas ¢ Bepcun 3.5.2, naposib xpaHuTcs B dane /etc/iplirpsw B
3awndpoBaHHOM BUAe B Liensix 6e30nacHOCTU. YKa3biBaTb Naposib B OTKPLITOM BUge
MO>HO, HO NMOC/e yCneLHOW ayTeHTMdMKaLMm Nonb3oBaTens naponb byaer
3awmndpoBaH 1 B TakOM BUge nepesanucaH. MNpu Bo3spate Kk Honee paHHel Bepcun
HeobX0AMMO Moc/e YCTaHOBKM bonee paHHen BepCcun BPyUHY 3aMeHUTb
3aWwmndpoBaHHbIV Naposb B Galine /etc/iplirpsw Ha He3aWwMpPOBaHHBIW.

3 Ortpepgaktupyiite dailn /etc/iplirnetpsw, B KOTOPOM 3a4atoTCA NapaMeTpbl 40CTyna K
3aLLMLLLEeHHOMY ceTeBOMY Y3y (cMm. «[Tporpamma npocmoTpa nHGopmaLmm O 3aLuuULLEHHOM y3ne»
Ha cTp. 140).

4 Tocne pefakTMpoBaHWA 3TUX PaiNos (/etc/iplirpsw U /etc/iplirnetpsw) NpousBeamTe
YCTaHOBOUYHbIM 3anycK ynpasAstoLLero AeMoHa KOMaHAoW iplir check. [py 3TOM ynpasastowmi
AEMOH He OCTaeTca B MaMATK, a co3AaeT cBou painbl KOHUrypaLum 1 3aBepLuaet paboTy.
Co3zgaHHble Gainbl HaXOAATCA BHYTPW KaTaora, CoAep>Kallero CrpaBoOYHUKN U KNKOUW, B
nogkatanore user. Co3gaerca OAvH OCHOBHON daii, KOTOpPbIM Ha3blBaeTCA iplir.conf, U NO
ofHOMY dariny KOHPUIrypaLm AN KaXAoro CeTeBoro nHTepdeiica, KOTopblin MPUCYTCTBYET Ha
KOMMbtoTepe, Gainbl UMerOT MMeHa iplir.conf-eth0, iplir.conf-ethl M Tak ganee (cM. «Obume
MPUHLMMBI HACTPOMKN» Ha CTp. 48).

ViPNet Coordinator Linux 4. PykoBogctBo agMuHucTpatopa | 30



MprmeyaHne. Bce maHnnynaumm ¢ ynpasasiowmmM AeMOHOM NPOU3BOAATCA C
MOMOLLbIO CKpUMTa iplir, KOTOPbIA HAaXOAUTCA B KaTanore /sbin. PekomeHayetcs
£,06aBUTb 3TOT KaTanor B CUCTEMHYHO nepemeHHyto PATH (ecan ero Tam HeT), Torga
YNPaBAAFOLLMIA CKPUMT MOXHO BbI3blBaTb KOMaHAOW iplir. Ecam katanora /sbin HeT
B PATH, TO ckpunT iplir HYXHO BbI3blBaTb KOMaHAOM /sbin/iplir.

HekoTopble kOMaHAHble 060104KW, HaNpUMepP tcsh, KIWNPYHT COAEPXKMUMOE
KaTanoros, cogepxalumxca B PATH, nosaTomy cpa3sy nocne yctaHOBKM KOMaHAa iplir
MOXeT He paboTaTb, XOTs KaTanor /sbin cogepxutcs B PATH. B 3ToM ciyyae Hy>KHO
HabpaTb KOMaHAy 3Tol 060104KM, KOTOPas OBHOBASAET K3LW (HanpuMmep, rehash Ans
tcsh). 3a 6onee NOAPOGHBIMU MHCTPYKLMAMUN 0BpaTUTECH K PYKOBOACTBY NO
MCNONb3yeMON KOMaHAHOW 060o10uKe.

Mepea Hayanom paboTbl NPOCMOTPUTE CO3AaHHblEe KOHPUTypaLMOHHbIe Gaiibl U OTpesakTupymTe
WX TaK, YTOBbl MHPOPMALIMA B HUX COOTBETCTBOBaNA AENCTBUTENBHOCTY (CM. «HacTpolika
napameTpOoB 3aLUMLLEHHOro NoAk/toueHus» Ha cTp. 47). Mpu dopMmnpoBaHumM AncTpmbyTrBa
KAtoYelt agMUHMCTpaTop 3agaeT IP-agpeca v Apyrune yCTaHOBKM ANA KaXA0ro y3/a 3alyMLLeHHOMN
CeT, HO MO HeJOCMOTPY aAMUHUCTPaTopa MHGOPMaLMA MOXET OKa3aTbCs HEBEPHOW MV
ycTapesLueit. ECiv faHHbIR y3en He eIMHCTBEHHbIN KOOPAMHATOP B CETU, TO HEOHXOAMMO, YTOOBI
6b11M BEPHO 3ajaHbl agpeca BCex APYrux KOOPAMHATOPOB, C KOTOPbIMW JaHHOMY KOOPAMHATOPY
pa3peLueHo coeanHATbCA. MogpobHee pegakTupoBaHue $aliioB KOHGUIypaLMm OnMCbIBaeTCS
HUXe.

3aTeM 3anycTute ynpasBastOLWMA 4EMOH KOMaHAOW iplir start. DTa KOMaHAa TakXe 3arpyaet
apavisep ViPNet, ecnin oH He Bbin 3arpyxeH paHee. [leMOH 3anyckaetcs B QOHOBOM pexume.
[MpoBepuTb ero Haanume B NaMATU MOXHO KOMaHAOM ps afx |grep -v grep |grep iplircfg
lwe -1 (cM. «[Mpouecchi-gemoHsbl, Bxoasawme B cocta 10 ViPNet Linux» Ha cTp. 169). Ecaum 31a
KOMaHZa BblAAET YMCNO0 HOJibLLe HYAS, TO YNPaBASHOLLMA AEMOH 3anyLeH.

YnpaBastoLmii 4EMOH MOXET He 3anyCTUTbCs MO HECKOJIbKUM MPUUYNHAM: MCMOPYEHHbIN
ANCTPUBYTUB, HEMPABUALHO YKa3aHHbIN Napoab B ¢paline /etc/iplirpsw M TOMy nogobHoe. Mpu
3anycke 1 nocieayroLlein paboTte ynpaBastoLWnA AEMOH NOCkIIaeT MHPOPMaLMOHHbIE COOBLLEHUA U
coobueHns 06 owmnbkax B syslog, UCMOAb3YA facility "daemon" M level "err" Ans owmbok
WAN "info" AN MHGOPMaLMOHHBIX coobLleHm. KpoMe Toro, npu ctapTe cooblueHns ob owmbkax
AyBAMPYOTCSA Ha KOHCONb. OBbIYHO CUCTEMHBIN XYPHan HaxoaAuTcsa B daine /var/log/messages

Wn /var/log/syslog.

Ecam ynpasastoLwmii 4eMOH 3anyCcTuacs, To npoeepbTe GYHKLMOHUPOBaHME 3aLLMLLEEHHON CETH,
Hanpumep, C MOMOLLbIO KOMaHZAbl ping, MOCbINAsA NakeTbl 4O Kakoro-anbo 3allmLLeEHHOrO y31a, O
KOTOPOM TOYHO M3BECTHO, YTO €ro ajpec 3ajaH BepHo B daine iplir.conf. Ecam npuxoaat
OTBETHble MaKeTbl, TO CeTb QYHKLMOHMPYET HOPManbHO. ECn He yaaeTcs cBA3aTbCa C KakM-1Mbo
3aLlMLEHHBIM Y3/10M, TO HYXHO OTpeAakTUpoBaTh daliibl KOHOUrypaL MK, Kak ONMCaHo HUXKeE.

Ecnun Bce paboTaeT, nepesarpysuTe cucteMy 1 nposepbTe, 3anyckaetca aun MO ViPNet npu 3arpyske.
B cnyuae ycnewHon yctaHOBKM Npu 3arpy3ke 3anyckarotcs gpavisepbl ViPNet n seMoH cuctemsl
3awmTbl oT cboes failoverd (cM. «Cuctema 3almThl OT C60€EB» Ha CTp. 126), KOTOPLIN B CBOHO
ouepesab ctapTyeT ynpasastowmnin gemoH (iplircfg) n apyrve gemonbl ViPNet. Mpu 3ToM cnctema
NOJIHOCTbIO FrOTOBa K paboTe B 3alLMLLEHHOW ceTh H6e3 KakMx-NMbo AeNCTBUI CO CTOPOHbI
aAMUHUCTpaTopa.
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JononHutensHas nHGopmaLma o6 N3MeHeHMsX, MPON3BOAUMBIX B cucTeme npu yctaHoeke MO ViPNet

Coordinator Linux, npvBegeHa B NpUAOXeHUN VI3MeHeH s, NPOn3BoAMMble B CUCTEME MPU YCTaHOBKE 1
yaanenum ViPNet Coordinator Linux (Ha cTp. 173).

[lepecbopka aapa L

NUX

Ecaun npu yxe ycraHonaeHHoM MO ViPNet Coordinator Linux peweHo nepecobpatb sapo Linux, To nocae

ycTaHoBKkM HoBoro sgpa MO ViPNet He ByaeT paboTaTtb 1 ero Heob6xoAMMO ByAeT nepeyCcTaHOBUTb.

MprMepHbIA anroputMm nepecbopkm sapa B TaKOM Clyyae CleAyHoLni:

1

N

0 N o v b~ W

CoxpaHute dannbl koHdurypaumm MO ViPNet Coordinator Linux (/etc/iplirpsw,

/etc/iplirnetpsw, /etc/failover.ini, /etc/iplirSKnums).

3anyctute ckpunT /sbin/rmiplir, koTopbiv yaaaut MO ViPNet Coordinator Linux 13 cuctemsi.
MNepesarpy3uTe cncremy.

MNepecobepuTe 1 ycTtaHOBUTE A4pP0.

MNepe3arpy3unte KOMMNbIOTEP C HOBbLIM AAPOM.

YcraHosuTe MO ViPNet Coordinator Linux 13 guctpnbytumsa.

3anuwunTe B KaTanor /etc COXPaHEHHble Gannbl.

Mepe3arpy3unTte kKomnbtoTep ¢ yctaHoBaeHHbIM MO ViPNet Coordinator Linux.

Kpome Toro, npu nepecbopke sapa HEO6XOANMO UMETb B BUAY, YTO MPU U3MEHEHMN HEKOTOPBIX BaXKHbIX

onuui (taknx, kak Symmetric Multi-Processing Support) Heg0CTaTOUHO NPOCTO N3MEHUTb

COOTBETCTBYHOLLYHO YCTAaHOBKY B MEHIO KOHPUIypauun sapa v BbIMOJHUTb YKa3aHHYHO Bbllle

nocieaoBaTe/ibHOCTb KOMaHA AnA C60pKI/I aapa. B 6onblInHCTBE cay4yaeB nNpu 3TOM nosyyaeTcAd

HepaboTocnocobHoe Aapo. [axe BbINOAHEHUS KOMaHAbl make clean HEAOCTATOYHO At HOPMasIbHOW

cbopku. MNpuUMepHbI anropuTM cOOPKM B 3TOM Cydae CiesyoLLnii:

1

2
3
4
5

CoxpaHuTte daiin .config, cogep>kawnin koHGUrypaumo aapa

BbinonHuTe KOMaHAy make mrproper.

CkonuvpyiiTe coxpaHeHHbI ¢arn .config B KaTanor /usr/src/linux/.
BbinonHUTe KOMaHAy make menuconfig U cAeNnanTe HEOOXOANMbIE N3MEHEHUS.

BbinosHuTe YKa3aHHYIO Bbllle NOC/EA0BATE/IbHOCTb KOMaHA AnA C60pKVI Aapa.

bonee nogpo6bHO 06 3TOM CM. B AOKyMEHTaLuu no aapy Linux.
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O6bHoBneHme Bepcum 10O ViIPNet
Coordinator Linux

BHumaHue! ObHosneHme MO ViPNet Coordinator Linux so Bepcumn 4.1 BO3MOXHO
TO/IbKO C Bepcuii 3.6.x 1 3.7.x.

/’\\g Mo3ToMy ecan y Bac ycTaHOB/eHa bosiee paHHsAs Bepcus, yeM 3.6.X, TO CHayana Bam

HeobxoaMMo 06HoBUTL MO o Bepcum 3.6.x nam 3.7.x.

Bo nsbexxaHne notepun yaneHHoro AocTyna K KOMMbIOTEPY He peKoMeHAyeTca
BbINO/IHATL O6HOBAEHWe Bepcum MO B yaaneHHow SSH-ceccuu.

Ecnn Heo6Xx04MMO 3aMeHUTL Yy>Ke YCTaHOB/IEHHYHO Ha KoMnbroTepe Bepcuto MO ViPNet Coordinator Linux

Ha 6oJiee HOBYHO, BbIMOJIHUTE ClieAytoLLme AeCTBUS:

1

O3HaKoMbTEeCb C OCOBEHHOCTAMM KOHBEPTaL MM NpaBua OTKPbITOM (CM. «KoHBepTauus npasus
OTKPbITOV CETU NP 0BHOBAEHUM A0 BepcUn 4.X» Ha CTP. 34) 1 3alnLLEHHOM ceTun (CM.
«KoHBepTaumsa npaBua 3allULLEHHON ceTu Npu 06HOBAEHUN [0 Bepcun 4.x» Ha cTp. 37) u npwn
HeobX0AMMOCTN U3MEHNTE HaCTPOMKKU NpaBua nepes obHoseHneM MO ViPNet Coordinator Linux.

CkonuvpyiTe Ha KOMMbIOTEP YCTaHOBOUYHbIN Gaiin HOBOW Bepcum.

PacnakyliTe ycTaHOBOUHbI daiin B 11000 KaTanor KOMaHAOW tar xvfz <file>. [1pu pacnakoBke
6yseT co3paH Katanor distribute.

BoliauTte B Katanor distribute, [4e HAXOAMTCS pacrakoBaHHbIA YCTAHOBOUHbIN daii, v BbINOJHUTE
KOMaHgay ./install.sh (cMm. «YcTaHoBka MO ViPNet Coordinator Linux» Ha cTp. 27).

Ecam B npouecce paboTbl NporpamMmbl yCTaHOBKM ByAeT NpeAnoXXeHO OCTaHOBUTL 3anyLUeHHble
cny>x6b1 ViPNet aBTOMaTMUeCKH, TO COrNacuUTeCh C 3TUM.

B npouecce yCtTaHOBKU 6y,£|,6T npeano>XXeHo COXpaHnTb TEKYLLYH KOHq)VIpraLI,I/IIO. Cornacutech ¢
3TUM MPEANOXKEHNEM.

Mocne 3aBepLUEHNs YCTaHOBKN ByAeT MpeanoxeHo 3anycTuTb cyxbbl ViPNet aBTomatnuecku. Ecan
HeobXoAMMO, UTODbI CY>KObI CTAPTOBaAW CPa3y NMOC/Ie YCTaHOBKM, TO COTNAcUTECh C 3TUM
npeanoxeHneM.

Mpouecc obHoBneHusa Bepcum MO ViPNet Coordinator Linux npu paboTe y3na B cocTaBe knactepa

ropsiuero pesepBMpoBaHUs UMEET psZ OCOBEHHOCTEN U NOAPOBHO onncaH B okymeHTe «ViPNet

Coordinator Linux. Cuctema 3awwmtbl oT c60€eB. PyKkOBOACTBO aAMUHUCTPaTOPa».

Mpumeuanue. Mpun o6HoBAeHNM MO ViPNet Coordinator Linux ¢ Bepcumn 3.7 go Bepcun 4.1 m
BbILLIE XXYPHaN NEPeKIOUYEHNI KnacTepa ropsivero pes3epBrpoBaHns ByAeT nepemelLeH B

apxuB. [Nocne 06HOBAEHMS B HOBOM ¢aiinie XypHana Nepek/toyeHnin Knactepa CoOAePXXMTCA

TOJIbKO MHOOPMaLMs C MOMeHTa 06HOB/IEHUSA. EC/IN Bbl XOTUTE MPOCMOTPETb MPEXHUIA XypHan
nepek/toyeHni, obpatutecs B cyxoby nogaepxkm OAO «NHoTeKC».
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B pe3ynbtate MO ViPNet Coordinator Linux 6yaet o6HoBEHO.

MpumeuaHue. B ceasm ¢ Tem, uto B O ViPNet Coordinator Linux Bepcun 4.0 pexumel
6e30MacHOCTV He UCMOJIb3YHOTCSA, TO MOC/Ie 0BHOBEHNS 40 Bepcun 4.0 pexxunMbl

6e30MacHOCTV NPeobpasytoTCcA B COOTBETCTBYOLLME GUABTPBI OTKPBLITON 1
3allVLLeHHO ceTel (cM. «HacTpoiika napameTpoB ¢punbtpauum IP-tTpaduka» Ha cTp.
77).

KoHBepTaLma NpaBu OTKPLITOW CETU MpU
OOHOBNEHWM 10 BEPCUM 4 X

B MO ViPNet Coordinator Linux Bepcuin Huxe 4.0 npaBmna 06paboTkm oTKpbITbIX (HewndpoBaHHbIX) IP-
nakeToB coep>aTcs B paine firewall.conf, U UISMEHEHWNE NPaBWUA MPOU3BOANTCA PeAaKTUPOBaHMEM
JaHHoro koHdurypaunoHHoro darina. B Bepcun 4.x npasuna duabTpaLmm n npasuaa TpaHcaaumm IP-
afpecoB XPaHATCA B HECKObKMUX darinax *.xml, a UX pejakTMpoBaHNe NPOU3BOAUTCA C MOMOLLbHO
KOMaHAHOro nHtepnpetatopa. Moatomy npu obHosneHun MO ViPNet Coordinator Linux go Bepcun 4.x ¢
6os1ee paHHWX BepCUii NPOUCXOANT KOHBEPTaLMA NpaBua B HOBbI GopMar.

Mpumeuanue. Mocne ycnewHom koHBepTaummn dan firewall.conf
nepenmeHoBbiBaeTca B firewall.conf.X.X.X (HoMep Bepcun).

Ecam no kaknM-anbo npuumHam npu o6HOBEHUM HEKOTOPbIE NpaBuaa He ByayT
KOHBEPTUPOBaHbI B HOBbIA GOpMaT, Bbl BCErga CMoXeTe MPOCMOTPETh NPaBuAa,
KoTopble OblAv 3asaHbl 4O O6HOBAEHUSA, ¥ NPU HEOBXOANMOCTM A0BaBUTb NX
camocrtoATenebHo (cM. «Co3saHune ceteBoro Guibtpa» Ha cTp. 99).

I'Ipvl 0bHOBAEHNN HeO6XOAI/IMO y4ynTbiBaTh caeayrowime 0cobeHHOCTU nepeHocCa npaswu:

e Bo Bpems KOHBepTaLuMmM NpaBuia OTKPbLITON ceTh NpeobpasyroTca B ceTeBble GUALTPLI UAN NpaBUia
TpaHOIAUNN N pa36VIBaIOTCF| Ha HECKOJIbKO Ta6J1I/ILI| (ﬂOKaanbIe (bVIﬂprbI, TPaH3UTHbIE (I)Manpr,
(bI/Ianpr 4219 TYHHeNnpyeMbix y3ﬂOB, npasunia Tpchm‘-ILI,VIVI) B 3aBUCMMOCTU OT TOTO, K KaKomn cekynmn
dalina firewall.conf OHW OTHOCKMAWCH ([locall, [forward], [tunnel], [nat]).

MpaBuna OTKPLITON CETU N3 CEKUMU [broadcast] A0OaBAAIOTCA B TabAULLY IOKaAbHbIX PUABTPOB
OTKPbITON CETU, N A1 HUX B KaYecTBe aZpeca HasHaYeHUs yKa3blBaeTCA CUCTEMHas rpynna
obbekToB BroadCast (cM. «CuctemHble rpynnbl 06beKTOB» Ha cTp. 86).

e [locne KOHBepTaL MM NpPaBW/ B HOBbIN GopMaT NOCNeA0BaTENIbHOCTb NPUMEHEHWS NPaBu,
3aflaHHas B TEKYLLEeN BEPCUN, COXPaHAETCA.

o KoMMeHTapuu, 3aZiaHHble B NpaBuiax B TEKYLLEN BEPCUN, HE KOHBEPTUPYHOTCA B GopMaT Bepcum
4.X.

e [lpaBuna ¢ Mackamv NAEHTUGUKATOPOB Y3/10B, OTANYAIOLLMMKCA OT Mackun ceTu (16), He
KOHBepTUpYytoTCa B dopmaT Bepcum 4.x. Mepes o6HOBAEHVEM HEOBXOAMMO MPUBECTM Takue
npaswia K nogaepxveaemMomy dopmary.
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Ecan B npaBusie 66110 3aaHO pacnuncaHune, To MpU KOHBepPTaLun pacnucaHue byaert
NPOVTHOPMPOBAHO.

Ecan B npaBuie 3agaHbl NOpPThI (B agpecax MCTOYHMKA U Ha3HavyeHusa) 1 He ykasaH npotokon TCP
nan UDP, Takne npaeuna He KOHBEPTUPYOTCA B hopmaT Bepcun 4.x.

MNpaBwWAaa, OTKIFOUEHHblE B KOHOUTYypaLMOHHOM daiiie napamMeTpoM disable, HE KOHBEPTUPYHOTCS.
MNepea obHoBAeHMem MO ViPNet Coordinator Linux o Bepcumn 4.Xx HEOBXOANMMO NpesBapuUTesIbHO
BKJIKOUNTb BbIK/IFOYEHHbIE NMpaBua.

B Bepcum ViPNet Coordinator Linux 3.x BO3MOXHO pOpMUpOBaHWE YyCIOBUS NpaBu B BUAE
IP:Port. [paBmao c NOAOBHBLIM YCIOBMEM HEBO3MOXHO NpeobpazoBaTh B CeTeBOW GUALTP BEPCUMU
4.X, NO3TOMY NpW KOHBepTaLMM NoLObHbIe NpaBuia pa3buBaroTcs Ha HECKOJIbKO OTAENbHbIX
ceTeBbIX PUALTPOB. TO eCTb €C/IM B NpaBue B NoJe from COAEPXKUTCA CAMCOK U3 ABYX MOA0HOHbIX
YC/IOBWIA, @ B MoOAe to — CMMCOK U3 ABYX YCJIOBUI, TO B pe3ynbTaTe KOHBepTaL MM JaHHOe NpaBuiIo
6yaeT Npeobpa3oBaHO B YeTbIpe ceTeBbIX GUbTPA.

Hanpwumep, nokanbHoe npasmao GpuabTpaumm rule= proto tcp from
192.168.1.1:80,192.168.1.5:2525 to 192.168.30.3:80, 192.168.4.2:443 pass nocjse
KOHBepTaLnKn ByaeT BhIrAAETb CledyoWwmM obpasom:

Tabauya 4. MNpumep KoH8epmMayuu npasu

Num Name Option

Act Source Destination Protocol

1 RuleNamel User

pass 192.168.1.1 192.168.30.3 tcp: from 80 to 80

2 RuleName2 User

pass 192.168.1.1 192.168.4.2 tcp: from 80 to 443

3 RuleName3 User

pass 192.168.1.5 192.168.30.3 tcp: from 2525 to 80
4 RuleName4 User

pass 192.168.1.5 192.168.4.2 tcp: from 2525 to 443

Ecnn B ycnoBumm npaBuna Ans nponyckaHuns nay 610KMpPOBKM NakeToB yKa3aHbl 0ba NpoTokona
(TCP, UDP) 1 cnnckn NopTOB MCTOYHMKA M Ha3Ha4yeHus, TO Nocie KOHBepTaLmMm nojobHoe ycnosme
byzeT pa3buTo Ha HECKOJIbKO YCI0BUN, KOTOpble ByayT NOMapHO NepeuncanTb NopThl.

Hanpmmep,gnﬂ npasuna rule = proto tcp,udp from any:80,2525 to any:368,53 pass
noc/ie KOHBepTaLmn Mbl MOJYUYUM YeTbipe GUAbTPA, MPONYCKatoLWMX Nan 6AOKMPYOLWMX NaKeTbl:
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Tabauya 5. MNpumep koHBEpmMayuu npasus, 8 KOmopeix ykazaHel oba npomokoaa (TCP, UDP)

Num Name Option

Act Source Destination Protocol

1 RuleNamel User

pass @any @any tcp: from 80 to
368,53

2 RuleName?2 User

pass @any Gany tcp: from 2525 to
368,53

3 RuleName3 User

pass @any @any udp: from 80 to
368,53

4 RuleName4 User

pass @any @any udp: from 80 to
368,53

Pexxnmbl 6€30MacHOCT KOHBEPTUPYHOTCA B JIOKaJbHble GUALTPbLI OTKPLITON ceTW. Tak Kak Ans
KaXkJoro ceTeBoOro nHtepdeiica kKoopanmHaTopa 3a4aBascs CBOM pexxmm 6e30nacHoCcTy, To npu
KOHBEpPTaLMKN CO34ak0TCA ceTeBblE GUALTPLI /18 Kaxoro nHtepderica.

2-" 1 5-1 pexxumMbl 6€30NacHOCTN He KOHBEPTUPYIOTCA. [o3ToMY Ans nHTEpdECoB, KOTOpble A0
OBHOBAEHUSA BbIIM HEAKTVBHbI, CETEBbIE GUIBTPBI BYAYT OTCYTCTBOBATh, Tak Kak MO YMOAUAHMWIO As
HeaKTUBHbIX MHTEpdENCOoB 3asaBancsa 2-i pexxum 6ezonacHoctu. Ecav nocne obHOBAEHMS
TpebyeTcs BKIOUYUTL UHTEPdENC, KOTOPbIA bl HEAKTUBEH, TO HEOBXOAMMbIE CETEBbIE GUALTPLI A5
3TOroO MHTepdenca Hy>KHO J06aBUTL BPYUHYHO.

|_|pl/l KOHBEPTaUnn pexxmmMmonB 6e3onacHoCTH CO34ak0TCa chejyrolime nokKaibHble q)I/IJ'IprbI OTKprTOl‘/JI
ceTu:

Tabauya 6. KoHsepmayus pexxumos bezonacHocmu

Num Name Option
Act Source Destination Protocol
1 RuleNamel User

(1 pexxum 6e3onacHocmu — 60kuposame IP-
nakemel 8cex coeduHeHu)

drop @any @any [mHTepberc] @Qany
[MHTepbeic]
2 RuleName?2 User

(3 pexxum bezonacHocmu — nponyckams ece
ucxodawjue coeduHeHUs Kpome
3anpeuwjeHHsIx)
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Num Name Option

Act Source Destination Protocol

pass @local @any Qany
[nHTepdenc]

3 RuleName3 User

(4 pexkum 6esonacHocmu — nponyckams ece
coeduHeHus])

pass @any @any [uHTepbernc] @any
[MHTepbenc]

KoHBepTaumsa nNpaBua 3alyLLIEHHOW CETU MPK
OOHOBNEHNM 10 BEPCUM 4 X

B MO ViPNet Coordinator Linux Bepcuii Huxe 4.0 napamMeTpbl NpaBui 3alLMLLIEHHON CETU COAEP>KaTCs B
darinax iplir.conf W iplir.serv, U3BMEHEHWE NPABUA 3aLUMLLEHHONM CETU NPOU3BOANTCS NyTEM
peAakTMpoBaHuA KOHOUrypaLuMoHHOro Gaina iplir.conf. B Bepcmm 4.x npaBuna 3almiLeHHON ceTn
nepevMeHoBaHbl B GUAbTPbI 3aLMLLIEHHOW CETU, U pefakTMPOBaHMeE AaHHbIX GUABTPOB NPOU3BOANTCS C
MOMOLLbIO KOMaHAHOTo nHTepnpeTatopa. Mostomy npu obHoeaeHnm MO ViPNet Coordinator Linux go
Bepcun 4.x ¢ 6osiee paHHUX BEPCUIA NPOUCXOANT KOHBEPTALMSA MPaBua 3alMLLEHHON CETU B HOBbIN
dopmar.

MpumeyaHume. Mocne KoHBepTaLuM dainbl iplir.conf U iplir.serv COXpaHAOTCSA
B KaTanore user/config.X.X.X.

Ecnv no kaknum-anbo npuymnHam npu 06HOBAEHWM HEKOTOpPLIE NpaBuaa He byayT
KOHBEPTUPOBaHbI B HOBbIA HOpMaT, Bbl BCETAa CMOXETE MPOCMOTPETb NPaBmAa,
KoTopble OblAv 3asaHbl 4O O6HOBAEHNS, 1 NPU HEOBXOANMOCTN A0BaBUTb NX
camocrtoATenebHo (cM. «Co3saHune ceteBoro Guibtpa» Ha cTp. 99).

I'Ipvl 0bHOBAEHNN HeO6XOAI/IMO y4ynTbiBaTh caeayrowime 0cobeHHOCTU nepeHocCa npaswui:

e Bce npaBwva 3alMLLEHHOW CETV BO BPEMS KOHBEPTaLMM NPeobpasyoTcs B COOTBETCTBYOLLME
ceteBble GULTPLI U 406aBAAIOTCS B TabavLy GUAbTPOB 3aLUWLLIEHHON CETH.

e [lpaBwna, OTK/IOYEHHbIE B KOHOUIypaLMOHHOM dalisie napaMeTpoMm disable, HE KOHBEPTUPYHOTCS.
Mepep obHoBneHnem MO ViPNet Coordinator Linux o Bepcumn 4.Xx HeOBXOAMMO MpesBapuTebHO
BKNIKOYNTb BbIKJIKOYEHHbIE MpaBua.

e [lpaBuna, cogepxalline CMHTaKCMyeckne owmnbKn, He KOHBEPTUPYHOTCA B HOBbIVM dopMar.

e B dunbTpax Bepcum 4.x oTCyTCTBYET aTpnbyT HanpasaeHus nakeTa (Hanpumep, send/recv/any), KaK
B NpeablayLmx Bepcusax. Moatomy Kaxapld GUAbTP C HanpaBJeHWEM MNakeTa, PaBHbIM any,
KOHBEPTMPYeTCA B ABa WAEHTUYHbIX PUabTPa A4 BXOAALMX N NCXOAALLMNX NaKeTOB.
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Mpw KOHBEpPTaL MM BCe NMpaBuaa 415 LUMPOKOBeLLaTeNbHOro 3alluLeHHOro Tpadpuka
npeobpa3sytoTcs B ceTeBble PUALTPbLI B COOTBETCTBUM C YKa3aHHbIM AeicTBUEM (drop WK pass), U

JAOMONHNTENBbHO CO34aeTcA OBLWMI LUIMPOKOBELLLATENbHBIN GUALTP C MPOTUBOMONOXHBIM AENCTBUEM.

Mpw KOHBEpPTaLMM BCe COBMaZatoLLe NpaBuia s pasivuHbIX y3/10B 06beAnHAOTCA. [pyn 3ToM

y3/1bl OOBEANHSAIOTCA B TPYMMbl, 4151 KOTOPbIX CO3Jat0TCH COOTBETCTBYOLLME CeTeBble GUILTPBDI.

MpaBuna Ans 3alMLLEHHbIX Y3/10B NpeobpasyroTcs ceayrowmnm obpasom:

o

Ecav B npasuie Ans rpynnbl Y3108 6bl1 YCTAHOB/EH pa3peLulatoLlmini GUAbLTP MO YMONYAHMIO 1 B
npasuno bbian gobaeneHsbl HaokMpytoLme GUALTPLI, TO NMPW KOHBEPTALMM CO3Aat0TCA
6rokupytowme GULTPbI, a paspeLlaroLin GUIbLTP MO YMOAYAHUIO He CO3JaeTcs.

Ecav B npaBusie Ans rpynnbl y3/710B YCTAaHOBEH B0KMpPYHOLWLMI GUABTP MO YMOAYAHUIO U B
npasuno bbian gobaeneHbl paspelatowme GUabLTPbI, TO NPU KOHBEPTALLMM CO34at0TCs
pa3pelatome GuAbTPbI U BAOKUPYHOLWNI GUABTP NO YMOAYAHMIO, KOTOPLIA MeeT
HavMeHbLUWI NMPUOPUTET B CNNCKe GUALTPOB.

I"Ipeo6pa3OBaH|/|e rnaBHOro CI)I/IJ'Ipra 3aLLI,I/ILLI,eHHOIz ceTn ocyuwecTeadeTca cheayrowmnm o6pa30M:

o

Ecnam B npaBune «IP-nakeTbl Bcex agpecatoB» (B rn1aBHOM GUAbTPE) YCTaHOBAEH BAOKUPYIOLLUIA
duabTP No ymon4vaHuio 1 gobasaeHbl paspeLuarolne GuabTpbl, TO NPy KOHBEPTaLIMK B KOHeL,
Tabanupl GuabTpoB fobaBafeTca 3TM paspeLuarome GUabTPbI.

Ecan B npaBune «IP-nakeTbl BCex agpecaToB» yCTaHOB/IEH 6AOKUPYOWNA GUALTP No
YMOJTYaHWIO 1 OTCYTCTBYIOT AOMOJHUTENbHbIE GUABTPbI, TO NPW KOHBEPTaLMK B Havano
Tabavbl GUALTPOB A0baBAAETCA DAOKMPYHOLLMIA BCe COEANHEHUS GUABTP.

Ecnv B npaBune «IP-nakeTbl BCex afpecaTtoB» YCTaHOBJIEH pa3peLuarownii GuabTp no
yMoA4aHuio 1 gobasneHbl 6ioknpytoLwme GUAbTPLI, TO NMPU KOHBEPTaLMK B KOHEL, TabaunLbl
AobaBnseTcs paspeLlatoLLmnii Bce coeaviHeHns GunbTp, a baokmpytolmne ¢puabTpbl 406aBAAIOTCA
B Ha4ano TabauLibl.

Ecan B npaBune «IP-nakeTbl Bcex agpecaToB» YCTaHOBAEH pa3peLLarowmii GuabTp no
YMOJIYaHUIO N OTCYTCTBYHOT AOMOJHUTE/bHbIE GUALTPbLI, TO MPU KOHBEPTAL MM B KOHEL, Tabaunupl
bunbTpoB f06aBAsETCA pa3peLlatoLLMil BCe COEANHEHNS GULTP.

PaccMOTpUM NprMep KOHBEPTALMM FaBHOTO GUAbTpa 3allULLEHHON CceTU (pa3peLuaroLimii GuabTp
Mo YMOJYaHWIO U JOMONHUTENbHbIE Biokupytowme GuabTpsl). o KoHBepTaLmmK B Gaine

iplir.conf yKa3aHbl Ciegytoume napameTpbl:

[id]

id= Oxfffffffe

name= MainFilter
filterdefault= pass
filtertcp= <port> drop, send

[1d]

id= <ID1>

name= Coordinator 1 1
filterdefault= drop
filtertcp= <port> pass, send

[id]
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id= <ID2>

name= Station 1 1 1

filterdefault= pass

filtertcp= <port> drop, send

Tabauya 7. Tabauya unempos 3awyuujeHHol cemu nocie KoHeepmayuu

Num

Act

1

drop

pass

drop

drop

drop

pass

Name
Source
MainFilter
local
RuleName2
local
RuleName3
local
RuleName4
<ID1>

RuleName5
local
MainFilter

@any

Destination

@any

<ID1>

<ID1>

@any

<ID2>

@any

Option

Protocol

User

tcp: from <port>
User

tcp: from <port>

User

User
tcp: from <port>
User

tcp: from <port>

User

[lepexos OT UCMoAb30BaHNA GUKCMPOBAHHbIX
aNlbTEPHATUBHbIX KAHAIOB K MHOXECTBEHHbIM
aZijpecam A0CTyna

Ecnun paHbLue Bbl ucnonb3zosanun ViPNet Coordinator Linux Bepcum 4.0 1 HUXe 1 Ana Kaknx-nmbo y3noB

6bl10 HacTpoOeHO 1CNnosb30BaHMeE q)I/IKCI/IpOBaHHbIX aJibTEPHATUBHbIX KaHa/0B, nocie 0bHOBNEHUS

nporpaMmMmHOro obecneyeHus HeO6XOAI/IMO BbIMONHUTb aHaN0Olrn4YHble HaCTpOIZKI/I C noMouwbrO

MHO>ECTBEHHbIX aApecoB JOCTyMNa U X METPUK, Tak Kak HaCTPONKN PUKCMPOBAHHbIX aNbTEPHATUBHbIX
KaHa/sioB He KOHBEPTMPYHOTCA NPy O6GHOBAEHUN.

Mpwv HacTpolike HEOBXOAMMO YUUTBIBATH CIEAYHOLLME OCOBEHHOCTM:

. HaCTpOVIKI/I q)I/IKCI/IpOBaHHbIX a/lbTePHATUBHbIX KaHa 0B 6o/bLUEe He BbIMOHAOTCA (CEKLI,VIFI

[channels] Tenepb He MCHOﬂb3yETCﬂ)

e [pynnbl y310B 60bLLIe He cO34atoTca (NapaMeTp group B CEKUMAX [1d] Tenepb He NCNOb3yeTcs).
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BHelwHW agpec y3na, KOTOPbIA MCNONb30BaNCA A/ CBA3M Yepe3 PUKCMPOBAHHBIN afbTepPHATUBHbIN
KaHan (napameTp channelfirewallip), TeNepb yKa3biBaeTCA B CEKLMM [id] 3TOro y3na B KayecTse
OfHOTO U3 aApecoB AOCTyNa K Y31y (napaMeTp accessiplist).

MpropuTeT NCNOBb30BaHWA TOrO UAM MHOTO ajpeca AOCTyna K y31y 3aaeTca C MOMOLLbHO METPUKM
B MapaMeTpe accessiplist.

PaHbLue 4214 Y3N10B MOI/IM Ha3Ha4vaTbCA pasindHblie NOPTbI AOCTyNa Npu NCnoab3oBaHUN
q)I/IKCI/IpOBaHHbIX a/lbTEPHATUBHbIX KaHaN0B CBA3U (napaMeTp channelport B ceKUuuax [id] ), Tenepb
AN14 BCEX KaHa/l0B CBA3U C Y3JIOM UCNOJIb3yeTCca O4MH NOpPT (napaMeTp port B CeKUmnax [id]).
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Ynanenme ViPNet Coordinator Linux

Ecnun BosHMKkna HeobxoammocTb yaanutb ViPNet Coordinator Linux ¢ komnbtoTepa, TO HYy>XHO
BOCMO/1b30BaTbCsA CKPUMNTOM rmiplir, KOTOPbINA NOMELLAETCs NOC/e yCTaHOBKM B KaTanor /sbin.

Yro6bl yaanuts MO ViPNet Coordinator Linux, BbINOAHWUTE Ceaytoline AeNCTBUS:
1 Beirpysute cnyxx6bl n gpansepbl ViPNet BpyuHyto KOMaHAOM vipnet stop.

2 3anyctute cKpUNT rmiplir ¢ NapameTpoM YES (rmiplir YES), YTO UCKAOYAET BO3MOXHOCTb
cnyyariHoro yaanenus ViPNet Coordinator Linux.

Ckpunt rmiplir yaanut MO ViPNet, painbl koHdUrypaumm B Katanore /etc, Gpainbl yCTPONCTB B
KaTanore /dev v gpyrue Gannbl.

3 [lnqa ysaneHusa CNpaBOYHWUKOB W KKOYEN BPYUHYHO BbIMOJHUTE KOMaHAY rm.
4 YpanuTte caM CKpWNT rmiplir M3 KaTanora /sbin BPyYHy!O.

5 Mocne yaaneHus MO ViPNet Coordinator Linux nepe3arpysute komnbtotep. Ecam MO 6bino
BbIFPY>XEHO BPYUHYHO, TO BbIMOAHATL Nepe3arpy3ky He ob6s3aTesbHO.
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YnpasneHue ViPNet Coordinator
LINuX

MpakTnyeckn Bce GyHKUMN, Heobxoanmble ans ynpasaeHus ViPNet Coordinator Linux, MoryT 6bITb
BbIMOJIHEHBI C MOMOLLIO CKPUMTA iplir, PACMONOXEHHOIO B KaTanore /sbin. BO3MOXHbI cregytoLime
KOMaHZbl:

e iplir start — 3arnycKaeT ynpaBastoLLmMii feMOoH. Ecam npu aToM He cyLlyecTBytoT dalisbl
KOHOUIypaLmm, TO OHW CO3Aar0TCA, Kak U MO KOMaHAe iplir check.

e iplir stop— OCTAHaBAMBAET yNnpaBAsOLWMNIA AeMOH, Npu 3Tom apareep ViPNet npogonxaer
paboTaTb.

e iplir unload — OCTaHaB/IMBAET yNpPaBAAOLLNA JEMOH 1 Bbirpy>xaeT gparisep ViPNet.

I'Iepep, BbIMONHEHNEM AaHHOI7I KOMaHAbl MOABAAETCA npeaynpexgeHne o ToM, YTo B pe3ysibTaTte
KOMMbHOTEP OKaXXeTCA He3alWUNLEHHbBbIM U 6e3omnacHoOCTb AAHHbIX B 3TOM CJly4ae He rapaHTnpyeTtcA.
3atem 3anpawmBaeTca Napo/ib Noab3oBaTeNA AaHHOIo CETEBOIO y3/1a A/iId NOATBEPXKAEHNA
BbIMONHEHNA KOMaH/AbI. KOMaHAa BbINONHAETCA TOJIbKO B Chy4Yae BBOAaA NPaBUJIbHOIoO naponsa
noJsib3oBartend.

e iplir check— co3aeT KOHOUrypaLMOHHbIe Paiibl, a TakKe NPOBEPSET NX CUHTAKCUC, ecan dalinbl
YK€ CYyLLeCTBYHOT.

e iplir info — MOKa3blBaeT MHOOPMALMIO O JIOKAJbHOM UAW YAANEHHOM 3alLMLLEHHOM Y3/ (CM.
«[Mporpamma npocmMoTpa MHbOopMaL MK O 3aLLULLLEHHOM y3ae» Ha cTp. 140).

e iplir view — MO3BOJSAET NPOCMATPUBATL XypHan Tpaduka (cMm. «[Tporpamma NpocMoTpa >KypHana
perncrpaunmn IP-naketos» Ha cTp. 134) A0KanbHOro MAN yaaneHHOoro 3alMLeHHOro y3na.

e iplir passwd— NO3BOJIAET CMEHUTb Napoab nonb3zosatens ViPNet (cm. «[Tporpamma cmeHbl
napo/is noJsib3osartenia» Ha cTp. 144).

e iplir config [xomanma] — MO3BOJAET MPON3BOANTbL COXPaHEHNE, BOCCTAHOBAEHUE, YaalieHne n
npocMoTp cnucka koHpurypaumin ViPNet (cMm. «[porpamma paboTtsl ¢ koHburypaumamm ViPNet» Ha
cTp. 146).

3anyck nan octaHOBKa BCEX AA@MOHOB UM 3arpyska uam Bbirpyska Bcex gpansepos ViPNet nponssoamTcs ¢
MOMOLLbIO CKPUMNTa vipnet, PACMONOXEHHOrO B KaTanore /sbin. BO3MOXHbI ciegytoLe KOMaHApbL:

e vipnet stop — OCTaHaB/MBAET BCE AEMOHbI U BbIrpy>aeT Bce Apansepbl ViPNet. 3atem
3anpalwmnBaeTca NapoJb NoAb30BaTeNs 4aHHOTO CETEBOTO y3aa ANA MOATBEPXAEHMWA BbIMOAHEHMWSA
KoMaHZabl. KoMaHza BbIMOAHAETCA TObKO B C/lyYae BBOAA NPaBW/IbHOIO Napos nojb3oBaTesns.

e vipnet start — 3arpyxaert Bce gpansepsbl ViPNet v 3anyckaeT Bce eMOHbI.
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KomaHaHbIn nHTepnpetatop ViIPNet
Coordinator Linux

KomMaHAHbIV MHTepnipeTaTop npesHa3HadveH ans paboTbl:

e C ceteBbIMU PuabTpamu, kotopble ncnosb3yrotcs B ViPNet Coordinator Linux ans paspelueHuns v
610KMPOBaHNS BXOAALLETO U UCXoaaLLero Tpaduka;

e C npasuaamu TpaHcaaumm IP-appecos;
e conuusamm MO ViPNet Coordinator Linux;

e C HacTpoWkamu 06paboTkM NPUKNALHBIX MPOTOKONOB.

Tak>ke KOMaHZHbI MHTePrpeTaTop NPeAOCTaBAsET GYHKLMU pasrpaHUYeHns JOCTyna K HacTpoikam
nporpammel ViPNet Linux Coordinator.

KomaHZHbI MHTeprnpeTaTop NpeacTaBaseT CO6ON OTAENbHYIO YTUANTY, KOTOpas NpUHUMAaeT OT
Mo/b30BaTeNsl TEKCTOBbIE KOMaH/bl, COCTOSALLME U3 CNOB, pa3sdeseHHbIX Npobenamu. CNMCoK JOCTYMHbIX
rpynn KOMaHJA MOXHO MNOCMOTPETb, BBEAS CUMBOJ «?»,

KomaHAHbI MHTeprnpeTaTop MOXET HaXOAWUTLCA B OLHOM U3 ABYX PEXMMOB: B peXMMe Mob30oBaTens
AN B pexume agMmuHmncTpatopa. lNMocne 3anycka KOMaHAHbIN MHTEPNPEeTaTop NepexoauT B PEXMM
noab3oBaTeNsa (Ha 3TO yKasblBaeT CUMBOA «>» B MPUriaLlleHnn nHTepnperatopa). B pexuvme
nosb30BaTeNst He4OCTYMHbI HEKOTOPbIE KOMaHAbl, TpebytoLme npas agMMHUCTpaTopa.

ﬂ'ﬂﬂ ynpaesJieHNA KOMaHAHbIM UHTEPNPETAaTOPOM NCNONL3YHOTCA Ciegyolne KOMaHAbl:

e vipnet shell — BbI3OB MHTeprpeTaTtopa B KOMaHAHOW KOHCoAM Linux. Mpu BbINOJHEHWUM AaHHOW
KOMaHZb! noTpebyeTcs BBECTM Ball Napob noab3osatens ViPNet.

e cnable — BXOJ B PeXWM agMuHUcTpaTopa. [Mpuv BbINOJHEHNW AaHHON KOMaHAbl He0BX0AMMO
BBECTM MapoJib afMUHUCTPaTOpa CETEBOrO Y3/, 3ajaHHbI B nporpamme ViPNet LleHTp ynpaBaeHus
CeTblo.

e exit — BbIXOA U3 TeKyLlero pexrnmMma KOMaHAHOro MHTepnpeTatopa. ﬂpvl BbIMO/IHEHNN AaHHOIZ
KOMaHAbl B peXnMe agMUHNCTpaTopa OCYLECTBIAETCA BbIXO B PEXMM NOJIb30BaTend, npn
BbINOJIHEHUW B peXMMeE NoJib30BaTend — 3aBepLlueHne pa6OTbI KOMaHAHOIo MHTepnpetartopa.

B KOMaHAHOM MHTeprpeTtaTtope BbINOJIHAKOTCA KOMaHAbl CheAyHoLWmnX rpynn:

e firewall — KOMaHJbl @aHHOW rpynnbl NpeAHa3HavYeHbl ANA CO34aHNA U pefaKTUPOBaHWS CeTeBbIX
bUNBLTPOB, NPaBW TPaHCAALMM aApecoB 1 rpynn obbekToB (cM. «KomaHabl rpynnbl firewall» Ha cTp.
194).

e iplir option — KOMaHZbl J@HHOW rpynmnbl NpejHa3HaveHbl 419 HAaCTPOMKM GYyHKLMK
aHTUCNYPUHTa 1 AOMONHUTENBHBIX OMLMI MeXCeTeBOro akpaHa (cM. «KomaHabl rpynnsbl iplir
option» Ha cTp. 195).

e alg— KOMaHJbl JaHHOW rpynnbl NpeAHa3HaveHbl AN HAaCTPONKM NapaMeTpoB 06paboTku
NPVKAagHbIX NPOTOKONO0B (CM. «<KoMaHAb! rpynmbl alg» Ha cTp. 196).
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/\g BHumaHue! KomaHabl No ynpasaeHuto jgeMoHamu (start, stop, info, view 1 TaK
Janee) BbIMOJHAOTCA B KOMaHAHOW KoHcoau Linux.
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OBHOBEHME CMPAaBOYHMKOB U
KNFOUeM

Ecnv agmuHunctpaTop cetn ViPNet BHOCUT Kakne-n1mbo N3MEHEHUs B CTPYKTYPY CETU UAN HACTPOMKM
OTAeNbHbIX CETEBbIX Y3/10B, HAMPUMeEp, CO34aeT HOBble CBA3W MeXAy CETEBbIMUN y31amMu, TO
aBTOMATMYECKM U3MEHAIOTCA CNPaBOYHUKN U KNHOUN ANA ceTeBbIX y310B. OBHOBEHNA CNPaBOYHNKOB U
KJtOUelr Co34aroTCs agMUHUCTpaTopom ceTn ¢ nomoubto MO ViPNet Administrator n moryT 6bITb
aBTOMaTM4eCKM OTNPaBAEHbl Ha CETEBbIE Y3/ibl, KOTOPbIX KOCHY/IMCb U3MEHEHUS.

Ha koopawnHaTtope c yctaHosaeHHbIM MO ViPNet Coordinator Linux noctynusLive o6HoBAeHMA
CMPaBOYHUKOB W K/IHOYEN NMPUHMMALOTCS B aBTOMATUUYECKOM PEXMME.

Ecnn no kaknm-n1mbo npuumMHaMm 06HOBAEHWE CMPABOYHUKOB U KAOUEW HE MOXKET ObITb MPUHATO MO
CETW, Bbl MOXETE BbINOAHUTL OOHOBJIEHWE BPYUHYHO C MOMOLLbIO ANCTPUOYTUBA KAtouen. s 3Toro:

1 TonyunTe HOBbIV ANCTPUBYTUB KAtOUel Y agMuHucTpaTopa cetn ViPNet n ckonvpyite ero Ha

KOMMbOTEP.

2 OcraHoBuTe BCe cnyx6bl ViPNet.

3 PacnakyiTte HOBbIA AUCTPUBYTUB KJIHOUEW C MOMOLLbIO KOMaHZbI
/sbin/unmerge -f <bann oucTpubyTmBa> <KaTAJOT>,

rae <xarajor> — KaTajor, B KOTOPOM XPaHATCA TeKyLune CNpaBoOYHNKM U KAtoun. [1pn aTom
TeKyLLMe CNPaBOYHMKN 1 KNtoUM ByayT aBTOMATMYECKM yaaneHbl, Mpoymne AaHHble OCTaHyTCA B
yKa3aHHOM KaTasiore (cM. «[1porpamMmma pacrnakoBku ANCTPUOYTMBa Katouel» Ha cTp. 145).

4 3anyctute cnyx6bl ViPNet.
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ObLme NPUHLMMbI HACTPOMKM

Hactpolika ViPNet Coordinator Linux nponssogutca nytem pegaktnpoBaHusa $pannos KoHGurypauum
iplir.conf, iplir.conf-<uurepderic>, CETEBLIX GUNBTPOB OTKPLITON M 3aLLUULLEHHON CETH, a TakxXe
npaeua TpaHcaaumm IP-agpecos B koMaHAHON kKoHconu Linux. Mepey pepaktnpoBaHvem daiinos
HeobXxoAMMO OCTaHOBUTb YNPaBAAIOLLMI 4EMOH KOMaHAOW iplir stop, MPOW3BECTU HEOHXOANMbIE
M3MEHeHUA 1 3aTeM CHOBa 3aMyCTUTb YNPaBAAIOLWMA JEMOH KOMaHAOM iplir start. OcTaHOBKa
ynpaBAAroLWero JeMoHa Heobxo1Ma NoTOMYy, YTO OH CaM MPOU3BOANT O6HOB/IEHME MHPOPMALMN B ITUX
dpainax no mepe HeobxoAMMOCTU. Hampumep, Korga ynpasasoLwuin 4eMOH nostyyaeT nHGopMaLmio ot
APYrvx KOOpANHATOPOB 06 M3MeHeHuAX IP-agpecoB KANEHTOB, OH 3anMnCbiBaeT OBHOBNEHHYHO
MHPOopMauMto B Galin iplir.conf. [TO3TOMY nepes pesakTMpoBaHMeM 3Toro daiia ynpasastowmi
AEMOH JOMKeH BblTb OCTaHOBEH.

®ainbl iplir.conf W iplir.conf-<uurepdeitc> COCTOAT U3 CEKLMN, KaXKAasn U3 KOTOPbIX COAEPXKMNT
OAVH WX HECKOJIbKO MapameTpoB. Kaxxaas cTpoka cofep>KuT IMbo UM CekLmu, 3akitoueHHoe B
KBajpaTHble CKObKM, MO0 MMsA OAHOrO NapaMeTpa BMeCTe CO 3HaYeHMeM. B MeHn cekumm Henb3s
Mcnosab3oBaTh NPobesbl, Tabyaunm 1 Apyrue crneumanbHble CMMBObL. CTpoKa C UMEHeM CekLm
CUMTaeTCs HayasoM cekumm. CekLms 3aKaHUMBAETCA TaMm, Ae HauMHAEeTCA Clesytolas cekums, Uan B
KOHLe paiina. Bce MMeHa cekunin, mapaMeTpoB, Ha3BaHWs NPOTOKOJ/IOB, KPOME MMEH CETEBbIX Y3/10B,
BOJIKHBI BbITb HaNMcaHbl CTPOUHBIMKU ByKBaMU.

Mobas cTpoka B daine, HaUMHAOLWLAACA C CUMBOJIA «#», CUMTAETC KOMMEHTapUeEM MoJIb30BaTeNs u He
yUnTbIBAETCA NpY MHTepnpeTauun darina. Mpu obHoBAEHNM dalina ynpaBAsSOLMM AEMOHOM
KOMMEeHTapuy aBTOMaTUUYECKN NEPEHOCATCA B HAUaNo CEKLMM, K KOTOPOW OHM OTHOCATCS.

Jltobas cTpoka B paine, HauMHaOLWAACA C CUMBOA «;», CUUTAETCS CNYXKEOHBIM KOMMEHTapMeM. ITu
CTPOKM J,06aBAAOTCA B HEKOTOPbIX C/lyYasx aBTOMaTMYECKN NpW 3anycke yrpaBasoLLero 4eMoHa uim B
npouecce ero paboTbl U cayxaT A9 UHPOPMUPOBAHMA NOIb30BaTENA O HEKPUTUYECKUX OLLIMBKaXx
KoHUrypauum, o 3HaueHnn GUAbTPOB NO KakMM-anbo cepBmucam 1 Tak ganee. Bam He cnegyet
f06aBNATL Cy>xebHble KOMMEHTapUM CaMOCTOATEIbHO, OHM ByAYT NOTePsAHbI NOCAE CefyHOLLEero
3anycka ynpaBAstoWwero AeMoHa.

Kaxpaas cekums Cogep>knT OAVH WU HECKObKO napameTpos. VIMs napameTpa CTOMT NepBbIM C/IOBOM B
CTPOKE, 33 HUM CNlesyeT 3HaK «=», 3aTeM Npobes, 3aTeM 3HaueHve napameTpa. Ecim 3HaueHne cocTomT m3
HECKO/IbKMX YacTel, TO OHW Pa3fenatoTcs 3anaToi, Nocae KOoTopow cieayeT npobes.
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HacTtpomka napamMeTpoB
3aLUMLLEHHOW CeTU

MapameTpbl HACTPONKM 3aLUULLEHHOWN CETU codepxKaTcs B parne iplir.conf. Cekumm, KOTOpble MOXET
cozep>katb 3TOT dailn, onmncaHbl HUXe.

Cekums [id]

Cekums [id] NUCMOAL3YETCs /18 ONMUCaHWUSA afPECHbIX HAaCTPOEK U GUABTPOB AOCTyMNa K KakoMy-a1M60
3alLMLLEHHOMY ceTeBOMY Y3y. KaxxaoMy Y37y, C KOTOPbIM MOXET CBS3bIBaTbCSA AaHHbIN y3e,
COOTBETCTBYET CBOS cekuusa [id]. OfHa U3 cekumi [id] COOTBETCTBYET COHCTBEHHbIM HACTPOMKaMm
(cobcTBEHHas cekuus).

Cekumnsa [id] COAEePXUT ceayroline napamMeTpbl:

e id — YHUWKaNbHbIN naeHTUdPMKaTop ceTeBOro y3sa. o 3ToMy napameTpy ynpaeastoLmii AeMOH
OT/NYaeT OZHY cekLMto [id] OT apyron. NaeHTndunkaTop npucBamBaeTcs ceteBomy y3ny ViPNet
npwv ero cos3faHnm, NO3TOMy MeHATb 3TOT MapaMeTp Henb3s. B kaXaon cekumm [id] MoxeT HbiTb
TONbKO OAVH NapameTp id.

® name — MMs AaHHOTO y3/1a. ITOT NapamMeTp 3ajaetcs agMmHuctpatopom cetn ViPNet. CmbicioBol
Harpysku OH He HeceT W NpeAHa3HayeH TObKO A1A YyA06CTBa HAaCTPOMKU. [laHHbI napamMeTp
3anucbiBaeTcA B Gpailn KOHOUrypaLmm aBTOMaTUUECKN NPU ero COXpaHeHUn, pesakTmpoBaTh ero
BPYUHYIO He cneayeT. B kaxzaom cekumm [id] MOXET 6biTb TONbKO OAMH NapaMeTp name.

e ip —IP-agpec gaHHoOro y3na. Yepes 3andaTyto Noc/ie peasbHOro ajpeca yka3biBaeTcs
COOTBETCTBYHOLLUNA €My BUPTYasIbHbIN agpec, MpuUUYeM NepBbiM UAET peasibHbIN agpec, a 38 HUM —
BUPTYyabHbI. Hanpumep: ip= 192.168.201.10, 10.1.0.5. Ha3HaueHMe BUPTya/ibHbIX a4pecoB
6onee nogpobHo onucaHo B pa3gene [MpuHLUMbI Ha3HaYeHWs BUPTyabHbIX aspecoB (Ha cTp. 64).

B kaxaon cekummn [id] MOXET BbITb HECKONbKO MapaMeTpoB ip B TeX CAyyasX, KOrja onvcbiBaeMbli
y3€e/ MeeT HeCKOIbKO CeTeBbIX MHTePdENCOB NN HeckosbKo IP-agpecoB Ha nHTepdeiice. MNMepBbiM
JOJKEH ObITb yKa3aH 6AMXKanWmiA agpec, No KOTOPOMY eCTb JOCTYN K AaHHOMY y3y. Mpw
aBTOMaTUYECKOM OOHOBAEHUW afpecoB 6AMXKaANLWMI agpec NOMEeLLAeTCs MepBbiIM aBTOMAaTUYECKH.
Mpv n3mMeHeHUN NopsAAKa Clef0BaHNA aAPECOB COXPAHAETCA NX MPUBA3KA K BUPTyalbHbIM agpecam,
TO eCTb BUPTYasbHbIA afpec nepemMeLLlaeTcs Bcaes 3a CBOMM peanbHbIM. ECin ykazaH Tobko
peanbHbI agpec (3anaToi B 3STOM C/y4Yae HET), TO CYUTAETCs, YTO 3TOMY ajpecy elle He
conocTaB/ieH BUPTYyasbHbIN.

/‘\\g BHumaHue! MeHATb BUPTYabHbIM afpec BPYUHYHO 3anpeLLeHo, OH Ha3HauaeTcs
aBTOMaTU4YeCKW.
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accessip — Tekywmi IP-agpec goctyna K 4aHHOMY Y371y CO CTOPOHbI COBCTBEHHOTO Y33, TO eCTb

TOT IP-aspec, KOTOpbIV B TEKYLLMIA MOMEHT UCMOJb3YeTC A/ CBA3M C AaHHbIM y3/10M. MoxeT

NPVHUMaTb 3HaYeHNe OAHOTO 13 peasbHbIX [P-agpecoB AaHHOrO y3/1a UAN 3HaUeHWe BUPTYabHOIO

IP-appeca, B 3aBUCUMOCTM OT GU3MUYECKOWN TOMONOTUN CETU N PEXMMOB GDYHKLIMOHNPOBAHWS

COBCTBEHHOTO y3/1a U JAHHOTO Y3/1a. OTOT NapaMeTp HOCUT MHAOPMATVBHbIV XapakTep v CAYXUT ANs

TOro, UTobbl AAMUHNCTPATOP B NMpoLecce paboTbl MOT y3HaTk, MO KakoMy IP-agpecy cregyet

obpalaTtbcs K JaHHOMY Y37y B TEKYLMIA MOMEHT.

/‘\\g BHMMmaHue! MeHATb mapameTp accessip BPYYHYHO 3anpeLleHo, OH onpejenserca

aBTOMaTn4yecku.

firewallip — A/ BCEX CEKUMM [id], KPOMe COBCTBEHHOW, JaHHbIN NapaMeTp onpeaenset

BHeLWHWU IP-agpec focTyna K JaHHOMY y3/y B C/lyyae, eC/N 3TOT y3e/ HaxOAWTCS 3a Kakum-Mb0o

MexceTeBbIM 3KpaHoM. Mpwu paboTe ¢ y3/10M, yCTaHOBAEHHBIM 3@ MEXCETEBbIM 3KPaHOM, BCe
HanpaBAeHHble K HeEMY 3alndpOoBaHHble NakeTbl UHKaNCyAnpyroTcsa B eanHbli Tun — UDP ¢

afpecom HasHa4eHWsl, paBHbIM ajpecy, ykazaHHOMY B napameTpe firewallip, U MOPTOM

Ha3Ha4YeHWsl, paBHbIM NMOPTY, yKazaHHOMY B NnapamMeTpe port (CM. HUXe). Pacno3sHaBaHue

NCNOIb3yeMOro TUMa MEXCETEBONO 3KpaHa OCyLEeCTBAAETCA MO COBOKYMHOCTU AOMOJNHUTENbHbIX

napameTpoB (proxyid, dynamic timeout W TaK Aajsee) B 3TOM Xe CeKUMM (CM. HUXKe).

Wcnoab3oBaHme 4aHHOrO napameTpa Ans COBCTBEHHOW ceKumn [id] OMMCaHo B pasaene

Hactpoiika pexunmos paboTbl Uepes MexxceTeBoW 3kpaH (Ha cTp. 68). Kaxxaas cekums [id] umeet

TONIbKO OAMH NapameTp firewallip. Ecan napametp yctaHosaeH B 3HadeHune 0.0.0.0, To cunTtaercs,

yTo AaHHbII\;I Y3€n He HaxXxo4UTCA 3a MeXXCeTeBbIM 3KPaHOM.

accessiplist — ANS BCEX CEKUUW [id] JaHHbIN napameTp onpegenset IP-agpeca goctyna k

CETeBOMY Y3J1y 1 X NMPUOPUTET (€CAN y3en MeeT MHOXECTBEHHbIE agpeca AocTyna). B kaxaon

cekunm [id] MOXeT ObITb YKa3aHO noboe Koanyectso NapaMeTpPoOB accessiplist (mo KOAn4yecTtey

aZpecoB A0OCTyna y3aa). B nepBom napameTpe accessiplist B KaXAON CEKLMUN B KauecTBe agpeca

[0CTyna A0/KEH ObITb YKa3aH TOT Xe ajpec, UTo U B NapameTpe firewallip. ECiv napametpsl

accessiplist 6yAyT OTCYTCTBOBATb B CEKUWNW, TO NapaMeTp firewallip TOXe 6y,£I,ET OTCYTCTBOBAThb.

OctanbHble napamMmeTpbl accessiplist B CEKUUU NCNONb3YHOTCA A4S14 q)OpMI/IpOBaHVIFI Cnncka

ajpecoB AocTyna K y3ny ¢ gaHHoro koopauHatopa ViPNet Coordinator Linux.

3HaueHwne napameTpa accessiplist yKa3bIBae€TCA B BUAE:

accessiplist= X.X.X.X, M, Y.Y.Y.Y, N, somestr

rae:

(¢]

X.X.X.X— IP—a,a,pec A0CTyna K y3ny. B vactHOM clydae MOXET NpUHUMaTb HyJieBO€E 3Ha4YeHue,
3TO O3Ha4aeT, uTo AaHHbIVI y3en (KJ'II/IeHT) HEe HaxoAUTCA 3a MeXCeTeBbIM 3KPpaHOM.

M — MeTpMKa AaHHOro agpeca A0CTyna, AMana3oH A0oNyCTUMbIX 3HaveHnin — 0-9999. MeTpuka
onpeaensaer 3ajep>XKy (B MUANNCEKYHAAX) OTMPaBKN TECTOBbIX MAaKeTOB MNP BbIMOAHEHUN
npoueaypbl onpejeneHuna agpeca octyna ysna. Onpockl OCyLLeCTBAAOTCA NEPUOANYECKN
(CeKLI,I/IFI [misc], NapaMeTpbl server_pollinterval n client_pollinterval). |-|pl/l
Ha3HaYeHMM METPUKN HYXXHO NPUAEPXUBATLCA CIeAYOWMNX MPUHLMNOB:

e CoeauHEeHWe yCTaHaBAUBAETCA MO TOMY aApecy, JOCTYNHOCTb KOTOPOro bbicTpee
onpezenseTcs B pesysbTate onpoca.
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AZpec C HauMeHbLLE METPUKOW CUUTAETCA CaMbIM NMPUOPUTETHBIM. COeiUHEHME C Y3/I0M
yCTaHaBAVBAETCA MO afpecy C HaUMeHbLUEe METPUKOW BCeraa, Koraa 3ToT agpec 4OCTyreH.

3HaveHune MEeTPUKN AONXKHO ObITb 60}'IbLIJe, 4YeM MaKCrMaJsibHOE BpeMA 3a4epP>XKN npun
NpoxXo>XXaeHnun Cﬂy)KE6HOFO COO6LLI,eHI/I$| M OTBETa Ha HEro No COOTBETCTBYHOLLEMY KaHany.

Mo ymMonuaHWIo 3HaueHe METPUKM PaBHO auto (MeTpUKa He NPUCBOEHA). B 3ToMm cayuae
MeTpVKa onpegenseTcs aBToMatnyecku. Mpy HaanumMm Apyrmx 3anucen ¢ MeETPMKamu B
JaHHOW ceKuMmM [id] 3HaYeHne MeTpUKK auto Bcerga 6yaet Ha 100 muanncekyHs 6onblue
MakKCMMalbHOrO 3HaYeHWs 3aJaHHON METPMKM (TO eCTb KaHan C aBTOMATUYECKOM METPUKOW
Bcerga 6yaeT MeTb CaMblii HU3KMIA NPUOPUTET NO CPABHEHMIO C KaHalaMu, KOTOPbIM
MeTpMKa Ha3HayeHa BPYyUHYHo).

PekomeHayemas MUHVMMabHas pasHuLa Mexay metpukamy — 100. Yem bosblue pasHuua
MeXAy HavMeHbLUeX METPUKON M OCTaIbHbIMW METPUKaMK, TEM MeHbLLE BEPOSTHOCTb TOTO,
UTO B C/lyuae KpaTKOBPeMeHHOro cbosi caMoro NpUoOpPUTETHOrO KaHana BO Bpems
npoueaypbl onpegeneHuns agpeca goctyna 6yaeT BbibpaH MeEHee NPUOPUTETHBIN KaHan.

Ecnun Bce MeTPYKKM paBHbI, TO A5 paboTbl byAeT BbIOpaH TOT KaHa, Yepes KOTOPbIN
COeAMHEHMeE C y310M ByaeT ycTaHoB/IeHO bbicTpee. [Mocsie Toro Kak kaHas BbibpaH,
onpegeneHne AOCTYMHOCTU APYTrNX KaHaNoB CBs3M BbIMOJIHAETCS TObKO NpU notepe
COEAMHEHMS MO TeKyLLEMY KaHany. ITOT e MexaHW3M AeNCTBYeT B Cy4ae, ecin BbibpaH
KaHa/ CBfA3M C HaMMeHbLUEe METPUKON.

Y.Y.Y.Y — peanbHblil aapec y3aa, COOTBETCTBYHOLL M TOMY CETEBOMY UHTEpdENCY, uepes
KOTOpbIN ByayT nepepaBatbcs [P-nakeTbl ANs AaHHOrO agpeca AoCTyna.

N — YC/IOBHbI HOMEp CeTeBOro MHTepdelica, BO3MOXHble 3HaveHna — 1-255 naun 0 (He

onpegeneH). laHHbI NapaMeTp BblUMCAAETCA CUCTEMOM, Npwn gobaBaeHnM agpeca AOoCTyna

BPYUHYHO HeOHX0AMMO yKa3blBaTb HOMep MHTepdelica paBHbIn 0.

somestr — TUN perncrtpaunn gaHHOro agpeca 4oCTyna y3na. MoxeTt npuHUMaTb caeayroune
3HayeHnAa:

auto — agpec goctyna 6bin 3agaH MO ViPNet Coordinator Linux.

manual — agpec 6bi1 3a4aH aZAMVHUCTPATOPOM BPYUHYHO (NMPY peaakTMpOBaHUK

iplir.conf).

addrdoc — agpec A0OCTyna Nojy4yeH 13 CnpaBoOYHUKOB, NpUCAaHHbIX 13 nporpammbl ViPNet
LleHTp ynpaBneHuns ceTblo.

other — agpec JocTyna, 4o6aBAeHHbIN ApyrMm cnocoboM. Hanpumep, B KauecTBe agpeca
Joctyna 6611 fo6aBAEH KOOPANHATOP, BblIGpPaHHbIA BHELLHUM MEXCETEBbIM dKPaHOM.

I'IapaMeTp somestr BblUMCAAETCA CUCTEMOW aBTOMaTn4yecku, npu AO6aBJ’IEHVII/I ajipeca AocCtyna

BPY4YHYHO HeO6XO,£I,I/IMO yKa3blBaTb 3Ha4YeHMEe manual.

MpumeyaHue. Bo3MoxxeH cokpalleHHbIN BBOJ 3HaUeHWs napaMeTpa accessiplist.
Bbl MOXeTe yKa3aTb TOAbKO agpec AOCTyna uan agpec JocTyna n MeTprKy, ocTaibHble
3HayeHus ByAyT NnoAcTaBaeHbl CUCTEMON aBTOMaTMUeCKM MpK 3anycke yrnpasastoLLero
AeMoHa.
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port — A/l BCEX CEKLMI [1d], KpOMe COBCTBEHHOW, AaHHbI NapamMeTp onpeaenseT nopT
Ha3HayeHWs, Ha KOTOPbIN ciedyeT NockinaTh NakeTbl AN AaHHOTO Y3713, ecin OH paboTaer B OAHOM
N3 PEXXMMOB C UCMOAb30BaHNEM MeXCeTeBOro akpaHa. Kaxgasa cekumsa [id] MMeeT TOAbKO OAMH
napameTp port. /Icnosb3oBaHMe JaHHOTo NapameTpa 414 CO6CTBEHHOM cekLMmM [id] ONUcaHo B
pasgene Hactpolika pexxuMoB paboThbl Yepes MexceTeBOW 3kpaH (Ha cTp. 68).

proxyid — TUM UCNO/Ib3YEMOrO pexknuma paboTbl JaHHOTO y3/1a Yepe3 MeXXCeTeBOM 3KkpaH. s Bcex
cekumii [id], KpOMe COBCTBEHHOM, AaHHbI NapaMeTp MOXET NPUHUMATb Pas/InYHble 3HaYeHWs B
3aBMCMMOCTU OT YCTaHOBJ/IEHHOTO pexuma. Vicnonb3oBaHne gaHHOro napameTtpa Ans CO6CTBEHHOW
cekumMmn [id] onmcaHo B pa3gene Hactpoiika pexmnmoB paboTbl Yepe3 MeXCeTeBOM 3KpaH (Ha cTp.
68). Ana ynobcTBa BOCNPUATUSA MAEHTUPUKATOPDI 3anNMCbIBatOTCA B LUECTHaALaTepuyHoM popmaTe
Kak B napametpe id, Tak ¥ B NapameTpe proxyid, MPW 3TOM nepej 3HayeHneM CTaBUTCA Npedpukc
0x. Kaxxgas cekums [id] MMmeeT TOAbKO OAWH NapameTp proxyid.

B 60/1bLUMHCTBE ClyYaeB 3HaYeHWA NapaMeTpoB firewallip, port W proxyid ONpeAensatoTcs
aBTOMaTUYECKM Mo MHGOPMaLLMK, MOJYUYEHHOW OT APYruX y3/10B. ECAM Mo KaknuM-To NpuymnHam
JaHHble NapaMeTpbl HEVM3BECTHbI, NX MOXHO 3aaTb BPYy4YHy0. Ecin ans y3na (kpome cobCcTBEHHOTO
y3/1a) Kakon-11Mbo 13 napaMeTpoB firewallip, port W proxyid MMEET Hy/NeBOE 3HAUYEHWNE, TO OH He
3anncbiBaeTcA B KOHOUIypaumMoHHbI daiin.

dynamic_timeout — nepwuog onpoca (B cekyHaax) ViPNet-koopanHatopa, BbibpaHHOro B kauecTse
MEeXCETEeBOro 3KkpaHa A5 JaHHOrO y3/a, YTobbl 0becneuntb NPONyck BXoAsLero Tpaduka yepes
MeXceTeBOM 3kpaH (cM. «HacTpolika pexxuma ,C AnHamMUYeckon TpaHCaALMen agpecoB”» Ha CTp.
71). laHHbIV NapameTp NPUCYTCTBYET BO BCEX CEKUMAX [1d], KpOMe COBCTBEHHOM.

g BHumaHme! MeHaTb napameTp dynamic timeout BPYYHYHO He CiaejyeT, OH
onpeaenaeTca aBToMaTuyecku.

usefirewall — AJ/1s BCeX CEKUMM [id], KPOMe COBCTBEHHOW, 3TOT NapaMeTp OTBeYaeT 3a
MCMo/Ib30BaHMe HAaCcTPOek paboTbl Uepe3 MeXCETEBOM 3KPaH C AaHHbIM y310M. OH MoXeT
NMPVHUMaTb 3HaYeHNe on WK of £. ECIM OH yCTaHOB/EH B of £, TO MapaMeTpbl firewallip, port U
proxyid ANs 3TON CEKLMN UTHOPUPYHOTCS, U paboTa € JaHHbIM y3/10M ByAeT BO3MOXHA TOJIbKO MO
OZAHOMY 13 ero peasibHbIx IP-agpecos. s co6CTBEHHOrO y31a AaHHbIA NapamMeTp onpeaensiet
NCMO/Ib30BaHWE BHELLHErO MEXCETEBOrO 3KpaHa, TO eCTb eC/IM NapaMeTp YCTaHOB/EH B 3HaUEeHNe
off, TO BHELLUHWA MEXCEeTEBOW 3KpaH UCMOAb30BaTbCs He ByaeT. 3HaueHMe on JOIKHO
MCMOb30BaThCA A5 BCEX OCTaNbHbIX PEXMMOB paboThbl. icnonb3oBaHWe AaHHOrO NapameTpa As
HaCcTPOMKN pexxmmMa paboTbl COBCTBEHHOTO Y3/1a Uepe3 MeXCETeBOM 3KpaH ONMCaHO B passene
HacTpowika pexxvumoB paboTbl Uepes MexXceTeBOW 3KpaH (Ha cTp. 68).

/\g BHumaHume! [1ns Bcex cekuui, KpoMe cob6CTBEHHON, MapameTp usefirewall
onpejenseTcs aBTOMaTM4eckn. B aToM ciiyuae MeHATb NapameTp BPYUHYHO He crejyer.

fixfirewall — NPUCYTCTBYET TONbKO B COBCTBEHHOW cekumn [id]. Onpegenset pexxum pukcauum
HacTpoek paboTbl COBCTBEHHOTrO y3/1a Uepe3 MeXCeTeBOW 3kpaH. MoXeT NpUHUMaTb 3HaUeHUe on
unn of£. Mo ymMonuaHuio 3HaueHne napameTpa of £. VIcnonb3oBaHWe AaHHOro NnapameTpa onmcaHo
B pa3gene Hactpolika pexnMoB paboTbl Yepe3 MexxceTeBou 3kpaH (Ha cTp. 68).
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e virtualip — 6a30Bbll BUPTYaNbHbI afpec JaHHOro y3na. HazHaueHune gaHHOro napametpa
onncaHo B pa3gene [NpuHLMNbl Ha3HauYeHnsa BUPTYabHbIX agpecoB (Ha cTp. 64). Kaxgaa cekuuns
[id] UMeeT TONbKO OAMH NapamMeTp virtualip.

/’\\g BHumaHme! MeHATb 6a30BbI BUPTYabHbIA afpec y3aa BPyUYHYH He CleayeT, OH
Ha3HayaeTcs aBTOMaTUUECKMU.

e visibility — MO3BOJIAET HACTPOUTb TUM BUAMMOCTHY y3/1a. ITOT MapaMeTp MOXET NPUHUMaTb
cnepyrolme 3HaueHus:

o auto — aBTOMaTtn4yeckoe ornpejgeneHve tmna BMAMMOCTN y3/1a, B 3aBUCUMOCTU OT TEKYyLLEero
ajpeca BMAMMOCTHU y3aa.

o real — MO3BOJsET Bcerga obpallaTbcs K JaHHOMY Y31y MO ero peaabHOMY agpecy.
o virtual — No3BoJseT Bcerga obpallaTbcs K JaHHOMY Y31y MO ero BUPTyasbHOMY agpecy.

STOT NapameTp He ABAfeTCH 06a3aTeNbHbIM N UCMONb3YeTCH, TONbKO eCv ANA JaHHOrO y3na
HeobxoAMMO 3aAaTb UHAVBUAYabHYHO HAaCTPOMKY BUAMMOCTU. B ciyyae oTcyTCcTBMA NapameTpa
visibility BUAMMOCTb y3/1a ONpPesenaeTca No 3Ha4YeHNAM napaMeTpoB, 3aJaHHbIX B CEKLUU
[visibility] (cM. «Cekuusa [visibility]» Ha cTp. 62). B 4aHHOM cekumM BUAMMOCTb y3/1a
onpezenserca No napameTpam JocTyna ceTn, KOTOPOW NPUHaANEXHUT y3en, AaMbo no napameTpam
AOCTyna y3710B no ymoaydaHuto. OnpegeneHne BUAMMOCTM y310B 6osee NogpobHO onncaHo B
pasgene [Npasuna onpegeneHna BUANMOCTU CETEBbIX Y310B (Ha CTp. 63).

Micnonb3oBaTtb 3TOT napaMeTp HY>HO C OCTOPOXKHOCTbLIO, TaK KaK Y CeTeBbIX Y3/10B, KOTOPble BUAHbI
Nno BUPTYasbHbIM agpecam, MOryT COBMNajaTb peasbHble agpeca (ecnu 3Tn y3nbl HAXOAATCA B YaCTHbIX
ceTsx).

BHumaHme! Ecam y AByX y310B € COBNagaroWwnMu peanbHbIMy agpecaMmm (HO pasHbiMu
/A\ BMPTYaNbHbIMW) YCTAHOBUTL NapamMeTp visibility B 3HauyeHue real, 3TO NpuBejeT

K HenpeAacKasyeMbIM pe3yabTaTam.

e always use server — MNPU3HaK paboTbl y3/1a B peXnMe NCMOb30BaHNA MEXCETEBOrO 3KpaHa ¢
anHammueckum NAT ¢ HanpaBaeHneMm Tpaduka vepes BbibpaHHbI KoopanHaTop (M. «HacTpoiika
pexuma ,C AnHaMUYeckon TpaHcaALen agpecoB”» Ha cTp. 71). lapaMeTp NpUHMMaET 3HaveHne
on W NPUCYTCTBYET TO/NLKO B C/lyyae paboTbl JaHHOTO y3/1a B YKa3aHHOM pexxunme.

/"\g BHumaHue! MNapameTp always use server ABASETCA CNYyXeOHbIM 1 MEHATL €ro
8 BpyYHYIO He cnegyer.

e blockforward — BK/IOUYEHWE/OTKIOUEHWE BNOKMPOBKM TPAH3UTHBIX MAKETOB, MAYLLMX OT AaHHOTO
y31a AMbo K HeMy. ITOT NapaMeTpP MOXKET MPUHUMATb 3HAYEHWE on UAN of £, 3HAYEHMe of £
paBHOLEHHO OTCYTCTBMIO 3TOTrO NapameTpa B cekumu. 1o ymonyaHuio napameTp oTCyTCTBYET ANA
BCeX y3/10B. [1pn BKAKOYEHUN JaHHOTO NapaMeTpa BCe TPaH3UTHbIe NakeTbl A8 4aHHOrO y3na
6n10kupytotca ¢ kogom 70 (cm. «[Mporpamma npocMoTpa XXypHana pernctpaumm IP-naketos» Ha
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cTp. 134). MNapameTp pa3zpeLuaeTcs UCMOIb30BaTh TONBKO B CEKLIMAX A8 Yy>KUX y310B. Ero ykasaHue
B COBCTBEHHOW CeKLMK, a TakKe B F1aBHOM W LUMPOKOBELLLaTEIbHOM GUbTPaX 3alMLLEHHOW CeTU
ABNAETCA OLMOKOW, MPU 3TOM YNPaBAAOLLMIA JEMOH He 3amnyckaeTcs.

tunnel — He3aLWMLLEHHbIE KOMMbOTEPbI, KOTOPbIe TYHHENNPYHOTCA AaHHbIM y3/10M. VIMeeT cMbich
TOJIbKO AN Y3713, ABAAIOLLErOCS KOOPAMHATOPOM. 3HaUeHVe 3TOro NapamMmeTpa UMeeT BUJ;: <ipl>-
<ip2> to <ip3>-<ip4>, e ipl W ip2 — HaYalbHbIN Y KOHEYHbIV agpeca TYHHeAPYeMoro
AMana3oHa, ip3 U ip4 — Hauyano u KoHeL, OTObpaXxeHWs 3TOro AvanasoHa Ha JaHHOM y3ne. B
60/IbLUMHCTBE ClyUaeB HY>XHO 3aZaBaTb OAMHAKOBbIE AMana3oHbl, TO eCTb ip3 Takoe Xe, Kak U ipl,
W ip4 Takoe Xe, Kak ip2. OfHako nHorga 6bIBatoT ciyyaw, Korga AnanasoH ipl-ip2 NPUHAAEXUT K
YaCTHOM CETU, N TaKMe Xe ajpeca YaCTHOW CETU yKe eCTb B JIOKaJbHON CeTU AaHHOro y3/a. B atom
C/lyyae AManasoH ipl-ip2 OTOBpaXkaeTcs Ha Apyrve, CBOBOAHbIE agpeca NyTeM yKasaHus APYrux
3HaYeHWU ip3 u ip4. Cnesyet OTMETUTb, UTO 3HAUYEHMWE ip4d UTHOPUpPYeTCa 1 GopMUpyeTCs
aBTOMaTMUeCcKM NyTeM NpubaBaeHns K ip3 pasHULbl MeXAy ip2 1 ipl. Hanpumep:

tunnel= 192.168.201.5-192.168.201.10 to 192.168.201.5-192.168.201.10

3aflaeT, UTo JaHHbIA KOOpPAMHATOP TyHHeaupyeT agpeca ¢ 192.168.201.5 no 192.168.201.10, koTopble
oTObpaxkatoTcs Ha JIOKaJIbHON MalunHe 6e3 N3MEHEHUS;

tunnel= 192.168.201.5-192.168.201.10 to 192.168.202.5-192.168.202.10

3a/laeT, UTo JaHHbI KOOPAUHATOP TyHHenupyeT agpeca ¢ 192.168.201.5 no 192.168.201.10, koTopble
oTobpaxkatoTca Ha agpeca ¢ 192.168.202.5 no 192.168.202.10.

O6bIYHO NapaMeTpbl tunnel PacCbINAOTCA B COCTaBe CMPaBOYHUKOB U KNtoue. Ecam
TYHHe/npyeMble agpeca koopgnHaTopa 3agaHbl B LIYCe, To gpyrue y3nbl nonyyat nHdopmaumto ob
3TOM aBTOMaTU4eckun. Ecam TyHHenvpyeMble agpeca 3agaHbl Ha KOOPAVHATOPE BPYUHYHO, 3TN ajpeca
Tak>Ke HeOBXOAMMO yKasaTb BPYUHYIO Ha KaXXA0M y3/e, KOTopbl 6yaeT paboTaTtb C 3TUMM
TYHHEeNupyeMbIMu y3namu nocpeactsoM cetu ViPNet.

MoapobHble NprMepbl HACTPOWMKN TYHHENEN B TUMOBbIX CXeMax NpuseseHbl B MpuaoxeHun (cMm.
«[prMepbl HaCTPONKK TYHHENen C ncnosb3oBaHem KoopanHatopos ViPNet» Ha cTp. 188).

exclude from tunnels — UCKIIOYEHME U3 TYHHENMPYEMbIX aPeCcoB, 3ajaHHbIX MapameTpamu
tunnel. [lapameTp ncnonb3yeTca B ceKLmax [id], KOTOPble OMUCbIBAtOT HACTPOMKM
KoopamnHaTopos, cBsazaHHbIX ¢ ViPNet Coordinator Linux. 3agaercs B Buge ipl-ip2, rae ipl v ip2
— HayanbHbIV U KOHEUHbIN agpeca Anana3oHa, KOTOpbI He HaZo TYHHennpoBaTb. B cekummn [id]
MOXHO 33flaTb HECKO/IbKO NapaMeTpoB exclude from tunnels.

Hanpumep, uto6bl nckatoumtb agpec 192.168.201.7 13 TyHHenupyemoro avanasoHa 192.168.201.5-
192.168.201.10, T0 ecTb He WndpoBaTh TPadUK NPU COEAMHEHUM C STUM afpPecoM, HeOBXoANMO
3afaTb CTPOKY:

exclude from tunnels= 192.168.201.7-192.168.201.7

usetunnel — BKJIKOYEHME WA OTKAIOUEHWNE TYHHENMPOBAHNA He3aLMLLEHHbIX KOMMbIOTEPOB.
MapamMeTp NCNo/b3yeTcs B CEKUMAX [id], KOTOPbIE ONMUCLIBAIOT HACTPOMKN KOOPANHATOPOB,
cBszaHHbIx ¢ ViPNet Coordinator Linux. MoxeT npuHMMaTh 3HayeHne on WAK off, 3Ha4YeHne no
yMoYaHuio — on. Ecnn napameTp nmeet 3HaueHune of £, To nNpu coeamHeHnn ViPNet Coordinator
Linux c y3namu, KOoTopble TYHHeANPYET AaHHbIN KOOpAMHaTOpP, Tpaduk He WwndpyeTcs.
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MpumeuaHwue. MapameTtpbl exclude from tunnels M usetunnel 3a4arOTCA TOJNbKO
Ii' NIOKaNbHO M HE M3MEHSAOTCA NPY NpruemMe 0H6HOBEHWI CNPaBOYHNKOB M3 nporpammbl ViPNet
LleHTp ynpaBaeHuns ceTbto.

HekoTopble 13 cekumii [id] MMEIOT CreyunanbHoe 3HaueHve. Camas nepBas cekums [id] OnucbiBaeT
KOMMbtoTep, Ha koTopom yctaHoBseH ViPNet Coordinator Linux. MyTem n3meHeHWs napamMeTpoB 3TOM
CeKLMN MOXHO U3MEHATb COBCTBEHHbIE HAaCTPOWKM, KOTOPbIE 3aTEM PacChblIatoTCA MO CETU.

Heckonbko 3aMeYaHni, KacaroLmxcs COBCTBEHHOM ceKummn [1d]:

MeHsTb napameTpsbl ip He cheayer. OHW aBTOMATUYECKM 3aMOHAOTCA npwu ctapTe ynpasadrouiero
AeMOHa 3Ha4YeHUNAMN, NoJIyHYEHHbIMUN OT OI'IepaLWIOHHOI‘/II CNCTEMbI.

M3meHsn napameTpbl usefirewall, firewallip, port, proxyid, fixfirewallB
COBOKYMHOCTN C U3MEHEHWEM NapaMeTPOB CeKLMU [dynamic] (CM. HUXE), MOXHO YCTaHOBUTb
pasiuHble pexxMMbl paboTbl Yepes MexceTeBOW 3KpaH. OnmncaHne HacTPOEK PasANUYHbIX PEXXMMOB
bYHKUMOHNPOBaHUA COBCTBEHHOTO Y3/1a Yepe3 MeXCeTeBOW 3KpaH NpUBEAEHO B pasgene
HacTpowka pexxumoB paboTbl Uepes MexXCeTeBOW 3KpaH (Ha cTp. 68).

Ecamn cobcTBeHHbIN y3en ByaeT TYHHEANPOBaTb Kakne-Anbo HesalMLeHHble KOMMbIOTEPDI, TO MPK
yKasaHuv napamMeTpa tunnel HY>KHO BCerja 3afiaBaTb OAVHAKOBbIE 3HAYEHWA 417 PeasbHOro
AManasoHa afpecoB U AvanasoHa oTobpaxeHus. B aTom cnyyae napameTp tunnel JOMKEH MMETb
BWA tunnel= ipl-ip2 to ipl-ip2. [pw HecobarogeHWN 3TOrO NpaBuaa Anana3oH oTobpaxeHus
aBTOMaTUYECKM NMPVBOANTCA B COOTBETCTBME C PeasibHbIM AManasoHOM.

C nomoLLbto NapamMeTpoB COOCTBEHHOM CeKLMM [id] TakKe HaCTPamBatoTCa Pas/ivyHble PeXXnMbl
paboTbl ViPNet Coordinator Linux. bonee nogpobHo yctaHOBKa 1 HacTpoiKa 3TUX PeXXMMOB OnuMcaHa
Huxe. Mpun 3TOM HeOBXOAMMO yAeNATb BHYMaHMe HacTpolike MapLupyTusaumun. Cnegyet cobatoaatb

HECKO/IbKO npasui:

Ecnv coBCTBEHHbIN y3ea TYHHeNMpYeT Kakne-1mbo KOMMbHOTEPbI, TO Ha BCEX TYHHEeNNPYeMbIX
KOMMbtoTepax HeObXOAMMO yKa3aTb CODCTBEHHbIN y3e/ B KauecTBe LWto3a MO YMOAYaHWIO.

Ecnm cobcTBeHHbIN y3en byaeT paboTaTb XoTs Bbl C OAHWM Y3/10M MO BUPTYyaNbHOMY agpecy, T0 y
Hero A0JKeH BbITb HACTPOEH LWLAKO3 MO YMOAYaHWI. Ecam w3 no ymonyaHuioo He byaeT ykasaH, To
naket MOXeT 6bITb 610KMPOBaAH CUCTEMON Ha paHHEeN cTagumn n BoobLe He AOWTU A0 ApaliBepa.

Ecnv coBbCTBEHHbIN Y31 UCMO/b3YeTCs Kak MPOKCU-CepBepP, TO Ha HEM A0JKHA ObITh BK/IOUEHA
oyHkums IP-dbopBapAvHra, TO ecTb NapaMeTp ipforwarding B CEKUMM [misc] AOJKEH ObITh
YCTaHOBJ/IEH B 3HAUEHWUE on.

Cekupa [adapter]

CeKkumnn [adapter] OMUCLIBAIOT CETEBbIE afanTePbl, YCTaHOB/IEHHbIE Ha KOMMbtoTepe. Kaxaomy agantepy

AOJ/I>KHA COOTBETCTBOBATL CBOSA CeKUUA [adapter]. Bce nakeTbl Ha afiantepax, He ONNCaHHbIX CEKUNAMU

[adapter], 6BaokupytoTcs. Ecim B daline iplir.conf HET HU OAHOM CeKLMKN [adapter], TO
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yl'lpaBﬂFII-OLLI,I/II‘/’I 4EeMOH npun CTapTe noay4yaeT OT CUCTEMbI CMMCOK afanTepoOB N aBTOMaTU4eCKn co3jaet

cekunmn [adapter].

B kauectBe napameTpoB AaHHOl\/‘I cekumn AOCTaToOYHO yKa3aTb TONIbKO NapaMeTpbl name U type (CM.

HI/I)Ke). I'IapaMeTp ip YyKa3sbiBaTb He O6F|3aTe}'IbHO, TaK KakK ero 3HaveHue 6yp,eT noJiyd4eHo OT CUCTEMbI

npu 3anycke.

B npouecce paboTbl ApaliBep v yNpaBASOWMNA 4EMOH NePUOAMYECKN NOAYYarOT UHPOPMaLMIO O

COCTOAHNN NMapaMeTPOB N3BECTHLIX MM ajanTepoB C NHTEPBAaJ/IOM BPEMEHU, 3aj4aBaeMbIM NMapaMeTpoM

ifcheck timeout CEKUMM [misc]. Ecan o6Hapy>K|/|BaeTc;|, UYTO ajanTep AeaKTUBMPOBaH B CUCTEME, TO OH

feakTMBMpyeTca n B ApaviBepe ceTeBon 3awwmTbl ViPNet. Eciv aganTtep akTUBMpPYETCA WM U3MeHAeTCA

€ro agpec, 10 3TM USMeHeHNA aBTOMaTU4YeCKN 3arpy>aroTca B p,paﬁBep. I/Ichopmau,vm 060 Bcex

OMWCaHHbIX CODbLITUAX BbIBOANTCA B CUCTEMHbIN KypHan.

B cekunn [adapter] YKa3blBarOTCAa Cejyrouine napamMmeTpbl:

name — CUCTEMHOE UMs aganTtepa, Hanpumep: eth0, pppO0.

Eciv B cuctemMe 3agaHbl Heckosibko IP-agpecoB Ha OAHOM aganTepe U NPUCYTCTBYIOT O4HO UK
Heckosibko nceBgoyctpoicTs (eth0:0, eth0:1 1 Tak ganee), TO ANs yNpaBAArOLLErO 4EMOHA U
ApaliBepa Bce OHW ByayT npeactaBasaTb 04HO GU3NUECKOe YCTPOMUCTBO C 6a30BbIM MMeHeM (eth0).

ip —IP-agpec agantepa.

JTOT NapameTp 3anoJIHAETCS aBTOMAaTUUECKM U MPUCYTCTBYET TOJIbKO A1 UHGOPMALMOHHbIX LieNen.
[Ans kaxzaoro agantepa MOXeT BbITb HECKO/bKO MapaMeTpoB ip (Hanpumep, ecin Ha aganTepe
NCNONb3YHOTCA AOMOIHUTE/IbHBIE ajpeca).

type — TMn agantepa ans ViPNet.

JTOT NapameTp MOXHO yCTaHaB/IMBaTb B OAHO M3 3HAYeHUM internal (BHYTPEHHWUN) UAN external
(BHeLWHWR). MapameTp 3anoHAETCS, UCXOASA U3 CAEeAYHOLLER JOTUKMU:

o Ecam y3en He CTOWUT 3a BHELWWHUM MeXCEeTEBbIM 3KPaHOM MAK 3a ViPNet-KOOp,ﬂ,VIHaTOpOM,
MCNONb3YHLWNMMCA KakK NPOKCU-CepBeEpP, TO €CTb pa60TaeT B pexunme be3 ncnoab3oBaHuA
MeXXCeTeBOro 3KpaHa (cm. «HaCTpOl‘/IIKa pexnma ,be3 ncnonb3oBaHna mexceTeBoro 3KpaHa“»
Ha CTp. 68), TO TUMbl BCEX afanTepoB AOJIKHbI ObITb YCTaHOB/NIEHbI B internal.

o Ecan ysen ctonT 3a BHeWHMM MexceTeBbIM 3kpaHOM uan 3a ViPNet-koopanHaTopom,
MCNOAb3YIOLWMMCA Kak MPoKCcM-cepBep, To ecTb paboTaeT B pexxnme KoopauHatop vnam Co
cTaTUYecKoW TpaHcasaumen aapecoB (C GMKCUMPOBaHHbLIM BHELLHUM agpecom), TO TUN aganTepa,
NnocpeACTBOM KOTOPOTO AaHHbIN y3en byAeT CBA3bIBATHCSA C Y3/10M, BbINMOAHAOWMUM GYHKLUN
MEXCETEBOrO 3KpaHa, YCTaHaBAMBAETCA B external, TUMbI OCTa/IbHbIX a4anTepoB — B

internal.

allowtraffic — pa3pelleHune niv 61oKMpoBaHMe NPOXoXaeHWs TpadurKka Yepes AaHHbIN
nHTepdenc. MoxeT NpUHMMaTh 3HaYeHNe on UK of £. [0 yMOAYaHMIO 3HaUYeHVe NapaMeTpa on.

Ecan napameTp allowtraffic YCTaHOBAEH B 3HaUYeHWE on, TO NaKeTbl, MPOXOAALLNE Yepes
NHTepdelnc, GUabTPYHOTCA B COOTBETCTBUM C 3aAaHHBIMU CeTeBbIMU GUAbTPaMK U MOTYT BbITb 6O
nponyLeHsbl, MMb6o 610kMpoBaHbl. ECv 3TOT napameTp yCTaHOBJ/IEH B 3Ha4YeHWe of £, TO BCe MaKeThl
6yayT 6a1OKMPOBATLCA HE3aBUCKMMO OT OCTasIbHbIX HacTpoeK.
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Kaxxaomy agantepy, onmcaHHOMY cekuuer [adapter], COOTBETCTBYET AOMOAHUTE/bHBIA daiin
KOHC])I/II'ypaLI,VII/I, KOTOprVI Ha3blBaeTCA iplir.conf-<name>, rf€ <name> — CUCTEMHOE NMA aAanTepa,
yKa3aHHOe B NapaMeTpe name €ro cekumu [adapter]. HacTpolika atoro garnna koHdurypaymm onmcaHa
B pa3gene HacTtpolika napameTpoB ceTeBbIX MHTepdencoB (Ha cTp. 66).

Cexkums [dynamic]

Cekums [dynamic] COAEPXUT NapameTpbl, HeOHXoAUMbIE A/1f HACTPOLKK pexunma C AuHaMMYecKoii
TpaHcasaumel agpecoB (cM. «Hactpolika pexuma ,C AuHamMnUyeckor TpaHCasaLnen agpecoB”» Ha CTp.
71):

® dynamic proxy — BKJHOUEHWNE UM BbIKJIHOUEHNE peEXMMA C AVIHaMVI‘-IeCKOI?I TpaHCﬂﬂLl,VIei;l ajpecos
Ha cObCTBEHHOM y3ne. o101 napamMeTp MOXeT NPpUHMMaTb 3Ha4YeHUE on NN of £, UTO COOTBETCTBYET
BKJIOYEHUNHO NN BbIKNHOYEHNIO AaHHOTO peXxXunuma. Mo YMOJIYaHUIO 3HaYeHMeE NapamMeTpa of f.

B npegpbiaywmx Bepcusx ViPNet Coordinator Linux aHHbIV NapaMeTp Haxoauacs B CeKLUMM [miscl,
NO3TOMY MpW Nepexoie Ha TeKyLLy BEPCUIO OH aBTOMaTUUYECKN NepeHoOCnTCA B CEKLMIO [dynamic],
O YEeM 3aMKnCbIBAeTCs COOTBETCTBYIOLLEE NPeaynpexgeHne B CMCTEMHOM XypHane. OnncaHne
BbIOOpa pas/IMuHbIX PEXMMOB AN COBCTBEHHOTO y3/1a NpuBeAeHO B pa3gene HacTtpolika pexkmumMmoBs
paboTbl Uepe3 MexceTeBOM 3kpaH (Ha cTp. 68).

e firewallip — BHewWwHuUn IP-agpec goctyna k cobcTBeHHOMY Y3y, paboTatoLiemy B pexxnme C
AVHaMMWUECKOW TPaHCIALMEN afpecoB, CO CTOPOHBI APYTUX CETEBbIX Y3/10B.

B npegpiaywmx Bepcusx ViPNet Coordinator Linux gaHHbI napaMeTp HaXxoAWACA B ceKUmMn [id] ana
COBCTBEHHOTO Y3/1a U Ha3blBaNCA dynamic firewallip, MO3TOMY MpPW Nepexose Ha TekyLlyro
BEPCMIO OH aBTOMaTMUECKN NEePEHOCUTCA B CEKLMIO [dynamic], O YEM 3aMMCbIBAETCS
COOTBETCTBYHOLLIEE MpeayrnpexXAeHre B CUCTEMHOM XYypHare.

/‘\\g BHumaHue! MapameTp firewallip onpeaensercs aBTOMaTMyecku, pejaktnpoaTb
€ro BPYUYHYy'O He cnegyer.

e port — MOPT Ha3HaYeHWs, Ha KOTOPbIV ClieAyeT NOCbINaTb NakeTbl A1 COBCTBEHHOTO Y33,
paboTarowero B pexxume C AMHaMUUYECKOW TpaHCcAsALMen agpecos.

B npegpiaywmx Bepcusx ViPNet Coordinator Linux gaHHbI napameTp HaxoAWACA B CeKUUN [id] And
COBCTBEHHOTO Y3/1a U Ha3blBaiCA dynamic_port, MO3TOMY MPU Nepexose Ha TEKYLLYH BepCUHO OH
aBTOMATMUECKM NMEPEHOCUTCA B CEKLMIO [dynamic], O YEM 3aMMCbIBAETCA COOTBETCTBYHOLLEE
npeaynpexzaeHne B CUCTEMHOM XYypHarse.

/’\\g BHumaHume! MapameTp port onpefenseTcs aBToMaTMyecky, pefakTmpoBaTh ero
BPYYHYHO He creayerT.

e forward id — MAEHTUOUKATOP KOOPAMHATOPA, HAXOAALLErOCs BO BHELUHEN CETU 1 UCMONb3YEMOro
4151 OpraHM3aL M BXOASLWMNX COEAUHEHNIN COBCTBEHHBIM Y3/10M, paboTatowum B pexunme C
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AVNHaMUUYecKol TpaHcasaumel agpecoB. aeHTnduKaTop 3anmncbiBaeTcs B WECTHaALATEPUUHOM
dopmate, Npu 3TOM nepes 3HaueHnem ctaButca npedukc 0x. OnncaHme yCcTaHOBKM JaHHOTO
napameTpa npuBeAeHo B pasgene Hactpoika pexxnma «C fnMHaMUYecKor TpaHCAsSLMeNn ajpecoB»
(Ha cTp. 71).

e always use server — BKJIKOUYEHWE WM BbIK/IOYEHME PEXMMA, MPU KOTOPOM Ntobon Tpaduk ¢
BHELUHVMW Y3/1aMW HanpaB/ifeTca yepe3 KOopAnHaTop, BbIbpaHHbIA B NapameTpe forward id
JaHHOWM CeKLMK, TO eCTb BCE COEANHEHUSA C APYTUMU Y31aMu ByayT NPOUCXOAUTb TONbKO Yepes
BHELLUHWI KOOPAMHATOP. TOT NapaMeTp MOXET NPUHUMaTb 3HaUYeHe on UAN of £. [0 yMONUaHMIO
3Ha4eHwue napameTpa of £. OnNucaHve ycTaHOBKW JaHHOroO NapaMeTpa NpuBeAeHo B pasgene
Hactpoika pexxrma «C fuHamMnyeckor TpaHcasaumnern agpecos» (Ha cTp. 71).

e timeout — NEPWOZA Onpoca (B cekyHAax) KoopanHaTopa Ana obecneyeHns Nponycka BXOASLLEro
TpadurKa yepe3 MexxceTeBOM 3kpaH (Mo ymonyaHuo — 25 cekyHa). OnncaHue yCcTaHOBKM AaHHOrO
napameTpa npuBeaeHo B pasgene Hactpoiika pexunma «C gnHaMn4eckon TpaHCcaaumen agpecos»
(ha ctp. 71).

Cekuma [misc]

CeKLI,I/IFI [misc] ONMUCbIBaeT pas3/inyHbie JONOJIHNTEIbHbIE NapaMeTpbl.

e packettype — dopmaT WMPPOBaHHBIX NakeToB. B kauecTBe dopmaTa NnakeToB MOryT ObITb
BbIGpaHbl 4.0 UK 4. 1. [o ymonuaHuto yctaHaBamBaeTcs dopmar 4. 1.

MprmeyaHue. YctaHoBka dopmaTa 4.0 COBMECTHO C airopMTMom wndposaHusa AES
He JonyckaeTcs (CM. onucaHue napameTpa ciphertype).

YcTraHOBKa napamMeTpa packettype BAUAET TObKO Ha GOpMaT NakeTos, MOCbIIaEMbIX JaHHbIM
ceTeBbIM y3/70M. DOpmaT BXOAALLMX NAKETOB ONpeaenseTca aBToMaTuyecku, 1 nx pacumdposka
NPOV3BOANTCA BHE 3aBUCMMOCTUN OT YCTaHOB/JIEHHOIO 3HaYeHWA NapaMeTpa packettype.
PekomeHayeTcs ycTaHaBanBaTb GopmarT 4.1, OAHaKO ey HeoHXOAMMO yCTaHaBAMBaTb COeANHEHUS
C y31aMW, Ha KOTOpPbIX ycTaHOBJeHbI cTapble Bepcun MO ViPNet, He nogaep>xxusatoLime dopmart 4.1,
TO HEOOXOAMMO YCTaHOBUTL GoOpMaT NakeToB 4. 0.

e ciphertype — anropuTtm WndpoBaHUA 418 NCXOAALLNX MaKETOB, aJPeCoOBaHHbIX CETEBbIM y31aM
ViPNet. [MapameTp MOXeT NprHMMaTb CeAytoLLne 3HaUEHMA:

o gost — wundposaHme c nomoLlbto anroputma MOCT;
o aes — WKdpoOBaHMe C NOMOLLbIO anropuTma AES.

Mo YMONYaHNIO UCNOJIb3yeTCA 3HaYeHUEe gost.

MprmeuaHne. YctaHoBKa NapameTpa ciphertype BAMAET TONLKO Ha WKdpOBaHue
nexogdiero tpaduka.
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timediff — MaKCMManbHO AOMYCTUMAaA pPa3HMLA BO BPEMEHN MEXAY CETEBbIMU y31aMN. N3

coobpaxeHnn 6esonacHocTn ViPNet 3anpeLlaeT NpoxoxaeHWe NakeToB OT CETEBOrO Y33, eCAN ero

BPEMSA OT/IMYaEeTCA OT BpeMeHW COBCTBEHHOTO y31a 6osee YeM Ha YUMCIO CEeKYH], yKa3aHHOe B
napameTpe timediff. 3HaueHMe NapameTpa AOAXKHO 6biTb 6onblue 1 cekyHAbl 1 MeHble 7200
CeKyHJ, BKIHUMTeNbHO. Mo ymonuaHumio ero 3HaueHue pasHo 7200 (To ecTb ABa yaca).

tunnel local network — MapamMeTp, KOTOPbI MO3BO/AET He TyHHennpoBsaTh IP-agpeca,
Bxoaswue B nogcetb ViPNet Coordinator Linux. MoxeT npuH1MaTh ciesytoLine 3HaueHus:

o on— o6pau.|,aTbc5| K TYHHEeANpPYyeMbIM y31aM, Haxo4AWnMca B JIOKaNbHOM noacetun, yepes
KOoOpAMHATOpP, KOTOprI7I TYHHEeNNPYET AaHHbIE Y3/bl. |_|pl/l LAHHOM 3Ha4YeHUn nNapamMeTpa A0CTyn
K TYHHe/INnpyeMbIM y3/1aM B JNIOKaNbHOM noaceTn MOXeT ObITb 3aTpyaHeH.

o off — obpalaTbCs K TYHHENNPYEMBIM Y3/1aM, HAXOAAWMUMCS B JIOKaAbHOW MOACETU, MUHYS
TYHHENPYHOLW M KOOpAWMHaTop. laHHOe 3HaueHVe MCMO/b3YeTCs MO YMOAYAHMIO.

server pollinterval, client pollinterval — WHTEpPBaJibl BDEMEHN OMPOCa HEAKTUBHbIX
CceTeBbIX Y3J10B. CeteBble Y3/ibl nepunognyeckn obMeHuBatroTCA CI'Iy)Ke6HbIMI/I nakeTamu, 4Tobsl
MMETb I/IHCI)OpMaLI,I/IIO O TOM, pa60TaeT Kakon-1m6o y3en namn Her. KnveHTbl 0BMeHMBatoTCA Takom
WMHOpPMaL el TOJIbKO CO CBOMM KOOPAMHATOPOM — cepBepoM IP-aapecos, a kKoopanHaTopbl —

Mexay coboii. MapameTp server pollinterval OTBEYAEeT 3@ UHTEPBAJ ONPOCa KOOPAWHATOPOB CO

CTOPOHbI AaHHOrO Yy3na. I'IapaMeTp client pollinterval OTBEYAET 3a MHTEPBAJ ONPOCa AaHHOro

y3/1a CO CTOPOHbI KJIMEHTOB, BbIGPaBLLMX ero B KauecTse cepeepa [P-agpecos, 1 coobuyaeTcs vm B

KaXAoM ceaHce paboTbl. Ecam oT kakoro-mbo y3na, KOTopbl AOAXKEH OBMEHMBATLCA TakMMM

nakeTamMmuy C 4aHHbIM Y3/10M, HE 6b110 nony4yeHO HMKaKnx CJ'Iy)Ke6HbIX NakeToB B TeYEHNE BPEMEHMN,

yKa3aHHOro B COOTBETCTBYIOLLEM NapameTpe pollinterval, TO B aApec Takoro y3aa nocblaaeTcs
cneumanbHbIN NakeT, Ha KOTOPbIA JOXKEH NPUATK OTBET. ECn OTBET He NPMXoAWT, TO y3en
CUMTAETCA BbIKIFOYEHHBIM. 3HaYeHVe NapaMeTPOB YKa3blBAeTCA B CEKYHAAX U MO YMOJYAHUIO
ycraHasameaetca B 900 cekyHA (15 MUHYT) Ana KOOPANMHATOPOB (server pollinterval) n 300
cekyHa (5 MUHYT) AnA KIUEHTOB (client pollinterval). YCTaHOBKa napamMeTpoB B MeHblUMeE
3HauyeHMA No3BOMT Bosee onepaTMBHO onpeaensiTb HepaboToCNOCOHBHOCTb y3/1a, HO MOBbLICUT
o6beM cyxebHoro Tpaduka, 1 HaObopOT.

iscaggregate — HakomneHue ciyxebHoro Tpadurka, obpabaTsiBaeMOro Ha KoopAvHaTope (gaHHast

q)yHKLI,I/IFI HeAOCTyrNnHa Ha KnveHte). Moxet npuHUMaThb chejyrolme 3HavyeHnA:

o on — HaKomMJieHNe clyXebHOro Tpaduka B TeUeHME MUHYTBI C MOC/IEAYHOLLEN PACCbIIKOW Ha
y3/bl He Yallle, yeM 1 pa3 B MUHYTY (YCTaHOBJIEHO MO YMOJYaHMIO);

o off — HaKomnaeHwe cay>xebHoro Tpaduka OTKIHUEHO.
BktoueHve onuumn iscaggregate MO3BOASAET YyMEHbLUUTL 06beM cayxebHoro Tpaduka.

ipforwarding — ynpaBJieH/e BKJIIFOUEHNEM IP-qupBap,a,MHra B cucteme. Moxert NPUHNMaTb
caiegyrouine sHa4veHna:

o on — NPUHYAUTENbHO BKArOYaTb IP-popBapAvHr Npw cTapTe YNpaBASAOLWEro 4eMOHa;
o off — NPUHYAMTENbHO BbIKAOYaTh [P-dopBapanHr Npu cTapTe ynpaBasroLwero AeMOHa;

o system— HE U3MEHATb HACTPOIKM GpopBapAMHIa Npu CTapTe YNpaB/stoLLErO JEMOHA.
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MpumeyaHue. PekomMeHayeTCs BbICTaBAATb 3HAYEHME on, Tak KakK MpU OTKIHOUYEHHOM
dopBapavHre He byzeT paboTaTb NPOKCUPOBAHMNE U TYHHENNPOBaHMe. 3HayeHns of £ 1
system peKOMeHJAyeTcs NCNONb30BaTh TONbKO MPU OTNAAKE.

ifcheck timeout — WMHTepBan onpoca (B cekyHAax) NapaMeTpoB afanTepoB, N3BECTHbIX
ynpasastoLeMy g4emMoHy. 1o yMoayaHuio 3HayeHne AaHHOro napametpa paBHO 30 cekyHa,.

warnoldautosave — BK/HOYEHNE MW BbIKIOUYEHWE MPpeaynpexAeHnsa O Haanumm ctapbix
aBTOMaTMUECKM COXpaHeHHbIX KoHourypaumii ViPNet (cM. «Mporpamma paboThbl ¢
kKoHpurypauuamm ViPNet» Ha cTp. 146). MoxeT NpuHMMaTh 3Ha4YeHne on nan of £. Ecan 3HaueHne
napameTpa on, TO NPV CTapTe yNpaBAatoLLEro JeMoHa OyayT BblJaBaTbCa NPeAynpexXaeHuns o
Ha/IMunM aBTOMaTUYECKN COXPaHEHHbIX KOHPUIypaLuii, JaTa COXPaHEHUA KOTOPbIX MeHbLUE
TekyLien gaTbl 6osee UeM Ha OAMH MecsLL.

mssdecrease — UMCI0 BAMTOB, Ha KOTOpoe ByseT yMeHbLUeH napameTp MSS (MakcMManbHbIN
pa3mep cermeHTa) npoTtokona TCP (cm. «®parmeHTupoBaHme wudposarHbix ViPNet-naketos» Ha
cTp. 153) ana nckntoveHuns dparmeHTaymm wndposaHHbix ViPNet-naketos. 3HaveHue no
yMoiuaHuio — 0. B cnyyae ecnn npoBepka coeanHeHUsA Mexay y3namu (ping) naum
TYHHEMPYEMbIMM Y3/1aMUN NMPOXOANT HOpMaabHO, HO TCP-coeanHeHMA He ycTaHaBAMBaOTCA, TO,
CKOpee BCero, No NyTu clefoBaHWsA NakeToB Ha KakMX-TO YCTPOMCTBAX NPON3BOAMNTCS
dparmMeHTaums NakeToB 1 Ux 61oKMpoBKa. [l ycTpaHeHUs Taknx NpobaeM pekoMmeHayeTcs
YMeHbLWNTb 3Ha4YeHne MSS, Hanpumep, Ha 20-40. YmeHblueHne napameTpa MSS gocrtatouHo
NPOW3BECTUN TOJIbKO C OAHOW CTOPOHBI. [laHHas HacTpoika Ha KoopanHaTope obecrneymBaeTt
paboToCcnocobHOCTb KakK ANS Y310B, B3aMMOAENCTBYOLLMX C KOOPANHATOPOM, TaK U ANs
TYHHENNPYeMbIX YCTPOMCTB, CTOALLMX 3@ HUM. HacTpoiika Ha KoopauHaTope He AeMCTBYET Ha y3/bl,
cTosme 3a HUM. [1na Takux y310B AaHHbI NapamMeTp caesyeT N3MeHATb HENMOCPeACTBEHHO Ha
CcaMuX 3TWX y31ax AN Ha APYruX y3nax, B3aMMOAENCTBYIOLMX C HUMMW.

/‘\\g BHuMaHue! MeHsATb napameTp mssdecrease 6e3 KpakHen HEOHXOAMMOCTUN He
cnegyer.

msg_compress_level — YyPOBEHb CKaTUA CYXXeOHbIX MeXcepBepHbIX coobLeHnin. MoxeT
NpVHUMaTh 3HayeHne oT 1 (MMHUManbHas KOMMpeccns, MakcMmasbHas CKopocTb) A0 9
(MakcMManbHaa KOMNpeccus, MUHUMabHbIA 06bem cayxxebHoro Tpaduka). 3HaueHve no
yMoyaHuio — 3.

MpumeuaHune. Ha BbICOKOHArpy>KeHHbIX y3/1ax He peKOMeHAyeTCs YCTaHaBAMBaTb 3HaYeHune
napameTpa msg compress_level 6onblie 5.
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Cekuma [servers]

Cekums [servers] COAEPXMUT CMIUCOK KOOPANHATOPOB, N3BECTHBIX JaHHOMY CEeTEBOMY Yy3y. B 310
CexuUn NPUCYTCTBYHOT CeAytoLMe napaMeTpsbi:

e server — OMWCbIBAET OAUH W3 U3BECTHLIX KOOPANHATOPOB. 3HAUEHMEM KaX0ro Takoro napametpa
SIBJIETCA CTPOKA, rAe Yepes 3ansaTyto yKasaHbl MAEHTUMKATOP 3TOro KOopAuHaTopa 1 ero UMs.
MeHsTb 3TV NapaMeTpbl He PEKOMEHAYETCS.

Cekums [virtualip]

Cekumsa [virtualip] COAEPXMT YCTAHOBKW BUPTYaabHbIX afpecoB (CM. «[1IpUHL WMLl Ha3HaYeHnA
BMPTyasbHbIX ajpecoB» Ha CTp. 64). B Hell NpUCYTCTBYIOT CneAytoLme napaMeTpsbi:

e startvirtualip — CTapTOBbIV agpec Ans reHepaumm 6a3oBbIX BUPTyasbHbIX aapecos. [pu cMeHe
noJib30BaTeNeM MapameTpa startvirtualip Ha3HauyeHWe Bcex 6a30BbIX BUPTYasibHbIX afpecoB
NPOW3BOAMTCA 3aHOBO, Kak MpW HavasbHOM GpopmMurpoBaHum daliioB KoHurypaumu. Kpome Toro,
NMPOV3BOAMTCA Ha3HaYeHWE BMPTYasbHbIX apeCcoB B MapaMeTpax ip y3/0B.

e maxvirtualip — MaKCMMasbHbIV agpec Ans reHepaLmm 6a3oBbiX BUPTYyasabHbIX aapecoB. JaHHbIN
napameTp UCNosb3yeTcs ANA OrpaHUUYEHNs AMana3oHa HazHauyaeMblx 6a30BbIX BUPTYalbHbIX
agpecos. [1o yMonYaHWo NapameTp maxvirtualip COOTBETCTBYET MakCMMaibHO BO3MOXHOMY
aZpecy, To ecTb afpecy, y KOTOPOro JBa CTapLUMX OKTETa COBMAZAOT C 3TMMM XKe OKTETaMU
CTapTOBOrO ajpeca startvirtualip, a fiBa MAAALLMX OKTETa paBHbl 254. 3HaueHWe Mo YMONUYaHNIO
MO>XHO M3MEHWUTb B CTOPOHY YMEHbLLEHUS, MPY 3TOM HEOBXOAUMO CNeAUTH 3a TEM, UTODbI 3HaYeHVe
napamMeTpa maxvirtualip 6b10 6O/bLIE, UEM 3HAUEHWE NapaMeTpa endvirtualip.

Mpumeuanue. MNapameTp maxvirtualip NoaAepXMBaEeTCa, Ha4UMHaa ¢ Bepcun 3.6.4.
Mpun ob6HoBNEHNN Bonee paHHeW Bepcun Ha Bepcuto 3.6.4 nam 6onee No3aH0OHO

BEPCUIO B CEKUMIO [virtualip] aBTOMaTMyecku AobaBnseTcs napametp
maxvirtualip CO 3HaYEHMEM MO YMONYAHUIO.

° endvirtualip — CJ'Iy)Ke6HbII‘/JI napamMeTp, B KOTOPOM XpPaHUTCA CJ'Ie,CI,yPOLLI,VII7I 3a nocnegHM
Ha3HayeHHbIM 6a30BbIN BI/IpTyaJ'IbeIVI ajpec. ,ﬂ'aHHbIl‘/JI napamMeTp NCNOAb3yeTCA B KauyeCTBe TOYKU
OoTCc4yeTa Npn NOUCKE N HasHa4vYeHUn 6a30BbIX BUPTYanbHbIX aAPECOB AJiAd HOBbIX Y3J10B. |_|pl/l
Ha3HaueHnn 6a3oBbIX BUPTYanbHbIX aApPeCOB CHa4danaa Npon3BoanTCAa NOUCK NepBoro CBO60,D,HOFO
ajpeca B AnanasoHe OT endvirtualip NO maxvirtualip. Eciv B 3TOM Anana3oHe cBOHOAHbBIX
aApeCoB HET, TO NPON3BOANTCA NOUCK B AMaNa3oHe OT startvirtualip AO endvirtualip.

/’\\g BHnmaHue! MeHATb napameTp endvirtualip 6e3 kpaiiHei HEOHXOAUMOCTU He
cnesyet, 0COHEHHO B CTOPOHY YBEMYEHUS.

e startvirtualiphash — clyebHbI NnapameTp.
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BHuMaHue! MeHsaTb napameTp startvirtualiphash 6e3 KpaliHel HEOBXOANMOCTH

/A\ He cnepyeT, 3a UCK/IOYEHMEM TOHKOW HacTPOWKM C LieNbo NepeHasHaveHus
BMPTYa/bHbIX aApecoB y310B (CM. «<PyyHoe nepeHasHayeHne BUPTYa/bHbIX apecoB
y3/710B» Ha cTp. 159).

Cexums [visibility]

Cekums [visibility] COAEPXUT HACTPONKN BUAMMOCTM 3aLLMLLEHHbIX CETEBbIX Y3/10B, C KOTOPbIMMU
cBszaH ViPNet Coordinator Linux. B oTanumne ot napameTtpa visibility, C MTOMOLLbIO KOTOPOro B
cekumsax [id] 3afaeTca BUAMMOCTb OTAE/bHbIX Y3/10B, B 3TOW CEKLIMM MOXHO 3a4aTb BUAMMOCTb CPasy
ANs BCex y310B ceTten unum nogceten ViPNet. Hactpoiikn, 3asaHHble B CEKUMN [visibilityl],
yUMTbIBaAOTCA MPY onpegeneHy BUANMOCTM Y310B CO CTOPOHbI COBCTBEHHOTO y3na (cM. «[1paBunia
ornpejeneHna BUAMMOCTU CETEBbIX Y3/10B» Ha CTp. 63).

CeKkups MOXeT coZepXaTb CeAytoLine napaMeTpbl:

® default — BUAMMOCTb Y3/710B NO YMOJIYaHUIO. o101 napameTp ABaAeTCA obs3aTeNIbHbIM Y MOXET
npuHMMaThb cheayroune sHa4yeHnA:

o0 auto — aBTOMaTU4eCKn onpeaenatb BUAMMOCTb Y3N0B;
o real — AnAa AoCtyna K y3siaM UCNoJib30BaTb UX peajbHble IP—a/J,peca;

o virtual — 414 JOCTyNa K y3/1aM MCNO/b30BaTh UX BUPTyanbHble IP-agpeca (cm. «BupTyanbHbin
[P-agpec» Ha cTp. 210).

Mo yMOAYaHuIo 3HaueHWe napaMeTpa — auto.

e subnet real — ugaeHtTndukatopsl cetert ViPNet, 18 KOTOpPbIX HEO6XOAMMO HACTPOUTL BUAUMOCTb
y3/10B No peanbHbiM IP-agpecam.

NaeHTnomrkaTopbl yKasbiBatoTCs B LUECTHaALLATEPUUHOM popmarTe. B cekumm [visibility] MOXHO
3a/,aTb HECKOJIbKO NapaMeTpoB subnet real. B 0AHOM NapameTpe MOXHO yKa3aTb IM60 OAUH
naeHTMdukaTop, MO HECKOIbKO UAEHTUHUKATOPOB, pasieneHHbIX 3ansTon. Hanpumep:

subnet real= 0x5155
subnet real= 0x5156, 0x5157, 0x5158

e subnet virtual — uaeHTUduKaTopbl cetenn ViPNet, 418 KOTOPbIX HEOBXOANMO HaCTPOUTb
BMAMMOCTb y3/10B MO BUPTyanbHbIM IP-agpecam.

3ajaeTca Tak Xe, Kak napameTp subnet real. B cekummn [visibility] MOXHO 3a4aTb HECKObKO
napamMeTpoB subnet virtual.

MapamMeTpbl subnet real U subnet virtual ABAAKOTCA HEObA3aTENbHBIMU W MO YMONUYAHNIO
OTCYTCTBYIOT B CeKUMN [visibility].

/’\\g BHumaHwue! OAI/IH n TOT Xe I/I,EI.eHTVI(I)I/IKaTOp CeTN MO>KHO YyKa3aTb TOJ/IbKO B OAHOM U3

napaMeTpoB subnet real win subnet virtual.

ViPNet Coordinator Linux 4. PykoBoacTBO agMuHucTpaTopa | 62



Mpu cTapTe ynpaBastoLLEro AeMOHa naeHTUMKATOPBbI, 3ajaHHble B MapaMeTpax subnet real U

subnet virtual, aBBTOMaTU4eCKN COPTUPYIOTCA B MOPSAKE BO3PACTaHNSA U FPYNNUPYOTCS MakCMMyM Mo

8 naeHTMPMKaTOPOB B OAHON CTPOKE.

I'Ipanma onpeaeneHna snanMoCcT CETEBLIX yYy3/10B

Ana ceasn ViPNet Coordinator Linux ¢ y3namu, onvcaHHbIMY B CEKLMAX [id], MOTYT MCMOAb30BaTLCA

peasibHble UKW BUPTyanbHble agpeca. [Mpun aTom Ana cea3n ¢ yanamu, ot kotopsbix ViPNet Coordinator

Linux nonyyaet lwumpokoBeLyaTensHble nakeTsl (broadcast), ncnosnb3ytotcs nx peanbHble agpeca. B nHbIx

CNTyaumax VICI'IOI'Ib3)/€MbII;I T™Mn ajgpeca Asa CBA3U C y3/IOM ornpegendaetca cnefyroumnm o6pa30M:

Ecnm ViPNet Coordinator Linux paboTtaet B pexxnme be3 ncnonb3oBaHUs MeXCETeBOro 3KpaHa (CM.

«HacTpoiika pexunma ,be3 ncnosb3oBaHUs MEXCETEBOrO 3kpaHa”’» Ha cTp. 68), TO eCcTb He CTOUT 3a

BHELWHNM MeXCETEBbIM 3KPaHOM, TO:

(¢]

o

[Ans cBA3M ¢ kAneHTamu, paboTarowumm B pexnme bes ncnonb3oBaHMA MeXCeTEBOro 3KpaHa,
TO €CTb He CTOALLMMM 33 KaKUMU-IMBO BHELLHUMUN MEXCETEBLIMU 3KPaHaMMU, UCMONb3YHOTCS
peasibHble agpeca.

[Ans cBA3n ¢ yanamu, pabotarowmmm B pexxume KoopamHatop 1 ncnonbsytowmmm ViPNet
Coordinator Linux kak MpoKcu-cepBep, UCMOb3YHOTCA peasbHble agpeca.

,ﬂ,J’IFI CBA3N CO BCEMU APYTMMUN CETEBBIMU Yy31aMN UCMOb3YHOTCA BUPTYaibHblE ajpeca.

Ecnm ViPNet Coordinator Linux paboTtaeT B pexume KoopauHatop, TO eCTb CTOWT 3a KakKnM-anbo

ViPNet-koopanHaTOpPOM, BbINMOAHAOWUM GYHKLUN NPOKCU-CEPBEPA, TO:

(¢]

[Ans cBA3M ¢ kAneHTamu, paboTarowumm B pexxnme bes ncnonb3oBaHMA MeXCeTEBOro 3KpaHa,
TO €CTb He CTOALLMMM 33 KaKUMU-AMBO BHELLHUMUN MEXCETEBLIMU 3KPaHaMMU, UCMONb3YHOTCS
peasibHble agpeca.

[ns cs3n ¢ koopamHatopamu, kpoMe ViPNet-koopamnHaTopa, MCNo/ib3yeMOoro Kak NpoKcu-
cepBep, BCerga UCrnob3yroTCa BUPTYyalbHble agpeca.

[ns cBA3n C ceTeBbIMM y3n1aMK, CTOSLLUMMU 3a TEM Xe UHTepdencomM Toro xe camoro ViPNet-
koopgmnHaTtopa, uTto 1 ViPNet Coordinator Linux (ux firewallip paBeH firewallip, 3af@aHHOMY
B HacTpoikax ViPNet Coordinator Linux), a Takxe ans cBs3n ¢ camum ViPNet-koopauHaTtopom
NCMNOb3YIOTCA peanbHble ajgpeca.

[ns cBA3U € ceTeBbIMM y31aMK, CTOSLLUMMU 3a TeM Xe caMbiM ViPNet-koopamMHaTOPOM, UTO U
ViPNet Coordinator Linux, HO 3a apyrum nHTepdencom, a Takxxe paboTtatowumm B pexnme,
OT/IMYHOM OT pexxrmMa bes ncnonb3oBaHNs MeXCETEBOro 3KpaHa, TO eCTb CTOSALLMMM 33
KaKUMM-MB0 BHELIHUMW MEXCETEBLIMW 3KPaHaMu, NCMO/b3YHOTCS BUPTYasbHbIe agpeca.

Ecam ViPNet Coordinator Linux pabotaeT B pexxvmax Co ctaTuueckoi TpaHcasumein agpecos nam C

AVHaMUUecKou TpaHcasuuel agpecoB (cM. «HacTpolika pexuma ,C AnHamMmuyeckon TpaHcasumnen

a,qpecos"» Ha CTp. 71), TO €CTb CTOUT 33 KakKUM-/IMBO BHELLIHVMM MEXCETEBbIM 3KpaHOM, TO:

@)

,U,J'IFI CBA3U C KIMEHTaMWY, pa60Ta+ou.|,|/|M|/| B pexunme be3 ncnoab3oBaHMA MeXceTeBOro 3KpaHa,
TO €CTb He CToAWNMN 3a KaKMMU-TMB0 BHELLHUMWN MEXCETEBLIMMU 3KpaHaMy, NCMNOAb3YHOTCA
peanbHbl€ ajpeca.
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o [lna ceaA3mM € ceTeBbIMU y31aMU, CTOALMMM 33 TEM Xe CaMbIM BHELLHUM MeXCeTeBblM 3KPaHOM,
yto 1 ViPNet Coordinator Linux (x firewallip paBeH firewallip, 3a@HHOMY B HaCTPOWKax
ViPNet Coordinator Linux), ncnonb3ytoTcs peasbHble agpeca.

o [lns cBA3M CO BCEMU APYTMMU CETEBBIMU Y3/1aMU UCMOJIb3YHOTCS BUPTYasbHble agpeca.

MprBegeHHbIE Bbille NpaBuaa onpeaeseHns BUAMMOCTU Y3/10B MPUMEHAIOTCA aBTOMaTMYeCKW, OA4HaKo
NX MOXHO M3MEHUTb C MOMOLLbIO NapameTpa visibility B cekumax [id] (cm. «Cekums [id]» Ha cTp. 49)
M C MOMOLLIbFO HaCTPOeK B ceKunmM [visibility] (cM. «Cekuns [visibility]» Ha cTp. 62). Buanmoctb
KaXZoro y3na C y4eToM 3ajaHHbIX HAaCTPOEK OMNpeaenseTcs caesyrowmm obpasom:

1 Ecam B cekumm [id], ONMUCbIBANOLWEN y3€, MPUCYTCTBYET NapaMeTp visibility, TO BUAUMOCTb y3/1a
onpeaensieTcs Mo 3HaYEHNO 3TOTO NapamMeTpa: real — UCMNONb30BaTh pPeasbHbIN agpec, virtual —
MCNo/b30BaTh BUPTYabHbIN agpec, auto — OMNpeAensTb BUAVUMOCTb aBTOMATUUECKN.

2 Ecam B cekumm [id] y3/1a HET NapaMeTpa visibility, HO MPWY 3TOM CETb, KOTOpOI?I NPpUHaANeXnT
y3e/, yKasaHa B O4HOM M3 NapaMeTpoOB subnet real WIN subnet virtual CeKUUW [visibility],
TO BUANMOCTb Yy3/1a onpeAenaeTca No Ha3BaHUKO NapaMeTpa: subnet real — UCNOJb30BaThb
peasibHbIN agpec, subnet virtual — WMCMO/b30BaTb BUPTYyasbHbIN agpec.

3 B WHbIX Ciyyasix BUAMMOCTb y3/1a ONpesensieTcs no 3HauyeHuo napameTpa default CeKLmm
[visibility]: real — MCMNO/Nb30BaTh pPeanbHbIN agpec, virtual — UCMO/b30BaTb BUPTya/bHbIN
ajpec, auto — onpeaensiTb BUAMMOCTb aBTOMATUYECKM.

Taknm 06pasomM, MHAMBUAYaNbHbIE HACTPONKM BUANMOCTM Y3/10B UMEOT NPUOPUTET HaZ HAaCTPOMKaMM
BUMAMMOCTM CETEN, @ HaCTPOWMKM BUAMMOCTUN CeTe — Haj, HaCTPOMKOW BUAMMOCTM MO YMOAUAHUIO.

MpUHUMNbI HA3HAaYEHUA BUPTYaNbHbIX aAPECOB

BI/IpTyaJ'IbeIe ajpeca Ncnonb3yroTca Ana CETEBbLIX Y3/10B, KOTOPbIE MOAKNAHOHYaOTCA K BHELLUHEN CeTn yepes
MeXXCeTeBOw 3KpaH. HeO6XOAMMOCTb MCNoJib30BaHNMA BUPTYyasibHbIX aApecoB o6ycnosneHa TE€M, UTO Yy3/bl,
cTodwmMe 3a pasHbIMU MeXCeTEBBIMU 3KpaHaMn, MOTYT UMETb O4NHaKOBbIE ajgpeca B CBOMX YaCTHbIX
CceTax, U Npu NcnoJib30BaHMN UX peasibHbIX agpecoB Npu o6pau.|,eHM|/| K HAM BO3HMKana b6bl
HEOAHO3HAYHOCTb. ,ﬂ,ﬂﬂ Y310B, HE HaxOA4ALWMNXCA 3a BHEWWHNM MeXCeTeBbIM 3KpaHOM, BUPTyaJibHble
ajpeca He UCNOJIb3yHOTCA, HO BCE PAaBHO 3a KaXXAbIM Y3/10M 3akKpenaeH cBoW BI/IpTyaﬂbeIl\/i ajpec.

MapameTpbl, HEOOXOAMMbBIE AN HA3HaYeHWA BUPTYasbHbIX afpecoB, 3a4atoTC agMUHNCTPATOPOM B
daline iplir.conf B cekUMmn [virtualip] (cM. «Cekuua [virtualip]» Ha cTp. 61).

YeTbipe okTeTa, coctaBastowme IP-agpec, MCNonb3yroTcsa Npu HazHaYeHUN BUPTYabHbIX afpecoB
cneayoum obpasom:

e CTapLmin OKTET BCEX BUPTYasibHbIX a4peCcOB MMEET OAMHAKOBOE 3HaUeHWe, COOTBETCTBYOLLLEE
CTapLUeMy OKTETY CTapTOBOrO BUPTYasbHOTO ajpeca startvirtualip.

MpuMeuaHwue. Eciv Npy HasHaueHWW BUPTYabHbIX afpecoB BCe agpeca C OANHAKOBbIM
IE CTapLUMM OKTETOM OblM McUepnaHbl, CTapLUMIA OKTET ByAeT yBenMYeH Ha eanHuuy. Hanpumep:
11.255.255.254,12.0.0.1, 12.0.0.2...
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L ,U,Ba MJaALlWLKnX OKTETa XapakKTepunsyrot ceTeBOM y3en. OHn OANHAKOBbI ANA BCEX BUPTYabHbIX
ajpecoB AaHHOIo CETEBOrO y3/1a U pas3nnyHbl ANA BUPTYalbHbIX a4P€ECOB, NpUHagneXXalnx pasHbiM
CeTeBbIM y3J1aM. 3HaueHus ABYX MJlagLLNX OKTETOB HE NPEBbILLAT COOTBETCTBYHOLLKX 3Haqu|/||7|,
3a4aHHbIX MaKCMMa/ibHbIM BUPTYa/ibHbIM aApPeCOM maxvirtualip.

e BTOpOW MO CTapLUMHCTBY (CIeBa) OKTET XapakTepu3yeT OAMH U3 peafbHbIX aJpPecoB CETEBOTO y3a.

ApyrMMu choBamu, NPy NPOXoge no CeTeBbLIM y3/1aM CHavana MeHAeTCs MAaALWnNIA OKTET, 3aTem
cnesytrownii 3a HAM (BTopol cnpaea). Mpu NpoxoAe No peasbHbIM agpecam O4HOro CEeTEBOrO y3/a
MEHSIETCS BTOPOM C/1eBa OKTeT.

Mpy NosBIEHMM KaXKA0rO CETEBOTO y3/1a B CMUCKE CBA3EW My Ha3HaYaeTCs BUPTYabHbIA ajpec,
KOTOpPbIV NMPWBSA3aH K YHMUKaJbHOMY UAEHTUPMKATOPY 3TOTO y3/1a U COOTBETCTBYET €50 NEPBOMY
peansHOMYy agpecy. Takol BUPTyabHbIV agpec Ha3bliBaeTcs 6a30BbIM, M OH ABASETCA TOUKON OTCYeTa
NPV Ha3HaYeHUW BMPTYasibHbIX afPeCcoB A1 KaX0ro U3 peasbHbIX afpecoB y3na.

OcTanbHble BUPTyasbHble afpeca CETEBOTO y3/1a, XapaKTepu3ytoLme KaX bl U3 peasibHbIX ajpecoB y3na,
Ha3bIBaKOTCA BTOPUUHBIMW BUPTYaNbHbIMU aZpecamu AN ANs NPOCTOThl — BUPTYanbHbIMU agpecamu, u
YKa3blBalOTCA B MapameTpe ip yepes 3ansaTyto Nocae peasbHOro agpeca.

Kak y>ce roBopuaoch Bbllle, TEKYLUUIA aapec AOCTYNa K CETEBOMY Y3/1y ONpeaensieTcs aBToMaTmyeckn u
COAEPXKMNTCS B NapaMeTpe accessip. ECAM B faHHBI MOMEHT y3€1 BUZAEH MO BUPTYyaNbHOMY aZpecy, To
€ro aApecom J0ocCTyna cumTaetcs 6a3oBblli BUPTYabHbIN agpec.

BTopuuHble BUPTyanbHble agpeca MOryT UCMOJ/Ib30BaThCA, €CN HYXXHO 06paTUTLCA K KOHKPETHOMY
peasbHOMY aZpecy JaHHOTO CETEBOTO y3/1a, KOTOPbIA BUAEH NO BUPTYanbHbIM aApecam, a He K y3y
Boob6Le. Takas HEOBXOAMMOCTb MOXKET BO3HUKHYTb, HAaNpYMep ecin Ha AaHHOM CeTeBOM y3ne paboTaet
MPUIOXEHNE, KOTOPOE OXMAAET CeTeBble 3anpocChl TONbKO Ha OAHOM U3 aApPECOB.

I'Ipvl OB6HOBAEHUNSAX aApeCHbIX CNPaBO4YHMKOB, a TakKXXe U3MeHEHNAX B CMNCKE peasbHbIX agpecoB Ana
Kakoro-nmbo Yy3N1a ceTeBble Yy3/1bl COXPaHAKOT CBOW BUPTYaabHble ajpeca, a BHOBb ,ﬂ,O6aBJ’IeHHbIe Y3/1bl U
P€anbHbIE IP—a/J,peca noay4yaroT HOBbIE CBO60,CI,HbIe BUPTYyasbHbl€ ajp€EeCa (c y4eTOM OrpaHM4YeHus Ha
MaKCUMaJ/IbHO BO3MOXHbIM ajpec, 3agaHHOro napamMeTpom maxvirtualip).

Cekumsa [debud]

Cekums [debug] onpeaenseT napaMeTpbl BeAeHWs XypHaia yCTpaHeHWs HenoaaZokK ynpaBastoLLero
aemoHa (cM. «©KypHanbl yctpaHeHua Henosnagok MO ViPNet Coordinator Linux» Ha cTp. 166). OHa
COAEPXMUT CneytoLne napameTpsbi:

e debuglevel — yYpOBEHb OTNAAKN, YMCAO OT -1 A0 5, N0 ymonuaHuto 3. 3HaveHne napameTtpa -1
OTK/IFOUAET BeZeHMe XypHana.

e debuglogfile — MaeHTUbUKATOP, ONPEeENsatOLLNA MEeCTO XpaHeHus XypHana. PopmaTt gaHHOro
VI,CI,EHTI/IC])I/IKaTOpa Cﬂe,qu-OI.IJ,VIW <cneuud@rKaTOP MNPOTOkKoJa>:<cneumdurarop URL mjaa OaHHOTO
npoToxosna>. [logpobHOE onMcaHne BO3MOXHbIX 3HAYEHWIN JaHHOTO NapamMeTpa NpuUBeAEHO B
pa3aene XypHanbl yctpaHeHuns Henosagok [0 ViPNet Coordinator Linux (Ha cTp. 166). 3HaueHune
napamMeTpa rno yMonyaHuto: file: /var/log/iplircfg.debug.log, YTO COOTBETCTBYET 3aMNncu
XypHana B yKa3aHHbI darin.
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HacTpomka napaMeTpoB CETEBbLIX
MHTEPODENCOB

MapameTpbl HACTPONKM ceTeBbIX MHTEPdENCOB cogepkaTtca B painax iplir.conf-<unrepoeric>. Pannbl
KOHGUrypaumm aAna nHtepdericoB copep>kaT OfHY CeKUmto [db].

Cekuma [db] MCMONb3YyeTCa A5 3ajaHNA NapaMeTpoB XypHana Tpaduka. XXypHan BeAeTcs OTAe/bHO AN
KaXkAoro uHTepdeiica 1 XxpaHUTCA B TOM XKe KaTanore, rae Haxoaatca dannbl KoHdurypauum, B daline ¢
MMeHeM iplir.db-<uurepderic>. MakCMMaibHbINA pa3Mep XypHasia yCTaHaBAMBaeTCA NoNb30BaTeNEM.

3anvcK 0 nakeTax HaKan/JMBarTCs B XXypHase 40 Tex NMop, Noka He ByaeT AOCTUITHYT MaKCUMasbHbIN
pasMep XypHasa, Noc/ie Yero camble CTapble 3anmncy CTUPAaKTCA U Ha UX MECTO 3anuncbiBatoTCs HOBbIE.
Ans ymeHbLIeHMs obbemMa XypHana v yao6cTBa ero npocMoTpa OANHAKOBbIE 3aMuncK O NakeTax,
3aperncTpupoBaHHbIe B TEUEHWE KOPOTKOrO BPeMeHU, OOBEANHSAIOTCA B OZHY 3amMunch, U 3aTem npu
MPOCMOTPE XypHaia MOXHO y3HaTb, CKOJIbKO pPa3 NMpPOoM30LWI0 COBbITUE, ONMCHIBAEMOE 3TOW 3aMnChHo.

Cekums [db] COAEPXUT CaedytoLive napaMeTpbl:
e maxsize — MakCMMasbHbIN pa3Mep XypHana B merabaritax (1 merabant = 1048576 6anT).

PeanbHbI pa3mep XypHana n3-3a Hamumns B HEM Cy>KeBHOTO 3aroioBKa noJiy4aeTcs NpPYMepHO
Ha 1 K6anT 6osbLue. MNpu cTapTe ynpaBAstoLWEro AemMoHa nocae pasmepa XypHana aBToMaTUyeckm
aonuceiBaetca cnoBo Mbytes, uTobbl 061€rUMTL NOHMMaHME 3HaUYeHUs 3Toro napametpa. Mpwu
nocaeayroLeM peAakTMpoBaHMM 3TO CIOBO MOXHO OCTaBWTb, @8 MOXHO CTepeTb — OHO ByaeT
fobaBeHO aBTOMaTMYeckn. 3HaveHre napametpa 0 oTK/IOYaET BegeHne XypHana. Ecan go
OTKJIFOUEHUSA XXYPHaNa B HEM BbIAN 3aNnUCK, TO OHU HE YAANAIOTCS, HO MPOCMOTPETh UX HEJb3S.

e timedif — MHTEpBaj BPEMEHU, B TeUEHNE KOTOPOro OANHaKOBbIe CObbITUA 06beANHAIOTCA B
XKypHasie B OfJHY 3anucb. 3a4aeTca B CEKYHAaX, 3HaUEHNE MO YMONYAHNIO — 60 (CeKyHJ).

B cnyuae 3agaHuvs HYNeBOro 3HaueHWs obbeirHeHe cobbITU oTKAroYaeTcs. Ecin obbeguHeHve
COBbITWIA A5 XypHana BbIK/IHOUYEHO, TO MPU OYEHb UHTEHCMBHOM TpaduKe He BCe NMaKeTbl MOTYT
PEerncTprpoBaThCs B XypHane.

® registerall — BKAOUYEHME/OTKIHOUEHWE pernctpaunmmn Bcex nakeTos, MNpoxoaalmnx yepes AaHHbIPI
MHTep¢e|7|c. Moxcet NPUHNUMAaTb 3Ha4YeHne on UNN of £, 3HAYEHNE NO YMOAYAHUNKD — of f. Ecam
napameTp registerall YCTAHOBAEH B 3HaUY€HNE of £, TO PETUCTPUPYHOTCA TOJbKO 6J'IOKI/1pOBaHHbIe
NMakeTbl, a TakXXe cobbITVA 06 N3MEHEHWUM ajpecoB CeTeEBbIX Y310B.

® registerbroadcast — BKNOUYEHNE/OTKIOUEHME perncTtpaynmn WwmpokoBeLwaTe/ibHbIX NakeToB.
MoxceT NPUHNUMATb 3HaYeHWe on UIN off, 3HAaYEHNE MO YMOAYAHUNIO — of f.

® registertcpserverport — BKAHOUEHWNE/OTKIOUEHNE perucTpaumnm nopta KnmeHTa npu
coeanHeHnn TCP. MoxeT NpuHMMaTb 3HaYeHMe on UAU of £, 3HAYEHWE MO YMONYAHNIO — of f.

Kak npaBunaO, NOPT KANEHTa MNMpwn TCP-COEAI/IHGHI/II/I BblaenAaeTca AMHaMun4yeckn n HMKaKOW NoJIe3HOM
I/IHCbOpMaLI,I/II/I He HeceT. Ecam ¢ kakoro-1mbo ceteBoro pecypca Npon3BoOAATCA NONbITKXA NOACOEANHUTBCA
K KaKOMy-J'II/I6O NOPTY Ha KOMMNbLOTEPE, a coegqunHEHNE NO KaKMM-TO NpUYnHam He 6y,u,eT YCTaHOB/EHO, TO
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npw cneaytoLeli NonbITKe YCTaHOBUTbL COEAMHEHME C TOTO Xe pecypca byAeT UCnonb3oBaTbCs ApYyrom
HomMep nopTa. [Mpn NCNoAb30BaHMN CKaHEPOB NOPTOB MW KakMX-AMBO ceTeBbIX aTak YMCIO TakmMx
MOMbITOK MOXET AOCTUraTb HECKOJIbKUX COTEH B CEKYHAY. [TOCKONbKY KAMEHT UCMO/b3YEeT KaXblli pa3
pa3Hble MOpPThbl, TO TakMe NakeTbl He CUMTAOTCA OAMHAKOBbBIMU W ANSA KaXA0ro U3 HUX CO34aeTcsA CBOS
3anuncb B XXypHaJe, UTO 3aCOpPSET ero 1 3aTpyAHsET nocaeaytowmii aHanams. Mpu yctaHoBKe nNapameTpa
registertcpserverport B 3HaYeHWe of f NOPT kaneHTa npu TCP-coeanHeHNN He perncTpupyeTca n He
YUNTbIBAETCA, YTO NO3BO/IAET 06beANHUTL COBBITUA O NOMbITKAX MPUCOEAMHUTLCA K KAKOMY-1M60 nopTy
Ha KOMMbIOTEepe C OnpeseneHHOro agpeca B OAHy 3anucb. 3TO YacTo HbiBaeT ya06HO.
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HacTporka pexrMoB paboThl Yepes
MEXCETEBOM 3KPaH

Ecnm ViPNet Coordinator Linux paboTaeT BO BHyTpeHHeN CeTu ¢ YacTHbiMK IP-agpecamu v Ha rpaHunue
3TOWN CeTU YCTaHOBJIEH MEXCETEBOM 3KPaH WAKN Apyroe YCTPOMCTBO, OCYLLEeCTBAAIOLWEE TPAHCAALMIO
aspecoB (cM. «TpaHanayms cetesbix agpecoB (NAT)» Ha cTp. 211), TO A8 HOpManbHOW paboThbl €
APYTUMW y31aMK, HAXOAALLMMUCA BO BHELLHEW CETU WU CTOSALLMMM 33 APYTMMU MeXCETEBbIMMU
3KpaHamMu, HEOHXOANMO HaCTPOUTL OAMH U3 PEXMMOB PaboTbl Yepe3 MEXCETEBOWN IKPaH.

Mpwu HacTpolike pexunma ciesyet NOMHUTb, UTO Mepes peAakTupoBaHvem daina KoHGurypauum
iplir.conf HEOBXOAMMO OCTAHOBUTL YMPABAAIOLLMIA JEMOH, @ MOC/IE OKOHYaHWA pejakTMpOBaHMs
BHOBb 3aMyCTWTb €ro, YTobbl BCE U3MEHEHWs BCTYMUAN B CUITY.

Hactporika pexmma «bes 1Cnob30BaHNA
MEXCETEBOIO 3KPaHa»

Mpu BoIBOpe faHHOTO pexuma 3ajanTe B Gaine iplir.conf Ciegytowme napaMmeTpsbl:

1 B cekummn [id] A8 COBCTBEHHOrO y3/a yCTaHOBUTE NapaMeTp usefirewall B 3HAYeHMe of £, TO
€CTb OTK/NHOUNTE UCMOb30BaHME BHELLHErO MEXCETEBOMO 3KpaHa.

2 B cekunmn [dynamic] YCTaHOBUTE MapaMETP dynamic proxy B 3HaY€HUE off.

3 ,U,J'IFI BCEX NCMONb3YEMbIX CETEBbIX MHTepq)eVICOB B CeKUMAX [adapter] YCTaHOBUTE NapaMeTp type B
3HaYyeHune internal.

BHuMaHue! B npesblaylumx Bepcusix napametp usefirewall nMen gpyroe
Ha3HaueHve, NO3TOMY Npwv Bo3BpaTe K bosee paHHUM Bepcusx HEOHXOAMMO CHOBa
HaCTpPOWTb NapamMeTpbl COBCTBEHHOTO Yy3/1a, PYKOBOACTBYSCh AOKYMEHTaLMen K
yCTaHaBAMBaeMOW Bepcumn. B mpoTMBHOM caydae byaeT HapylleHa aoruka pabotsl MO
ViPNet Coordinator Linux.

>

Hactponka pexnma «KoopanHaTop»

Ecav Ha rpaHuWLe 10KanbHOM CETU YCTaHOBAEH KOOPANHATOP, TO Y3/bl, UMEoLLME C HUM CBA3b, MOTYT
BbIGpaTh 3TOT KOOPAMHATOP B KaUECTBE Y313, YUepe3 KOTOPbIN U OT MMeHM KOTOPOro byaeT
OCYLLEeCTBAATLCA OOMeH MHPOPMaLMEN MeXAY Y31aMu, HaXOAALLMMUCSA B Pa3HbIX CETSX.

Mpwv paboTe y310B Yepes KOOPANHATOP MapLUPYTU3MPYeTCcA TPadUK ClesyroLWmX Y310B:

®  y3/10B, KOTOPbIE HaxoAATCA CO CTOPOHbI APYrMX CETEBbIX MHTEPPENCOB KOOPANHATOPA;
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® Y3JI0B, KOTOpPbIE HE pa60Ta+0T yepes 3TOT KoopauHaTtop;

® Y3JI0B, KOTOPbIE HEAOCTYMHbI MO WMNPOKOBeLaTe/bHbIM NakeTam.

Tpaduk faHHbIX Y310B aBTOMATMYECKN MapLLPYTU3NPYETCA Ha agpec KoopamnHaTopa (Mpov3BOANTCA
noameHa IP- 1 MAC-agpeca), KOTOpbIN, BbINOJHWB NOAMEHY aAPECOB, HarnpaBAseT NakeTbl Jajblue OT
CBOEro MMeHW. AHasIoTMUYHbIM 06pa3oM Tpaduk cneayet B 06paTHYO CTOPOHY.

ABTOMaTMyYeCcKas MapLpyTn3aumsa 3awmndpoBaHHbIX NaKeToB Ha COBCTBEHHbIM KOOPANHATOP NO3BOASET
He yCTaHaBAMBaTb Ha HEro LUJ/K3 MO YMOJYaHWIO. OTO NO3BOAAET NPU HEOHXOAMMOCTU
MapLUpPyTU3NPOBaTb OTKPbITbIe MaKeTbl Ha APYrue WAto3bl U He AenaTb AOMNOAHUTENbHBIX HACTPOEK Ha
koMnbroTepe nocse yctaHoBkm MO ViPNet.

MprmeyaHune. ABTomaTtnyeckas nogMeHa MAC-agpeca Npov3BOANTCA TOBKO Mpu
ncnosb3oBaHMK Natya agpa (cM. «/icnonb3oBaHWe natya agpa» Ha cTp. 23). B ciyyae
ncnonb3oBaHus TexHonorm NETFILTER (cm. «/icnonb3oBaHume TexHonornm NETFILTER»

Ha cTp. 25) aBTOMaTnyeckas nogmeHa MAC-agpecoB HEBO3MOXHA, MO3TOMY
HeobXxo4MMO MCNOb30BaTh LWAKO3 MO YMOAYAHWUIO, B KaYeCcTBe KOTOPOro MOXeT
MCNo/Ib30BaTbCA Kak camM KOOPAMHATOP, Tak 1 Ntobol Apyroi MapLupyTusaTop B
JAHHOW ceTu, KOTOpbIV ByaeT nepeHanpaBaATb NakeTbl HA KOOPAMHATOP.

Ecan ana pabotbl uepes KOOpAMHATOP HacTpamBaeTcs y3en 6ONbLIOW NOKaNbHOW CeTY, pa3feNeHHOoN Ha
CerMeHTbl Pa3IMYHOro PoAa MapLLPYTU3aTOpPaMmn N KOMMyTaTopaMu, Ha KOTOPbIX, Kak MPaBwo, B LIEAAX
6e30MacHOCTM HaCTpanBaroTCa AONYCTUMbIE A/1A MPOMNYycKa agpeca v NPOTOKO/bI, TO B 3TOM Clyyae
3alaya afMMHNCTPaTOPa 3HaUYNTEIbHO YMPOLLLAETCs, MOCKOAbKY He NoTpebyeTcs HacTpolika MHOXECTBA
AONYCTUMBIX BHELLIHWX aZpecoB 1 MPOTOKOOB. B 3o cutyaumm byaet umpkynmposatb Tonbko UDP-
TpadurK C BHYTPEHHVMM agpecaMn CBOEro CerMeHTa U BHYTPEHHMM aJpecom KOopauHaTopa.

Y3en moxert yCTaHaB/NBaTbCA 3a KOOPAWMHATOP, TO/IbKO €Cn OANH U3 CETEBDbIX VIHTequel‘/‘ICOB 3TOro
KoopAuHatopa AOCTyneH JaHHOMY Y34y MO peaibHOMY ajpecy (To ecTb MeXAy HUMU HET HUKaKUx
MeXCeTEBbIX 3KpaHOB).

B kauectBe KOopAaunHaTopa, BbINOJHAKOLWEro q)yHKLI,I/II/I NPOKCn-cepBepa, MOXHO Bbl6paTb noboi n3
KOOpPAUHATOPOB, AOCTYMHbIX AaHHOMY Yy31Yy.

[Ans HacTpoWiky paboThl y3/1a Uepes KoopaMHaTOp 3ajaiiTe B daiine iplir.conf Ciefytolime napameTpsbl:

1 B cekyuu [id], oNWcCbIBaOLWEN KOOPANHATOP, BbIOpaHHLIN B KaYeCTBE MPOKCM-CEPBEPA, 3ajaiTe B
napametpe ip N060I U3 ero peanbHbix IP-agpecoB, AOCTYNHBIX JaHHOMY Y3y, €CM OH eLue He
3a/jaH; B 3TOM Xe ceKkLMK 3aaiiTe 3HaUeHVe NapamMeTpa port, TO €CTb NOpPTa Ha3HaYeHWs, Ha
KOTOpPbIV ByaAyT NoCbiNaTbCA NakeTbl 415 JaHHOFO KOOpAUHaTopa.

2 B cekumun [adapter], COOTBETCTBYHOLLEN CETEBOMY MHTEPdENCY, CO CTOPOHBI KOTOPOTO HaXOANTCA
BbIOPaHHbIA KOOPAMHATOP, YCTAHOBUTE MapaMeTp type B 3HaYEHMe external.

3 B cobctBeHHOM cekummM [1d] yCTaHOBUTE NapamMeTp usefirewall B 3HAUYEHME on; B 3TOM e CEKLMM
yCTaHOBMWTE NapameTp proxyid paBHbIM 3HaUYeHWUIO id BbIOpaHHOro KoopAMHaTopa.

4 B cekumu [dynamic] yCTaHOBUTE MapameTp dynamic_proxy B 3HAUEHMWE off.

Mocne coegnHeHMsA C KOOPAMHATOPOM W MPW ero NpaBUIbHOW HaCTPOMKe B ceKUUN [id] ans
BblOpaHHOro KoopamHaTopa byayT yCTaHOB/IEHbl 3HaYeHWA NapaMeTpoB firewallip, port W proxyid.
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Kpome Toro, MoryT UsMeHUTbCsl 3HaYeHWs NapaMeTpoB firewallip M port B CEKUMM [id] Ans
COBCTBEHHOTO y3/1a — OHW JOJ/IXXHbI COOTBETCTBOBATH NapaMeTpam BbIGpPaHHOIO KOOPAMHATOpa.

Hactporika pexumma «Co cTaTmyeckomn
TPaHCAAUMEN aipeCcOB»

Ecnv B nokanbHOW CeTU YCTaHOB/IEH MEXCETEBOW 3KpaH, BbinoaHaowmin NAT, Ha KOTOPOM MOXHO
HacTpouTb cTaTnyeckune npasuia NAT, obecneuymBatoLme B3aMMOAENCTBME C ONpPeseNeHHbIM
BHYTPEHHUM agpecom ceTh no npoTtokoay UDP ¢ 3agaHHbIM NOPTOM, M €CTb HEOBXOANMOCTb BO
B3aMMOZENCTBUN C APYTUMU Y31aMW, HAaXOAALLMMUCSA BO BHELLHEN OTHOCUTE/IbHO MEXCeTeBOro 3KpaHa
CETW, TO Ha y3/1€ HY>KHO HAaCTPOUTb PEXMNM PaboTbl CO CTaTUYECKON TpaHCAALMEN afpecoB.

B aTom cayuae IP-agpec y3na 1 nopT AocCTyna K HeMy A0JKHbI BbITb XXECTKO 3ajaHbl Ha MEXCETEBOM
akpaHe. Kpome TOro, Ha y3/1e HeO6X0ANMMO HaCTPOUTbL MapLLpPYTMU3aLMIO Ha BHELLHUA MEXCETEBOM 3KpaH
(LLAHO3 MO YMOMYAHUWIO UM MAPLUPYThI AN YAANEHHbIX NOACETEN).

Ha mexceteBom akpaHe (i NAT-yCcTpOMCTBE) AOKHBI ObITh 3ajaHbl CleaytoLLe cTaTuUeckne npasmia
NAT:

e [IponyckaTb ncxogsawme UDP-nakeTbl ¢ IP-agpecom 1 nopTom AaHHOrO y3/a (source-nopT) Ha
Ntobol BHELWHWI agpec 1 NopT (C NOAMEHOW ajpeca UCTOYHMKA Ha BHelwHWUA agpec NAT-
yCTpOICTBA).

e [lponyckatb 1 NepeHanpaBasTb Bxoaawme UDP-nakeTbl ¢ MOpTOM gaHHOrO y3na (destination-noprt)
Ha IP-agpec gaHHoro y3na.

[ns HacTpowkn paboTbl y3na Yepes MexceTeBOM 3kpaH co ctatndeckmm NAT 3aganTe B daiine
iplir.conf Ciegyrolime NapameTpsbi:

1 B cobctBEHHOM cekuunn [id] yCTaHOBWUTE NapaMeTp usefirewall B 3Ha4YeHUe on.
2 B cekummn [dynamic] YCTaHOBUTE MapaMETP dynamic proxy B 3HaY€HUE off.
3 B cobcTBeHHOW cekumm [id] YCTaHOBWUTE NapaMeTp proxyid B 3HaUeHue 0.

4 [pwn HeoHXO[MMOCTN N3MEHUTE 3HaYeHMe napameTpa port (MO ymMondaHuto — 55777). 1ot
napameTp onpezenser HOMep NopTa, C KOToporo npeobpazosaHHble B UDP-dbopmat nakeTbl yxoaat
C f@aHHOTO Yy3Aa (Source-nopT) U Ha KOTOPbIV TakMe NakeTbl MPUXOASAT Ha AaHHbIN y3en (destination-
nopT). VI3MeHsATb HOMepP NMopTa HY>KHO B TOM C/1y4ae, eC/IM BHYTPU JIOKaNbHON CeTU Yepes OAnH
mexceTeBon akpaH (Mam NAT-ycTpoicTBo) paboTaet Heckonbko y3noB ¢ MO ViPNet. Y Bcex Takmx
y3/10B HOMepa NOPTOB A0J/XKHbI ObITb pa3HbIMMU.

5 B cobcTBEHHOM cekummM [id] yCTaHOBUTE NapameTp fixfirewall B 3HaUYEHMeE:

o on — eC/AW Ha BHelHeM MmexceTeBOM 3kpaHe ¢ NAT eCcTb BO3MOXHOCTb HaCTPOUTb CTaTnyeckme
npasuia TONbKO ANS BXOAALLMX MAKETOB, MPesHa3HaueHHbIX JaHHOMY Y3y, TO eCTb 0becrneunTb
NPOMycK NakeToB, MMELLMX 3aJaHHbIN aZpec 1 NOPT Ha3HaYeHWs, a TakKe UxX
nepeHanpas/ieHne Ha agpec AaHHOro y3ia. B atom cnyuae IP-agpec gaHHOro y3na v nopt
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A0CTyNa K HEMY AOJIXKHbI ObITb XXECTKO 3ajaHbl Ha MEXCeTEBOM 3KpaHe, N UX HeO6XOAI/IMO
nponucaTb B MapamMeTpax firewallip U port B cobcTBEHHOM cekyun [id].

o off — eC/n BHELWHWN agpec mexceTeBoro akpaHa ¢ NAT B npouecce paboTbl MOXET MEHATLCH.
B 3ToM cnyuae Ha apyrux y3nax IP-agpec goctyna Kk gaHHOMY y3ay ByaeT perncTtpmpoBaThCs no
BHELLHVMM MapameTpam naketa. [NapameTp firewallip B JaHHOM pexXume onpeaenseTcs
aBTOMaTMYeCckn No MHGOPMaLMK, MONYUEHHOW OT Y3/10B, HAXOAALLMXCA BO BHELLHEN CeTH,
No3TOMY peAakTMpPOBaTb €ro BPyUHyHO He cieayerT.

6 Ecam napametpy fixfirewall 6bII10 33aHO 3HaYEHME on, TO B CEKLMUN [adapter],
COOTBETCTBYHOLLEN CETEBOMY MHTEPdENCY, CO CTOPOHbI KOTOPOrO HaXOAMTCS BHELLUHUA MEXCETEBOM
3KpaH, yCTaHOBWUTE NapaMeTp type B 3Ha4YeHUE external.

NHbopmauwms 06 IP-agpece MexXceTeBOro 3kpaHa 1 NopTe J0CTyna coobLLaeTcs NporpamMMoii Bcem
OCTa/IbHbIM Y3/1aM, C KOTOPbLIMY CBSAI3aH AaHHbIN y3en.

Hactporika pexmma «C aAnHaMmyeckom
TpaHCAAUMEN aapeCcOB»

Ecav B nokanbHOM ceT NOAKAIOUEHME NPOUCXOAUT Yepe3 HEKOTOPOe YCTPOWCTBO, BbIMOJHAOLLee
TpaHcaauuto agpecos (NAT), Ha KOTOPOM 3aTPYAHUTENbHO HACTPOUTL CTaTUYeckne npasuaa TPaHCAALUN,
N ecTb HeOHXOANMMOCTb BO B3aUMOAENCTBUM C APYTMMU Y3/1aMK, HAXOAALLMMUCS BO BHELLHEN
OTHOCWTEJIbHO 3TOrO YCTPOWMCTBA CETU, TO Ha y3/1e HY>XXHO HaCcTPOUTb PEXUM PaboTbl C AMHAMUYECKOM
TpaHIAUNEN afpecos.

Pe>xxnm paboTbl € MCNOAb30BaHMEM TaKOro TMa MEeXCeTeBOro akpaHa Hanbosee yHMBepcaneH n Moxet
MCNoNb30BaThCA NPaKTUYeckn BO BCex cayyvasx. OfHaKo OCHOBHOe ero HasHayeHne — obecneunTs
HaZle>XXHoe JByCTOPOHHee coefMHeHMe C y3namu, paboTtatowmmm yepes NAT-yCTpoIicTBa, Ha KOTOPbIX
HacTpoWKa cTaTUYeCcKmnx NpaBua TPaHCAALMM 3aTPYAHEHA UM HEBO3MOXHA. Takas cuTyaLms TMNMYHa ans
npoctbix NAT-yCTPOMCTB C MMHUMYMOM HacTpoek, HanpumMep DSL-moaemoB, 6ecnpoBOAHbIX YCTPOWCTB,
W B APYrux Ciyyasx. 3aTpyAHUTENBHO Tak>Ke NPOm3BecTU HacTpoikmn Ha NAT-ycTpoiicTBax,
YCTaHOBJIEHHbIX Y NpoBangepa (B AoMaluHux ceTax, GPRS v gpyrux cetsx, rae nposangep npegocraBaser
YacTHbIn IP-agpec).

[anee kpaTko onucbiBaeTCA TexHoOAOrMA nponycka Tpaduka Takummn NAT-ycTporictBamu. Bce NAT-
ycTporictBa obecneumBatoT nponyck UDP-Tpaduka B pexxmme aBTOMaTM4YeCKOro Co34aHnsa Tak
Ha3blBaeMbIX AuHammyeckunx npasun NAT, korga nponyckarotca ntobble ncxoasLume nakeTbl C NOAMEHOWN
agpeca n nopta, PUKCUPYHOTCA NX MapaMeTpPbl, N Ha OCHOBAHUW 3TUX MapaMeTPOB CO34at0TCA
AVHaMM4yeckme npasuaa Nponycka Ana Bxogaiero Tpadvka. B teyeHne onpeseneHHOro npomexyTka
BpemeHu (TariM-ayTa) NpOonycKatoTCa BXOAALLME NaKeTbl, NapaMeTpbl KOTOPbIX COOTBETCTBYHOT CO34aHHbIM
npasunam. o ncTeyeHn Tanm-ayTa NOC/IE NPOXOXKAEHUSA NOCAEAHENO NCXOAALLErO NakeTa
COOTBETCTBYHOLLME AMHAMUYECKME NPaBWaa YAANAOTCA, U BXOAALLME NaKeTbl HAUYMHaOT 610KMpPOBaTbCA.
To eCcTb MHMLMATUBHOE COeAMHEHUNE U3BHE C yY3namu, paboTarowmmm yepes Takme NAT-ycTpoincTBa,
HEeBO3MOXHO, ec/n He ByeT COOTBETCTBYHOLLErO NCXOAALLEero Tpaduka.
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Ana obecneyeHns BO3MOXHOCTU ABYCTOPOHHEM paboThbl Ha y3/1e, MOAKIOYEHHOM K BHELUHEN CeTU yepes
NAT-ycTpONCTBO, 1 BCEX €r0 KANEHTOB (eC/In y3en ABASETCA KOOPANHATOPOM) Ha y3/e ycTaHaBAUBaETCA
pexxum paboTbl Yepes MeXXCeTEBOW 3KpaH C AMHaMUYEeCKon TpaHcaaumel agpecos. OfgHOBpPEMEHHO
[OJIKEH NPUCYTCTBOBATL NOCTOAHHO JOCTYMHbINA KOOPANHATOP, HaXOAALLMACA BO BHELLHEN CeTU (CM.
PUCYHOK HUXKe). HazoBeM ero KoopAnHaTOpOM BXOAALLMX COEANHEHN (3aAaeTca napaMeTpom
forward id B CeKUMW [dynamic]). ¥Y3en B pexxmmMe paboTbl Yepes MeXCeTeBOWN 3KPaH C AMHAMUNYECKNM
NAT nocne noAKIHOUEHUS K CETU MPOU3BOAUT C 3aAaHHbIM MEPMOAOM (MO ymonuyaHuio — 25 cekyHa)
otnpasky UDP-nakeToB Ha CBOM KOOPAMHATOP BXOAALLMX COeANHEHWI. [leprog OTRpaBKM 3TUX NaKeToOB
(3agaetca NnapaMeTpoM timeout B CEKUMM [dynamic]) He JOKEH HAMHOTO NpeBbIWaTh TakM-ayT
COXpaHHOCTK AMHamuyeckoro npaeuna Ha NAT-ycTpoiicTee. s pa3Hbix NAT-yCcTpoONCcTB MOXeT BbITh
YCTaHOBJIEH Pa3HbIl TallM-ayT, 06bI4YHO He MeHee 30 cekyHA. 3TO MO3BOASET IIOOOMY BHELLUHEMY Y31y B
Nroboi MOMEHT NMPUCNaTh Ha AaHHBIN y3eN Yepes ero KOOPANHaTOP BXOAALLMX COeANHEHWI NaKeT
nroboro Tmna. Nexoasime nakeTsl B paccMaTprBaeMoM pPexKMMe y3en BCerfa oTnpaBaseT Hanpamyto
aZpecaty, MMHya CBOI KOOPAUHATOP BXOAALLMX cOeanHeHWI. [ocne nepBoro noayyYeHHOro B oTeeT
nakeTa BHeLLHWI y3eN aBTOMaTUYeCcKy HauMHaeT nepejasaTb BeCb TpaduK HanpsaMyro JaHHOMY Y3y,
paboTatoemy yepes yctpoincteo ¢ NAT. Takas TexHonorns obecrieumBaeT NOCTOSHHYHO AOCTYMHOCTb
y3na, pabotatoutero yepes NAT-ycTpoincTo (Tak kak Ha NAT-ycTponcTBe He yAansoTca guHaMmueckme
npaswia), 1 O4HOBPEMEHHO CYLLECTBEHHO YBENUYMBAET CKOPOCTb ObMeHa MeXay y3namu.

BHeWHAA ceTk
- - - = o -
_____ — ¥ o iof " alpt®
= — = e 0 L= e Coordinator
= Yerpohoreo o T V |
ViPNet ArHamuyeckum MNAT IRpp "2

Coordinator 1 U'J'T !"'h-'l"
——
ViPMet
Client
PucyHok 1. OpeaHusayus mpaguka y3na, pabomarowjezo Yepe3 ycmpoticmao ¢ duHamuydeckum NAT

Ecnn Bce Xxe ecTb np06ne|v|b| CO CBA3bHO B peXnMe MexceTeBoro 3kpaHa ¢ gAHaMmn4yecknm NAT, To
CyLlecTByeT BO3SMOXHOCTb BKAHOYNTb ONL MO (napameTp always use server B CEKUMU [dynamic] )
KOTOpaa No3BOAAET HaMNpaB/ATb ntobon Tpaq)I/IK C BHELWWHMMU y31aMUN YePE3 KOOPAMHATOP. Ecam
BKAHOYUTb 3Ty ONUMUIO, TO BCE COEANHEHNA C APYTUMW y31aMU 6yAyT NPONCXoANTb TOJIbKO 4Yepe3
Bbl6paHHbII‘/JI KOOpAMHATOP ANA OpraHu3aunn BXogaAawmx COG,D,I/IHeHI/Il‘/‘I, TO €CTb TEXHON0INA, ONnCaHHaA
BbllLle, NCMOJIb30BaTbCA HE 6y,qu. B atom pexunmMme ns-3a yaJmMHeHna MapLlipyTta NpoxoX4eHNAa NakeToB
BO3MOXHO CHUXEHUE CKOPOCTU obmeHa.

Ana Hactpowikm paboTel ViPNet Coordinator Linux B gaHHOM pexuvMe 3agaliTe B daline iplir.conf
cnepyrolme napameTpsi:

1 B cobcTBeHHOW cekummM [id] YCTaHOBWTE NapaMeTp usefirewall B 3HaYEHUE on.

2 B cobcTBeHHOW ceklmm [id] yCTaHOBUTE MapaMeTp port B 3HaueHWe U3 gnanasoHa 1-65535
(0bbluHO 55777), ecnn OH elle He 3ajaH.

3 B cekuynmn [dynamic] ycTaHOBWUTE NnapameTp dynamic proxy B 3HaY€HWE on.
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4 B cekumu [dynamic] yCTaHOBWUTE NapaMeTp forward id PaBHbIM 3HAYEHUWIO id BHELUHEro
KoopAMHaTopa As OpraHn3aLmmn BXOAALLMX COeAVHEHNN. [laHHbIV NapaMeTp 3a4aeTcs BPYUHYH, HO
He MOXET NPVHMMaTb HyJIeBOE 3HaYeHMe.

MpumeuaHue. BoibpaHHbIN KOOPANHATOP JOMKEH UMETb XOTA Obl OAUH agpec JOCTyra,
MHaye BK/IOYEHMEe paccMaTp1BaeMoro pexviMa byaet HeBO3MOXKHO.

5 |-|pl/| HeobX0AMMOCTU U3MEHUTE 3HAYEHUS rnapameTpoB timeout W always use server B CEKUUU

[dynamic].

MapameTpbl firewallip W port B CEKUMM [dynamic] B JAHHOM PEXMME ONpPeAenstoTcs aBToMaTMyeckm
no MHGopMaL MK, NMOAYYEHHOW OT Y3/10B, HAXOAALLMXCA BO BHELLHEN CETU, MO3TOMY He ceayet
pesakTMpPOBaTh 3TU NapaMeTpPbl BPYUHYHO.

MpuMeuaHue. Ha KoopamHaTope BXOAALLMX COEANHEHWNI Y3N1a, HACTPOEHHOTO A5 paboThl B
pexxvme C AMHaMUYeCKOW TpaHCAsALMen agpecoB, B ceKuumn [1d] 3TOro y3na napameTpy

proxyid 6yAeT NpUCBOEHO 3HaveHne OxFEFFFFFE. Ha BCeX OCTasbHbIX KOOPAMHATOPaX B
cekumn [id] 3TOro y3na B NnapameTp proxyid byaet 3anuncaH ViPNet-naeHtndukatop ero
KOOPANHATOPa BXOAALLUX COEANHEHWIA.
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HacTporka KoopanHaTtopa,
BbIMOJIHAROLLErO QYHKLUMM CepBepa
OTKPbITOrO VHTEpHETA

Ans opraHusaumm goctyna K VIHTepHETY C BbICOKMM YPOBHEM 3aLuUTbl PEKOMEHAYETCA MCMNOoJ/b30BaTh
TexHonornto «OTKpbITbIN VIHTepHET». [laHHaa TeXHONIOrMA NO3BOAAET NPON3BECTU OTKJOYUEHME
KOMMbtOTepa COTPYAHWKa OT KOPNOpaTMBHOM CETU U NpefoCcTaBaseT eMy He3onacHbIV 4OCTyn K
pecypcam cetn VIHTepHeT.

Peanuzaums texHonormm «OTKpbITbIV VIHTEPHET» COCTOMT B C/leytoLLeM: B CETU BblgenseTcs
BMPTYaNbHbIN M30JNPOBAHHbIV CErMEHT, KOTOPbIV ByAeT CBA3aH Kak C KOOPANHATOPOM C GyHKLMeN
«OTKpbITbIA VIHTEPHET», TakK 1 C APYrMMU y31aMu okanbHoM ceTu. floctyn B VIHTepHeT peryavnpyert
NPOKCKU-cepBep NPUKAAAHOrO YPOBHA TWNa Squid, KOTOPBIA MOXET HaxoANTbCA Ha CEPBEPE OTKPLITOrO
WNHTepHeTa Uan Ha TYHHeMpPyeMOM MM KOMMbOTEpE.

BHumaHme! na obecneyeHns 6e30NacHOCTU BalLEN CETU HE PEKOMEHAYETCS
pa3MeLlaTb NPOKCU-CepBeP Ha OAHOM KOMMbIOTEPE C CEPBEPOM OTKPLITOTO

WHTepHeTa. bonee 6esonacHowm sBAseTC KOHOUIypaLms, B KOTOPO NPOKCK-CEpBEP

pacrnonoXeH Ha OTKPbITOM y3/1e U TYHHeAnpyeTcsa AaHHbIM KOOPANHATOPOM.

e
Yanu, ve umeowmne caan  Yanol, CBRIaHHbIE C
¢ KoopanHatopom OU | koopaumatopom OU

Ceppep MNpokcu-cepeep
OTKPBITOrO
WHrepHera

OTkpuiTein Tpadgux

Iawmuerstnin Tpapnk

X J

PucyHok 2. TexHonozus «Omkpeimelli IHmepHem» ¢ 8bl0e/1eHHbIM NPOKCU-cepeepom
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Knnentol ViPNet, cBA3aHHble C cepBepOM OTKPbITOro VIHTepHeTa, MoryT paboTtaTb TONbKO B OAHOM 13
ABYX PEXUMOB:

e Pab6oTta B MHTepHeTe. B 3TOM pexxvMe 3ab10KMPOBaHbl COEAVMHEHNS CO BCEMMW 3aLLMLLEHHBIMU
y3/7aMu, KpOMe KOOPAMHATOPA, BbIMOJHAOLLErO POJib CepBepa OTKPbITOro MHTepHeTa.

KoHdurypauua «OTKpbITbIA MHTEpHET

. ™
¥anbl, HE UMEDWWE CBA3K ¥anbl, CBAZaHHDIE C

€ koopguHaTopom OKM - KoopguHaTopom O

Cepeep OTKPbLITOro

I
L WuTepheTa,
SO .  npokcu-cepeep
]_._:' OmephiTeii Tpadk
o JawpweHHER Tpadwk

b

PucyHok 3. Cxema pabomel 8 pexxume «Omkpsimelili ViIHmepHem»

e PaboTa c y3namu 3alWmLLEeHHOW ceTh. B 3ToM pexnme coeamHeHMs C CepBEPOM OTKPbITOro
NHTepHeTa 3abnokmpoBaHbl, 4OCTYN B VIHTEPHET HEBO3MOXKEH.

OcHoBHaA KOHGUIypauma
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-.»‘
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PucyHok 4. Cxema pabomei ¢ pecypcamu 10KabHoU cemu
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Mcnonb3oBaHWe TEXHONOTN «OTKprTbIVI MHTepHeT» MO3BOJIAET peLlnTb CPpa3y HECKOJIbKO 3ajau:

e npejocTaBieHVE COTPYAHUKAM 6€30MacHOro 1 y4o6Horo Aoctyna B ceTb VIHTEpHET ¢ pabounx mMect
6e3 AOMOHUTENbHbIX TPYA03aTpar,

® OTCyTCTBME 3aTpaT Ha Co3jaHne 1 O6Cl]y)KI/IBaHI/Ie CﬂeLl,I/IaJ'IbHOI7I Bbl,ﬂ,eﬂeHHOI?l ceTn, nocpeacTtsom
KOTOpOI;I COTPYAHMKU yupexXaeHnAa noay4yarotT 4OCTyNn B CETb MHTepHET.

[Ana HacTpoWikM KOOpAMHATOPa, BbINOHAOWEro GyHKUUN cepBepa OTKpbITOro NHTepHeTa, He0H6X0ANMO:

e  YCTaHOBWTb Ha KOOPAMHATOP NPOKCU-CepBep NPUKAAZHOrO YPOBHA Tnna Squid.

MpumeyaHwue. MNpokcy-cepBep MOXET BbiTb YCTaHOB/EH Ha APYroi KOMMbHOTEP,
TYHHENNPYEMBIN AaHHBIM KOOPAMHATOPOM U PACMOIOXKEHHBIV 3@ OTAE/bHbIM
NHTEpdENCOM KOOpANHaTOPa B AEMUINTAPU30BAHHON 30He.

e [lpoun3BecTV onncaHHbIe HUXE HAaCTPOMKM.

NS HaCTPOWKM KOOPAMHATOPA, UCMOJIb3YEMOTro B KauecTBe cepBepa OTKpbIToro VIHTepHeTa, B ciyvae
YCTaHOBKM MPOKCU-CEPBEPA Ha OTAE/IbHOM KOMMbIOTEPE BbIMOAHUTE Cleaytolmne 4eiNCTBIA B
KOMaHAHOM MHTepnpeTaTope:

1 /[lo6aBbTe Ha KOOPAMHATOPE MPABWIO TPAHCAALMK ajpeca NPOKCU-CepBepa B aApec BHELLHErO
MHTepdelica koopanHaTopa:

firewall nat add src <IP-ampec npoxcm-cepeepa> dst @any change src <IP-azmpec
BHeWHeT o MuHTepdelca KoopAMHaTOpa>

2 [lob6aBbTe TPaH3UTHbIN GUALTP OTKPLITON CETH, pa3peLUlatoLLMin CoenHEHNs NPOKCU-cepBepa C
ntobbimn IP-agpecamu:

firewall forward add src <IP-ampec npokcmu-cepBepa> dst (@any pass

3 JobaBbTe sIoKaNbHbIA GUIBLTP OTKPLITOM CETU, 3amnpeLLaroLmii COeANHEHNS CO CTOPOHBI
BHYTPEHHEro CErMeHTa I0KaJIbHOW CETU:

firewall local add src interface eth0O dst @any drop

4 [ob6aBbTe GUILTP TYHHENNPYEMBIX Y3/I0B, Pa3peLLatoLnii COeANHEHNS KIVEHTOB C NMPOKCH -
cepBepoM:

firewall tunnel add src <mmanaz3oH IP-azmpecoB kJIMeHTOB> dst <IP-ampec Hnpoxcu-
cepeBepa> pass

BHumaHme! Heobxoammo obpaTtTb BHMMaHWe Ha HaCTPOWKY MapLupyTU3aLmmn Ha
KoopAanHaTope. PekoMeHAYyeTCA B Ka4ecTBe LLUJIK03a MO YMONYaHMIO YKa3bliBaTb LUJHO3,
/ﬁ\ KOTOpPbIV COOBLMT Baw nposaigep ycayr VIHTepHeTa. B ciyyae ecam noTtpebyertcs
© obecneunTb MapLLpPyTU3aLMIO MeX/y CerMeHTaMM JI0Ka/bHOM CETU, MCNOoNb3yiTe
cTaTUyecKkve MapLIpyThl.
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OCHOBHbIE MPUHLNTBI GUIbTPALMM
TpaduKa

®unbTpaumm nogsepraeTcs Becb Tpaduk, KOTOPLIV NPOXOANT Yepe3 CEeTEBOW y3en:
e  OTKPbITbIV (HewmndpoBaHHbIN) Tpapuk;
®  3alMLLEHHBIN (3aWndpOoBaHHbIN) Tpaduk;

® TyHHenupyewmbin Tpadmk.

Tpaduk

N4 U Ubd W

[—

OTKPBLITHIA - He3aWwudpPoBaAHHLIN 3aWMLeHHbIN - 3aWndPOBaHHbIN

g IJJ ng
s

TyHHenupyembin - WGpPoBaHHbLIN
B npenenax cetk ViPNet

PucyHok 5. Budel IP-mpacpuka

HanbonbLuyto onacHOCTb NpeACTaBAfeT TPAaPUK 13 OTKPLITOW CETH, MOCKObKY B C/lyYae aTaku
[OCTaTOYHO CIOXKHO OBHaPY>KNThb €e MCTOUYHVK U NMPWHATb ONepaTUBHbIE MEPbI MO ee MpPeceyeHuto.

W oTKpbITbIN, 1 3aLMLLEHHBIN TPadUK MOXKET ObiTb JJOKaAbHLIM WU LUMPOKOBeLLaTeNbHbIM. [1og
JOKanbHbIM TPadMKOM NMOHUMAETCSH BXOAALLMI AN NCXOAALWMIA TpadUK KOHKPETHOTO y3/a (TO ecTb Koraa
CEeTeBOW y3en ABAsSETCA OTNpaBuUTeseM Uaun noayyatenem IP-naketos). MNog WnpokoBeLLaTeNbHbIM
TpadMKOM nmeeTca B BUAY nepegadva ysnom IP-naketos, y kotopsbix IP-agpec nan MAC-agpec
Ha3HauyeHWA ABNSETCA LUMPOKOBeLLaTebHbIM aApecom (TO ecTb nepesaya nakeTos BCEM y31aM
onpefeneHHOro cermMeHTa ceTm).

Kpome 3Toro, uepes KoopAMHATOP MOXET NMPOXOAUTb TPaH3UTHbLIN TpaduK. KoopamHaTop He SBASETCA HU
OTNpaBUTENEM, HU MOJyYaTeNeM TPaH3UTHbIX IP-NakeToB, KOTOpbIE CAEAYHOT Uepes KOOPAMHATOP Ha

apyrve y3nbl.
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PucyHok 6. Budel 3auuujeHHo20 U 0mkpbimozo mpaguka

ﬂ'ﬂﬂ TOro YTOObI npaBnAbHO HACTPOUTb CETEBbIE CI)I/I}'IprbI, HeO6XO,D,I/IMO NOHMMAaTb OCHOBHbIE MPUHLNNbI

dunbTpaummn Tpadpuka.

Bce BXogaume n ncxogawme otkpbitble 1 3aleHHble IP-nakeTbl npoxo4AT KOMNAEKCHYH q)manpau,mo

B cne,a,yrou.l,eﬁ nocnepoBaTeNIbHOCTU:

1 T[lpoBepka B COOTBETCTBMM C MpaBUIaMu aHTUCYOUHTa (CM. «AHTUCIYPUHT» Ha cTp. 107).

MprmeyaHue. [laHHas npoBepka NPUMEHAETCA TONLKO NMpu GUabTPaLN OTKPbITOro
Tpaduka, B TOM Uncne Tpadurka Mexay KOOPANHATOPOM U ero TyHHeMpPyeMbIMu

yCTpOMnCcTBamMu.

Ecam IP-naket nmeet agpec NCTOYHKKa, pa3peu.|eHHb||7| npasuniom aHTI/ICI'Iyq)I/IHFa, nakert

nponyckaetcs. B npoTuBHOM ciyyae — 6a0KupyeTcs.

MNpoBepka B COOTBETCTBUM C ceTeBbIMU duabTpamu (cM. «ObLLme cBeaeHNsA O CeTeBbIX GubTpax»

Ha cTp. 81). Ecam IP-nakeT cooTBeTCTBYET NapaMeTpamM OAHOMO M3 HAaCTPOEHHbIX ceTeBbIX GUNLTPOB,

TO OH MponyckaeTca nan 6n0K|/|pyeTc;| B COOTBETCTBUN C 3TUM q)l/lﬂprOM. Ecnn naket He

COOTBETCTBYET HM O4HOMY W3 3a4aHHbIX q)I/I]'IprOB, TO OH 6ﬂOKMpyETCﬂ q)I/U'IprOM no yMOJ4YaHUIO.
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PucyHok 7. [NMNocnedosamensHocmes punempayuu IP-nakemos
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ObLUpe CBeAeHMA O CETEBBIX
GUNbTPax

CeTeBble GUAbTPLI CO34aK0TCA OTAENBHO A/ 3aLUMLLEHHOTO, OTKPBLITOrO (JIOKaNbHOTO U TPAH3UTHOTO) U
TyHHennpyemoro Tpaduka.

C nomoLLbto GUABTPOB A/ OTKPLITON CETU Ha 3alLMLLEHHOM Y3/1e MOXHO pa3peLmnTb Mbo 3anpeTutsb
obmeH IP-nakeTaMu € OTKPbITbIMU y31aMK, TO €CTb C Y3/1aMK, Ha KOTOPbIX He YCTaHOBJIEHO NporpaMmMHoe
obecneveHve ViPNet ¢ dyHkumen wmpposaHua Tpaduka.

MprMeuaHue. K OTKPbITbIM y3/1aM OTHOCATCA Tak>Ke KOMMbIOTEPb! C MPOrpaMMHbIM
obecneuvermem ViPNet CryptoService n ViPNet Registration Point.

C nomMoLbto GUIBTPOB 3aLLULLEHHOWN CETU MOXHO OrpaHnunTb 06MeH IP-TpadrKom ¢ 3almieHHbIMK
y3namu ViPNet, ¢ KOTOPbIMY AaHHBbIV y3e/1 UMeeT CBA3b. PUbTPbI 415 TYHHENMPYEMOTO Tpaduka
onpeaenstoT npasuaa 415 IP-nakeTos, nepegaBaeMbix MeXAY TYHHEMPYEMbIMU y31aMW 1 y31amu CeTH
ViPNet, c KOTOpbIMW AaHHbIV KOOPAUHATOP MMEET CBA3b.

MpumeyaHue. PaboTa ¢ uabTpamu Ans TYHHEMPYEMbIX Y310B BO3MOXHa TONbKO B Cly4yae
HaJIMYNA JIMLLEH3NWN Ha TYHHeAVpPOBaHUe XOTs Bbl OAHOIO y3Ja.

CeTteBble q)I/IﬂprbI AEeNATCA Ha TP KaTeropuu:

o O6#3aTesnbHble GUALTPLI. PUNLTPLI JaHHOW KaTEropun NpeAcTaBAeHbl HECKObKMMU GuabTpamm
OTKPBITON CeTU:

o  ®unbTpbl, 6AOKMPYOLLME OTKPbITbIA BXOAALWMA 1 ncxoaawmin IP-tpaduk no TCP- n UDP-
npoTokoiaM u ciy>xebHbIM nopTtaM. MNepegaya IP-Tpaduka No ykasaHHbIM MPOTOKOAAM U
nopTam paspelleHa Toabko cepsucam ViPNet.

o OuabTpbl, pa3speLlatolme OTKpPbIThIN IP-Tpaduk, KOTOPbIV UCMONb3YeTCs A5 NPOBEPKY
paboToCnocobHOCTU ceTeBbIX NHTEPDENCOB B peXMME PaboThl Knactepa ropsyero
pe3epBUPOBaHWS.

e OunbTpbl, NOCTYNVBLUME B COCTaBe MNOANTUK He3onacHocTn 13 nporpammel ViPNet Policy Manager.

o OunbTpbl, 3agaHHble B HacTpoiikax ViPNet Coordinator Linux no ymonyaHuto, n Guabtpsl,
Aob6aBAeHHbIe NOMb30BaTENEM.

Ecam ViPNet Coordinator Linux o Bepcumn 4.x 06HOBAsAACS € BEPCUU 3.X, DUNBTPOB MO YMONUAHUIO
He ByaeT. BMecTo HUX ByayT NpncyTCTBOBaTb GUALTPLI, KOTOPbIE NCMONb30BaNUCE [0 OOHOBAEHMA B
CKOHBEPTUpPOBaHHOM popmaTe (cM. «ObHoBeHne Bepcun MO ViPNet Coordinator Linux» Ha cTp.
33).
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Mo ymMonyaHUIO AN 3alULLEHHOM CETU pa3peLLeHbl TONbKO HEKOTOPbIE BUAbI MaKeTOB (CAy>KeOHbI
Tpaduk ViPNet), nostomy ans paboTbl C KAKUMUN-HUOYAb AONONHUTENBHBIMU CEPBUCAMU B CETU
ViPNet Heobx0AMMO HacTparBaTb COOTBETCTBYHOLLNE CeTEBbIE GUBTPBI.

Ob6s3aTenbHble GunbTpbl cozgarotcs aBToMatnyeckm B ViPNet Coordinator Linux, MMeroT caMblil BbICOKUIA
NPUOPUTET, TO eCTb MPUMEHAIOTCA B MEPBYIO O4Yepesb, U HeAOCTYMNHbI AN pejakTpoBaHua. MNocne
obs3aTenbHbIX GUALTPOB pasmMeltatoTca GuabTpbl, noctynmeme m3 ViPNet Policy Manager. 31u
GUABTPBI TakXKe HeAOCTYMHbI A1A pefakTnpoBaHua. CambiMn nocaeaHUMU GUAbTPaMU ABAALOTCS
GUABTPLI MO YMONYaHNIO 1 GUALTPLI, yKaszaHHble B HacTpolikax ViPNet Coordinator Linux. Ix MoXxHO
N3MEeHATb N yAanaTh.

MocnesoBaTeNbHOCTb MPUMEHEHWs CETEBbLIX GUALTPOB COrIACHO MPUOPUTETY M30OpaXKeHa Ha Cxeme
HUXeE.

J— S
HegocTynHbl AnA pegakTMpoBaHWuA.
DAzaTenbHble dunsToR —
PumIg Co30alnTch aBTOMaTUYeCK
o S— S
P S

QunsTpe nonuTik Ge3onacHocTi
13 ViPNet Policy Manager

HepocTynHel ANA pegakTUpOBaHWA.

I CozpatoTtcA B nporpamme ViPMet Policy Manager

s
DUNETPE NO YMONYAHW D JOocTynHE ANA pegakTupoBaHWA.
W BUNLTPL, 3303HHBIE ——= [lepBble CO3AANTCA ABTOMATHYECKH,
none3osarenam & ViPNet Coordinator Linux ETOpble — NONbI0BATENEM.
e

PucyHok 8. [Mpuopumem npumeHeHus cemesbix puibmpoe

CeteBble GUABTPLI UMELOT CeaytoLe 0CoObeHHOCTH:
o OunbTpbl BKIOYAOT B cebs creaytoLive napameTpbl:
o WcTouHunk 1 HasHauveHwWe IP-nakeToB, Ha KOTOPbIE PacnpoOCTpaHAeTCa AecTBUE GuabTpa.
o [poTokossl, Kk KOTOpPbIM NpuMeHaAeTca duabTpauna IP-naketos (TCP, UDP, ICMP v apyrue).

o [leictBue, npuMeHsemoe K IP-naketam. PuabTpbl MOTYT NponyckaTe nan 6aokmposatb IP-
nakeTbl, COOTBETCTBYOLLME 3aJaHHbIM MapamMeTpam.

YKa3aHHble napameTpbl 334ar0TCs B KOMMNOHEHTax ceTeBblX GUAbTPOB (CM. «KOMMOHEeHTbI ceTeBbIX
dunbTpoB» Ha cTp. 93). [lna 3agaHna napameTpoB GMALTPOB MOTYT UCMOAb30BaTbCA CUCTEMHbIE
rpynnbl 06beKToB (Ha cTp. 86).

e Bce IP-naketbl obpabaTbiBatoTCA GUABTPaMM MO NOPAAKY CBEPXY BHU3, B COOTBETCTBUU C UX
nosoxeHunem B Tabaunue. Korga cpabaTbiBaeT nepBblin NOAXOAALWMIA NOA ycaoBue GuabTp,
nocaegytolme ceteBble GUAbLTPbI HE OKa3bIBAKOT Ha AaHHbIV NakeT HNUKAKOro BAVSHUS.

° BHOBb CO34aHHble q)l/lﬂprbI BANAKOT KaK Ha HOBbI€, TaK N Ha y>XXe CyllecTByrowmne coeguHeHns.
Takmm obpazom, ecan GuabTp, BaokMpyOLWMIKA TpadurK coesuHEHNs, J0baBAEH NOCe YCTaHOBAEHUS
COefMHEHNs, TO OHO ByZeT pa3opBaHo.

Hactpolika ceTeBbix GuAbTPOB OTKPbITbIX (HewmndpoBaHHbIX) IP-nakeToB, a TakxKe HacTpolika GuabTpoB
3alLMLLEHHOW CETU MPOU3BOANTCA B KOMaHAHOM KOHCOAM Linux ¢ MOMOLLbH KOMaHAHOTo
nHtepnpetatopa (cM. «KomaHaHbin nHtepnpetatop ViPNet Coordinator Linux» Ha cTp. 44).
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C NOMOLWbHO KOMaHAHOTO UHTEPNpeTaTtopa MOXHO HaCTpOUTb CiejyroLline ceTeBble CI)I/IJ'IprbIZ

e JlokanbHble CI)I/I}'IprbI OTKprTOI7I cetn. CDVIJ'IprbI IP-naketos, KOTOPbIMW KOOPANHATOP obmeHnBaeTcs
C OTKPbITbIMU Y31aMW.

e TpaH3WTHble GUILTPbI OTKPLITON ceTU. PUALTPbI OTKPbITLIX IP-NakeToB, NPoOXoAALMX Yepes
KoopanHaTop.

e OuabTpbl TYHHENMpYyeMbix y310B. DuabTpbl IP-nakeToB, NnepegaBaeMbiXx KOOPANHATOPOM MeEXAY
TYHHENNPYEMbIMW U 3aLLMLLEHHbBIMU Y31aMU.

o OunbTpbl 3awWwmweHHoOM cetn. PunbTtpel IP-naketos, koTopbiMy KoopanHatop ViPNet o6meHnBaeTcs
C APYTMMU 3aWMLLIEHHBIMW Y3/1aMW.
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PaboTta ¢ noantmkamMmm 6e3onacHoOCTU

MonwnTmka 6e3onacHoctn dopmupyetcsa B nporpamme ViPNet Policy Manager u paccbinaetcs Ha ceTeBble
y3/1bl (KOOPAMHATOPbI) C MOMOLLIO TpaHcnopTHoro moayna MFTP. OHa onpesenseT TekyLLyo NOANTUKY
6e30nacHOCTN Ha y3/1e COBMECTHO C CeTEBLIMU GUAbTPaMK, 3aaHHbBIMK NOJIb30OBaTENIEM Ha CaMOM y3ne
(B Ppainax koHPUrypaLmn).

Monutnka 6esonacHocty, nonyyeHHas n3 ViPNet Policy Manager, nomellaeTca B TOT KaTaior, rae
HaxoaaTcs dpannbl KOHPUrypaLmu.

Monutnka 6e3onacHoCTH BKAtOUAET B cebs ceTeBble GUALTPBI, @ TakXKe MOXET BKItOYaTb NpaBuaa
TpaHcaauumn agpecos. CeTeBble GUABTPLI 1 NpaBuaa TpaHcaALMK, nonydeHHble oT ViPNet Policy
Manager, npeaLwecTsyoT PuabTpam v Npaeuaam, 3agaHHbIM NoNb30BaTeNEM Ha Y3e, 1 ABAAoTCA bonee
npuoputeTHbiMU. ObpaboTka noanTmkn 6ezonacHoctn Ha ViPNet Coordinator Linux nponssogutcs
yNnpaBAAroWUM 4EMOHOM KaXAbl pa3 npu ero ctapte. Kaxxabli pa3 npy noayyeHumn noamtuk n3s ViPNet
Policy Manager Ha y3ne HeMeA/leHHO MPUMeHAETCA HOBas NOANTUKa 6e30MnacHOCTU.

Mpw npocMoTpe ceTeBble GUALTPLI M NPaBuaa TpaHCAAUNY, NosydeHHble 13 ViPNet Policy Manager,
WUMEHOT KaTeroputo Policy (B cTtonbue Option).
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ICNonb30BaHMe rpynn 0ObekTOB

Ipynnbl 06BEKTOB — 3TO CPEACTBO, NO3BOAAIOLLEE YNPOCTUTL CO34aHNe CceTeBbIX GUNLTPOB 1 NPaBUA
TpaHcnaumm B ViPNet Coordinator Linux. Fpynnbl 06bekToB 06beMHAOT HECKO/IbKO O6EKTOB OAHOrO
Tna (Hanpumep, Heckobko IP-agpecos). Mpu co3gaHumn GUALTPOB MW MPaBUA Bbl MOXETE yKasaTb
rpynny BMecTO nepeyncneHmns HeCKObKNX OTAe/bHbIX OOBEKTOB.

Ipynnbl 06BEKTOB MOTYT BK/OYaTh CeAyHoLLMe TUMbl 06 bEKTOB:

e Y3nbl ViPNet. Ipynnel y3n10B ViPNet MmoryT cogep>katb nt00yt0 KOMOMHaLUIO MAEHTUPUKATOPOB
3aLlMLLEHHBIX Y3/10B, UCMONb3YOTCS NPY CO34aHN GUABTPOB 3aLLMLLIEHHON CeTU U GUIBLTPOB
TYHHE/IMpYEeMbIX Y3/10B.

e [P-agpeca. I'pynnbl IP-agpecoB MoryT cogep>katb Ntobyto koMbuHaumio IP-agpecoB 1 gnana3zoHoB
IP-aapecoB, NCNoab3yoTCA NpY CO34aHNN GUABTPOB OTKPbLITON CETU.

o UHTepdeichl. Mpynnbl HTepdencoB cogepxaT Aobyro KOMOBUHaLMIO CeTEBbIX MHTEPHENCOB 1
NCMO/b3YIOTCSA MPU CO3AaHUN GUABTPOB OTKPBLITON CETU.

e [lpoTtokosbl. [pynnbl NPOTOKOJI0B coaepykaT H0byr0 KOMOUHALMIO CETEBLIX MPOTOKOIOB 1 NMOPTOB,
NCMOAL3YOTCA B GUAbTPAX OTKPLITOM U 3aLMLLEHHOM CETU.

e Pacnucanusa. PacnvcaHusa MoryT cogepkaTtb 06y KOMBUHALUIO YCIOBUIA BbINOAHEHNUS NPaBu
(exxeHEBHbIX, eXXeHeeNbHbIX UAN MO KafeHAapto), UCMONb3YOTCA B GUALTPAX OTKPbITOM U1
3alMLLEHHON CeTU.

Ipynnbl 06BEKTOB AENATCA HA HECKONbKO BUJOB:

e CucremHble rpynnbl 06bekToB — BCTpoeHHble B ViPNet Coordinator Linux o6bekTbl ¢
bUKCMPOBaHHBIMU MMEHaMK, KOTOPbIE MOTYT MCMOJIb30BATbCS B CO3/aBaeMbIX CETEBbIX GUIbTPax
AN 3afiaHusa oTnpaBuTenen n nonyyateneli IP-nakeToB, a Takxe B APYrux NMoib30BaTeNbCKUX
rpynnax o6bekToB. CUCTEMHbIE TPYMMbl 06 EKTOB He 0TOBPaXKatoTCA B CMMCKaX rpynn U UX Helb3s
M3MEHUTb AN yaanunTb. CINCOK CUCTEMHbIX FPyMn 06bEKTOB CM. B pa3gene CUCTEMHbIE TPYMMb
06bekTOB (Ha cTp. 86).

e [pynnbl 06bekTOB, co3gaBaemble B 10O ViPNet Policy Manager, — rpynnbl, KOTOpble paccblnatoTcs
BMecTe C noantnkamm 6esonacHoct. OHM HeJOCTYMNHbI ANA PeAaKTMPOBaHMA U UCMOJIb30BaHUA B
co3faBaeMbix CeTeBbIX GUAbTPaX, APYrMX NOAb30BaTENbCKMX rpynnax o6bekTos.

e [lonb3oBaTenbckume rpynnbl 06beKTOB — rpynnbl O6BLEKTOB, CO3/aBaeMble Nob30BaTeNemM
HernocpeACTBEHHO Ha Yy3/e, a Tak)Ke HeKoTopble rpynmbl, HAaCTPOEHHbIe Mo yMoayaHwuto. MogpobHee
O rpynnax no ymMoa4aHuto cM. B pasgene [onb3oBaTesnbckme rpynnbl 06bekToB, HaCTPOEeHHbIe Mo
yMOA4YaHuo (Ha cTp. 87). Y KaXAow rpynnbl 06bekToB ecTb CBOW COCTaB, MPW 3TOM M3 COCTaBa MOTyT
6bITb 3a/laHbl HEKOTOPbIE NCKAFOUEHUA. B cOCTaB 1 NCKAOUeHMA Tpynnbl MOTYT HbITb BKAKOUEHbI
Apyrue rpynnbl 06 bEKTOB TOW Xe KaTeropmm Nam HeKoTopble CUCTEMHbIE FPYMbl 06BEKTOB.
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CucTemMHble rpynnbl OOBEKTOB

CucTtemMHble rpynnbl 06bEKTOB yA06HO MCMO/Ib30BaTh B CETEBLIX GUABTPAX M NMpaBuIax TPaHCAALMK, Tak
KaK Kaxkzas rpyrnna umeeT cBoto 061acTb MPUMEHEHWN 1 3aMEHAET BBOZ, BPYUHYHO LIeJIOro psaa
napameTpoB. Hanpumep, Npy HeOBXOANMOCTY CO3AaTb ceTeBOM GUILTP, 6AOKMPYIOLLMIA TpaduK OT BCeX
Y3/10B KPOMe CBO€ro, B pubTpe HeobsA3aTeNbHO NepeyumncanTb agpeca BCex Y3/0B, a A0CTaTOYHO
BCTaBWTb CUCTEMHYHO rpynny 06beKTOB Remote.

Ana pobaBneHns cMcTeMHOro obbekTa B CeTeBOM GUABLTP WK NPaBUIO Nepes Ha3BaHNEeM CUCTEMHOTO
obbekTa HeOBXOAMMO BCTaBUTL CUMBOJ «@» (Hampumep, @Remote).

an/IMe‘—IaHVIe. CucrtemHsble rpynnbl 06BbEKTOB HENb3A UBMEHUTb UK YA4anuTb.

B Tabaunue HMXe NpuBeaeH CNMCOK AOMYCTUMbIX CUCTEMHbIX FPYNN O6bEeKTOB M MX 3HaYEHWI. Takxe B
TabaumLe ykazaHO COOTBETCTBUE UMEH cUCTEMHBbIX rpynn o6bekToB ViPNet Coordinator Linux n ViPNet
Policy Manager.

Tabauya 8. CucmemHsie 2pynnel 06bekmos

Wwms rpynnbl Wms rpynnbl 06beKTOB B

3HaueHue X K

06bekToB ViPNet Policy Manager

AllClients Bce knneHTbI M3 aipecHOro cnpaBoYHMKa y3na. Bce knneHThbI

AllCoordinators Bce koopauHaTOpbl U3 aZpPeCcHOro CrpaBoYHMKa Bce koopauvHaTopbl
y3na.

BroadCast Bce wmnpokoBeLaTenbHble agpeca. LLnpokoBewatenbHble
MpumeHsaeTca ana naeHTndrkauum aApeca
LUIMPOKOBELLATENbHBIX aZPeCOB TOJIbKO B YCNOBUN
Ha3HaueHus (dst) IoKanbHbIX PUABTPOB OTKPbITOM
cet 1 GUALTPOB 3aLLULLEHHOW CETU.

Vicnonb3oBaHue Apyrux 31eMeHTOB B YCOBUM
Ha3HaueHWsA COBMECTHO C CUCTEMHbIM OBBEKTOM
BroadCast HegonycTumO.
Local Csoll y3en. Moli y3en

Mo>HO yKasaTtb B KayecTBe UCTOUHMKa IP-nakeToB
A5 UCXOASALLNX COEANHEHWI Y3/1a UK B KayecTBe
Ha3HauyeHUa AN BXOAALLMX COeAMHEHNN.

WNcnonb3oBaHve g4pyrux 31€MeHTOB B YCIOBUM
MCTOYHWNKA COBMECTHO C CUCTEMHBIM O6BEKTOM
Local HegonycTtumo.
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Nwmsa rpynnbi Mmsa rpynnbl o6beKToB B

3HaueHne

06bekToB ViPNet Policy Manager

Remote YpaneHHble y3nbl (1t06ble y3/bl, KDOME CBOETO). Apyrve y3nbl

Mo>HO yKasaTb B KayecTBe UCTOYHMKa IP-nakeToB
A7 BXOASILLMX COEANHEHWI y3/1a N B KauecTBe
Ha3HaYeHUa AN UCXOAALLIUX COEANHEHUN.

Vcnonb3oBaHue Apyrux 31eMeHTOB B YCIOBUM
NCTOYHMKA COBMECTHO C CUCTEMHbBIM OBBEKTOM
Remote HegonycTMO.

TunneledIP Bce IP-agpeca, TyHHennpyemble y310M TyHHennpyemble IP-agpeca
(koopanHaTOpOM).
MultiCast [vana3soH agpecoB A5 rpynmnoBOM PaccbiKu lpynnosble agpeca

(224.0.0.0-239.255.255.255)

Mo>Ho yKa3aTb TOJIbKO B Ka4yeCTBe HasHa4yeHuA
ANA TOKaNbHbIX OTKPbITbIX COGAI/IHGHVIVI.

Wcnonb3oBaHue Apyrux 3NeMeHTOB B KayecTse
Ha3HayeHns (dst) COBMECTHO C CUCTEMHbIM
ob6bekTom MultiCast HegonycTUmo.

Tak>ke B ceTeBbIX q)l/lanan M npaBnnax q)l/lﬂpraLl,I/II/I MOXXET NCMNONb30BaTbCA CI'IELI,I/IanI/I3I/IpOBaHHbIIZ

06bEKT Rany, KOTOPbIA 0603HayaeT 1H0H0e 3HaueHue:

[na nokanbHbIX N TPAH3UTHBIX GUALTPOB OTKPLITOWN CETU U MpaBuA TpaHcaauumn — Bce IP-agpeca.
Ans dunbTpoB 3awwmLLeHHOM ceTn — Bce y3nbl ceTn ViPNet.

Ans dunbTpoB TyHHeNMpyeMmbIx y3n10B — Bce IP-agpeca nam y3nbl cetn ViPNet.

[na NnpoToKos0B — BCE NPOTOKOIbI.

[ns pacnucaHnin — Bce NPOMEXYTKM BPEMEHU (KPYT0CYTOYHO).

[Tonb30BaTeNbCKMe rpynnbl OOBEKTOB,
HACTPOEHHbIE MO YMOMYaHMIO

B MO ViPNet Coordinator Linux nmeeTcs pas npeABapuTeNbHO HACTPOEHHbIX FPynn 06bEKTOB:

Mpynnbl IP-agpecos no ymoavaHumio:

o PrivateNetworkIP (yactHble IP-agpeca) — rpynna, B coctaBe KOTopou yka3aHbl IP-agpeca
nokanbHbIx ceten: 10.0.0.0/8; 172.16.0.0/12; 192.168.0.0/16.

o InternetlP (ny6aunuHbie IP-agpeca) — rpynna, B coCTaBe KOTOPOW yka3aHbl Bce IP-agpeca, 3a
NCKAKOYeHMeM YvacTHbIX [P-agpecos.
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o InternetProxy — rpynna, B coctaBe KOTOPOW yKa3aH aApec NpoKcn-cepeepa,
nogaep>wuaatolero npotokon HTTP. JaHHbIN agpec cOAep>XUTCA B NEPEMEHHON OKPYXXEeHUs
Linux: http_proxy.

e [pynnbl pacnncaHnii Mo yMOAYaHWIO:

o Workdays (Pabouve gHn) — rpynna ¢ pacnvcaHueM, B KOTOPOM 3azaHbl pabouve HN Hegenu
(NoHeaenbHUK — NATHMLA).

o Weekends (BbixogHble AHW) — rpynna c pacrnvcaHWeM, B KOTOPOM 3aZaHbl BbIXOAHbIE AHU
(cyb6b0Ta 1 BoCKpeceHbe).

Takke nMeeTcsa MHOXECTBO npeaBaputTenbHO HaCTPOEHHbIX Tpynn NPOTOKOJI0B, KOTOPbIE Yalle BCero
MCNOJIb3YHOTCA NPU CO34aHNN CeTeBbIX CbVIJ]prOB.

Tabauya 9. [pynnel npomokos108, HACMpPOEeHHbIe N0 YMOJHYAHUHO

Mmsa rpynnbl NpoTokoaoB CocraB rpynnbl

DHCP UDP:from 67-68 to 67-68

CITRIX TCP:to 1494

DNS UDP:to 53

FTP TCP:to 21

GRE IP:47

H323 TCP:to 1720

HTTP TCP:to 80, TCP:to 8080

HTTP-Proxy TCP:to 3128

HTTPS TCP:to 443

IGMP IP:2

IKE UDP:to 500

IMAP TCP:to 143

IPSecESP IP:50

Kerberos TCP:to 88, TCP:to 749, UDP:to 88, UDP:to 749
L2TP UDP:to 1701

LDAP TCP:to 389, UDP:to 389

LotusNotes TCP:to 1352

MS-SQL TCP:to 1433-1434, UDP:to 1433-1434
MySQL TCP:to 3306

NetBIOS-DGM

NetBIOS-NC

UDP:from 138 to 138

UDP:from 137 to 137
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MMsA rpynnbl NpoTOKO/I0B CocTaB rpynnbi

NetMeeting TCP:to 1503

NTP UDP:to 123

PING ICMP:8

POP3 TCP:to 110

Postgres TCP:to 5432

PPTP TCP:to 1723

RADIUS UDP:to 1812-1813

RDP TCP:to 3389

RTSP TCP:to 554

SCCP TCP:to 2000

SIP TCP:to 5060, UDP:to 5060

SMTP TCP:to 25

SNMP UDP:to 161

SNMP-Traps UDP:to 162

SSH TCP:to 22

Syslog UDP:to 514

Telnet TCP:to 23

TFTP UDP:to 69

UPnP TCP:to 1900, TCP:to 2869, UDP:to 1900, UDP:to 2869
MFTP TCP:to 5000-5003

StateWatcher TCP:to 2047, TCP:to 5100, TCP:to 10092

ViPNetBase UDP:to 2046, UDP:from 2048 to 2048, UDP:from 2050 to 2050
Cluster UDP:from 2060 to 2060

ClusterMonitoring UDP:from 2060 to 2065, UDP:from 2065 to 2060
SGA TCP:to 80, TCP:to 5103, TCP:to 10093, TCP:to 10095
WindowsMobileDevices TCP:to 990, TCP:to 999, TCP:to 5678, TCP:to 5721, TCP:to 26675
WindowsMobileDevices2 UDP:to 5679

VNC TCP:to 5900
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Co3aaHme rpynmn 0bbekToB

prnnbl 06beKToB CO34ak0TCA OTAE/IbHO ANA KaXX40ro tmna 06bEKTOB U COXpPaHAKOTCA B Ta6n|/|u,e
COOTBETCTBYHOLLEro Trna. ﬂO3TOMy npn Cco3gaHnn rpynnbl 06bekTOB 0653aTENbHO YyKa3bliBaeTca ee tmn,
Ha3BaHWeE U cojep>XxXnmMoe.

YTobbI co3patb rpynny O6'b9KTOB, BbINOAHUTE Caeayroune Ael\/‘ICTBI/IFIZ

1 B KOMaHAHOM WHTeprpeTaTope BBeAuTe firewall <rtun rpynne> add name <HasBaHMUE TPyMIOED>

<comepxmuMmoe rpynne> [exclude <MCKIIOUEHMSA I'PYNNBD>].
Bbl MOXeTe co3gaBaTh rpynmnbl CAeAyLWmX TUMOB:

o ip-object —IP-agpeca.

o vpn-object — ViPNet-y3nbl.

o interface-object — ceTeBble MHTEPDENCHI.

o service-object — MPOTOKOJibI.

o schedule-object — pacnucaHus.

Ha3BaHue rpynnbl HauMHaeTCsa C CUMBOAA «@» U AOMXKHO ObITb YHMKaNbHBIM B paMKax O4HOro Tvna
rpynn o6bekToB. O6bekTbl, KOTOPblE ByAYT BKAIOYEHbI B FPYNMy, NEPEUYNCAAIOTCA Yepes 3anaTyto
WY yKa3blBatoTCA B BUAe Anana3oHa. lNogpobHee 0 CMHTaKCKMCe COAEPXKMMOro rpynm CM. B
pasgenax Ycnoeue (Ha cTp. 93) n Pacnucanue (Ha cTp. 96).

Hanpumep, utobbl co3aaTb rpynny o6bekToB, BK/IOYAOLLYH CErMEHT CETU 3a UCKOYEHMEM
Heckonbkux IP-agpecos, BbINOAHUTE CAeyroLy0 KOMaHAY:

firewall ip-object add name @IP group 1 110.35.14.0/24 exclude
110.35.14.3,110.35.14.13

YTtobbl co3zaTh pacnucaHue, no KOTOpomy GUALTP UK NPaBuIo ByaeT MPUMEHATLCS TOJIbKO B
BbIXOAHbIE AHW C 9 A0 23 YacoB, BbIMOJIHUTE C/EAYIOLLYIO KOMaHAY:

firewall shedule-object add name @weekend weekly sa su at 09:00-23:00

MpuMeuaHue. PacnvcaHus 3agatoTcsa Ans yctaHosieHHon Ha ViPNet Coordinator Linux
BpemMeHHon 30HblI UTC.

2 Haxwmwure knasuwy Enter.

MpuMeuaHwue. Eciv npy co3gaHnm rpynnbl O6bEKTOB BO3HMKA OLIMBKA CUHTaKCKCa,
NoABUTCA COObLLEHME C yKa3aHNeM OLIMOKM U MecCTa, rae Hbbina fonylieHa oneyaTka.
MoBTOPHO BBEAWTE KOMaHAY, NCMPaBMUB OneYaTky, U HaxxmuTe knasumwy Enter.

B pe3ynbTate 6yseT co3paHa rpynna o6bekToB. Ternepb Bbl MOXeETE NCMO/b30BaTh ee Npw Co3AaHnm
ceTeBbIX PuabTPOB (cM. «Co3zaHne ceTeBOro GuabTpa» Ha cTp. 99) n npaBma TpaHcaaLMK (CM.
«Co3gaHune npasuaa TpaHcaaumm IP-agpecos» Ha cTp. 116).
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[IpoCMOTP rpynn 06bEeKTOB

C MOMOLLBbIHO KOMaHAbl show Bbl MOXeTe NPOCMaTpMBaTh CO34aHHbIE rpynnbl 06beKTOB. ﬂ'}'lﬂ 3TOro B
KOMaHAHOM MHTepnpeTaTope BbIMOJHNTE O4HY U3 KOMaHA!

e firewall object show— A9 MPOCMOTPA BCEX rPynn o6beKTOB. Pe3y/ibTaT BbIMOJHEHUS KOMaHAbI
OyaeT oTobpaxkeH B BUAE HECKO/IbKUX TabanL, — Kaxkas ANs OTAeNbHOro Tvna rpynn o6bekTos.

e firewall <Tum rpynmer> show — A/ NPOCMOTPa rpynn o6beKTOB ONpeAesieHHOro Tmna.
Hanpumep, gna npocmotpa Bcex rpynn IP-agpecos BbINOAHUTE KOMaHAY:
firewall ip-object show

e firewall <rtun rpynne> show @<HasBaHue Tpynner> — A4 NPOCMOTPa KOHerTHOﬁprHnb
06beKkTOB. Hanpumep, A8 NpocMOoTpa rpynnbl @Interface group BbINOJHUTE KOMaHAY:

firewall interface-object show @Interface group

Mpumep Tabanupl Npy npocmoTpe rpynn IP-agpecos npeacTaBaeH Ha PUCYHKE HUXeE.

user@ubuntu:~S vipnet firewall object show
Ip Objects

+====+=

[Num |Nam

|16.8.0.0/255.6.8.0, 172.16.8.0/
|255.240.0.0, 192.168.0.0/255.255.0.0

PucyHok 9. lpocmomp 2pynn IP-adpecos

Lundpamn B Tabnnue o603HaueHbI:
1 3aronoBok Tabaulsl, rae:
o Num — MOPAAKOBBIA HOMEP rpynrbl 06BLEKTOB.
o Name — Ha3BaHMe rpynnbl 06bEeKTOB.

o Creation type — KaTeropus rpynrnbsl 06bekTOB (HanpumMep, 45 rpynn, NOJAyYeHHbIX U3
nporpammbl ViPNet Policy Manager, otobpaxaetcsa kateropus Policy).

o Inclusion — COAEP>XMMOe rpynnbl 06BbEKTOB.
o Exclusion — UCKJAKOYEHUA rpynnbl 06bEeKTOB.

2 [lapaMeTpbl CyLLEeCTBYHOLLMX FPYNn O6bEKTOB.
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YaaneHue rpynn o6bekTtoB

C noMoLLbIO KOMaHAbl firewall object delete Bbl MOXETE yAaNsATb rpynnbl 06bekTOB. BO3MOXHO
yAaNeHne TONbKO TEX TPy, KOTOPblE HE NCMONb3YOTCA B CETEBLIX GUIbTPAX, MPaBuIax TPAHCAALMM U
Apyrvx rpynnax. Ecam Bbl XoTuTe yaanuTtb rpynny, KOTopas Ucnosbyetcs B GbuabTpax, npasuaax nim
APpYrvix rpynnax, NpeABapuUTE/IbHO BbINMOAHUTE OAHO U3 AeNCTBUN:

e YpanuTe rpynny u3 onucaHua CBA3aHHbIX 06 bEKTOB.
e YpanuTe ceazaHHble GUALTPLI, MPaBMAA MAW TPYMMbI.

YT06bI YAannTb rpynny O6'beKTOB, B KOMaHAHOM UHTEPNpPEeTaTope BbINOMHNTE Caeayrouimne AeVlCTBMﬂ:
1 BeeguTe KOMaHAy firewall object delete <Ha3BaHMe TI'DyIIBD.

2 Haxwmwure knasuwy Enter.

3 B cTpoke noaTBEPXKAEHNA HaxKMUTe knasuwy Y, 4ytobbl yaanute rpynny mam N, 4Tobbl OTMEHUTD

yAaneHve.

I'IpmmeuaHme. I'Ip|/| nonbITKe yaaneHna rpynnbl 06bEKTOB, KOTOpaa NCnoab3yeTcAa B

KakoM-Mbo ceTeBOM GWbTPe, NpaBWIe TPaHCAALMN WAN TPyNMe O6beKTOB, MOABUTCS
coobLyeHne 06 owmnbke. B coobLyeHnm Takke ByAeT ykasaH CMCOK BCEX 3aBUCUMBbIX

buUNbTPOB, NpaBUA MAN Fpymn.

B pe3ynbTate rpynna o6bekToB 6yaeT yAaneHa.
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KOMMOHEHTbLI CeTeBbLIX GUIBTPOB

CeTeBble CI)I/U]prbI Moboro TMna cocTosT n3 aiegyrowmnx KOMMNOHEHTOB!

<mHmekc> rule <Has3BaHuMe OGuibTpa> <ycJioBue> <pacnmMcaHmue> <mgencTBue>

an/IMe‘—IaHVIe. nOCJ’IEAOBaTeJ'IbHOCTb YKa3aHHbIX KOMNOHEHTOB B cbvlanpe cTporo
onpeaeneHa, n npn ee NSMeHeHnn q)I/IJ'Ipr HEBO3MOXHO 6yAET COXPaHUTb.

KoMnoHeHTbl puAbTPOB, NekceMbl BHYTPY KOMMOHEHTOB, a TakXXe Cy>KebHble cnoBa U napaMeTpbl
BHYTPU JleKkceM OTAeNAroTCa Apyr OT Apyra npobenamu. Jlekcema npeacTaBaseT coboit cnyxxebHoe cnoso,
nocsie KOTOPOro MOXET YKa3blBaTbCs Kakoh-nnmbo napamerp.

B Hauane dpunbTpa BCerga ykasbiBatoTCs NapaMeTpbl CETEBOrO GUAbTPa, HE OTHOCALLMECS
HenocpeaCcTBEHHO K 06paboTke NakeToB.:

1 <unpexc>— yKa3blBaeT NOPAAKOBbLIM HOMeP GuabTpa B Tabanue (<uomep ceresoro dunbTpa>).
Homepa ncnonb3yrotcs ans 0603HaueHus npuoputeta GUILTPOB — YEM MEHbLLIE HOMEP, TEM Bbille
npuoputet. Mpun 06paboTke NakeTa cHayasa NPOBEPSHOTCA YCIOBUA TeX GUILTPOB, MPUOPUTET
KOTOPbIX BbILLE, U MPW COBMNAAEHNMN YCIOBMWI BbIMOJHAETCA YyKazaHHOe B puAbTpe AeliCcTBME, Nocae
yero JaibHeNLNi NPOCMOTP GUALTPOB NMpeKpaLLaeTcs. Bo3MoXHble 3HaYeHWs JaHHOTo NapameTpa
— o7 1 f0 nocneaHero Homepa, UCNoJib3oBaHHOTO B Tabanue puabTpos. MNMpu gobasneHnn
bunbTPa, HOMEpP KOTOPOro MeHbLLE NOC/AeAHEro HoMepa B TabsvLe, HymepaLuus npasu,
CnenyroLnx 3a HoBbIM GUABTPOM, ByAeT aBTOMaTUYECKN 3MeHeHa (HOMepa ByayT yBennyeHbl Ha
1).

2 rule <uaseanue QuibTpa>— Ha3BaHWe (OnucaHue) ceteBoro uabtpa. Ecan HasBaHue dunbTpa
COCTOUT M3 HECKONbKMX C/IOB, Pa3feneHHbIx NpobesioM, HeobXxo0ANMMO 3aKNtoUaTb €ro B KaBblUky
(Hanpumep, rule "number one").

MpuMeyaHune. Homep 1 Ha3BaHWe ceTeBbIX GUILTPOB C NMOMOLLLIO NapaMeTpoB
<index>” rule <uaspaHMe OMIBLTPa> MOXHO HE YKa3blBaTb, MOCKOJbKY AaHHbIE
napameTpsbl ABAAIOTCA HeobszaTenbHbIMU. PuabTp 6e3 Homepa byaeT fob6aBneH B
KOHeL, TabanLpbl GUALTPOB 1 BYAET MPUMEHATLCSA B MOCNEAHIO oYepesb (emy byaet
MPUCBOEH HOMEP, CNeAyOLMIA 3a MOCAELHUM UCMOJIb30BaHHbIM B Tabinue).

YcnhoBume

YcnoBue onucbiBaeT, Kakne napamMeTpbl AO/KEH NUMETb MNMakerT, yTO6bI OH 6bIN o6pa60TaH AaHHbIM
ceTeBbiM ¢>I/IJ'IprOM. YcnoBume MOXeT COCToATb U3 caefyroumnx nekcem:

e src <ampec ornpasuTejs>— OMNUCHIBAET YCIOBUSA AN afpeca oTnpaBuTens naketa. MoxHo
yKazaTb Cesytolme 3HaueHns:

o B kauectBe agpeca y3na oTnpaBuTeNs OTKPLITOW CETU MOXHO yka3aTb IP-agpec y3na uam
JOMEHHOe 1MA y3na.
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Mpumeyuanue. HaunHas ¢ Bepcun 4.0, npu gobaBneHnn B GUABTPbI OTKPLITOW CeTh
DNS-vMeHM nponcxoanT npouecc paspellenns 3agaHHoro DNS-1nmeHn ¢ nomoLLbo
oTnpaBKn cOOTBeTCTBYOWMX 3anpocoB DNS-cepsepam. MosyyeHHble B otBeTe DNS-
3aMncK COXPaHAIOTCA BO BHYTPEHHEM KaLle A1 AajbHENLIEero NCnoab3oBaHms.
AKTyanbHOCTb JaHHbIX B K3lle obecrneyrBaeTcs C MOMOLLbIO OTNPaBKWM
JAOMONHUTENbHbBIX 3aNPOCOB MO UCTEYEHUN BPEMEHN XM3HM cCoOXpaHeHHbIx DNS-
3anuceit. B cnyvae HEBO3MOXHOCTU YCMELLHOrO pa3peLleHuns ykazaHHoro DNS-umeHm
Mo KakMM-1Mbo nprynHam GUALTPbLI OTKPLITON ceTu, copepxkalume Takoe DNS-ums, He
ByayT 3arpy>atbCs B ApaiBep A0 Tex Nop, Noka B npoLecce oTnpaBku NOBTOPHbIX
3anpocoB He ByAeT NosyyYeH NoaoXuTenbHbIN oTBeT oT DNS-cepeepos.
Takoi noaxog kK ucnonbzosaHuto DNS-MMeH B punbTpax OTKpbITOl ceTv no3soaset

3Ha4YNTENbHO COKPAaTUTb BPEMA 3arpy3sku q)I/IJ'IprOB B ,a,pa17|Bep 1 obecneunTtb
aKTYyasbHOCTb UCMOJIb3YEMbIX DNS-nmeH.

Ecam HeobxoaMMO co3zaTb ceTeBOW GUALTP A1 HECKONbKUX Y3/10B MW AN LLeSION CETU, MOXHO
yKkasaTb Anana3oH [P-agpecoB, JOMeHHOE UMS CETU UM BCHO MOACETb, YKa3aB MacKy ajpecoB
noAceTu.

Awnana3soH agpecoB — aBa IP-agpeca, pasgeneHHbie geducom. Mpu 3agaHnm gnanasoHa BTOPOn
aapec (KoHeL, Anana3oHa) AOXKeH 6bITb HosbLUE, YeM NMePBbIA agpec (Hayano AManasoHa).
[nana3oH agpecoB BKAtOYaET B ceba BCe agpeca, Nexallye Mexay HauasioM U KOHLOM
AMana3oHa, a Tak>ke Hayano 1 KOHel, A/anasoHa.

Hanpumep: 192.168.1.1-192.168.1.10.

Macka agpecoB — ceTeBoW agpec B hpopmaTe KJ1accoBom uam beckiaccosol agpecaumm CIDR
(Classless Internet Domain Routing).

Hanpumep: 192.168.1.0/24 van 192.168.1.0/255.255.255.0

MpumeuaHue. Ecnv BaM TpebyeTcs 3aAaTb HECKO/IbKO afpeCoB AN JOMEHHbIX UMEH

oTnpaBuTENen B O4HOM YCN0BUK, TO TpebyeTcs pa3aensiTb Takme SneMeHTbl 3anaTbIMU.
Hanpvmep, fjomMeHHOe MM#A 1 Heckosbko IP-agpecoB oTnpaBuTenei B ycioBmMm Guabtpa

OTKPBITON CETU AO0KHbI BbITh MEPeYNCNEHbI CleyHOLMM 06pa3oMm:

src mydomain.ru,192.168.30.2,192.169.1.1

Tak>xe Npy HEOBXOAMMOCTM BMECTO aZpeca MOXHO yKa3aTb K/toueBble C/10Ba interface U
byip AN NeKCeMbl src, Te interface — NapamMeTp, C MOMOLLbHO KOTOPOro MOXeT 6bITb
3aflaHo cucTeMHoe UMA MHTepdeica, byip — NapamMeTp, C NOMOLLbIO KOTOPOro 3ajaeTcs IP-
agpec nHTepdelica, AnanasoH IP-agpecos nHTepdelicos, Macka noaceTy MHTepdencos.
MapameTpbl interface U byip ABASOTCA HEOOA3ATENbHBIMU U MOTYT HbITb HE YKa3aHbl.
YKazaHve nHtepderica MOXeT NPUroanTbCs, KOrAa Bbl HE MOXETe yKka3aTb HernocpeacTBeHHO IP-
aApec y3na oTnpaBuTENs, HO NPY 3TOM XOTUTE KOHKPETU3MPOBATb NHTEPdENC KOopAMHATOPA,
yepes KOTOPbIN NPOVAET NakeT. HanprmMep, Npy HeO6X0AMMOCTN CO3AaTh TPAH3UTHBIN GUABLTP
OTKPbITOW CETW Bbl He MOXeTe yKa3aTb IP-agpec cBoero y3sa, Tak kak HeMocpeACTBEHHO BaLll
y3e/ He ABNAeTCA apecoM OTMpaBuUTeNs, HO Bbl MOXeTe yKka3aTb uMs uau IP-agpec Bawero
nHTepdelica, KOTOPbIN NepeckliaeT NakeT No HazHavyeHuto. CeTeBoN GuAbTP Npu 3ToM ByaeT
BbIFAAETb CeAyOWMM 06pa3oM: src interface byip 192.168.0.1 dst 192.168.20.2
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MprmeyaHue. Ecnv B kavecTBe agpeca oTnNpaBuTeNsA NakeTa yKa3blBaeTcsa JOMEHHOe
WMS y3N1a UAN CeTK, TO NOCAe IeKCeMbl src He cleayeT ykasblBaTb napamMeTpsl

interface wim interface byip. B cnyyae c JOMEHHBIM MEHEM CeTeBON GUABLTP
6yzeT BbIrNSAETb Ceayowmnm obpasom:

src mydomain.ru

o B kauectBe agpeca oTnpaBuUTens y3na 3alMLLEHHON CeTU U ANS GUABTPOB TYHHEANPYEMBIX
Y3/10B MOXHO yKa3aTb naeHTudunkatop ysna (Hanpumep, 0x1al2000a) nau yHUKanbHbI
naeHtTndukatop cetn (Hanpumep, 0xlal2).

g BHumaHwue! B ycnoBusx ceteBbix GUAbTPOB 3aLLMLLEHHON CETU HeNb3s ykasbiBaTb [P-agpeca n
DNS-1MeHa y3/10B, a Takxke Apyrve ycnoBus GuabTpoB OTKPbITOW CETH.

o B kauectBe agpeca oTnpaBuTens TakxKe MOXHO yKasblBaTb rpynrbl O6bEeKTOB, B TOM Yucie
cucTeMHble rpynnbl 06bekToB (Ha cTp. 86). MNepes Ha3BaHWeEM rpynnbl AoAXeH ObiTb yKa3aH
CUMBOA «@». Hanpumep, src @IP _group 1.

dst <ampec nogydaTesa> — OMNUCbIBAET YC/IOBUA ANA ajpeca nosiyyatens nakera. CuHTaKcKUC 3ToM
JIeKCEMbI TaKOW Xe, KaK CMHTAaKCUC IEKCEMBI src, 33 UCKIHOUEHVEM NCMO/Ib30BaHMWA IEKCEM

interface U byip.

<npoToko> — 3ajaeT YCIOBUA A8 NPONycKaHUs nan 610KMPOBKM MakeToB, COOTBETCTBYHOLLMX
kakomy-1mbo npotokony. Hanpumep, npotokonbl TCP, UDP, ICMP 3agatoTca € MOMOLLbIO ieKceM
tcp, udp, icmp COOTBETCTBEHHO. Takke KpOMe yKka3aHHbIX MPOTOKOJ0B MOXHO 3ajaTb B CETEBOM
bUnbTpe NPON3BOAbHbINA NPOTOKOJ, YKa3aB ero HoMep. CNMCOK COOTBETCTBUN MeXAy Ha3BaHUAMM
NPOTOKOJ/IOB M MX HOMEPaMM MOXHO MOCMOTPETb B Galise onpeseneHunii NpOTOKO/IOB Ballel
onepaLymoHHON cucTeMbl (/etc/protocols).

Mpumeuanume. Mpotokonbl TCP, UDP 1 ICMP moryT 6biTb 3aaHbl Kak HOMEPOM, Tak U
Ha3BaHMeM. B kauecTBe Ha3BaHMA NUCNOL3YOTCA KJOYEBbIE C10Ba tcp, udp, icmp,
HanucaHHble CTPOYHbLIMMK BykBamM.

KntoueBble cnoBa tcp, udp, icmp ABAAKOTCA Heobs3aTeNbHbIMU U MOTYT He yKa3bIBaTbCA. Ecan
Tpe6yeTcn 3ajaTb Cpa3y HECKOJIbKO NMPOTOKONOB, TO KJAKOYeEBbIE C/1I0Ba B CETEBOM qwmpre AON>KHbI
ObITb YKa3aHbl yepes npo6en. Ecnn kntoueBble cnoBa He YKasaHbl, TO ceTeBou q)l/lﬂpr 6y,u,eT
O6pa6aTbIBaTb BCE TUMbl NAaKETOB HE3aBUCMMO OT TUMa NPOTOKOJIa, MO KOTOPOMY OHU Obln
nepegaHbl.

,U,J'IFI KJHOUEBBIX C/IOB tcp, udp, icmp TakXXe MOryT ObITb 3ajaHbl AOMONHUTE/IbHbIE NapaMeTpbI:

o [na npotokonos TCP, UDP — sport v dport, rAe sport — NOPT UCTOYHMKA NaKeTa, a dport —
nopT HazHa4veHus naketa. MNapameTpbl sport U dport MOTYT HbITb BKAKOUEHbI B CETEBON PUALTP
KaK BMeCTe, Tak U Mo oTAeNbHOCTW. [1pun BKAKOYEHUN B cETEBOW QUALTP NAM NPaBUIO
OfHOBPEMEHHO ABYX NapaMeTpoB, MapaMeTp sport BCErga AOMKEH UATU nepes napameTpom
dport. Takxe B Ka4ecTBe NapaMeTpoB sport U dport MOXET ObITb YKa3aH He OAMH MNopT, a
JAVanasoH NopToB.
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[vana3oH nopTtoB — sBa HOMepa NopToB (4mcaa ot 1 go 65535), pazgeneHHblie gedurcom. Mpu
3afjaHUM AnanasoHa BTOPOW HOoMep (KOHeL, Avana3oHa) AoKeH 6biTb 60/bLUe, YeM MepBbIi
HoMep (Hayano granasoHa). lnana3oH NOPTOB BKAOYAET B cebs BCe MOPTbI, AeXallune Mexay
Haya/JoM 1 KOHLIOM JMana3oHa, a Tak>Ke Hayano v KOHeL, AnanasoHa.

Hanpumep: 1024-65535.
[JaHHble napameTpbl ABAAIOTCA HEOOA3aTENbHBIMU M MOTYT HE YKa3biBaTbCsA B CETEBOM U/IbTPE.

o [na npotokona ICMP — type 1 code, rae type — T1in ICMP-nakeTa, code — kog ICMP-nakera.
Mpwn BKAOYEHWMN B CETEBON GUILTP OAHOBPEMEHHO /BYX NapaMeTpOoB, NapamMeTp type BCerja
AOJDKEH MATW Nepes napaMeTpoM code. Ecan B ycnoBum ana npotokona ICMP napameTp code
He yKa3aH, TO CUMTaeTCa, YTO NMoj ycnoBme nognagatot atoboie Tvnbl ICMP-nakeTos.

BHumaHwme! Ecam npoTokon 3agaH He KAK4YeBbIM CIOBOM (tcp, udp, icmp), a
A HOMEpPOM, TO JOMOJIHNTENbHbIE MapaMeTphbl (sport, dport win type, code) ykasatb
HEBO3MOXHO.

B kauecTBe npoTokona Anf NPonyckaHma nan 610KMPOBKM O6BbEKTOB Bbl MOXETe yYKa3aTb rpynnbl
NMPOTOKOJIOB, B TOM YMC/E MOAb30BaTeNbCKME FPYNMbl, 3aAaHHbIe MO YMOAYaHWIO (CM.
«[onb3oBaTesibckme rpynmnbl 06BHEKTOB, HACTPOEHHbIE MO YMONUYaHUIO» Ha CTP. 87). Ans 3Toro
HeobXoAMMO yKa3aTb JIeKCeMY service M Ha3BaHWeE rPyNMbl C CUMBOJIOM «@», HANPUMEP, service
@FTP.

Pacnmcanme

PacnucaHwne no3ssonser 3ajaTb BpEMEHHbIE NHTEPBAJIbl, B TEYEHUNE KOTOPbIX AeIZCTByET CI)I/Iﬂpr. ﬂpl/l

OTCYTCTBMM pacnuncaHmsa GuabTp AeACTBYET NOCTOSIHHO. PacncaHne onmncbiBaeTcs OJHOM U3 EKCEM:

daily <Bpems>-<spemsa> — QUAbLTP OyAeT AeCTBOBATbL EXEAHEBHO B TEUEHME YKa3aHHOIO
npomMexyTka BpeMeHW. Bpems ykasbiBaeTcs B 24-yacoBoM dopmarte hh : mm.

weekly [mo] [tu] [we] [th] [fr] [sal] [su] [at <Bpema>-<epewmsa>] — d)VIanp 6yp,eT
rCl,elk/'ICTBOBaTI:» eXeHeae/ibHO B YKasaHHble AHU Hedenn N MPOMEXYTOK BpeMeHW.

calendar <pmara>-<zmaTa> [at <Bpema>-<Bpema>] — CI)I/U]pr 6y,qu AelzCTBOBaTb B YKa3aHHblIe
AaTbl N MPOMEXYTOK BpeMeHW. ,Cl,aTa YKa3sblBaeTcAa B ¢opmaTe DD.MM.YYYY.

schedule <HaszBaHMe TIpPyNNH OOBEKTOB> — yTObBI yKa3aTb BMECTO pacnncaHua rpynny 06BbEKTOB.
PacnucaHune moxeTt 6bITb 3a4aHO C NOMOLbIO rpynnbl 0b6bekToB COOTBETCTBYHOLLEro TnMna, €C/in OHa
6bia cOo34aHa paHee.

MpuMeuaHue. PacnvicaHns 3agatoTcsa Ans yctaHosneHHon Ha ViPNet Coordinator Linux

BpemMeHHoW 30Hbl UTC.
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[lencrBume

ﬂ'eﬁCTBMe OnncbiBaeT, YTO HY>XXHO CAe/iaTb C NakeToM, NnapaMeTpbl KOTOPOTro yA0BAETBOPAKOT YCNOBUHO.

[encTBune 3asaeTcs 04HON U3 ABYX JIEKCEM:

® pass — YKa3blBaeT, YTO NakeT AO0JIKeH ObITb nponyLeH.

e drop — YKa3blBaeT, YTO MakeT AOAXKEH ObITb 6BJIOKMPOBaAH.

OrpaHnyeHna Ha yCaoBMA CETEBLIX QUILTPOB U
MNpaBua TPaHCAALUMMN

Ycnosus, KOTopble MOXHO NMPYMEHATb B KAYeCTBE MCTOYHUKA U Ha3HaYeHUs ceTeBbIX GUAbTPOB, 3aBUCAT
OT X TMNa (B KaKyto Tabanuy gobasnsetca GuabTp nam npasmio). Mpw cozgaHum GuUabLTPOB 1 Npasua
HeobXoAMMO YyUnTbIBaTb CeAyHOLLME OrPaHNYEHNS:

e [lpun co3gaHum nokanbHbIX GUALTPOB OTKPBLITOW CeTU (TN local):

o

Bbl MmoxeTe yKkasbiBaTh IP-agpeca 1 nx gnanasonsl, DNS-nmMeHa, mackun agpecos, rpynnbl IP-
a/pecoB, CUCTEMHbIe MMeHa 1 agpeca ceTeBbIX MHTePdECoB, CUCTEMHbIE TPYNMbl @Local,
@Remote, @ TAKXKe @BroadCast M @MultiCast (TONbKO B KAUECTBE Ha3HAUEHUSA).

Henb3s yka3biBaTb YHUKaAbHbIE NAEHTUDUKATOPDI 3aLLMLLEHHBIX Y3/10B U naeHTUdUKaTop ceTy
ViPNet, rpynnel y3nos ViPNet, cucteMHble rpynnbl @Al1Coordinators, @Al1Clients.

e [lpun co3gaHum TpaH3nUTHbIX PUABLTPOB OTKPLITONM ceTU (TN forward):
p 4 P P p

o

Bbl MoxeTe yka3biBaTb IP-agpeca n nx gnanasoHbl, DNS-nMeHa, Mackn agpecos, CUCTEMHble
MMeHa 1 agpeca ceTeBbIX MHTepdencos, rpynmnsl [P-agpecos.

Henb3s yka3biBaTb CUCTEMHBbIE FPYMMbl OOBEKTOB, NAEHTUHUKATOPDI 3aLUMLLEHHBIX Y3/10B U CETH
ViPNet, rpynnbl y3noB ViPNet.

e [lpw co3gaHnn GUABTPOB 3aLLULLEHHON CETU (TUN vpn):

o

Bbl MOXeTe ncnonb3oBaTtb naeHTUGUKaTOpbl y3108B 1 ceTn ViPNet, rpynnbl 3aLumLLeHHbIX Y3/10B,
CUCTEMHBbIEe Tpynnbl GAllCoordinators, @Al1Clients, @Local, @Remote, a TaKXXe @BroadCast
(TONbKO B KayecTBe Ha3HaueHus).

Henb3a ncnons3zosatb IP-agpeca, DNS-umeHa, rpynnel IP-agpecos, cncteMHble nMeHa v agpeca
ceTeBbIX UHTEPENCOB.

e [lpn co3gaHnn GUALTPOB TYHHENNPYEMBIX Y310B (TUN tunnel) HEAb3A yKa3blBaTb YCAOBUA ANA

3alUMLLEHHON CETU U B KAYeCTBE UCTOYHMKA, Y B KAYECTBE Ha3HaUYeHNA OfHOBPeMeHHO. Hanpumep,
ecnn HeobxoaMMOo obecneumnTb NPoxXoXAeHWe Tpadurka OT 3aLUMLLEHHOrO y3/1a K TYHHEAMPYeMOMY,
TO B KaYecTBe NCTOYHMKA yKaxuTte naeHTudukatop storo y3ia ViPNet, a B kauecTBe HazHaueHUs —

IP—a,a,pec OTKPbITOTO y3J1a. Tak>xe Bbl MOXeTe yKa3blBaTb CUCTEMHbIE rpynmnbl GAl1Clients,

@AllCoordinators, @TunneledIP.
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Mpwn co3paHnn npasmn TpaHcaaumm IP-agpecos (TMM nat) Bbl MOXKeTe yKa3blBaTb TONbKO IP-agpeca
n nx amanasoHbl, DNS-nMeHa, ceteBble nHTepdeinchl, a Takxke rpynnbl IP-agpecos. Aas npasun
TPaHCAALUN HeNb3A yKa3blBaTb UAEHTUPUKATOPDI 3alULLEHHBIX Y310B 1 ceTh ViPNet, rpynnel y3108
ViPNet n cucteMHble rpynnbl 06beKTOB.
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Co3aaHWe CeTeBoro ouabTpa

CeTeBble GUALTPLI CO3AaOTCA OTAENBHO A/ KaXKA0ro BuAa Tpaduka 1 coxpaHsatoTcs B Tabauue,
COOTBETCTBYHOLLEW TUNY duabTpa. [Mo3ToMy Npun co3gaHnm ceTeBoro GpuabTpa ob643aTeNbHO yKasbiBaeTca
€ro Tin, ycnosue 1 gericteune (cM. «<KOMMOHEHTbI ceTeBbIX GUALTPOB» Ha CTP. 93), KOTOPOe BbINOIHAETCA
duabTpoMm.

Mpumeuanue. Ecam B MO ViPNet LieHTp ynpaBneHus ceTbto 66110 3anpeLLeHo
MCnosb30BaTh TYHHEANPOBaHME Ha JaHHOM KOOpAMHaTope, To nNpu yctaHoske MO
ViPNet Coordinator Linux He 6yayT co3saHbl GUALTPbI MO YMOAYAHUIO A/1A
TYHHe/MpyeMbIX y310B. B ciyuae paspelleHus TYHHeMpPOBaHUA HeObXoAMMO
CaMOCTOATEIbHO CO3AaThb cedyrolmii dunbtp: firewall tunnel add src Rany

dst @any pass.

Yto6bl 106aBUTL CceTEBOW GULTP, BLIMOJHUTE CeAytoLLMe AeACTBUS:

1 B komaHaHOM MHTEpNpeTaTope BBEAUTE firewall <Ttmn cereroro ¢uneTpa> add <HOMEp
ceTreBoTO QuubTpa> rule <mmMma ceTeBOTO QuIbTpa> <ycynoBue> <pacnucaHue> <OelCcTBue>.
Ecam npu co3panmm ceteBoro ¢pmnbTpa NapameTp <uHomep ceTeBoTO GuiIbLTPa> YNPABAAOLLErO
KOMMNOHEHTa He yKa3bIBaeTCH, CI)VU'Ipr aBTOMaTn4yeckun AO6aB!’IﬂeTCﬂ B KOHel, Ta6!'II/1LI,bI.

Bbl MOXeTe 3a4aTb OAUH U3 CEeAYHOLWUX TUMOB CETEBbIX GUBTPOB:
o local — lIoKanbHble GUABTPbLI OTKPLITON CETY;

o forward — TPaH3WUTHblE GUILTPbI OTKPLITOW CETH;

o tunnel — GUABTPbI TYHHENNPYEMbIX Y3/10B;

o vpn — QUALTPbI 3aLLULLEHHOW CETU.

Hanpumep, utobbl co3aaTb N0KaNbHbIA GUALTP, BaoKMpYytOLWMIA IP-nakeTbl, OTNpaBAseMble C agpeca
KoopanHaTtopa 192.168.30.1 uepes nopt 2525 Ha OTKPLITLIN y3en ¢ agpecoM 172.16.35.1 Ha nopT
443 no npotokony TCP/IP, BbINOAHUTE KOMaHAY:

firewall local add 1 rule "Rule 1" src 192.168.30.1 dst 172.16.35.1 tcp sport
2525 dport 443 drop

Yr106bl paspewwnts FTP-3anpockl kK OTKpbITOMY Y31y 192.168.2.4, BbINOAHUTE KOMaHAY:
firewall local add 6 rule "Rule 6" src @local dst 192.168.2.4 service @FTP pass

YTtobbl cO3aTh TPaH3UTHBIV GUABTP, Pa3peLLatoLLUii MPOXOXAEHNe TPaH3UTHbIX IP-nakeToB OT y3na
192.168.0.1 nonb3osaTtento ¢ agpecom 192.168.30.3 uepes KOOPANHATOP, BbINOAHUTE KOMaHAY:
firewall forward add 2 rule "Rule 2" src 192.168.0.1 dst 192.168.30.3 pass

Y1obbl co3zaTh GUALTP, paspeLlatolmii otnpaBaeHme IP-nakeToB OT TYHHEMPYEMOro y3na ¢
agpecom 192.168.0.1 Ha 3aLLMLLEHHbIR y3en ¢ naeHTudukatopom 0x1234abab, BbinonHUTe KOMaHAy:
firewall tunnel add 3 rule "Rule 3" src 192.168.0.1 dst 0x1234abab pass

YTtobbl co3gate GuALTpP, pa3peLuatoLmin oTnpaBaeHne IP-nakeToB OT TYHHEANPYEMOTO y3/a C
agpecom 192.168.0.1 Ha TyHHeAnpyeMmblli y3en ¢ agpecoM 192.168.2.3, BbINOAHUTE KOMaHAY:
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firewall tunnel add 4 rule "Rule 4" src 192.168.0.1 dst 192.168.2.3 pass

YTo6bl co3aaTb GUALTP 3aLLULLEHHON CETH, BNOKMPYHOLLMIA NakeTbl OT 3aLUMULLEHHOTIO Yy3/a C
naeHTndumkaTopom ysna 0x1al2000a fo 3amLLeHHON ceTn ¢ naeHTndukatopom 0x1bl4,
BbIMOJIHATE KOMaHAY:

firewall vpn add rule 5 "Rule 5" src 0x1al2000a dst 0x1bl4 drop

2 HaxmwuTe knasuwy Enter.

MpumeuaHue. Eciv npu co3gaHnmn ceteBoro GuibTpa BO3HMKIA OLIMGKa, NOABUTCA
COObLLEHME C YKa3aHMEM OLIMOKM CUHTaKCKCa 1 MecTa, rae 6bina gonyleHa onevarka.
MNoBTOpHO BBEAUTE GUIBTP, NCMPABMB OMNeYaTKy, U HaxxmuTe knasuwy Enter.

B pe3ynbTtate 6yaeT co3gaH ceteBor dbunbtp. MNpn HEO6XOANMOCTY Bbl MOXETE BbIMOAHWUTL CeayoLLme
[EencTBUA A5 JaHHoro duibTpa:

e rnpocmoTpeTb (cM. «[TpocMoTp ceTeBbIX GUAbLTPOB» Ha cTp. 101);
e u13MeHuTb (cM. «/13meHeHne ceTeBoro dbunbTpa» Ha cTp. 104);

e yaanuTb (CM. «YganeHune ceteBoro ¢punbtpa» Ha cTp. 105).
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[ToOCMOTP CeTeBbIX GUABTPOB

C MOMOLLBbIHO KOMaHAbl show MOXHO MPOCMOTPETL CETEBLIE CI)I/U'IprbI, 3ajaHHble Ha y3ne. OnuncaHHble
HV>Ke KOMaHAbl AO/IXKHbl BBOAUTBCA B KOMaHAHOM MHTEpNpeTaTope.

YTtobbl NPOCMOTPETL CeTeBble GUILTPbI BCEX TUMOB, BbIMOJIHUTE KOMaHAY:

firewall rules show

YTobbI NPOCMOTPETb CNMUNCOK CeTeBbIX q)I/U'IprOB COOTBETCTBYHOLLEro T1na, BbINOAHUTE KOMaHAy:

firewall <Ttumn cereporo ¢miabTpa> show

Hanpwumep, 4tobbl NPOCMOTPETS:

e JloKasbHble GUILTPbI OTKPLITON CETY, 3aZlaHHble Ha Y3/1€, BbIMOJIHUTE KOMaHAY:

firewall local show

® TPaH3UTHbIE q)I/IﬂprbI OTKprTOI?I CeTn, 3ajlaHHble Ha Y3J1€, BbINMOJHNTE KOMaHAy:

firewall forward show

e QUIbTPbI TYHHEANPYEMbIX Y3/10B, 33fjaHHbIE Ha Y3/1€, BbINOJHUTE KOMaHAY:

firewall tunnel show
e OWAbTPbLI 3aLLMLLLEHHOW CETH, 3aZlaHHble Ha y3/1€, BbINOJHUTE KOMaHAY:

firewall vpn show

Y106bl NPOCMOTPETb KOHKPETHbIV CETEBON GUABTP, YCIOBUE UM AENCTBME KOTOPOrO Bbl 3HAETE,
BbINMONHUTE KOMaHAy:

firewall <Tumn cereBoro QuabTpa> show <ycJjoBus noMCKa>

Hanpvmep, eciv HeOH6X0AMMO NPOCMOTPETL SIOKa/IbHbIV CETEBOM GUALTP, Y KOTOPOTO Bbl 3HaeTe agpec
oTnpasuTens naketa (Hanpumep, 192.168.1.10), BbINOAHUTE KOMaHAY:
firewall local show src 192.168.1.10

B pe3ynbTaTe B KOMaHAHOM MHTeprpeTaTope 0TO6Pa3ATCA BCE NOKaNbHble GUALTPLI, B agpece
OTnpaBuTENs KOTOPLIX 3aZaH AaHHbil [P-agpec.

I'Ip|/| 3alaHUN MHOXXECTBEHHOIO yC/10BUA, HanpuMep, npu HEO6XOAVIMOCTI/I 3a4aTb HECKOJIbKO aapecoB
OTI'IpaBI/ITeJ'IEI‘/‘I B O4HOM YyC/n0oBUWY, Tpe6yeTca pa3fenatb Takme sneMeHTbl 3anATbiIMU, HanpumMep:
firewall local show src mydomain.ru,192.168.30.2,192.169.1.1 dst 192.168.0.1

B pe3ynbtaTe 0TO6pa3ATCcA BCe AOKaAbHble QUALTPLI, B agpece OTNPaBUTENS L NOyYaTeNns KOTOPbIX
3ajaHbl gaHHble IP-agpeca.

B KauecTBe yc/0BMA Moncka MOryT ObiTb yKasaHbl:
e HOMep ceTeBOro GpuabTpa B TabauLLE;
e Ha3BaHve ceTeBOro GuUabTPa;
e ajpec OTNpaBuTENs NaKeTa;

e ajpec nojy4vyarend rnaketa,
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e yCioBue Anda nponyckaHua nan 6J'IOKI/IpOBKI/I nakeToB, COOTBETCTBYHOLLMNX KaKOMy-ﬂI/I6O NPOTOKOJY,;

e JeicTBuE.

BHumaHwue! Mownck ceTeBbIx GMABTPOB OCYLLECTBAAETCA MO CTPOroOMy COBMAaAEHMUIO C
NMOWMCKOBbLIM 3anpocoM. Hanpumep, noj nonckoBbiv 3anpoc src 192.168.1.10

/‘\ nonagyT GuabTpbl src 192.168.1.10 1 src

A 1.1.1.1,192.168.1.10,2.2.2.2, HO He nonaaeT Gpuabtp 192.168.1.10-
192.168.1.11. Takxe, HanpuMep, Nog 3anpoc rule Name nonageT Name, HO He
nonaget NameLong.

MpumMep TabanLbl NPY NPOCMOTPE NOKaNbHbLIX GUALTPOB OTKPLITON CETU NPUBEAEH HUXKE.

================+= ==+== ===+

|opt | Schedule

|udp: from
——=—=—=—=—=—=—=—==—=====+4= =

IREESELY |udp: from
L e . .~ L. . —

Pucyrok 10. [pocmMomp s10Ka/16HbIX punbMpPo8 omkpeimol cemu

LUndpamu B Tabanue o603HaueHbI:
1 3aronoBok Tabauusl, rae:
o Num— MNOPSAAKOBbIN HOMep ceTeBoro GpuabTpa.

o Name — Ha3BaHwue ceTeBoro ¢dmabTpa.
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Option — KaTeropua ceteBoro ¢uabTpa (Hanpumep, 414 GUALTPOB MO YMOAYaHUIO U GUALTPOB,
3aflaHHbIX NoJb30BaTeneM, oTobpaxkaetcs kateropus User).

Schedule — pacnucaHue ans ceTeBoro gpuabTpa.
Act — AENCTBME.

Source — agpec otnpasutensa IP-nakera.
Destination — agpec nonydvarens IP-nakerta.

Protocol — MPOTOKOJ, NO KOTOPOMY nepegaetca IP-naker.

MapameTpbl CyLLEeCTBYHOLLMX CETEBbIX QUIBTPOB.

Kaxablin ceTeBOM GUABLTP YCAOBHO MOXHO Pa3fennTb Ha ABe yYacTu. [epBas 4yacTb COCTOUT 13

CTPOKM, CogepKallLelrl HOMep, HAMMEHOBAHMWE U JOTIONHNUTENbHbIE (HEObs3aTeNbHbIE) MapaMeTpsbl

ceTeBoro Gpuabtpa. Bropas yactb COCTOMT U3 AeWCTBYS, agpeca OTNPaBUTENs, agpeca noaydaTens v

ycnoBuA q)vmpra, AaHHaA 4aCTb MOXKeT ObITb npeacraBieHa HeCKOJIbKUMUN CTPOKaMW.

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpatopa | 103



13MeHeHme CeTeBoro ubTPa

ﬂ'ﬂﬂ M3MeHeHnA ceTeBoro qwmpra WA NpaBuaa UCNOoAb3yeTCa KOMaHAa change append.

B ceteBOM GUABLTP MAN NPaBUAO MOXKET BbITb 40OaBAEHO:
e YC/IOBUE A/ agpeca OTNpaBuTeNs MakeTa;
e yC/IOBME A/ agpeca noJsiyyaTtesis nakera;

e YCNOBUSA A/ MPOMYCKaHWs WK 6J0KMPOBKM NMaKeTOB, COOTBETCTBYHOLLMX KaKOMY-1MBO NPOTOKOAY.
Takxe MOXHO 106aBUTb B ceTeBOM GUABTP MAN NPaBUIO HECKO/IbKO YCIOBUA OJHOBPEMEHHO.
OnuncaHHble HUXe KOMaHAbl JO/IXKHbI BBOAUTLCA B KOMaHAHOM MHTeprpeTaTope.

Y1066l 406aBUTH YCNOBME B CyLLECTBYHOLLUIA GUABTP, BBINOAHUTE CAefytoLLne AeACTBUS:

1 BBeAMTeKOMaHAyfirewall <TuInn ceTeBoro (uIbTpa MM npaBwmia> change append <HOMED

@)MJ’Ipra MY IpaBwjia> <JOIOJIHUTEJIbHOE YCJIOBUE>.

JlononHntenbHoe ycnoeue byaeT fo6aBAeHO K yXe MMetoLLEMYCs YCI0BMIO, KOTOpoe Obiao 3aAaHo
B UAbLTPE WK NMpaBuie paHee.

2 Haxmwute knasuwwy Enter.

MprmeyaHue. Eciv npun coxpaHeHnn ceTeBOro GuabTpa UM Npasuia BO3HMKAA

olwmnbKa, NOABUTCA COOBLLIEHME C YKa3aHWeM CMHTaKCKCca owmnbKn 1 MecTa, rae bbina
JonyLlieHa oneyvatka. [TOBTOpHO BBeauUTE ceTeBON GUALTP UM NPaBUIO, UCNIPaBUB
oneyatky, v HaxmMuTe Knasuwy Enter.

B pe3ynbTaTe ceTeBolr GUALTP ByAET U3MEHEH.
Hanpwvmep, cywiectByeT 0KanbHbI GUALTP OTKPbITOM CeTU:
1 RuleNamel src 192.168.1.1,2.2.2.2/24 dst 10.0.0.1 pass

B naHHbIV ceTeBOM GUALTP HEOBXOAMMO [06ABUTH elLe OAHO YCIOBWeE, HanpuMep, agzpec otTnpaeutens IP
-nakeToB. /115 3TOro BbIMOJIHUTE KOMaHAY:

firewall local change append 1 src 192.168.3.3
[anee Heobx0AMMO NOATBEPANTL BHECEHHbIE N3MEHEHMUS.

Mocne gobaBneHns agpeca oTNpaBuTens ceTeBoin GuabTp ByaeT BbIrAAETb CefyHoLM 06pasom:

1 RuleNamel src 192.168.1.1,2.2.2.2/24,192.168.3.3 dst 10.0.0.1 pass
I'Ipvl HEO6XO,£I,I/IMOCTI/I Bbl MO>XXeTe N3MEHNTb I'IOpﬂAKOBbII‘/’I HOMEpP CceTeBoro CbVIﬂpra B Ta6n|/|u,e. ,ﬂflﬂ
3TOro BBeAUTE KOMaHAY firewall <Tun ceTeporo QuibTpa> move rule <Texymur HOMep OuiIbTpa>

to <HOBEUI HOMep OunsTpa> WU HaXMmuTe knasuuy Enter. B pesynbtate Homep dunbTpa u,
COOTBETCTBEHHO, €ro NoaoXeHue B Tabanue 6yayT M3MeHeHb!.
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YaaneHwe CceteBoro ouabTpa

ﬂ'ﬂﬂ y4aneHna ceTeBbIX CbVIJ'IprOB cnepyet UCnoab30BaTb KOMaHAY delete. OnuncaHHble HUXe KOMaHAbl
AOJKHbI BBOAUTBCA B KOMaHAHOM UHTEprpeTaTope.

YT06bl yaannTb GUALTP, NOPAAKOBLIA HOMEP KOTOPOrO Bbl 3HaeTe:
1 BbinonHWTe KOMaHAy firewall <Tmn ceresoro duibTpa> delete <HOMEp ceTeBOTO OUILTPa>.
2 Haxwmwure knasuwy Enter.

3 B cTpoke noATBEpPXAEHMA HaxMuTe KnaBuwy Y, ecan xotute yaanuTe UMeHHO 3ToT ¢dunbtp, n N,
€C/IN XOTUTE OTMEHUTDL yAaneHue.

B pe3synbTate ceteBol GuabTp ByaeT yaaneH.

Hanpumep, 4Tobbl yA4anuTb NOKabHbIA CETEBOM GUALTP 1 "Rule 1" src 192.168.1 dst
192.168.4.2 tcp sport 2525 dport 443 pass:

1 BbinonHute KOMaHAy firewall local delete 1.
2 Haxwmwure knasuwy Enter.

3 lloateepauTe yaaneHue, Haxas Kaasuuy Y.

Ecnv Bbl He 3HaeTe NOPSAAKOBLIA HOMEpP CETEBOTO GU/ILTPA, TO Bbl MOXETE CHayasia HalTu ero no
onpezeneHHbIM KOMMOHEHTaM, a 3aTeM yAanuTtb ero. s 31oro:

1 BbinoaHuTte KOMaHAy firewall <tun cereroro omnbTpa> delete <ycjoeusa noucka>
B kauecTtBe YyCnoBuA NOUCKa Bbl MOXKETE yKa3aTb:
o Ha3BaHwne ceteBoro CI)VIﬂpra.
o A,a,pec OoTnpaBnTENA NakeTa.
o A,a,pec noJjiydatend rnakerta.

o Ycnoewe Ans NponyckaHus nin 6J10KMPOBKM MaKeToB, COOTBETCTBYHOLMX KaKOMY 1160
npoToKOAY.

o [elicTtBue.

BHumaHwme! Mownck ceteBbIX GUABTPOB OCYLLECTBAAETCA MO CTPOrOMy COBMAAEHUIO C
MOWMCKOBbLIM 3anpocoM. Hanpumep, nog nonckoBbIl 3anpoc src 192.168.1.10

/"\\ nonagyT GuabTpbl src 192.168.1.10M src

A 1.1.1.1,192.168.1.10,2.2.2.2, HO He nonageTt duabtp 192.168.1.10-
192.168.1.11. Takxe, HanpuMep, Nog 3anpoc rule Name nonageT Name, HO He
nonageTr NameLong.

2 HaxmwuTe knasuwy Enter.

B pe3ysnbTaTe ByAyT MOAHOCTBHO OTOBPaXKaTbCA ceTeBble GUALTPBI, YAOBAETBOPAIOLLNE KPUTEPUAM
rovcka.
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3 W3 cnuncka HalgeHHbIX ceTeBbiX GUALTPOB BbibepuTe GUILTP, KOTOPLIN HEOBXOAUMO YAANNTD, U
BBEAMTE HOMep yaansemoro ¢uabtpa. B pesynbtate dpuasTp byset yaaneH.

4 Y6eauTech, UTO CETEBOM GUALTP yAaneH, NpocMoTpeB Tabauuy ceteBbix GUALTPOB (cM. «[TpocmoTp
ceTeBbIX GUALTPOB» Ha cTp. 101).

Mpumeyanue. Mocne yaaneHns ceteBoro GuabTpa ero NopsAKoBbI HOMep
npucBavBaeTca creaytowemMy no nopagky euabtpy B Tabavue. Mocnesyrowmm
dunbTpam B Tabamue Takxke NpUCBanBaOTCA CedytoLme No nopsaKky Homepa.

Hanpumep, Bbl XOTUTE YAaNUTb JIOKaNbHbIA CETEBON GUABLTP, MOPAAKOBbIA HOMEP KOTOPOrO Bbl HE
3HaeTe, HO 3HaeTe aZpec OTNpaBuUTeNs NaKeTa, 3aZaHHbIN B JaHHOM GuabTpe (Hanpumep, 192.168.20.2).

YT06bl HAUTU N YAaNUTb AaHHbIA GUALTP, BbIMOJHUTE KOMaHAY:

firewall local delete src 192.168.20.2

B pe3ynbTate 6yseT BbiBeAeHa Tabanua ¢ 1oKasabHbIMK GUAbTPaMU, MOAXOAALMMHN MO AaHHOE YCIOBUE.
Harante dunbTp B Tabaunue, KOTopbi HeobxoanMMo yaanuTts, B none Num y3HaliTe NopaaKOBbIA HOMep
AaHHoro duabTpa. BeeanTte NopsaakoBbIn HOMeP GUabTPa Y NOATBEPAMUTE €ro yaaNeHue.
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AHTUCIYDUHT

Mporpamma ViPNet Coordinator Linux obnasaet pyHkumen aHTMcnyduHra, To ectb 610KMpoBaHMsA
Bxoaswux IP-nakeToB oT oTnpasutenel, IP-agpeca KOTOpbIX HEAOMYCTUMbI HA AAHHOM CETEBOM
nHTepderice. AHTUCNYUHT paboTaeT TONbKO ANs OTKPBLITOro Tpadurka, MOCKObKY As 3aLUULLEHHOTO
Tpadmka IP-agpec oTnpaBuTENa He MMEET HMKaKOro 3HauyeHus. OTKpbITble NakeTbl CHavana NpoBepatoTCa
npasuaamu aHTucnydmHra, a 3atem y>xe obpabatbiBatoTca ceTeBbIMU GUABTPaAMW.

MpaBuna aHTMCNydMHra 3aar0T A8 KaXA0ro CeTEBOro NHTepdelica anana3oHbl IP-agpecos, nakeTtbl OT
KOTOPbIX HeAOMYCTMMbl Ha AaHHOM MHTepdelice. [MakeTbl, NONajatoLme B TakOW AnanasoH, byayTt
6710KMpOBaThLCH.

Kak BMAHO 13 Ha3BaHWs, OCHOBHas 3ajaya aHTUCNyduHra — 37O 3alymMTa OT Tak Ha3biBaeMoro cnyobuHra,
OZHOTO V3 BUAOB CeTeBbIX aTak. [pu cnyduHre 310yMbIWAEHHUK NOCbIIAET KAKOMY-A160 KOMMbIOTEPY
nakeT, B KOTOPOM B KayecTBe aipeca OTNpaBuTeNs ykasaH He aZpec 3/10yMbILIEHHMKaE, @ Kakon-1mbo
APYroW, KOTOPOMY Pa3peLIEHO COeAMHEHME C AaHHbIM KOOpAMHATOPOM. Hanprmep, Takvum obpasom
MO>HO OTMpPaBWTb OTKPbITbIN MakeT U3 VIHTepHeTa uepes KoopAMHATOP, 3aJaB B KauyecTBe agpeca
OTNpaBuTeNA afpec YacTHOM BHYTPEHHENW CETU, KOTopas Takxke MOAK/IOUEHa K JaHHOMY KOOPAMHATOPY.
MpaBuna aHTUCNYbUHTa NO3BOASAIOT UCKIHOUMUTD TaKyH BO3MOXHOCTb.

Takum obpasom, Ans obecneyeHuns BbICOKOro YpoBHS 6€30MacHOCTM CETU peKoMeHAyeTcs, YTobbl Ha
KoopauMHaTope 6bla BKAKOUYEH aHTUCMYUHT. [10 YMOAUYAHMIO aHTUCTYDUHT BbIKAHOUEH.

[Ans BkAtOUeHWs aHTUCYydUHIa B KOMaHAHOM UHTEprpeTaTope BBEANTE iplir option set

antispoofing on.
[na otkntoueHns aHTmcnquHra BBeAuUTE iplir option set antispoofing off.

UTobbI NPOCMOTPETb TEKYLLEE COCTOAHNE aHTMCI'Iyq)MHFa, B KOMaHAHOM MHTepnpeTaTope BBegnTe iplir

option get antispoofing.

MpaBwna aHTUCNYdUHra CO34at0TCA aBTOMATUYECKM Ha OCHOBE TabauLibl MapLIpyTU3aL MM CETEBOTO y3a.
B cnyuae ncnoab3oBaHWs CIOXHbBIX CXEM MapLIpyTU3aLmmy (C METPUKaMy MapLUPyTOB WM
aCMMETPUYHBIMW MapLipyTami) GyHKLMS aHTUCNydrHra MOXeT paboTaTb HEKOPPEKTHO, 1 ee cresyeT
OTKJIFOYUT.

Mpasuna aHTUCNybUHra GOPMUPYHOTCS TONBKO A/ OTKPLITOTO TPAH3UTHOTO TpaduKa cieayowmnm
obpazom:

e [lns Bcex MHTepdelicoB, Kpome MHTepderica Mo yMOYaHWIO (KOTOPbI COOTBETCTBYET MapLLpPYTY Mo
yMonuaHuto), bioknpytotcs IP-agpeca NCTOYHMKE, KOTOPbIE HE COBMAAatoT C agpecamu,
MapLIpyTU3NPYEMbIMU Yepes JaHHbIV UHTepdEec.

e [lna vHTepdelica no ymonyaHuto 6ioknpyrotcs IP-agpeca NCTOUHMKa, KOTOPbIE COBMaAatoT C
3aperncTpupoBaHHbIMY MapLIpyTamMu APYTUX MHTEPdERcoB.

JlonyctMm, Ha ceTeBOM Yy3/1e UCMOAb3YeTCA CaegytoLlas Tabavua MapLupyT13aLmm:
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Tabsauya 10. Mpumep mabauysl Mapwipymusayuu

CeteBoW agpec Macka cetn Agppec wnio3a NHTepodeiic MeTtpuka
0.0.0.0 0.0.0.0 10.0.8.1 10.0.8.54 20
10.0.8.0 255.255.255.0 On-link 10.0.8.54 276
10.0.8.54 255.255.255.255 On-link 10.0.8.54 276
10.0.8.255 255.255.255.255 On-link 10.0.8.54 276
127.0.0.0 255.0.0.0 On-link 127.0.0.1 306
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306
127.255.255.255  255.255.255.255 On-link 127.0.0.1 306
192.168.48.0 255.255.255.0 On-link 192.168.48.1 276
192.168.48.1 255.255.255.255 On-link 192.168.48.1 276
192.168.48.255 255.255.255.255 On-link 192.168.48.1 276
192.168.59.0 255.255.255.0 On-link 192.168.59.1 276
192.168.59.1 255.255.255.255 On-link 192.168.59.1 276
192.168.59.255 255.255.255.255 On-link 192.168.59.1 276
224.0.0.0 224.0.0.0 On-link 127.0.0.1 306
224.0.0.0 224.0.0.0 On-link 10.0.8.54 276
224.0.0.0 224.0.0.0 On-link 192.168.48.1 276
224.0.0.0 224.0.0.0 On-link 192.168.59.1 276
255.255.255.255  255.255.255.255 On-link 127.0.0.1 306
255.255.255.255  255.255.255.255 On-link 10.0.8.54 276
255.255.255.255  255.255.255.255 On-link 192.168.48.1 276
255.255.255.255  255.255.255.255 On-link 192.168.59.1 276

PaccmaTprBaeMbIi y3en nMeeT YeTbipe ceTeBbIX MHTepdeiica. CeTeBon HTepdeiic ¢ agpecom 127.0.0.1
ABNAETCA MHTepdencom «BHyTpeHHelW netaun» (loopback), nosTomy He byaem ero yunTbiBaTh.

B pe3ynbTaTe Ha OCHOBE NpuBEAEHHON TabauLbl MapLIpyTU3aLum byaeT chopMUpPOBaH CneayoLwnii
Habop npasua aHTUCNYdUHTa:

e Ha ceteBoM MHTepdenice c agpecom 192.168.48.1 pa3peLueHbl BXOAALLME NaKeTbl TONbKO OT IP-
agpecos 192.168.48.0/24.

e Ha ceteBom mnHTepdelice c agpecom 192.168.59.1 pa3pelueHbl BXoAALLME NakeTbl TONbKO OT IP-
aapeca 192.168.59.0/24.

e Ha ceteBoM nHTepdelice ¢ agpecom 10.0.8.54 pazpeLueHbl Bce BXOAsALLME NaKeTbl, KPOMe NakeToB
oT IP-agpecos 192.168.48.0/24, 192.168.59.0/24.
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J1ONONHUTENBHbBIE OMLUKMK
MEXCETEBOTO 3KPaHa

N5 BO3MOXHOCTN TOHKOW HacTponkin MmexxceteBoro skpaHa B ViPNet Coordinator Linux peannsoBaHsl
cneayrowmne JOMNONHUTENbHbIE OMNLUUK:

e Dblock-other-protocols — 6J0KMPOBaHME NakeTOB, NepesatoLLmMxcs He nNo npotokony IP.

[Aparisep ViPNet aHann3upyet Tonbko IP-nakeTbl 1 NO yMOAYaHWIO NPOMYyCcKaeT BCe NaKeTbl APYrnxX
NPOTOKOJIOB, YTO COOTBETCTBYET yCTaHOBKe napamMeTpa B 3HaueHune of £. Ecan yctaHoBuUTb 3TOT
napameTp B 3Ha4YeHMe on, TO ApaliBep ByaeT 610KMpoOBaTb NakeTbl BCEX NPOTOKO/I0B, kpome IP, ARP
n RARP. MNaketbl npotokonos ARP n RARP nponyckaroTca Bcerga, MOCKOAbKY UX MPOXOXAeHne
HeobXxoaMMO Ans ycrnewHoro GyHKLUMOHMpOoBaHWsA npoTokona IP.

® max-connections — MakCMMaibHOE KOJIMYECTBO OAHOBPEMEHHbIX COEAMHEHWUN. 3HaUeHMe Mo
ymonyaHuto — 150000. Ecam HeobxoaMMO OorpaHnYnTb YMCIO OAHOBPEMEHHbIX COEANHEHNI,
cnesyeT YMeHbLUUTb 3HaUeHue.

e dynamic-ports — JAManasoH NOPTOB, KOTOPbIE UCMOL3YHOTCS AN ANHAMUYECKOWN TPaHCAALUK
ajpecos. 3HaveHue no ymonvaHuo — 60000-65000.

e connection-ttl-tcp — BpeMs (TaiiM-ayT) B ceKyHAax nocie perncrpaLmm nocaegHero naketa, no
MCTeYeHNN KOTOPOro pa3pbiBaeTCs JaHHOe coeanHeHve no npotokoay TCP. 3HauveHune no
ymonuyaHunio — 3600 cekyHA (60 MrHYT).

e connection-ttl-udp — BpeMs (TaliM-ayT) B CEKyHAax Nocie perncrpaLumn nocneaHero nakerta, no
NCTeYeHNN KOTOPOro pa3pbiBaeTCs fJaHHOe coeanHeHne no npotokony UDP. 3HaueHne no
ymonuaHunio — 300 cekyHg (5 MuHyT).

e connection-ttl-ip — Bpems (TaliM-ayT) B CeKyHJax Nocae perncrpaLmm nociesHero naketa, no
NCTeYeHNN KOTOPOro pa3spbiBaeTca AaHHOe coednHeHne no npotokony IP. 3HaueHne no
ymonuaHuio — 60 cekyHg (1 munyTa).

e dynamic-timeouts — BKJHOUYEHWE AN OTKIHOUEHME PEXMMA AMHAMUYECKMX TaliM-ayTOB
COeANHEHN (on MW off). 3HaUeHMe NO YMOAYaHUI0 — of £.

Pexxum ANHaMN4eCcKnx TaVIM-ayTOB ncnonb3yeTca Ana I'IpOTI/IBO,CI,EI‘/JICTBI/Iﬂ q)nyp,—aTaKaM. Kor,a,a

KO/ In4ecTeBo COGAMHGHMVI AOCTUraeT onpejeneHHoro npoueHTa ot MakCMMymMa, TaVIM-ayTbI BCeEX
COE,CI,I/IHeHI/Il‘/JI YMEHbLUAaTCA Ha onpeaeNneHHY0 BEJINYUNHY. DTa BeNUMHA TeM 6OJ'IbLIJe, yem 6aMXKe
4ncao COG,D,VIHEHI/IIZ K MakKCUMyMYy. |_|pl/l 3TOM TaPIM-ayTbI HEé YMEHbLLUAaTCA HUXE onpeseneHHoro
MWHUMYMa. Korp,a Konn4yecteso COEAMHEHI/IVI yMeéHbLlUaeTCcqa A0 onpeaeneHHoOro npoueHTa ot
MaKCMMalbHOTO, 3Ha4YeHuA Tal‘/’lM-ayTOB BOCCTaHaB/IMBaKOTCA A0 I/ICXO,CI,HOI‘/JI BENNYUHDI.

yl'lpaBJ'IeHI/Ie AOMONHNTENBbHBIMW ONUMAMMN OCYLLLECTBAAETCA C MOMOLWbHO KOMaHAbl iplir option set

<Hal3BaHMe Oonumm> <3HadveHUe OILUM>.

npOCMOTpeTb Tekyllee 3HaveHne onynm MOXHO C NMOMOLLbIO KOMaHAbl iplir option get <HasBaHMe

OIILINM>.
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HacTporika TpaHCaaUmn
ceTeBblx aapeconB (NAT)

3ayeM ncnonb3yeTca TpaHCAAUMA agpecos

TpaHcnauus agpecos B TexHonorum ViPNet
KoMnoHeHTbI NpaBua TpaHCAALMK afpecoB
CospgaHuve npasuna TpaHcaaumm IP-agpecos

MpocMOoTp, U3MEHEHWE, YAaNneHe NpaBua TPaHCAALMN ajpecoB
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3a4eM UCMONb3YETCA TPAHCAALNA
a/lpecoB

TpaHcnaums ceteBbix agpecos (NAT, Network Address Translation) — 310 MexaHM3M npeobpa3oBaHus
IP-appecoB oaHown cetun B IP-agpeca apyron cetun. [oN0OXEHNA TEXHONOTUN TPAHCAALMK aLpPeCcoB
pernamenTupytotcs RFC 2663 http://tools.ietf.org/html/rfc2663.

TpaHCﬂﬂLl,I/IFl CceTeBbIX ajpecoB 06bluHO NPUMEeHAETCA AnA peeHna AByX OCHOBHbIX 3a4ay:

e [pu HEOBXOANUMOCTU MNOAKIOUEHNS NOKAJbHOW CeTU K VIHTEpHETY, KOrja KOIMUYeCcTBO Y3/10B
NOKaNbHOW CETV NPEBbILLAET BblJaHHOE NMOCTaBLUMKOM ycayr VIHTepHeTa KoamyecTBo ny6anyHbix IP-
agpecoB. Takum obpaszom, NAT no3BoasieT N0KabHbIM CETAM, NCMONb3YIOLLMM YacTHble aApeca,
nosy4atb AOCTyn K pecypcam ViHTepHeTa.

[Ans pelweHns 3ToW 3a4a4m NCNOAb3YETCA TPaHCAALMA aapeca NCToYHMKa (Ha cTp. 113).

e [lns opraHusaumm AocTyna K BHyTPEHHUM pecypcam 13 BHeLIHen ceTu. B pesyabTaTte npvMeHeHns
TexHonornv NAT nokanbHble CETH, MeroLLIMe YacTHble agpeca, MOryT ObiTb AOCTYMHbI
nosib3oBatensiMm MIHTepHeTa no nybanuHbiM IP-agpecam.

[Ans pelweHns 3TOW 3a4a4m UCNOAb3YETCA TPaHCAALMA aapeca HasHaveHns (Ha cTp. 112).

MpaBwna TpaHCAALMM aapPeCOB MOTYT OblTb HACTPOEHbI HA MEXXCETEBOM 3KpaHe — KOMMbIOTEPE,
pa3rpaHMymMBaroLLEM NOKabHYHO (BHYTPEHHHIOK) CETb U FN0HasbHYHO (BHELLHIOK) CETh, Hanpumep
VHTepHeT. MexceTeBOM 3KpaH AO/IKEH UMETb Kak MUHUMYM /iBa CETEBbLIX MHTepdelica:

e BHelwHWI uHTepdeiic — nmeet nNybanuHbIn IP-agpec n obecneunsaet foctyn B VIHTepHeT.

e  BHyTpeHHU nHTepdelic — nmMeeT YacTHbI IP-agpec.

TpaHcAAUmMS CeTeBbIX ajpecoB OCyLLecTBAAeTCA A5 [P-nakeToB, NPOXOAALLMX Yepe3 MeXCeTeBOW 3KpaH
13 BHYTPEHHEW CeTU BO BHELLHIOM MM HaobopoT.
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TpaHcnAaumMa aapecoB B TEXHOIOTUM
VIPNet

BHumaHwme! [MpaBuna TpaHCAALMM, ONUCaHHbIE B JaHHOM pasgefe, OTHOCATCSA TONbKO K
A OTKpbITOMY TpaduKy. ns 3awmiuieHHoro Tpadurka 4eNCTBYHOT aBTOMaTMyeckme
MeXaHW3Mbl TPAHCAALMN ajpecoB, NapameTpbl KOTOPbIX HE MOTYT 6biTb U3MEHEHbI.

¥3en c nporpammMHbIM o6ecnedeHmem ViPNet Coordinator Linux MOXeT BbINOHATL TPAHCAALMNIO afpecoB
(NAT) (cm. «TpaHcnauma ceteBbix agpecos (NAT)» Ha cTp. 211) chefyrolwmx TMMNOB:

e TpaHcasuus agpeca HazHaueHuWs, Ha3sbiBaeMas Takxke GopBapanHrom noptos (port forwarding) nam
CTaTNYeCKOMN TPAHCALMEN, UCMOJb3YETCS, KOFAa HYXXHO obecrneunTtb 4ocTyn 13 VIHTepHeTa K
KOMMbOTEPY, HaxoAfLLLeMYyCA B YacTHOM ceTu. B aToM cnyyae nakeTbl, npuxogawme us MintepHeta
Ha onpejeneHHbIN MOPT BHELLHEro agpeca KOOpPAWHATOpa, NepeHanpaBaftoTCA Ha yKa3aHHbIN
a/ipec BHYTPEHHeN ceTu NyTemM NOoAMEHbI B HUX ajpeca noayyaTens, a y OTBETHbIX NMakeToB OT
KOMMbOTepa BHYTPEHHEN CeTU NOAMEHsAeTCA ajpec OTrnpaBuTens.

e TpaHciauusa agpeca UCTOUHMKA, Ha3biBaeMas TakxKe MackapagmHrom (masquerading) wam
AMHAMUUeCcKol TpaHcasumeit. Takas TpaHCAAUMS afpecoB NCMONb3YETCs, eC/Y HYXHO OpraHn3oBathb
BbIXOZ, B VIHTEpHET No/Nb30BaTeNel, UMetoLLMX YacTHble agpeca. B aTom cayyae npuw npoxoge yepes
KOOPAMHATOP MakeTOB OT YacCTHbIX OTMPAaBUTENEN B HX 3aMeHseTCs agpec OTNpaBuTes Ha
BHeLHWI (peasibHbli) agpec KoopguHaTtopa. MNpu Npuxoae OTBETHbIX MAKETOB B HWUX MOAMEHSETCS
azpec nosyuyatens o6paTHO Ha YaCTHbIN aApec, U B TaKOM BUAE MakeT AOCTaBASETCS B YaCTHYHO CETb.

° OAHOBpeMeHHaFI TpaHCaAunAa aapecoB MCTOYHUKA U HasHaYeHUA. ﬂ'aHHaﬂ PasHOBMNAHOCTb NAT
MOXeT NCNONb30BaTbCA B CZIOXKHbIX CXeMaxX MapLlpyTnsaumm Tpaqwu(a.

TpaHcAauma ceTeBbIX aApPeCcOB BbINOJJHAETCA KOOPAMHATOPOM, TO/IbKO €C/IM HaCTPOEHBI
cooTBeTcTBYrOWMe npasuna (cM. «CosgaHne npasuaa TpaHcaaumm IP-agpecos» Ha cTp. 116).

TpaHonAumMa agpeca HazHayeHmd

TpaHcnauma agpeca y3na HazHauyeHua npejHasHayveHa Ana opraHnsauum goctyna ns MHtepHera K
cepBepaM JIoKaabHOM CeTH, He MmetoLmM nybanuHoro IP-agpeca. MNMpaBuao TpaHcaaLuMm agpeca
Ha3HayeHMWs CTaBWT B COOTBETCTBUE YacTHbIM IP-agpecam nokanbHbix y310B NybanuHbIv IP-agpec
KoopguHaTopa. B cooTBeTcTBMM C NpaBuaoM, B 3aronoekax IP-naketos ny6anuHein IP-agpec (nawm IP-
afpec v NOpT) HazHayYeHNs 3aMeHAETCA YaCTHbIM aApPecoM IoKaabHOW ceTun. Takmum obpa3om, no
nybanuHomy IP-agpecy BHelLHWe Noib30BaTENN MOTYT NOAYUYNTb AOCTYM K pecypcam JI0KalbHOWN CETH.
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PucyHok 11. locmyn k 8HympeHHUM pecypcam nhpu noMouwyu npasua mpaHcasyuu IP-adpecos y3nos
HAasHa4yeHus
Ecnv anda BHewHero IP-agpeca koopanHaTopa 3a4aHo NPaBWIO TPAHCAALMW ajpeca Ha3HavYeHns, TO Mpu

obpallieHnn K 3ToMy agpecy u3 VIHTepHeTa ByAyT BbINOAHATLCA CleAytolme npeobpasoBaHms:

Bo Bxogsawmx IP-nakeTax OT BHELLHEro y3/1a KOOPAMHATOP NOAMEHAET aApec noayyvarens

[ ]
(ny6anuHbIin IP-agpec KOOPAMHATOPA) IOKabHLIM a4PECcOM B COOTBETCTBUM C OMMCAHHbIM
NpaBWIOM. 3aTEM MaKeT NepesaeTcs Yepe3 BHYTPEHHWI CETEBOW MHTepPOENC Ha y3en JIoKalbHOM

ceTy, KOTOPOMY aJpecoBaH naker.
Mpv NPOXOXAEHUN OTBETHbIX NMakeToB (B pamMKax yXe CO3/jlaHHOW ceccnmn) KoOopAnHaTop

[ ]
npoun3BoamnT obpaTtHyto 3ameHy IP-agpecos. Aapec otnpasutens (IP-agpec nokanbHOro y3na)
noaMeHsieTcs ny6anuHbIM [P-anpecom BHeELLHero ceTeBoro nHTepdenca koopamHaTopa. 3aTem

OTBETHbIV NakeT OTAPaB/AETCA MO HazHayeHuto (y3ny B VIHTepHeTe).

Taknm o6pa30M, npun nepejadve B MHTepHeTe NnakeT BbIrNAa4AnT Tak, 6y,£l,TO OoTnpaBuTENb A

noslyyaTenb 3TOro naketa uMmetoT Ny6anyHble IP-agpeca.

BHumanme! Mpun TpaHcaauum agpeca y3na HasHauYeHUA MHULMMPOBaTb COeJMNHEHne
MOXeT TOJIbKO BHELLUHWIA y3es. YTobbl NoKaabHbIN y3en MOT TakxKe UMETb JOCTyn B
NHTepHeT (ABYCTOPOHHMI NAT), HEO6XOAMMO B AOMOAHEHME K MPaBUAY TPaHCAALMK
ajpeca y3na HazHaueHVsa 3a/aTb TakxXe NPaBuao TPaHCAALMN ajpeca UCTOUHNKA.

>

TpaHonAumMa aapeca NCTOYHMKA

TpaHchaumsa agpeca NCTOYHWKA NpefHa3HaueHa A4 opraHun3aLnmm JocTyna AoKalbHbIX KOMMNbHOTEPOB B
WHTepHer. [MpaBuao TpaHcaaLMmM agpeca NCTOYHMKaA CTaBUT B COOTBETCTBME HECKOAbKMM YacTHbIM IP-

afpecaM JIoKanbHbIX y310B NybanuUHbIN IP-agpec koopamHaTopa. B cooTBeTcTBMM € MpaBuioMm, B
3arosnoBkax IP-nakeToB vacTHble IP-agpeca NCTOUHMKa 3aMeHAroTCAa Ha NybanyHbii IP-agpec. Takum

06pa3om, y3/bl TOKaNbHOW CETU MOTYT YCTaHaBAMBaTb COEANHEHNS C y3n1aMu B VIHTEpHETE OT UMEHMU

nybanuHoro IP-agpeca koopanHaTopa.
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PucyHok 12. OpaaHuszayus docmyna 8 ViHmepHem npu nomowju npasusaa mpaHcaayuu IP-adpeca
UCMOYHUKa

Ecav Ha KoopAnHaTOpe HaCTPOEHO NPaBUIO TPAHCAALLMM aZpeca UCTOYHUKA, TO TpaH3uTHbIe IP-nakeTsl,
NpoxXoAsLLmMe Yepes KOOPAMHATOP M3 IoKanbHOW ceTh B VIHTepHeT (uaun gpyrve rnobanbHble ceTn) 6yayTt
npeobpasoBaHbl ciesytoL M obpasom:

e B MomeHT nepegaun IP-naketa n3 nokanbHon cetn B iHTepHet ViPNet Coordinator npeobpasyet
asapec n (nnun) nopTt oTnpasuTens naketa ana nportokosnoB TCP 1 UDP. nsa nakeToB npoTokona
ICMP npeobpa3syeTtcs agpec oTnpaBuTens, octajbHble NapaMeTpbl 3anoMuHaoTca. B npouecce
npeobpa3oBaHNs YacTHbIN agpec OTNPaBUTENS MNaKeTa 3aMeHAETCA Ha Ny6nYHbIN agpec BHELIHEro
ceTeBOro nHTepdelica koopanHaTopa, obecneunsatowero A4ocTyn B rnobanbHyro cetb. Mpwu
JanbHenweln nepesave B VIHTepHeTe nakeTt nmeet nyb6anuHblili IP-agpec otnpasutens. Homepa
noptos otnpasutens (ana npotokonos TCP n UDP) n 3anoMnHaeMble napameTpbl (414 NpOTOKOAa
ICMP) nakeToB UMEIOT YHMKaNbHble 3HAUEHUA ANA BCeX NCXoaALWwnx IP-coeAnHeHNA BHeLLHEro
ceTeBOro nHTepdelica koopanHatopa. lNocne npeobpaszoBaHNA NakeT OTNPaBASETCA agpecaTy B
WHTepHeTe.

e [lpu npoxoxzaeHnmn oTBeTHbIX NakeToB ViPNet Coordinator nponssoant obpatHoe npeobpaszoBaHune
yKa3aHHbIX NapaMeTpoB. To ecTb B MOMeHT nepesayun oteeTHoro IP-naketa ViPNet Coordinator
3aMeHfeT B HEM aZpec Nojyyatens Ha YacTHbIM agpec y3aa NoKalbHOW CeTW, KOTOPOMY afpecoBaH
OTBETHbIN nakeT. MNpeobpa3oBaHre NPONCXOANT Ha OCHOBAHUW YHMKaNbHbIX HOMEPOB MOPTOB,
NPUCBOEHHbIX UCXOAALLMM nakeTaMm (ana npotokonos TCP n UDP), n 3anomMuHaeMbix napameTpos
nexoaawmx nakeTtos (ans npotokona ICMP). Homepa noptos (ans npotokonos TCP 1 UDP) Takxe
npeobpasyroTcs B CBOM UCTUHHbIE 3HaUEeHWA. 3aTeM OTBETHbIE NaKeTbl NepeAaroTca yepes
BHYTPEHHWI CETEBOWN MHTEPDENC Y3y JIOKA/IbHOW CETH, KOTOPOMY aZpecoBaH Maker.

Mpumeuanwue. Ansa Bcex npoTokonos, kpome TCP, UDP 1 ICMP, npeobpa3yrotcs ToNbKO
IP-agpeca. s NPOTOKOAOB C YaCcTMUYHBIM NpeobpazoBaHneM TpaHcaauna IP-agpeca

MCTOYHUKa He ByseT paboTaTb, €CIN HECKO/IbKO Y3/10B JI0KalbHOM CeTU OAHOBPEMEHHO

WHULMMPYIOT COeJMHEHMNE C OAHUM 1 TeM Xe IP-agpecoM nybanyHow cetu.
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KOMMOHEHTbI NPaBW TRAHCAALMN
A/l pecoB

MpaBuna TpaHCAALMM aapPeCOB MMEIOT KOMMOHEHTbI, NOAOOHbIE KOMMOHEHTaM ceTeBbIX GUABTPOB (CM.
«KoMnoHeHTbl ceTeBbix GUALTPOB» Ha cTp. 93). Kaxkaoe npaBmao COCTOUT U3 CAEAYHOLLNX KOMMOHEHTOB:

<mHpmexkc> rule <Ha3BaHMe OpaBuia> <yCcJjoBue> <IelCcTBUEe>

MpumeuaHue. MNocnesoBaTeNbHOCTb YKa3aHHbIX KOMMOHEHTOB B NMpaBue CTPOro
onpegeneHa v Npu ee N3MEHEHUN NPaBMIO HEBO3MOXHO ByAeT COXpaHUTb.

B npaBuiax TpaHCIALMM afpECOB:

e YcnoBue Ana npaBua TPaHCAALUM aApecoB MMEET TaKoW XXe CUHTaKCUC, Kak U ANA ceTeBbIX
$UNBLTPOB, HO C HEKOTOPBLIMW OCOBEHHOCTAMU. [Ana TpaHCAALMN ajpeca OTNPaBUTENS N aJpecoB
noJjiyyatensa B JleKCemax src U dst MOXHO YKa3sblBaTb TONbKO ajpeca, Anana3oHbl apecoB 1 Macky,
JOMEHHbIE MMEHa W CUCTeMHble rpynnbl 06bekToB (Ha CcTp. 86). Yka3biBaTb MAeHTUdUKATOPDI
ViPNet-y3n08 nan ViPNet-cetv Henb3s.

e [lelicTBMe OMNUCbLIBAETCS JIEKCEMOM change C MapaMeTPOM, YKa3bIBatOLMM, UTO MMEHHO HY>KHO
NOAMEHSATb U Ha YTO UMEHHO. B 3aBMCMMOCTM OT TOrO, KakoW TUM TPAHCAALMM aAPECOB HY>XHO
OCYLLLEeCTBAATb, AENCTBME MOXET NMPUHUMaTb CAeAyHOLLNA BUA!

o [Ana TpaHCAAUMK ajpeca NCTOYHUKA: change src <ampec>, e <ampec>:

e BHewHwit IP-agpec koopanHaTopa, Ha KOTOpPbIV ByAeT 3aMeHATbCSA afpec OTNpaBuTens
naketoB. Hanpumep: change src 194.87.0.8.

e [lapameTp auto. B 3TOM cnyuae B kauecTBe agpeca, Ha KOTOpbIV ByAeT 3aMeHATLCA aapec
OTnpaBuTeNs, aBTOMaTUUeCkn ByaeT NoACTaBAATbLCA agpec nHTepderica KoopanHaTopa, ¢
KoToporo 6y4eT OTNpPaBAATLCA NaKeT.

o ,ﬂ,ﬂﬂ TpaHCAUuMKM ajpeca Ha3HaYeHUA: change dst <ampec>: [<mopT>], F4€ <ampec> U <mopT>
— ajpec n nopT KOMMbHOTEPA B JIoKaNbHOM CeTn, Ha KOTOprI7I 6yp,eT npon3BoAnNTLCA
nepeHanpasjeHne naketoB. Hanpumep: change dst 192.168.201.1:8080. [lapameTp <mopT>
ABNAETCA Heobs3aTeNbHbIM U MOXET He yKa3blBaTbCA.
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Co3aaHme npasuna TpaHcaaumm IP-
a/lpecoB

OnuncaHHble B AAHHOM pa3sjene KoMaHAbl AO/IKHbI BbIMONHATLCA B KOMaHAHOM MHTEpnpeTaTope.

Mpumeyvanue. Mpaeuna TpaHcaauum IP-agpecoB paboTatoT TONLKO MPU HaNUYMK

COOTBETCTBYHOLLUMX TPAH3UTHBIX GUIBTPOB OTKPLITON ceTu (cM. «Co3jaHre ceTeBoro ouabtpa»

Ha cTp. 99). CeTeBble GUABLTPbI AOMKHBI NPOMNycKaTb TPaduK onpeseneHHbIX Y3/10B, K KOTOPOMY
ByAeT NPUMEHATLCA TPaHCAALMA afpecoB.

YTob6bI cO34aTb NPaBWIO TPAHCAALMM aApPecoB:

1

BHHOHHMTeKOMaHAyfirewall nat add <ynpasjisaommil KOMIOHEHT> <yCJioBuUe> <IelCcTBue>.

Hanpumep, ecamn npu otnpaeneHmm IP-naketa ¢ agpeca 10.0.0.1 Ha BHeLHNI agpec y3na
192.168.20.1 Heo6X0AMMO YaCTHBIN agpec OTNpPaBUTENA NakKeTa 3aMeHATb Ha Ny6MYHbIN agpec
BHELLHero ceTeBOro nHtepdenca KOopaMHaTOPa, TO HYXXHO CO34aTb NPaBW/IO TPaHCAALUK agpeca
NCTOYHMKA. [lN5 3TOro BbINOJIHUTE KOMaHAY:

firewall nat add rule "Rule 1" src 10.0.0.1 dst 192.168.20.1 change src auto

Ecav npw otnpaBneHnmn IP-nakeTa OT BHELLHErO y3/1a ¢ agpecoM mydomain.ru Ha agpec y3na
192.168.20.1 Heob6x0AMMO, UTOOLI KOOPAMHATOP MNOAMEHAN agpec nosaydatens (ny6anyHbIn IP-
a/ipec KoopAMHaToOpa) Ha I0KabHbIN afpec, TO HYXXHO CO3aTb NPaBWIO TPAHCAALMM agpeca
Ha3HauyeHuA. [1n4 3TOro BbINOJHUTE KOMaHAy:

firewall nat add rule "Rule 2" src mydomain.ru dst 192.168.20.1 change dst
10.0.0.7

Ecam npu otnpaBneHnmn IP-nakeTa OT BHeLLHero y3na ¢ agpecom mydomain.ru Ha agpec y3na
192.168.20.1 no npotokony TCP/IP uepe3 nopt 8080 He06x0ANMO, UTODObI KOOPAMHATOP NOAMEHSN
aApec nonyyatens (Ny6anuHblin IP-agpec koopAanHaTopa) Ha NOKaNbHbIN afpec, TO HY>XXHO CO34aTb
NpaBuIO TPaHCAALNUN agpeca Ha3HavyeHus. [ns 3Toro BbINOJHUTE KOMaHAY:

firewall nat add rule "Rule 3" src mydomain.ru dst 192.168.20.1 tcp dport 8080
change dst 10.0.0.7:8080

Ecnm HeobxoaMMO OfHOBPEMEHHO TPAHCIMPOBATL aZpeca UCTOYHMKA W Ha3HaueHWs, Hanpumep, oT
agpeca 10.0.2.15 go agpeca 192.168.1.2, BbINOAHWTE KOMaHAY:

firewall nat add src 10.0.2.15 dst 192.168.1.2 change src auto dst 10.0.2.15

HaxxmuTe knasuwy Enter.

I'Ipmmeanwe. Ecan npu cosgaHnn npasuia TpaHCNALNUN BO3HUKNaA owmnbka, NosBuTCA
coo6u.|,eH|/|e C yKa3aHMeM CMHTaKCnCa OoLNBKM 1 MeCTa, rae 6bina AonyuieHa oneyaTtka.
rlOBTOpHO BBeAUTE NpaBnO, UCNPaBnB onedaTky, N HaXXMUTe KnaBuly Enter.
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B pe3synbTtaTe byaeT co3gaHo npasuao TpaHoasuum IP-agpecos. Mpy HEOBXOANMOCTH Bbl MOXETE
NPOCMOTPETb, U3MEHUTL AaHHOE MPaBUIO WAK yaanuTb ero (cM. «[1pocMoTp, U3MeHeHne, yaaneHune
npaBuWA TpaHCAALMM afpecoB» Ha cTp. 118).

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpaTopa | 117



[ 1oOCMOTP, M3MEHEeHMe, yaaneHme
NpaBu TPAHCAALMKM aApecoB

MpocmoTp NpaBua TPaHCAALUN afpPeCcoB OCYLLECTBAAETCA aHa/OTMYHO NPOCMOTPY CeTeBbIX GUABTPOB
(M. «[MpocmoTp ceTeBbiX GUALTPOB» Ha cTP. 101). YTo6bI NPOCMOTPETL CMNCOK NpPaBmA TpaHcasaLMK IP-
afpecoB, 3a/laHHbIX Ha y3/e, BbINOJHNTE KOMaHAYy:

firewall nat show

Mownck NpaBua TPaHCAALMN TakXKe, Kak U CeTEBbIX GUIbTPOB, MOXET OCYLLECTBAATLCA MO HOMEPY,
Ha3BaHMWIO NPaBKNa, agpecy oTnpasnTens nan noayyatens IP-naketa v 4pyrmm KOMMNOHeEHTaM, a Takxe
MO KOMMNOHEeHTaM change src (TPaHCIALMA ajgpeca OoTrnpaBuTens) U change dst (TpaHCAaUWA agpeca
nonyyarens).

MpvMep TabanLbl NPU NPOCMOTPE NpaBua TpaHcaauun IP-agpecoB NpuBeseH HUXKe.

PucyHok 13. lMpocMomp npasun mpaHcaayuu adpecos

,ﬂ'ﬂﬂ npasua TPaHCAALUN NONKO Act NMPUCBaMBaeTCA 3Ha4eHMe NAT, a TakKXKe B NOJIAX Source U
Destination OTO6pa>KaI'OTCﬂ IP—ap,peca A0 N nocae TpaHcaumn, B 3aBUCMMOCTU OT TpaHCIALUK ajpeca
noaydyarena nan agpeca otnpaBuTeNa COOTBETCTBEHHO.

Vi3ameHeHVe 1 yaaneHve npaBua TpaHCAALMM afpecoB OCYLLECTBAAETCA aHaNOrMUYHO U3MEHEHUIO (CM.
«/13meHeHue ceTeBoro duabtpa» Ha cTp. 104) n yaaneHunto ceteBbiX GMALTPOB (CM. «YaneHve ceTeBoro
dunbTpa» Ha ctp. 105).
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HacTporika napamMeTpoB
0bPabOTKM NPUKAAAHBIX
MPOTOKO/IOB
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ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpaTopa | 119



Oblme ceegeHna O NPYKNaAHbIX
MPOTOKONAX

®yYHKLMOHMpPOBaHWe ceTeBbIX cepBMCOB (Hanpumep, IP-tenepoHnm, DNS-cnyx6bl, FTP-cay>6bl)
obecneunBaerca NpuknagHbIMK NpoTokoaamu. MNpu ncnoab3oBaHWM NPUKAaAHbIX NPoTokonoB IP-agpeca
yacto nepegatotcs B Tene IP-naketa. NoBegeHe Nogo6HOro poga MOXET NPUBECTU K OTCYTCTBUIO
cepBuMca Ha 3alMLIaeMbIX pecypcax B Cay4vae NCnosb30BaHNA TEXHONOTUN BUPTYasbHbIX IP-agpecoB uau
TpaHcaauumn agpecoB. Kpome TOro, HEKOTOpble MPOTOKOJIbl, TOMUMO OCHOBHOTO (YrnpaBAstoLwero)
COeAVHEHWs, OTKPbIBAOT ANS Nepesayn AaHHbIX AOMOJNHUTE/bHbIE COEAMHEHMWS Ha ClyYaliHO
BblOpaHHbIV NopT. ns IP-nakeToB, creayolwmx Ha NOPT Ha3HavyeHWsl, HOMep KOTOPOro 3apaHee He
N3BECTEH, HEBO3MOXHO CO3/aTb pa3peLuatoWwnii GuabTp, cnefoBaTensHo, CoeanHeHne byaet
3abaokmpoBaHo.

PewwnTb nepeuncneHHble NpobaemMbl No3BosseT GyHKLMA 0O6paboTku NpUKAaZHbIX MPOTOKOJIOB, KOTOpas
obecrneuymBaert:

e [logmeHy BupTyanbHoro IP-agpeca B Tesie nakeTa Ha peanbHblii IP-agpec B ciyyae ncnonb3oBaHms
TeXHONOrMn BUpTyanbHbix IP-agpecos.

e [loameHy IP-agpeca 3aWuLLEHHOrO Y313 B NPUKAaAHOM NPOTOKOJIE Ha TPaHCAVPYEMbI agpec B
C/ly4ae NCMnoJib30BaHNA TEXHOIOMMW TPAHCAALNN aApeCoB.

e AKTVBaLMIO pa3peLlaroLLlero CeTeBOro GuabTpa A1 AZOMOJHUTENBHOTO COEANHEHS Ha CTyYalHO
BblIOpaHHbIN MOPT, OTKPbIBAEMbIV MPUKAALHBIM NPOTOKONOM.

MpumMeuaHune. O6paboTka NPUKNALHbIX MPOTOKONOB OCYLLLECTBASETCA A5 BCEX BUAOB
TpadurKa: OTKPLITOro, 3aLUMLLEHHOIO Y TYHHENNPYEMOTO.

Cnepyet yunTbiBaTh, UTO 0H6paboTka NpMKNagHbIX MPOTOKONOB He NpearnoiaraeT aBTOMaTMYecKoro
paspeLlleHuns Ha yCTaHOBAEHWE YNPaBAsAoLLLEro COeAUHEHMA C OTKPbITbIMU Y3/1aMu. YCTaHOBEHWe
YNpaBAAIOLWEro COeANHEHNS C OTKPbITbIMU Y31aMK OCYLLECTBAAETCA B COOTBETCTBUMN C HACTPOEHHbIMU
dunbTpamu Tpaduka (cm. «ObLLme cBeseHMa O ceTeBbIX GuabTpax» Ha cTp. 81).

PaccmoTprM 06paboTKy MpUKIAAHOTO MPOTOKOAA Ha NpuMepe npoTtokona FTP.

Mpun nepepaye dannos mexay FTP-kaneHTom 1 FTP-cepBepoM NpOTOKOA pernaMmeHTupyert
ycTaHoBfeHue aByx TCP-coegnHeHW: ynpasasioLLee coeanHeHne (4ns oTnpaBky koMaHg FTP-cepsepy u
MoJly4YeHna OTBETOB OT HEro) N AOMOJHUTENbHOE COeAnHeHMe (A4Na nepedaun gaHHblx). CoegnHeHne
K/IeHTa C CepBEPOM OCYLLeCTBAAETCA B OAHOM U3 [1ByX PEXMMOB: akTMBHOM W MacCMBHOM. B akTuBHOM
peXuMe KJAVEeHT MHULMMPYET yrpaBaatoLee coegnHeHve ¢ nopTa 13 guanasoHa 1024—65535 Ha nopT ¢
Homepom 21 Ha cepBepe. [1o HoOMepy MopTa, C KOTOPOro KAMEHT MHULIMMPOBaAN COeANHEHWE, CepBEpP
NOAKNOYAETCA K KNNEHTY N yCTaHaB/IMBAET COeANHEHME ANa nepeAaydn JaHHbIX. [Tpy 3TOM CO CTOPOHBI
cepBepa CoeAMHeHNe MPONCXOAUT Yepes NopT ¢ Homepom 20. B naccnBHOM pexxknme nocne
YCTaHOB/IEHWA YNPaBAAIOLLEIO COeAMHEHUS CEPBEP COOBLLAET KANEHTY CyYalHO BbiBpaHHbI HOMep
nopta u3 gnanasoHa 1024-65535, K KOTOPOMY MOXHO MOAKAFOUNTLCA MPU YCTAaHOBAEHUW COEAMHEHWS
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4na nepejavn gaHHbIX. Taknm o6pa30M, B aKTUBHOM peXumMe KJINEeHT JOJIKEH NMPUHATb COeAUHEHUE ANA
nepejayun JaHHbIX OT CepBepa, B MaCCMBHOM peXnme coegnHeHne anda nepejavyn jaHHbIX BCcerja
MHULUNPYET KJINEHT.

[ns ycTaHOB/NEHWA YNPaBAAOLWErO U JONOJHUTENBHOTO COeAMHEHWI B aKTUBHOM WM NAacCMBHOM
pexunme paboTbl npoTtokona FTP BbINOAHUTE cieaytoLme HacTpPoKu:

o Co3panTe GUNLTP OTKPBITOW CETU, paspeLLatoLLnii ncxoasLlee coeguHeHne no npotokony TCP Ha
nopt 21 FTP-cepsepa.

e [Ins paspeLueHns AOMNONHWUTENBHOIO COEANHEHUS B aKTUBHOM pexxMme paboTbl 40/KHa ObITh
BK/ItoueHa obpaboTka npoTokona FTP, koTopas akTMBMpYyeT HEOBXOoAMMbIN dunbTp Tpadwuka.
Y6eanTech, UTO OHa BK/ItOYEHA.

e [lnsa paspelueHns AOMOJHUTENbHOIO COEANHEHMWS B MAaCCUBHOM pexume paboTbl creyunanbHble
HaCTPOWKM He TpebyroTcs.

PaccmoTpuM ele oanH npumMep — 0bpaboTKy NpuKaaZHOro NPoTokoaa Ha npumMepe npotokoa SIP.

Mpotokon SIP npeaHasHayeH Ana opraHnsauumn, MoamdukaLmm 1 3aBepLieHns CeaHcoB CBA3N —
MYJNbTUMEANIHBIX KOHPEePeHUUH, TeNedOHHbIX COEAUHEHUI — U pacnpeseneHuns MyabTUMeANNHON
NHPopMaL L.

Bbi3biBatowuin SIP-knneHT oTnpaBaseT 3anpoc (Hanpumep, NpUriaeHne K ceaHcy CBA3N,
NoATBEPXXAEHME Nprema OTBETa Ha 3anpoc, 3aBepLUeHne ceaHca CBA3M) Bbi3biBaeMomMy SIP-kineHTy ¢
ykazaHuem ero SIP-agpeca. B 3aBucumoctu ot cnocoba ycTaHOBEHWSA COeANHEHNA 3aMpOC HanpaBaseTCs
BbI3bIBAEMOMY KAMEHTY Inbo Hanpsamyto, anbo ¢ yyactnem npokcu-cepsepa SIP, imbo ¢ yyactmem
cepBepa nepeajpecalmm. BoizbiBaeMblli KJIMEHT B 3aBUCMMOCTM OT TWMa NOJlyYEHHOrO 3anpoca nepesaet
BbI3bIBatOLLLEMY KAMEHTY OTBET Ha 3anpoc (Hanpumep, nHbopmMaumio ob owmbke npu obpaboTke
3anpoca, ycnewHon obpaboTke 3anpoca, OTKNOHEHWNN BXOAALLErO BbI30BA).

[ns yctaHoBAEeHWA ceaHca cBA3M Mexay SIP-knneHTamu npotokon SIP pernameHTMpyeT ycTaHOBAEHME
coepmnHeHnin TCP 1 UDP uepe3s nopt 5060.

Y106bI YCTAaHOBUTb ceaHC cBA3M Mexay SIP-knveHTamu, ybeamntech, Uto BKAOUeHa obpaboTtka npoTokona
SIP, n co3garite GUALTP OTKPBLITON CETH, paspeLlatoLLnii BXOASLLEE N UCXOAsLLEe COeAMHEHME MO
npotokonam TCP 1 UDP Ha nopt 5060 (ecam xoTa 66l 0anH u3 SIP-KAMEHTOB ABASETCA OTKPbLITbIM Y310M).
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Onuncanne npuknaaHbIx NPOTOKOIOB

B ViPNet Coordinator Linux peanv3soBaHa BO3MOXHOCTb HAaCTPOWKM NapamMeTpoB 06paboTku ciesyowmx
npuKAaAHbIX MPOTOKONOB:

e [lpotokon FTP obecrneunBaet nepegauy dainos mexay FTP-kaveHtom n FTP-cepepom.

e [Ipotokon DNS (Domain Name System) o6ecneumnsaet paspelueHme DNS-umeH ceTeBbix Y3108 B IP-
agpeca.

e [lpotokon H.323 obecrneunBaeT paboTy nporpaMm As NPOBeAEHNS MyAbTUMEAUAHbBIX
KOHPepeHLmi yepes IP-cetn, B ToM uncne ViHTepHer.

e [lpotokon SCCP (Skinny Client Control Protocol) o6ecneuvBaeT nepesauy coobLyeHUI MeXAY
Skinny-knneHTamun (NpoBoaHbIMK 1 HecnpoBoaHbIMU IP-TenedpoHamu Cisco) 1 cepBepoOM roa0COBON
noutbl Cisco Unity u Cisco CallManager.

e [lpotokon SIP (Session Initiation Protocol) obecneynBaert ycTaHOBAEHNE CEAHCOB CBA3N MpPU
nepesaye rosioCoOBbIX 3BOHKOB, BUAEOKOHMEPEHLMNI, a TakxKe MybTUMEANAHOW MHbOPMALIMK.
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Hactporka napameTpoB 06paboTkm
NPUKAAAHBIX MPOTOKONOB

B ViPNet Coordinator Linux napameTpbl 06paboTku NprknagHbix NPOTOKONOB 3aZaHbl MO YMOAYAHWIO U
COOTBETCTBYHOT 3HAYEHUAM, YKa3aHHbIM B TabauLe.

Tabauya 11. Hacmpoliku 06pabomku npukiadHsIX NPomMoKkos08 NO yMOIYAHU

MpwuknagHol npoToKo CeTeBOW NPOTOKOJ U NOPT A5 06paboTku
FTP TCP, 21

DNS UDP, 53

H.323 TCP, 1720

SCCP TCP, 2000

SIP TCP, 5060; UDP, 5060

MpumeyuaHue. Mo ymonuaHuMo Ans BCex NPUKIaAHbIX MPOTOKONOB 3aAaHbl Hanbosee
4acTo MCMOoNb3yeMble CeTeBble MPOTOKOJIbI U NOPThI.

Cnuncok noajep>XnBaeMblixX NPUKAa4HbIX NMPOTOKONOB 3a4aH Mo YMOJNYaHWIO, HENb3A
AO6aBI/ITb NPOTOKObl UJIN YA4aaUTb MPOTOKOJIbl N3 CUCKa.

Bbl MOXeTe U3MEHUTb HAaCTPOVKU NapaMeTpoB 06paboTkM NPUKAAAHBIX MPOTOKO/IOB, MCMOJ/b3YS
KOMaHzpl rpynnsl alg (Application Layer Gateway). C NOMOLLbH KOMaHA, JaHHOW Tpynmbl Bbl MOXETE:

e MPOCMOTpPETH TEKYLLME HAaCTPONKM NapaMeTpoB 06paboTkm NpUKIaLHbIX NMPOTOKOJIOB;
e  V3MEHMWTb HACTPOIKM 06pPaboTKM NPUKAASHBIX MPOTOKOOB;
e BKJIHOUYMTb WAN BbIKIHOUUTE 06paboTKy NpUKAaZHbIX MPOTOKOIOB;

e 3anyCTUTb WM OCTAHOBUTH AEMOH 06paboTkun NpukaaaHbIx NpoTokoaos algd.

Mpumeuanue. Mpun nepesanycke gemMoHa algd (c nomolpto KOMaHg alg stop, alg start) B
cnyyae, ecnm geMoH iplircfg 3anyuieH, yctaHoBaeHHbIe 40 nepe3anycka CoejuHeHNa MoryT
npogoKaTh GYHKLUMOHMPOBaTb A0 5 MUHYT. HOBble coeanHeHUs Ans AaHHbIX Y3108 B 3TO

Bpems byayT HeAOCTYMHbI.

[ns obecneyenns becnepeboiHon paboTbl NPUKNAAHBIX CEPBUCOB B NPOLLECCE LUTAaTHOMO
dyHkumoHupoaHusa MO ViPNet Coordinator Linux He pekomeHAyeTcs ocTaHaBAMBaTb A4EMOH

algd.

Yto6bl MpOCMOTpPETL TeKyLMe napaMeTpbl 06paboTkn NpuknagHbIX MPOTOKONOB AN OTKPBITOrO U1
3alyMLLeHHOro Tpaduka, BbINONHUTE KOMaHAY:

alg show
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B pe3ynbTaTe oTobpazmnTca Tabavua ¢ TekyWwmUmMmn napaMeTpaMm NpUKAagHbIX MPOTOKONOB:

| PROTOCOL | PORTS

PucyHok 14. lMpocmomp napamempog NpukaadHsiX NPOMOK0108

YT106bI BK/IOUMTE 06PabOTKY NPUKAaAHbIX MPOTOKO/IOB MW M3MEHUTb HAacTPOIKM 06paboTkm
NPVKIaAHBIX NMPOTOKOJ/IOB, B KOMaHAHOM MHTEPMPETaTOPE BbIMOJHUTE KOMaHAY:

alg module <ModuleName> process <Transport> <Ports> on— 414 HaCTpoﬁKMdeKﬂHJHeHMﬂ
O6pa6OTKVI npuknagHoOro NnpoTokoaa, rae:

e <modulename> — MMs MPUKIAZHOro npotokona (sip / h323 / ftp / sccp / dns);

e <transport>— Ha3BaHWe CETEBOro NpoTokoaa ans obpabotkm (tcp / udp);

MpymeyaHue. [1n11 HEKOTOPbIX MPUKAAAHBIX MPOTOKOAOB BO3MOXHO OTCYTCTBUE
noAAepXKn kakoro-ambo ceteBoro npotokona. Hanpumep, He nogaep>xmsaercs
ceteBoli npotokon UDP ans npuknagHoro npotokona FTP.

e <ports>— MOPT WK AManasoH NOPTOB A/ 06paboTKu.

MpymeyaHue. 3agaHHble NapameTpbl 06paboTkn NPUKNALHBIX MPOTOKOAO0B AOAXKHbI
COOTBETCTBOBATb MapaMeTpam, ykasaHHbIM B HACTPOMKAX Pas3INYHbIX MPUNOXKEHW,
Takux kak FTP-kaneHT, DNS-kaneHT, SIP-kaneHT n gpyrux.

B pe3ynbtaTe 06paboTka NpMKAaZHOro NPoToKoaa ByaeT BKAKOUEHA U HAaCTPOEHa C 3ajaHHbIMM
napameTpamu.

PaccMoTpuM npoLecc n3aMeHeHWs napameTpoB 06paboTkn NpMKAaAHOro NPOTOKOAa Ha NpuMepe
npoTokosna SIP. Hanprmep, BaM HeA0CTaTOYHO MCMOAb30BaTh CTaHAaPTHbIE NOPThI 411 06paboTKM
npotokoa SIP n TpebyeTcs A06aBUTL K CTaHAAPTHLIM NMOPTaM CBOM CNMCOK NopToB (Hanpumep, ana UDP
Tpebyetcs gobasutb nopt 10000 1 ananasoH noptos 21-65, a ana TCP octaButh NapameTpsbl No
YMONYaHMt0). 119 3TOro BbIMOJAHUTE KOMaHAY:

alg module SIP process UDP 5060,10000,21-65 on

B pe3ynbtate napameTpbl 06paboTkn npoTtokona SIP 6yayT n3mMeHeHb!.
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MpuMeyaHue. s U3MEHEHWs 3HaYEHUS MOPTOB NPaBKIO 06PaboTKN NPUKIaAHOFO
NpOTOKO/1a HEOHXOAMMO CO3AaBaTb 3aHOBO C HY>XKHbIMUW MapaMeTpamu.

ﬂ'ﬂﬂ OTKNKOYeHnA O6pa6OTKVI npuknagHblX NPOTOKO/I0B NCMNONb3YETCA KOMaHAa

alg module <ModuleName> process off

Y106bI OTKAOUNTE 06PabOTKY NPUKAAAHOTO NPOTOKO/IA TOIbKO Ha OAHOM TPaHCMOPTHOM MNPOTOKOJE,
yCTaHOBMWTE 3HaueHue nopta 0 4n14 AaHHOrO TPaHCMOPTHOrO NpoToKoaa. Hanpumep:
alg module SIP process TCP 0 on

g BHumaHue! He pekomeHayeTcs oTkatouate 06paboTky NpuKkaagHbiX NPOTOKONOB, B
NPOTMBHOM Ciyyae paboTta NpuKajHbIX NPOrpaMmM MOXeT bbiTb 3aTpyAHEHA.
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Ha3HaueHme cncTembl 3aLUnTbl OT
cboeB

Cuctema 3aLwmTbl OT c6OEB NpesHa3HayeHa ANs Co34aHna 0TKa3oyCTOMUYMBOTO pelleHms Ha 6ase MO
ViPNet Coordinator Linux. laHHas cuctema umeet aga pexmnma GyHKLNOHMPOBaHMS:

1 OaVHOUHbBIV PeXUM (PEXMM OAMHOYHOIO KOOPANHATOPA).

2 Pexwum knactepa (pexuvm kiacrtepa ropsivero pesepBrpoBaHNsA CEpBEPOB).

Mpun paboTte B OAUHOUYHOM peXxMMe, KOTOPbIN yCTaHaBANBAETCA aBTOMaTU4YeCku Npu nHctaansumm Mo
ViPNet Coordinator Linux, cuctema 3awutbl oT c60eB BbINOAHAET GyHKLMKN, 0becneunBatoLme
MOCTOAHHYO PaboTOCNOCOBHOCTb OCHOBHbIX CYXH, BXoAAwmMx B cocTas MO:

e MOCTOSAHHBIA KOHTPOb COCTOAHUA CNYX6 U BejeHne CTaTUCTUKU UCMONb30BaHUS CUCTEMHBbIX
pecypcos;

e O6GHapyxeHwue dakTa c6os CyKObl U OCYLLLECTBAEHNE NOCAEAYHOLMNX MOMbITOK BOCCTAHOBAEHUS
paboToCnocobHOCTN COOMHOTO NPUIOXKEHNS;

e npesoTBpalLeHne BHYTPeHHMX cboeB B paboTe caMol cncTeMbl 3aLmTbl OT CH60EB;

npepoTepalleHre cboes Npun ob6paboTKe NakeTOB ApanBepPOM CETEBOW 3amThbl iplir.

Pexxnm knactepa ropsiuero pesepBrpoBaHuns obecrneumBaeT nepesavy GyHKL WA BbiLIeALLEro u3 cTpos
cepBepa Apyromy (pesepeHoMy) cepepy. MNpu paboTe B pexumMe knactepa cuctema 3almTbl oT cboes
TaK>Ke BbINOJHAET GYHKLUN OAMHOUHOIO peXxunma, To ecTb obecrneyrBaeT NOCTOSHHYHO
paboToCcnocobHOCTb OCHOBHBIX CyXH, BXoaawmx B coctas 0. MNogpobHoe onuncaHne pexnma kiacrepa
ropsiyero pesepeupoBaHus npueegeHo B sokymeHTe «ViPNet Coordinator Linux. Cuctema 3awmTbl oT
c6oeB. PykOBOACTBO agMUHUCTPaTOpa». B 4aHHOM JOKYMEHTe COAEPXXMUTCA ONUcaHue OA4MHOYHOrO
pexunma paboTbl cUCTEMbI 3aLLMTbl OT C60EB.
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CoCTaB CUCTEMbI 3aLLUMTbI OT COOEB U
NPUHLNMBI ee PaboThbl

CucTema 3awmnThl 0T c60eB COCTOUT U3 ApanBepa watchdog n nporpammebl-gemMoHa failoverd,
paboTatowel B poHoBOM pexmme. [pansep watchdog paboTtaeT Ha HU3KOM YPOBHE U B BOAbLUMHCTBE
cnyyaeB coxpaHseT paboTocnocobHOCTb faxe B Ciyyasx, Korja cMCTeMa yXe He pearvpyeT Ha BHeLIHWe
Ccob6bITUSA. B 3aBUCMMOCTI OT HAaCTPOMKKN NapameTpa reboot (CM. «HacTpoika cucTembl 3anTbl OT
cboeB» Ha cTp. 131) nporpamma-aemoH failoverd npu 3anycke perucTpupyetcs B spaliBepe u
nepuoaMYeckn onpalLmBaeT ero, NOATBEpPXKAasn paboToCcnocobHOCTL cucTeMbl. Ecim no ucteyeHun
3a/laHHOro NPOMeXyTKa BPeMeHU ApanBep 0bHapyXXMBAET, UTO ONpoca He 6blso, TO OH Nepesarpyxaet
cuctemy. Mepes 3TMM OH AenaeT NOMbITKY 3anMcaTh Ha AUCK KW -Bydepbl cMCTEMBI, UTOOLI HE BO3HMKIO
ownbok B GannoBoi cmcteme, O4HaKo 3TO He BCerga BO3MOXHO. [1py KOPPeKTHOM OCTaHOBKe
nporpammebl-a4eMoHa (Hanpumep, 415 U3MEHEHMs HAacTPOEeK CUCTEMbI 3aLUnThl OT c6oeB) OHa coobLlaeT
ApaiiBepy 06 3TOM, ¥ ApaliBep NepecTaeT CIeAUTb 3@ BPEMEHEM OMNPOCa, Tak UTO cucTema He byaeTt
nepe3sarpy>xeHa. Takoli MexaHu3M obecrneunBaeT npesoTBpaLLeHe BHYTPEHHMX CO0EB B EeMOHe
failoverd.

Mpwu 3arpy3ske OC geMOH cucTeMbl 3awumThbl oT cboes failoverd ocyllectBaseT cTapT NOAKOHTPONbHbIX
cyxb, a Takke fanbHelee cnexeHune 3a HUMK. [emoH failoverd noctosHHO kKoHTpoAMpyeT
paboTocnocobHOCTb cneaytoLmx cnyxb ViPNet:

e ynpasasatowuii gemoH (iplircfg);
e TpaHCMoOpTHbIK Moayab MFTP (mftpd);
e 1eMOH 06paboTkm npuknagHbix npotokonos (algd);

e cepBep Beb-nHTepdelica (axis2.cgi).

KOHTpOJ’Ib pa6OTbI ITNX C.I'Iy)K6 OocyLlecTBadaeTCa nytem nx permctpaynn B cucteme 3allintbl OT cboeB B
MOMEHT CTapTa C yCTaHOBKOl‘/II nepnoga onoBeleHnA. B npouecce pa6OTbI KOHTpOAnpyemMad cny>|<6a
(npvmo>|<eH|/|e) nepmnognydyeckn onpependaeTr cBoe COCToAHME N ONOBELLAET O HEM CUCTEMY CNEXEHUNA.
Ecan KOHTPONNPYEMOE NPUNOXKEHNE B TEHEHNE NMEPUNOAa ONOBELLEHUNA HE COO6LLI,VIJ'IO O CBOEM
COCTOAHNN NN COO6LLI,I/IJ'IO O BHYTPEHHEM cboe, TO cuctema 3alWnThbl OT cboeB I/IAEHTVIqJI/ILI,VIpyET cbon
NPUAOXKeEHNA N NHNUMUpPyeT npoueaypy BOCCTaHOBIEHNA pa6OTOCI'IOCO6HOCTI/I 3TOro NpUao>XKeHuA. ﬂ,]’lﬂ
3TOro CHa4dana genaetca NonbiTKa KOppeKTHOI7I OCTaHOBKW COOMHOIo npUNoXeHnA. Ecav ata nonbiTka
OKa3blBaeTcAa Heyp.aquVl, TO OCywecTeadeTca NpUHyaAnTEIbHaA «HEKOPPEKTHaA» OCTaHOBKa
NpUNOXeHNA. Mocne aToro cucrema 3alunTa ot cboes nepesanyckaeT OCTaHOBJIEHHOE NMPUAOXKEHNE.

B npouecce pabotbl geMoH failoverd BegeT cTaTncTuKy cb0EB AN KaXKAOTO KOHTPOVMPYEMOro
MPUNOXKEHNS, B TOM YNC/IE U A/ caMoro cebs. Ecnm obHapyXunBaeTcs, UTo Ans Kakoro-anbo us
MPUAOXKEHWUI NpousoLwno 5 cboeB noapssa, To eCcTb B TeUEHWE 5-1 NOMbITOK BOCCTAHOB/IEHUSA
paboToCNoCOBHOCTM NMPUNOXKEHNE HE CMOTIO0 KOPPEKTHO CTapTOBaTh, TO AENAETCHA BbIBOA O MOJHOM
HepaboToCNoCOBHOCTN NPUNOXKEHNSA. B 3TOM cyyae, B 3aBUCMMOCTM OT HacTPOEK CUCTEMBbI 3aLLUThI OT
cboeB (cM. «HacTpoiika crcTembl 3awuThl OT c6oeB» Ha cTp. 131), nponssoguTcsa anbo nepesarpyska OC,
60 OCTaHOBKa COHOMHOMO NMPUIOXKEHUSA W MPeKpaLLeHNE CIEXEHUS 3a HUM.
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Cucrema 3awuThl OT c60eB OTCAEXMBaAET TakxKe cboun, KOTopble MOryT NMPOM30WTH B NOTOKax 06paboTku
nakeToB ApaiBepa ceTeBol 3awuTol iplir. Ana 3TOro Kak cnegsiiee npuaoxeHue, Tak n gemoH iplircfg
Npv CTapTe OCYLLECTBAAIOT CneLmanbHbIl 3anpoc K gparisepy iplir. Eciv B oTBeT Ha 3TOT 3anpoc 6bin
MOlyYeH KoZ OLMBKKM, COOTBETCTBYHOLLMIA CHOH0 OAHOrO M3 MOTOKOB 06paboTkM NMakeToOB B ApaliBepe, TO
KOHTpOMpyeMoe npuaoxeHne coobLiaeT GpakT BHyTPeHHero cbos creaalieMy npuaoXKeHuto, KotTopoe B
CBOO ouepeab oTpabaTbiBaeT CTaHAAPTHYHO JIOTMKY, ONUCaHHYH Bbilwe. MoMUMO CTapTa, ynpaBastoLmi
JLEMOH OCyLLEeCTBASIET Nepuoamyeckme 3anpockl K gparieepy iplir v B npouecce cBoert paboTsl (3anpoc
MHPOpPMaLMLN O XXypHase naketos). [pu 3TOM norvka obHapyxeHus cboes B moTokax 06paboTkm
MakeToB Takas Xe, KaK Nnpw CTapTe KOHTPOAMPYEMOTO NpuIoXeHUs. OnncaHHbIA MexaHU3M No3BoJiseT
onepaTUBHO (OT HECKOJIbKMNX AECATKOB CEKYHJ, O HECKOJbKMX MUHYT — B 3aBUCMMOCTH OT
MPOV3BOANTENILHOCTU KOMMbIOTEPA U PAja APYrux BHEWHMX hakTopoB) oTcneanTb dakT cbos B paboTe
ApanBepa 1 OCyLEeCcTBUTb KOPPEKTUPYHOLLME AeNCTBUA (Mepe3arpy3nTb KOMMbIOTEP B ClyYae BK/IOYEHUS
COOTBETCTBYHOLLEN HAacTporiki). O4HaKO 3TOT MeXaHW3M He CMOXET OTC/IeANTb BCE BO3MOXHbIe cbou B
ApaviBepe iplir, Hanpumep, 3aBrcaHMe OAHOTO 13 NOTOKOB 06pPaboTkM 1 Tak fanee. [103TOMy ero Hesb3s
pacueHnBaTh Kak yHUBepCaabHOe CPeacTBO OT NH0Horo Tmna cboeB YpOBHA ApaliBepoB.

Ecnn KOHTpOAnpyeMoe npuioxeHme 6bIN0 KOPPEKTHO OCTaHOBNEHO aAMUHNCTPATOPOM CUCTEMDI C
NOMOLLbHO COOTBeTCTByPOLLI,eﬁ KOMaHapl (iplir stop, mftp stop, vipnet-web-gui stop WK alg
stop), TO OHO NPOU3BOANT AEPETNCTPALMIO B CUCTEME 3aLLMTbI OT COOEB, CIEXEHME 33 HUM OTK/IHOYAETCS.
B 3TOM cnyyae ans fanbHenwel paboTbl agMUHUCTPATOP AOMKEH BPYUHYHO 3aMyCTUTb NPUAOXKEHUE
(COOTBETCTBEHHO KOMaHJOM iplir start, mftp start, vipnet-web-gui start WIW alg start).

Ecnv npm 3anycke gemoHa failoverd BbisicHsIEeTCA, UTO Kakne-AMb0o M3 NOAKOHTPO/IbHbIX AEMOHOB OblAN
OCTaHOBJIEHbI BPY4HYHO, TO 06 3TOM BblZaeTcs NMpeaynpexzaeHune B syslog, a Takxke Ha TepMWHal, eciv OH
ecTb. MNpeaynpexaeHune BbILAETCS TakKe B Clyvae, ecan B TedeHne 10-1 NpoBepoK Nogpss OAHOro
EMOHa OH HaXOAWTCA B PEXVME PYUYHON OCTaHOBKM.
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YrpaBieHne CMCTeMOM 3alMTbI OT
cboes

Habop aenctBuii agMUHUCTpaTOpa Mo yrpaBieHUo CUCTEMOM 3alLnTbl OT CO0EB B OAMHOYHOM pexume
paboTbl CBEAEH K MUHUMYMY: aAMUHUCTPATOP MOXET 3aMyCTUTb UM OCTaHOBUTL geMoH failoverd.
YnpaBneHne Npov3BOAMTCA C MOMOLLLIO YrpaBastoLwero ckpunta failover, kotopbi nomelLaeTcs npu
yCTaHOBKe B KaTajor /sbin.

3anyck cMcTeMbl 3aLLMTbl OT COOEB MPOU3BOANTCA KOMaHAON failover start. [1py 3TOM 3anyckaeTcs
aeMoH failoverd. OctaHOBKa CMCTEMbI MPOU3BOAUTCA KOMaHAOM failover stop. [1py 3TOM geMOH
failoverd 3aBeplaet paboty, coobuas 06 3ToM agpansepy.

Mpw 3arpyske c1MCTeMbl aBTOMATUYECKM 3arpyXaeTtcs gpansep watchdog ¥ BbINOAHAETCA KOMaHZA
failover start.B pe3synbTaTe 3arpyxaetcs geMoH failoverd, KoTopblii B CBOO ouepesb NpOV3BOANT
CTapT ocTanbHbIX KoHTpoampyembix cnyxb MO ViPNet Coordinator Linux (iplircfg, mftpd, algd, axis2.cgi).

MprmeyaHwue. MNpn BbINOAHEHUN KOMaHAbl failover start BPYYHYH B OAMHOYHOM
pexxvMe nepesanyck KOHTPOAMPYEMbIX MPUIOXKEHUI He MPON3BOAUTCA.

3anpoc nHbopMaL MM O TEKYLLEM COCTOAHUN CUCTEMDI 3aLLUTLI OT C60EB NPOM3BOAUTCA KOMaHAOW
failover info (cM. «[Tporpamma npocMmoTpa MHGOpPMaLMM O COCTOSSHUM CUCTEMBI 3aLLnTbl OT cO0eB»
Ha cTp. 142).
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HacTpomka cMCTeMbI 3aLLMTbl OT
cboeB

AZMVHUCTPATOP MOXET HacTpauBaTb NMapameTpbl PaboTbl CMCTEMbI 3aLLMTLI OT COOEB MyTeM
pesakTvpoBaHus danna failover.ini, pacroOXEHHOrO B KaTajore /etc.

BHumaHue! B daiine failover.ini B COOTBETCTBYHOLUMX CEKLMAX AOMKHBI ObITh

A yKa3aHbl Bce UHTepdeCbl, KOTOpble NPUCYTCTBYHOT B Gainie iplir.conf B cekumm
[adapter]. Ecan gaHHOe ycnoBue He ByaeT BbINOJHEHO, BO3HUKHET OLIMbKa
pe3epBMpOBaHMA.

®daiin KOHPUrypaLmmn cMcTeMbl 3aLLMTbl OT CEOEB COCTOUT U3 HECKOJIbKUX CeKUui. Kaxaas cekuuns
HauYMHaETCA CO CTPOKM, COAEPXKALLEN MMA CEKLMM B KBagpaTHbIX CKoBKax. Kaxaan cekumsa cofepxmT
HeckoJIbko napameTpoB. CTpoka ¢ NnapaMeTpoM HauMHAETCA C UMEHW NapaMeTpa, 3aTeM UAET 3HaK «=» U
npo6es, 3aTeM 3HaUYeHne 3Toro napametpa. [ns HaCTPONKM CUCTEMbI B OAUHOUYHOM pexrMe paboTbl
cnyxat cnegyrowme napameTpsi:

e Cekuus [misc] COAEPXMUT NapaMeTp, OTBEYAOLLNIA 3a AeNCTBUS CUCTEMbI NPU OB6HaPY>XKeHUM
NoJIHON HepaboToCNOCOBHOCTN NHOBOro U3 KOHTPOANPYEMbIX MPUNOXKEHWIA:

o reboot — yKa3blBaeT, AOAXeH nn gemoH failoverd BkitouaTe MexaHW3M permcrTpaumm B
apaviBepe watchdog n gonxHa am npomsBoantbeca nepesarpyska OC B ciyvae, ecin kakoe-1mbo
N3 KOHTPOMPYEMbIX MPUIOXKEHUI HE MOXET BOCCTaHOBUTb CBOHO PaboToCcnocobHOCTb (CM.
«CocTaB cMCTeMbl 3aLnTbl OT cO60eB 1 NpUHLMMbI ee paboTbl» Ha cTp. 128). MoxeT npuHMaTh
3HauYeHUne yes WM no. 3HaYEHUNE yes BKIOYAET MEXaHU3M MNepesarpy3ku CUCTEMBI, no —
BbIKtOYaeT. [0 yMONYaHMIO 3HaYeHWe napameTpa no.

Mpw ycTaHoBke npeapbiaywx sepcunin MO ViPNet Coordinator Linux (go 2.8.18) napameTtp
reboot YCTaHaBAMBAETCA aBTOMATUYECKN B 3aBUCMMOCTM OT 3HaYeHMa napameTpa
usewatchdog CeKUMM [watchdog] (AaHHas CeKUMA ABAAETCS yCTapeBLUEN U yaansaeTcs us
darina koHduUrypaumm npun yctaHoske Tekylient sepcun MO ViPNet Coordinator Linux). Ecan
napameTp watchdog 6bln BK/IOUEH (MMeN 3HaueHue on), TO B KAYeCTBe 3HaYeHWsA napamerpa
reboot YCTaHaBAMBAETCA yes, B NPOTUBHOM C/ly4ae — no.

o CeKkums [debug] OMpeaensieT napaMeTpbl BeJEHUA XypHana yCTpaHEeHUs HeNoAaL0K 4eMOHa
failoverd. OHa cogepuT cnegytoLime napameTpsbi:

o debuglevel — ypOBEHb MPOTOKOJMPOBaHMA, Yncao ot -1 go 5. 3HauyeHne napameTpa -1
OTKJIOYAET BeAEeHMNE XypHana.

3HayveHre No yMon4YaHuo — 3.

o debuglogfile — MaeHTUPUKATOP, ONPEAENAIOLLMIA MECTO XpaHEeHUs XypHana. Popmat gaHHOro
VI,CI,EHTI/ICbI/IKaTOpa Cﬂep,yI-OLLI,VIVK <cneumdmMrKaTop HNPOTOKOJa>:<crneuudpmxarop URL nOmnsa
mauHoTo mpoToxosa>. [104p06HOE OnMncaHne BO3MOXHbIX 3HaY€HMI JaHHOrO napameTpa
npusegeHo B pasgene XypHanbl ycTpaHeHuns Henonagok MO ViPNet Coordinator Linux (Ha cTp.
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166). 3HaueHVe NapamMeTpa MO yMONYaHUo — file:/var/log/failover.debug.log, YTO
COOTBETCTBYET 3aM1CK XXypHaia B ykasaHHbIA dpaiin.

Mepea pepakTmpoBaHnem dalina KOHPUrypaumm failover.ini HYXXHO OCTaHOBUTbL AemoH failoverd
KOMaHJoW failover stop, a MOCAE pPejakTMPOBaHMWA 3anyCcTUTb €ro CHOBa KOMaHAOMW failover start.
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[TporpaMmma NpocMoTpa XypHana
permcTpaumm IP-nakeTos

MporpammMa dbviewer NpeAHa3HauveHa Aas MPOCMOTPA XypHana pernctpauuv IP-naketoB, KOTOPbIA
BeAeTcA ynpasastowmum geMoHoMm. Mpu paboTe ¢ nporpaMMori NpocMoTpa NpesocTaBaseTcs
BO3MOXHOCTb BbIBECTM 3aMMNCK XypHana, 0oTobpaHHble Mo CeayoLWUM napamMmeTpam:

® WHTepBan AaT;
e ceTeBOM MHTepPdENC, Ha KOTOPOM Bbln 06paboTaH nakerT;

e [P-npotokon;

e HanpasJ/ieHWe MNakeTa — BXOAALLUIA UK NCXOAALLN;

e  TUM COBLITUS;

e JAManasoH Wau OAHO 3HauyeHue IP-agpeca oTnpaBuTeNs U/Wan NoayyaTens naketa;
e /AManasoH Wau OfHO 3HayeHue mecTHoro nopta ana TCP, UDP;

e /ManasoH Wau OAHO 3HayeHue yganeHHoro nopta ana TCP, UDP;

e UMMA NOoab30BaTensa 3aLI.I,VILIJ,eHHOI7I CceTn — oTnpasunTend n/van nojiyyartena naketa.

Mporpamma dbviewer NOC/AE YCTAHOBKM MOMeLLAETCs B KaTanor /sbin. OHa 3anyckaeTcs u3
yrNpaB/stoLWero ckpunTa iplir C MOMOLLbIO KOMaHAbl iplir view. [locne 3anycka NporpaMmbl NOABUTCA
OKHO AN 3a/laHNsA NapamMeTpoB Moucka B XXypHane:

3et search parameters

29.89.2818 B9:55:87 3f.89.2818 12:55:87

All
All

All

All IP packets

PucyHok 15. 3ad0aHue napamempos noucka 8 xypHase pezucmpayuu IP-nakemos

MpumeuaHwme. Ecam cumBobI OTOBPaXarOTCA HEKOPPEKTHO, 3arpy3nTe 3KpaHHbIN
LIPUET, NCMONb3YeMbIli MO YMOYaHMIO, C MOMOLLbIO OAHOM U3 KOMaHA;
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e setfont
o setfont default8xl6
® consolechars

e consolechars -f /usr/share/consolefonts/default8xl6.psf.gz

Mo ymonuaHuUio npegnonaraeTca MPoCMOTp cobCTBEHHOrO XypHana. Ecan Heobxoanmo npocMoTpeThb
XypHan yaaneHHoro y3na, Hago Bkatounts onumto External Node, nocne vero nosasutcsa 3anpoc napons
agmuHuctpatopa cetn ViPNet. Ecnin BBeeH npaBuiibHbIA Naposb, cnpaea oT onuun External Node
nossutcs kHorka Select. Mo 310l KHOMKE OTKPbLIBAETCA OKHO CO CMCKOM 3aLUULLEHHbIX Y3/108B, B
KOTOPOM HaZo BbI6GpaTh HY>HBbIN y3en. lna ycnewHoro NoAcoeAnHeHNs K yaaneHHoOMY Y31y
HeobxoaMMOo, UTObbI y3en bbin gocTyneH Ha yposHe TCP/IP n Ha Hem paboTana nporpaMMma ynpasaeHus.
Ecam coepmHuUTbCA He ygaeTcs, NporpaMmMa NpocMoTpa XypHana BblJaeT CoobLLeHre 1 3aBepLUaeT CBOO
paborty.

[ns nouncka 3anvcen B XypHane peructpaumm IP-nakeTtoB MOXHO 3a4aTb ClefytoLine napameTpbl:

o Date/time interval — nHTepBan gaT 1 BpemeHu, B KOTOPOM OyaeT NPON3BOAMNTLCA MOUCK 3anucer o
pervnctpaumm naketos, B dopmate AA.MM.ITTT Y4:MM:CC.

e Records num — KoAnMuecTBO BbIBOAVMBbIX 3aMUCEN.
e Interface — ceteBol MHTepdelic (BbIbBUpaeTCs 13 cnncka JAOCTYMHbIX UHTePdERCcoB).

JocTynHbIM cuntaeTca MHTepdenc, y KOTOporo cyuiectByeT xypHan IP-nakeToB.. MNounck naketos
6yAeT Npon3BOANTLCA B XXypHane BbibpaHHOro nHTepdeiica. B kauectBe napamerpa MOXeT 6biTb
yKazaHo ums uHtepdeiica nam 3Hadenne All ans paboTtbl co BceMun uHTepdericamm.

e Protocol — npoTokon 415 novcka cpeamn BCex NakeToB TOLKO NakeToB Mo 3agaHHoMmy IP-
npoToKOAY.

B kauectBe napamMeTpa MOXeT ObITb yKasaHO nMA NpoTOKOJila AN 3HaveHune All AnA pa6OTbI co
BCEMU MPOTOKONAaMMUN.

e Direction — HanpaB/sieH1e NPOXOXAEHU MaKeTa, MOXET MPUHMMaTb OAHO U3 CeAYHOLLNX
3HaUeHUI:

o All — Bxogawme n ucxoaaiLme naketb;
o Incoming — BxoasLme nakeTyl;
o Outgoing — ncxoadLume nakeTbl.
e Check reverse — npu3Hak BKJIHOUYEHNS B XYPHa OTBETHbIX MAKETOB OT NoJlyyaTens oTnpaBUTEHO.

VmeeT cmbicn npw ykazaHun koHkpeTHoro IP-agpeca (IP Filter) nnv y3na (Node Filter) B kauecTBe
OoTNpaBuTeNs U/Uan NonyyaTens NakeTos.

. Flag filter — NPU3HakKM Asa noucka cpean BCexX rnakeTtoB TOJIbKO NakeToB C O4HUM NN HECKOJIbKUMU
M3 3aZlaHHbIX MPU3HaKOB:

o Encrypted — 3awwndpoBaHHble nakeTbl;
o Broadcast — wupokoBeLllatenbHble NakeTbl;

o NAT — TpaHciMpoBaHHble NakeTbl;
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o Forward — TpaH3uTHble NakeThl.

Event — cobbiTve ans nouvcka cpeam Bcex NakeToB TO/NbKO MaKeTOB C 3aZaHHbIM COBbITUEM.
BbibupaeTtcs ns cnmncka, Mo yMOAYaHMIO MOMCK NPOU3BOANTCS CPeAn BCEX COBLITUI.

IP Filter — noka3biBaeT OKHO A5 3aZaHNsA CleAyroLLMX NapaMeTpoB 3anpoca:

o Source IP address — All, ananasoH nan ognHOUYHOE 3HaueHue ana gonyctumoro IP-agpeca
OTNpaBuUTeNsA Nakera;

o Destination IP address — All, anana3oH nan ognMHouYHoe 3HauveHue ans gonyctumoro IP-agpeca
nosiyyatens nakera;

o Source port — AnanasoH Wi O4MHOYHOE 3HaYeHUe A1 AOMYCTUMOro HOMepa nopTa
otnpasutens (0-65535) ana npotokonos TCP, UDP;

o Destination port — gnanasoH WM ogMHOYHOE 3HaYeHWe A5 4OMYCTUMOro HoMepa nopTa
nony4atens (0-65535) ana npotokonos TCP, UDP.

Node Filter — noka3biBaeT okHO 414 3aZaHNA NapamMeTPOB 3anpoca Mo y3/y oTnpaBuTens n/man
nosydartens: Source n/vnan Destination.

Datestime interval: 29.89.2818 B89:55:87 e A 30.89.2818 12:55:87

Source [ap
Select source Hode

Destination  [EININE

Ip-Lir packet database vieuwer

PucyHok 16. 3a0aHue napamMempos 3anpoca no y31y omnpasumens u/uiu noay4amens

A HenmocpeaCcTBeHHOTO BbI6GOPA y3/1a OTNPABUTENA UAWN NOAyYaTeNs HeOBXOANMO UCMO/b30BaTh
cooTBeTcTBYHOLWME KHOMKM: Select source Node nau Select destination Node. Mpwu aTom
OTKPbIBAETCSH OKHO CO CMMCKOM 3aLLMLLEHHBIX Y3/10B Y BOSMOXHOCTbIO MONCKa B 3TOM CIUCKE.

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpaTopa | 136



S5et search parameters

£9.89.2018 @9:55:87 38.89.2018 12:55:87
Mode Filter
Select Node

PucyHok 17. Cnucok 3auyuujeHHsix y3108 015 8blbopa omnpasumens uau nosay4yamens

OkHO BbI6OPa Y3/10B COAEPKMUT CMNCOK BCEX 3alLmLLeHHbIX y310B ViPNet, cBA3aHHbIX C JaHHbIM
Y3/710M. ¥3/1bl B CMINCKE OTCOPTUPOBaHbI B andaBUTHOM nopsaake. B neBom ctonbue otobpaxkaercs
LeCTHaAUaTePUYHbIA naeHTUduKaTop y3na. IoM1MO y310B, CIUCOK COAEPXKUT CNYy>XKeOHbIN 3nemMeHT
All, BbI6Op KOTOpPOro cooTBeTCTBYET GUALTPALMUN MO BCEM y3/1aM.

[ns novcka y3noB Haxxmute kKHornky Search. Mpun 3ToM B OTAeNbHOM OKHe 0TobpaXkaeTcs MOACTPOKa
MowvcKa ¢ BO3MOXHOCTbIO PyUYHOro BBOZA M BbibOpa paHee BBEAEHHOM MOACTPOKM U3
BbINaZaroLLero cnucka. B kauectse kpuTepmst MOMCKa MOXHO UCMO/b30BaTh Kak MMs Y33, Tak U
YHUKa/IbHbIN UAEHTUOUKATOP Y3/, TO eCTb NMOUCK ByAEeT OCYLLeCTBAATLCS Ha COOTBETCTBME
BXOX/AEHUS BBEAEHHON NoAcTpoku kak B Name, Tak 1 B ID.

KHonka Search next npegHasHavyeHa ana 6bICTpOFO NoncKa cheayrowero safieMeHTa Cnncka,
YAOBJIETBOPAKOLLErO paHee Bbl6paHHOI7I noACTpoKe noucka.

017 BbINONHEHUA 3aMpoca XypHana Nno 3ajaHHbIM napaMeTpam HaxmuTe kHonky Find, pacnonoxeHHyo

B HUXKHEW YaCT OCHOBHOTO OKHa (cM. PucyHok 15 Ha cTp. 134). ins 3aBepLueHns NPpoCMOoTpa XypHana
HaxxMuTe KHonky Exit.

Cnncok 3anucen, HaaeHHbIX B XXypHane pernctpauumy IP-nakeTtos, BbIBOANUTCA B okHe View results (cm.

PncyHok 18 Ha cTp. 138). 3anuncn ynopsagoveHbl Mo BpeMeHu permctpaunm naketa. CnmMcok cOCTOUT 13

cnefyroumnx KONOHOK:

[aTta 1 Bpems peructpauum cobbitus.
NHTepdeiic, Ha KOTOPOM 3aperncTpMpPoBaHO COObITHE.

HanpaeneHune ABUXEHWUA 3apErMCTPUPOBAHHOIO MaKeTa: «<» UCXOAALLME, «>» BXOAALLME 1 daaru
cobbITuA:

o C— wndpoBaHHbIN NaKerT;
o B — wwpokoBelatenbHbIl NakeT;
o D — 3abnoknpoBaHHbIl Naker;

o T — TpPaH3UTHbIN (MapLIPyTM3MpPYyeMbIii) NaKeT;
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o R —naket byaet obpaboTtaH npaeunamu NAT OTKpbLITON ceTw;
o N — naket 6b11 o6paboTaH npasunamm NAT oTKpbITOM ceTu.
e [Ipotokon.
e IP-agpec ncrouHuka.
e JlokanbHbI NopT Ana npotokonos TCP 1 UDP.
e [P-aspec Ha3HaueHus.

e [lopT yganeHHoro komnerotepa ans npotokosos TCP n UDP.

B HMXHeN YacT okHa oTobpaxaeTcs MHbOopMaLLMsa MO BbIBPaHHOMY B Crivcke COBbITUIO:
e Ha3BaHue cobbiTus, NnpucsoeHHoro IP-nakerty.
e VHTepdeiic.
e llecTHaguatepuuHbin naeHTMdUKaTop NpoTokona Ethernet.
e Pa3mep nakerta.

[Moka3biBaeTcsa cymmaprn‘/’l pasmMep BCeX NakeToB, OTHOCALWUNXCA K JaHHOMY CO6bITVII-O, €eC/In cHeTUnK
6osblue eANHNLbI. ,ﬂ,flﬂ BaI.IJI/Iq)pOBaHHbIX NakeToB MOKa3blBaeTCA MOJHbIN pa3Mep nakeToB CO BCEMU
Cfly)Ke6HbIMVI 3arosnoBkamu, HeO6XOAI/IMbIMI/I ana pa6OTbI 3aLLI|I/1LIJ,eHHOI7I ceTn.

e YnCno NakeToB, OTHOCALLMXCA K JaHHOMY COBbITUHO.
e Y3en oTnpasuTens.

e Y3sen nojsydvartensa.

View results

89,29 11:084:41|ethl[<-C——-| udp| 192.168.2.14| 2846 192.168.4.5| 2846

PucyHok 18. Bbigod cnucka HalideHHbIx 3anuceli

Ana nroboli BbIGpaHHOW B CNMCKe 3aMnMcy MOXHO NPOCMOTPeTb Hoee geTanbHYHO MHOPMaLNIO, AN
3TOro HaxkmwuTe knasuwy Enter.
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Record details

PucyHok 19. lemansHas uHgopmayus o cobbimuu

Mony4yeHHbI CNNCOK NAaKeTOB MOXHO 3KCMOPTMPOBaTh B TEKCTOBbLIN dai, ans 3Toro B okHe View
Results HaxxmuTe kHonky F2. Mpwn 3TOM NpeanaraeTcsa Boibpath dalin, B KOTOPbIM ByaeT aKCnopTMpoBaH
XXyPHan, Nan BBECTW ero uma BPy4Hyro. B ¢ain akcnopTa 3anmncbiBatoTca BCe NOS, KOTOPble BbIBOAATCA B
okHe View Results.

NHdopmauwms o pasmMepe NakeToB NoaaepKmBaeTcs, HaunHas ¢ Bepcum 2.8-157. Mpu yctaHoBKe 3TON
nav 60see NO3AHEN BEPCMM NOBEPX BOJIee CTapow XXypHabl NakeToB NpeobpasytoTcs K HOBOMY
dopmaTy, ogHako nHbopMaLms o pa3mepe 415 NakeTOB, 3aMMCaHHbIX CTapoW Bepcuei, byaeT
HegocTyrnHa n otobpaxaetcs kak N/A (Not available). Mpwu yaaneHHoM npocmoTpe xypHana 6onee
cTapoi Bepcumn MHGOPMaLLMsA O pasMepe NakeToB Tak)ke HEAOCTYMHa M He NMoKasblBaeTcs. IT0
NPOUCXOAWT U NPU YAaNeHHOM NPOCMOTPE XypHana HOBOW BEPCUM C KOMMbIOTEPA, T4e YCTaHOB/EHA
CTapas Bepcus.

B HM>XHeN YyacT OKHa CO CMMCKOM HalAeHHbIX B XypHase 3anucer (cM. PucyHok 18 Ha ctp. 138)
pacnosnoxeHbl nons Total In 1 Total Out, B koTOpble NomelyaeTcs UHGOPMALMA O CYMMapHOM pa3Mepe
BXOAALLMX N UCXOAALLMX MAaKETOB COOTBETCTBEHHO. CyMMapHbIN pa3mMep CUMTaeTCs A1 BCEX MaKeToB,
KoTopble Bblv NoNyYeHbl B pe3ynbTaTe 3anpoca. Ecam ans kaknx-anbo 3anucein xypHana naketos
nHbopmaLum o paaMmepe NakeToB HET, TO 3TU 3aMnCK He YUUTbIBaOTCA Npw nogcyete obbema Tpaduka. B
3TOM C/lyyae nocae pasmepa B cooTBeTcTByoLemM nose (Total In u/unm Total Out) otobpaxkaetcs
3Be3/j04Ka — NPU3HaK TOro, YTO He BeCb Tpad Uk yuTeH. ECam e BO BCeX HaNAEHHbIX 3anncax HetT
nHdopmMaLumn o pazMepe NakeToB, TO B cooTBeTcTBytOLWeM noe (Total In n/van Total Out)
oTobpaxaetcs N/A (3Be3g04Kka He oTobpaxaeTcs).

EaVHULbI M3MepeHVs Npu 0TOBPaXkeHUM CyMMapHOro pa3mepa BblIbMpatoTca ciesyoLmm obpasom:

e eC/inM cyMMapHsbIin pasmep MeHbLue 100 K6aliT, To pa3Mep oTobpakaetcsa B 6anTax u K Umcay
pobasnsaetca cyddukc «B»;

e ec/n cyMMapHbIn pasmep 6oablue 100 Kbawt, Ho MeHbLue 100 Mb6aiit, To pasmep oTobpaxkaeTcs B
kunobarTax u Kk umcny gobasaserca cyddukc «KB»;

e ec/n cyMMapHbIn pasmep 6oablue 100 M6aiT, To pa3mep oTobpaxkaetcs B MerabanTax u K umciy
fobasnsetca cyddpukc «MB».
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[ lporpammMa npocMoTpa
MHOOPMAaLMM O 3aLLMLLIEHHOM Y3/1€e

MporpamMMa iplir remote info NpeAHa3HayeHa AfA MPOCMOTPA CUCTEMHON U CTaTUCTUYECKOM
nHdopmMaL K, noayyaeMor oT JOKaNbHOTO AN YAaNEHHOTO 3aLUMLLEHHOTO y3ia. CucTeMHas
nHdopmMau s BKIOUAET B cebs BEpCUIO YNPaBAsOLLErO JEMOHA U ApaiiBepa, YCTaHOB/IEHHbIX Ha
KOMMblOTEPe, AEHTUPUKATOP 1 UMA y3na, obLimne ceBefeHns O KaxaoM nHTepdeiice (IP-agpec n agpyrue
napameTpsl). CTatnctnyeckas nHGopmMaLms BkIOYaeT B cebsi UHPopmMaL Mo 06 06paboTke BXOAALLMX U
ncxoaawmx IP-naketoB Ans 3aaHHOro NHTepdelica.

MpumeuaHne. CnoBo Disabled, npucyTcTBytoee B UHGOpMaLm ob nHtepderice,
yKa3blBaeT Ha ero HegoCTyMHOCTb. /111 HeOCTYMHbIX MHTEP)EVCOB He BbIBOAUTCA
nHpopmauma 06 IP-agpecax n cTaTucTMyeckas MHGOpPMaLUA.

Mporpamma Ha3blBaeTCA iplir remote info W MOMELLAETCA NOC/IE YCTAHOBKWM B Katanor /sbin. OHa
3anyckaeTcs U3 ynpaBAsAOLLEro CKpUNTa iplir KOMaHAaMu iplir info M iplir ifinfo. [pw 3anycke
nporpamMma cumnTbiBaeT KOHOUIYpaLMOHHbIA dain /etc/iplirnetpsw. B nepBon cTpoke 3toro daina
JOIKHO ObITb YKa3aHO JoMeHHOe uMA uan IP-agpec y3na, HGOpMaL Mo 0 KOTOPOM HY>KHO
npocMatpmBaTb. OcTanbHble CTPOKW UTHOPUPYHOTCA. Mo ymonyaHuto nocne nHctaansaumm MO dain
/etc/iplirnetpsw COAEPXUT OfHY CTPOKY € agpecom 127.0.0.1, To ectb npeanonaraerca NpocMoTp
nHdopmauun o cebe. Ecam B paine /etc/iplirnetpsw ykasaH IP-agpec ysaneHHoro y3na, To nocne
3anycka nporpamMma 3anpalivBaeT napob agMuHucTpaTopa cetn ViPNet.

Mo komaHAe iplir info NPOrpamma BbIBOAWUT CUCTEMHYIO MHOOPMALIMIO U CTAaTUCTUUECKYHO
nHdopMaLuIo AN NEepPBOro ceTeBoro nHTepdelica B cnctemMe. BbiIBoAWTCA CreaytoLas ctaTucTmyeckas
NHPopMaLmns:

e DNon-encrypted packets passed (ObpaboTaHO He3awmnppoBaHHbIX IP-nakeToB) — KOANMYECTBO

NPUHATBIX N OTNPaBJIEHHbIX He3aLIJI/ICI)pOBaHHbIX NnakeToB.

e Non-encrypted packets dropped (baokupoBaHO He3awndpoBaHHbIX IP-nakeToB) — KOANYECTBO
BXOZALLMNX U NCXOAALLMX BNOKMPOBaHHbIX He3alWMbPOBaHHbIX NaKeToB.

e Encrypted packets passed (OBpaboTaHo 3awmndpoBaHHbIX IP-MakeToB) — KOANYECTBO NPUHATHIX
pacwmdpoBaHHbIX 1 OTNPaB/EHHbIX 3aldPOBaHHbIX MaKeTOB.

e Encrypted packets dropped (baoknpoBaHo 3awmndpoBaHHbIx IP-nakeToB) — KOAMYECTBO
BXOAALLMUX U UCXOAALLUNX BAOKMPOBaHHbIX 3aMPPOBaHHbIX NakeToB.

® DNon-encrypted broadcast packets passed (ObpaboTaHo He3alwmndPOBaHHbIX
LWIMPOKOBELLATE/IbHbIX COOBLLEHUIA) — KONMUYECTBO MPUHATLIX U OTMPAB/EHHbIX HEe3aLWNpPOBaHHbIX
LUIMPOKOBELLATEeNbHbIX COOBLLEHWN.

® Non-encrypted broadcast packets dropped (BaoknpoBaHO He3awmnbpoBaHHbIX
LiMpokoBeLlaTe/ibHbIX COO6L|.||eH|/||‘/’|) — KOAn4yecTBO BXOAALWNMX U NCXOAALLNX 6110K|/|pOBaHHbIX
HEBaUJI/ICprBaHHbIX LimpokoBeLllaTe/ibHbIX COO6|.|J|eH|/||7|.
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® Encrypted broadcast packets passed (O6pa6OTaHO BaLIJI/Iq)pOBaHHbIX LnpokKoBeLlaTebHbIX
COOBLLEHWNI) — KONMUYECTBO NMPUHATLIX Y OTNPaB/EHHbIX 3aWMdPOBaHHbIX LUNPOKOBELLATENbHbIX
COOBLEHWN.

e FEncrypted broadcast packets dropped (baoknpoBaHoO 3alMdpOBaHHbIX LWLMPOKOBELLLATENbHbIX
COOBLLEHWNI) — KONMUYECTBO BXOAALLMX N UCXOAALLNX BAOKMPOBAHHbIX 3aUMPPOBaHHbIX
LIMpPOKOBELLATENbHbIX COODBLLEH WA,

ﬂ‘}'lﬂ npocMoTpa VIHCI)OpMaLLI/II/I O Apyrmnx ceTeBbIx MHTep¢e|71cax (B TOM C/iydae, eC/ii Ha KoOMMNbroTepe
YCTaHOB/1IEHO HECKOJIbKO CEeTEBbIX aﬂ,al'lTepOB) HeO6XOAI/IMO MCNoab30BaTb KOMaHAY iplir ifinfo. I'Ip|/|
3TOM BHa4afe Hajo MCNO/b30BaTh KOMaHAY iplir info, KOTOpPas NOKa3blBAET CMUCOK NHTEPPENCOB
y3/a, U 3aTeM MCMNOb30BaTb KOMaHAy iplir ifinfo, 3a/,aB B HEN NMS HYXXHOTO UHTepdelica, Hanpumep
iplir ifinfo ethl.

Agpec y3na, UHGOpPMaL MO O KOTOPOM HYXXHO MOJYYUTb, MOXHO 3aJaTb He TONbKO B Galine
/etc/iplirnetpsw, HO TakKXXe HEMNOCPEACTBEHHO B KOMaHAaxX iplir info M iplir ifinfo. B komaHae
iplir ifinfo agpec y3na AoaXeH ObiTb yKa3aH Noc/ie NMeHU nHTepdelica, HanpuMmep iplir ifinfo
ethl 10.0.2.40.
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[ lporpamMma NpocMoTpa
MHDOPMaLMM O COCTOAHUM CUCTEMDI
3aLLUUTBI OT COOEB

Mporpamma failover info NpeAHasHayeHa Anf NPOCMOTPA UHPOPMaALMM O TEKYLLLEM COCTOAHUM
cncTeMsbl 3amThl OT cboeB (cM. «Crctema 3aLunTbl 0T c6oeB» Ha cTp. 126). laHHas nHpopmauus
BKJ/ItOUAET B Cebsi:

e Bepcuto MO ViPNet Coordinator Linux n gemoHa failoverd, ycTaHOBAEHHbIX Ha y3A€;
e unaeHTMdUKATOP Y UMSA y313;

e pexuM paboTbl CUCTEMbI 3aLLMTLI OT CHOEB (OAUHOUHBIN UV PEXMM KlacTepa ropsvero
pe3epBUPOBaHWsA CEPBEPOB);

e JlOKaAbHOE BPEMS Ha Y3/€;
e 06wyro 3arpysky CPU;

e TeKyLlyto MHPOPMaLIMIO O COCTOAAHWM yrpaBastoLLLero AemoHa, ageMoHos mftpd, algd, axis2.cgi 1
failoverd.

MporpaMmMa Ha3bIBaeTCs failover info W MOMELLAETCsA Nocae nHcTaansumm MO B katanor /sbin.
OB6bIYHO OHa 3anyCcKaeTCcs U3 YNPaBASIOLWEro CKPUNTa failover KOMaHAOW failover info. [pu Takom
3anycke nporpaMmma cYmTbiBaeT KOHOUIYpaLUMOHHbIN dalin /etc/iplirnetpsw. [10 KOMaHAe failover
info NporpamMma BbIBOAUT MHGOPMALIMIO Ha TEKYLLYH KOHCOJb.

Ecnm gemor failoverd octaHoBAeH, TO BbIBOAMTCA TONbKO COOBLLEHVE O pexMMe paboTbi:

Failover is in <single|cluster> mode

Ecan pemon failoverd 3anyuyeH, To npu paboTe B O4MHOUYHOM peXXMMe BbIBOAUTCA CaeaytoLuas
NHPopMaumns:
Versions: ViPNet 3.6.0 (475), daemon 1.3 (14)
Workstation configured for ID 10E1079E (Vipnux-_ 1 3)
The workstation works in a single mode of protection against failures
Workstation time (utc: 1174558030) Thu Mar 25 13:07:10 2010

failover mode * single — pexunm pa6OTbI CNCTEMDbI 3allnTbl OT C60€B;

failover uptime * 6d 0:23 — Bpemsa paboTbl geMoHa failoverd;

total cpu * 0% — obuan 3arpyska CPU B cucrewme;

failover state * works — COCTOsiHMe AeMoHa failoverd;

failover cpu * 0% — 3arpy3ka CPU gemoHowm failoverd;

iplir state * works — COCTOSIHWE ynpaBaatoLwero geMoHa iplircfg;
iplir cpu * 0% — 3arpy3ka CPU gemoHowm iplircfg;

mftp state * works — COCTOsIHME AeMoHa mftpd;
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mftp cpu * 0% — 3arpyska CPU gemoHomM mftpd;

alg state * works — COCTOSIHME AeMOHa algd;

alg cpu * 0% — 3arpy3ka CPU gemoHowm algd;
webgui state * works — COCTOsIHME eMOHa axis2.cgi;
webgui cpu * 0% — 3arpy3ka CPU gemoHoM axis2.cgi.

Mpwv BbIBOZE MHPOPMALIMM UCMONB3YIOTCA CeaytoLne 0b03HaYeHUs PEXMMOB:
e single — OAMHOYHBIN pexinMm paboTbl;
e active — aKTMBHbIN PEXMM KjacTepa ropsyero pes3epBrpoOBaHNs CEPBEPOB;

e passive — MaCCMBHbIA PEXMM KacTepa ropsiuero pe3epBypoBaHUs CepBepoOB.

Vicnonb3yemble 0603HaYeHUs COCTOSHUM:
e works — MPUIOXeHVe paboTaeT KOPPEKTHO (C TOUKM 3PEHUS CUCTEMbI 3aLUTLI OT COOEB);
e stopped — MPUIOXEHME OCTaHOBJ/IEHO MOJIb30OBaTENEM;

e unknown — COCTOSIHME NPWUIOXEHUA HEN3BECTHO. [laHHOE COCTOSIHNE MOXET HbITh ONpPeAesieHo B
cnyyae, ecnn 6bi1 MAEHTUOULMPOBaH CHOM KOHTPOANPYEMOTO NMPUIOXKEHUS, MOMbITKA €0
nepesanycka, HO JlaHHbIX O Ero KOPPEKTHOM CTapTe MoKa HeT.

®opmat BbIBOga UHGOPMaLMK Npu paboTe B pexxume knactepa ropsyero pe3epBypoBaHns CepBepoB
npveegeH B gokymeHTe «ViPNet Coordinator Linux. Cuctema 3awutbl oT cb6oeB. PykoBoacTBO
agMUHUCTpaTopa».
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[ lporpammMa cMeHbl Napois
NOJIb30BaTENA

Mporpamma iplirpasswd NpeAHasHadeHa Aaa CMeHbl Naposs noab3osatens ViPNet. NMockonbky napoau
Npv HavaabHOW YCTaHOBKE Ha3HaudaroTcs agMuHucTpaTtopom cetn ViPNet, y nonb3oBatens Moxet
BO3HWKHYTb HEOOXOANMOCTb M3MEHUTb MNapPOJib NOC/AE YCTAaHOBKM.

MporpaMmMa Ha3biBaeTCs iplirpasswd ¥ MOMELLAETCA MNOC/AEe YCTAHOBKM B KaTanor /sbin. O6bIYHO OHa
3anyckaeTcs U3 ynpaBastoLLero CKpMnTa iplir KOMaHAOW iplir passwd. [lepes cMeHoW napons
HeobxoaMMO ocTaHOBUTL Cyx6bl ViPNet (ynpasastowmin gemoH iplircfg, seMoH cnctembl 3awmTbl OT
c6oes failoverd, TpaHcnopTHbIA Moayb mftpd, semoH 06paboTkn npuknasHbix NpoTtokosos algd). Mocne
CMeHbI Napoas Heobxoanmo 3anycTuTb ciyx6bl ViPNet.

Mpu cmeHe NapoAas nporpamMma 3anpallnBaeT y Noab30BaTens crapblii napob. Ecin BBeAeHHbIV NapoJib
HeBepeH, NporpaMMa 3aBepLuaeT cBoto paboTy. ECiv naposib BEpeH, NMob30BaTeNtO NpeaiaraeTcs BBECTH
HOBBI Napo/ib B PEXMME IKPAHMPOBAHMWA CMMBOJIOB, T.€. NMPY BBOAE CYMBOJIbI MApOoAs He
OTO6paXKatoTCs Ha 3KpaHe. B ciyyae ycnelwHom cMeHbl Napos NporpaMma BbIBOAWT COOTBETCTBYHOLLEE
coobLyeHre 1 3aBepLuaeT cBoto paboTy. MNpu 3TOM HOBbIN Naposb WndpyeTcs (He3aBUCMMO OT TOro, 6bin
nan He 6bIN1 3aIMPPOBaH CTapbIvi NAapoJb) N coxpaHaeTcs B daline /etc/iplirpsw B 3aWMPPOBAHHOM
BUAE.
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[ lporpamma pacnakoBkM
ANCTPMOYTMBA KAOUEN

MporpammMa unmerge NpejHa3HayeHa AN PacnakoBKW ANCTPUOYTMBa Kntouen — daisia ¢ paclumpeHmem
.dst, NnepegaHHOro agjMMHUCTPaTOPY CETEBOTO y3a agMuHuctpatopom cetn ViPNet. Mocne
nHcrannaumm MO 3ta nporpamma NomeLlaeTcsa B katanaor /sbin.

I'Iporpalvnvla unmerge UMeeT CﬂeAyPOU.I,MIZ CI)OpMaTZ
unmerge [-f] <oann amcTpubyTrBa> <KaTaJlOT pPacnakoBku>, M4e
-f — HeobsA3aTe/IbHbIN KUY AnAa pacrakoBKU 6e3 NnoATBEPXAEHUNA OUUNCTKU KaTanora;
<par_mucTpubyTtusa> — Gais, cogepxxaui ANCTpubYTUB Karouew;

<kaTaJIor pacnakoBky> — KaTtaJlor A/1d paCnakOBKW.

MporpaMmMa unmerge pacnakoBbIBaeT 3aZaHHbI daiin ANCTpMbYTMBa B 3ajaHHbIN KaTanor. Ecan katanor
He CyLLeCTBYET, TO OH aBTOMaTNUeCKM CO34aeTcs.

Ecnv kaTanor cylecTByeT v OH He MyCTON, TO BbIAAETCA COOTBETCTBYIOLLEE NPeayrnpexaeHme 1
3arnpaluvBaeTcs NoATBEPXAeHWE Ha NMPOAO/IXeHWe. B ciyyae cornacus nepeg pacnakoBkon u3
YKa3aHHOro KaTa/ora yaanstoTcsa TekyLlme CrpaBoOYHMKMN 1 KAFOYM, MpoYmne JaHHble ocTatoTcs. B ciyyae

OTKa3a nporpaMMa 3aBepLuaeT pabory.

Ecan YKa3saH Heobs3aTebHbIN KAHOY —f, TO NOATBEPXAEHNE Ha OUMNCTKY KaTasora He 3anpalunBaeTca —
nporpaMmmMa aBToMaTU4eCckn yaanaaeT U3 Katasiora Tekyuimne cnpaBoOvYHUKN N KJHOYN.
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[1Iporpamma paboTbl C
KOHOUIypaumamm ViPNet

B HacTosiLee Bpems KOHOUTIypaLoHHble dannbl, afpecHble cnpaBo4YHMKN U kntoum B ViPNet
Coordinator Linux HMKak He 3alUuLLEeHbl OT CIy4aHOrO UCKaXXeHWs B HUX MHPOpMaLUN B pesyabTaTte
owmnbok MO nan HeKOPPEKTHBIX AENCTBMI NOb30BaTeNA. B UacTHOCTH, 3TO MOXET NPMBECTU K TOMY, YTO
B HEKOTOPbIX C/y4Yasnx nocne 0O6HOBAEHNS CNPAaBOYHUKOB U (MAKN) KNKOUEN KOHPUTypauMoHHble dalibl
nckaxatrotcs, U paboTa cucteMbl HapyLaeTcs. Bo nsbexaHue Takux cutyaumii B coctas ViPNet
Coordinator Linux Bk/itoueHa cncteMa coxpaHeHus $GaiinoB KOHPUrypaLmmn, CnpaBoOYHNKOB U KAtoYen (B
JanbHeleM — KoHOUrypauwmsa) TakuMm obpasom, UToObl NONb30BaTelb MOT COXPaHUTL TEKYLLYHO
KOHOUrypaumto, 3arpy3untb OfHY U3 paHee COXPaHEHHbIX MW YAaANTb UMEIOLLYOCA COXPaHEHHYH
kKoHburypauuto. Mpu 3ToM nepeg nposegeHneM oO6HOBNAEHNA B 3aBUCMMOCTU OT HacTpOeK
TpaHcnopTHOro Moayns MFTP Tekyluas KOHPUrypaLmsa MoXeT bbiTb COXpaHeHa aBTOMaTMYeCcKU
(aBTOCOXpaHeHHas KoHbUrypauwms). 3arpyska coxpaHeHHOM noab3oBaTenemM KoHGUrypaLmum nponcxoaut
TOJIbKO BPYYHYHO MO KOMaHJe noab3oBaTens, Npy 3ToM TekyLlas koHourypaums tepsaetcs. OgHako nepeg,
3arpy3kow Nosib3oBaTesIto NpeAnaraeTca CoOXPaHUTb TEKYLLYH KOHOUIypaLuuto 418 BO3MOXHOMO
MCnonb3oBaHWA B ByayLueM. YaaneHne coxpaHeHHbIX Nosb3oBaTtenemM KoHUrypaLui Takxe
NPOW3BOAMNTCA TOABKO BPYUHY!HO.

CyuwiectByeT ABa TvNa KoHbUrypauum:

e YactuuHasa koHburypauwms (partial).

YactnuHas koHbUrypaums BkatoyvaeT B cebs Bce KOHPUrypaumnoHHble darinbl komnoHeHToB ViPNet,

B TOM yucne (I)aVInbl iplir.conf, mftp.conf, failover.ini, policy.conf.
o [lonHas koHurypaums (full).

MonHas KoHGUrypaLums BkIOYaeT B cebs Bce daiiibl YaCTUYHON KOHOUrypaL MK, a TakKe Bce
CMPaBOYHUKM W KAHOUN. B MONHYHO KOHOUIYpaLMIO He BK/IHOYAOTCA: BPEMEHHbIe Cy>XebHble dalibl,
dainbl XXypHanoB 1 ouepesb koHeptoB MFTP.

Ans ynpaBneHunsa koHdurypaumamm B coctas MO ViPNet Coordinator Linux BxoguT cneuyunanbHas
nporpamma /sbin/iplir-config-manager. OHa 3amnyckaeTca u3 ynpasasatoLLero ckpunta iplir,
PacrnoNoXeHHOro B Katajsiore /sbin.

g BHumaHMe! HenocpeACTBEeHHbIV BbI30B NporpamMMbl iplir-config-manager
nosib3oBaTeNeM KpaiHe HexxenarteneH!

Ons paboTbl ¢ KOHOUTYpaLUAMM NpeAHa3HauYeHbl CleAytoLme KOMaHAbl:

e iplir config list [<Bepcusa>] — NPOCMOTP TeKyLLero Habopa coxpaHeHHbIX KoHbUTypauumii B
cnepyrowiem dpopmare:
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«YHuKansHoe nms koHourypauum», sepcusa MO ViPNet, ¢ nomoLLbto KOTOpoR bbina co3faHa gaHHas
KOHPUrypauumsa (MoxXeT OTCyTCTBOBATb), TUN KOHPUIypaLuuu, jata n Bpemsa CoXpaHeHus, gaTta v
BPEMSA 3arpysKku.
Hanpuwmep:

"Config 1", full, saved on 21.03.2008 at 11:49, never loaded

"Config 2", part, saved on 21.03.2008 at 11:49, never loaded

"autosave-2005-03-24-17-05-31", full, saved on 24.03.2008 at 17:05, loaded at
01.04.2005 at 12:45

"rollback-2006-10-12", version 2.8.16, part, saved on 12.10.2006 at 11:30,

never loaded

Bepcua — HeObA3aTeNbHbIN NapaMeTp, MO3BOAAOWMI GUALTPOBATL 3anpallunBaemMble
KoHurypauwmm no sepcum MO ViPNet, ¢ nomoLLbio KOTOPO Bblna co3gaHa faHHas KOHPUrypaums.
3agaeTcs B cnegytoulem dopMaTe: Major.Minor.Subminor. ECIM faHHbIN napamMeTp NpucyTCTBYET,
TO BbIBOAMTCA UHOPMALMA TONBKO O TeX KOHPUTypaLmsx, y KOTopbix Bepcus MO MeHbLe nin
paBHa 3ajaHHOMY MapamMeTpy.

B cnyuae aBTOCOXpaHeHs nma KOHOUIypaLumm HauMHaeTCa Co C/oBa autosave. B cayvae rollback-
KOHOWrypaLmm nms KoHOUrypaLmm HaumHaeTcs co coBa rollback.

e iplir config save <mma> [<Tum>] — COXPaHeHWe TekyLlen KoHGUrypaLmm 3ajaHHoro Tmna.
M — UMS, NOZJ KOTOPbIM HY>XXHO COXPaHUTb KOHGUrypaumio.
Ty — TUN KOHGUrypauum (full nam partial, MO YMOAYAHWIO full).

Ecam yxxe cywiectByeT coxpaHeHHasa KOHPUrypauus ¢ 3agaHHbIM UMeHeM, CO3JaHHas TekyLl el
ycTaHoBJsieHHOW Bepcueli 0O, To nporpaMMa 3anpaluvBaeTt NoaAb30BaTeNs, HY>KHO v nepesanucatb
NMerLLYrOCs KOHGUrypaumio.

/\g BHuMaHue! B MeHax KOHOUrypaLmii MOXHO MCMO/b30BaTh TOAbKO CUMBOJIbI
natnHckoro andasuTa, LmMdpsbl, 3HaKK aeduc 1 noguepkunsaHme.

e iplir config load <wmma> [<Bepcus>] —BOCCTAHOBJEHWNE KOHPUTYpaLUn C 3aAaHHbIM UMEHEM
mva U BEPCUEN sepcua. [epes BOCCTaHOBAEHMEM KOHOUIypaLmm nporpaMmMa cnpalumsaet
Noab30BaTeNA, XOYET JIN OH COXPaHUTb TEKYLLYHO KOH(IJI/II'ypaLI,VIPO. PeKOMEHAyeTCﬂ COrnacnTbCa n
BBECTU NMA, NOA4 KOTOPbIM 6yAET COXpaHeHa TekyLasa KOHq)I/IpraLI,I/IFI A0 BOCCTaHOBNEHUA. Ecnmn
NoJib30BaTe/lb OTKa3sbIiBaeTCA COXPaHATb TEKYLLYH KOHCI)I/IpraLI,I/II-O, TO NnporpamMmmMa BO n3bexkaHune
owmnbok TpebyeTt BBECTU crieymanbHyo Gpasy.

Hanpuwmep:
Save current configuration [Y/n]? n
You are about to overwrite your existing configuration.
This is unsafe. To continue, type
>>> Yes, do as I say
in response to the prompt:

>>>
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B 3ToM ciyyae nosb3oBaTeNto HEOBXOANMO BBECTU dpasy «Yes, do as I say» ANS MPOAOMKEHNS
BOCCTaHOB/EHMSA. B NpOTMBHOM ciyyae Hajo HaxaTb knasuwy Enter, uTobbl OTMEHUTD
BOCCTaHOBJ/IEHME.

Bepcusa — HeObsA3aTe/IbHbI NapamMeTp, NO3BOAAOWMI YKa3aTb Bepcuto MO, K KOTOPOW OTHOCUTCA
KoHdurypaumsa. 3agaetca B cnegyrowem dopmare: Major .Minor. Subminor. ECiv napametp He
yKasaH, TO KOMaHAa OTHOCUTCS TONbKO K COXPaHEHHbIM KOoHbUrypaumsam 6e3 uHpopmaumm o
Bepcum MO. Ecim nmeetcs HECKONbKO KOHUIypaLnii ¢ 0AMHAKOBbIMU UMEHAMMW, HO Pa3IvYHbIMU
Bepcuamu MO, To Ans 0AHO3HAUYHOW MAEHTUDMKALMM BOCCTaHABANBAEMOMN KOHPUIYPaLMMN JaHHbIN
napameTp HeobXxoAMMO yKaszaTb, MHa4e NporpamMma BblAacT COOTBeTCTBYtoLee coobLleHne 06
olmbke.

MNpw nonbITKe BOCCTaHOBAEHUA KOHPUIYypaLmMmn NporpaMma cpaBHUBaeT TekyLlyro Bepcuto 10
ViPNet 1 Bepcuto, K KOTOPOI OTHOCUTCA KOHUrypauus. Ecam Tekylas Bepcusa MO paBHa nam
6oblue BEPCUN, K KOTOPON OTHOCUTCA KOHOUTypaLms, TO NPON3BOAMNTCA BOCCTaHOBEHME 6e3
AOMONIHUTENbHOIO NOATBEPXKAEHMSA. B NpoTMBHOM Ciyyae nonb3osaTeto coobliaeTtcs, Uto
KOHUrypaLums oTHocKTCA K bonee HoBol Bepcum MO, 1, BO3MOXHO, NOTpebyeTcs BPyUHYHO
oTpeAakTnpoBaTh daiiabl KOHGUrypaL M, UTOObl OHW BblM KOPPEKTHO BOCMIPUHATBI. 3aTeM
noJib30BaTeNtO 3aJaeTCa BOMNPOC, AENCTBUTENBLHO /I OH XO4eT BOCCTAHOBUTL 3TY KOHOUIypaLuio.
MNpu oTpuLaTenbHOM OoTBETE KOHPUIypaLma He BOCCTaHaBANBAETCA.

e iplir config delete <uma> [<eepcua>] —YyAaJeHNe COXPAHEHHOWN KOHOUIYpaLIMM C 3aZjaHHbIM
UMeHeM rus. B kKauecTBe MMEeHM MOXHO yKasbiBaTb CMMBOJbI NOACTaHOBKM (wildcards) «*» n «?»,
KOTOpble 0603HaYatoT 1H0HOE KONMYECTBO CUMBOJIOB U NHOBOIN OAMH CUMBOJI COOTBETCTBEHHO.
Takum 06pa3oM, MOXKHO NPOU3BOAUTL YAaneHne KOHGUrypauuii no macke MMeHU. Hanpumep:

iplir config delete “Config *”

iplir config delete “autosave-2005-08-27?-*"” 2.8.16

Ecnv nog 3asaHHbIV WaboH MMeHW Noaxoaut 6osee ogHOW KOHGUrypaLmu, TO BblgaeTcs
npeaynpexaeHne 1y nosb3oBaTes 3anpallnBaeTcs NOATBEPXKAEHWE Ha yaaieHue.

BHumaHwme! [Mpy ncnosb3oBaHNM CUMBOAOB NOACTAHOBKM OHW AOJKHbI 0653aTeNbHO

/A\ 3KPaHMPOBATLCS C MOMOLLbIO ABOWMHbIX KaBbluek. B NpOoTMBHOM c/lyyae KOMaHAa MOXET
6bITb HEMPaBUAbHO MHTEPNPETMpPOBaHa obosoukoi (shell) onepauroHHoOW cuctemsl,
UTO MOXET MPUBECTU K HEKOPPEKTHBIM pe3y/ibTaTtaM paboTbl.

Bepcus — HeobA3aTeIbHbIA NapameTp, NO3BOAOLWMI yKa3aTb Bepcumto 10, K KOTOPOW OTHOCUTCA
KoHburypaums. 3agaetca B ciegytowieM ¢opmaTte: Major.Minor.Subminor. Eciv mapametp He
yKa3aH, TO KOMaH/a OTHOCUTCA TO/IbKO K COXPaHEHHbIM KOHGUrypaumnam 6e3 nHdopmauum o
Bepcum 0. B cayyae, ecnv napameTp sepcusa He YKasaH, @ NnapaMeTp uvsa yKasaH B BUAE Macku
(MCNONB3YHOTCA CUMBOJIbI MOACTAHOBKM), ByAyT yAaneHbl BCce KOHOUTypauum, nonagarolime noga
3af,aHHYHO0 MacKy MMeHW, He3aBncnumo ot sepcuu MO.

Mepeg NnpoBeseHMEM OnepaLin COXpaHeHWs 1 BOCCTAHOBAEHUS KOHOUIypaLnin 4OMKHbI ObITb
ocTaHoB/eHbl Bce cnyxbbl ViPNet. Ecan 310 ycnoBme He BbINOAHAETCS, TO CKPUAT iplir BblAacT
COOTBETCTBYHOLLEE COObLLEHME U He ByaeT BbINONHATb HUKAKUX AeACTBUN.
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ToHkada Hactpomka 1O ViPNet
Coordinator Linux

[ns yero Hy>kHa TOHKas HacTpoWKa

3MeHeHVe OCHOBHbIX HOMEPOB YCTPOWCTB, MCMOb3YEMbIX ApalriBepaMu
Bbibop pexxvma wundppoBaHus

®parmeHTpoBaHue wndposaHHbix ViPNet-naketos

HacTtpoiika MakcumanbHOro pasmepa ouvepesu nakeToB B ApanBepe
YnpaBneHne 4ncaom NoTOKOB B ApanBepe

Bbibop MeToza nogcyeta KOHTPOLHOW CyMMbI NakeTa

Hactpowika cuctemHoro Bpemenun OC Linux npu ncnons3osaHum MO ViPNet

PyyHoe nepeHasHayeHvie BUPTyasbHbIX apPecoB y3/10B

150

151

152

153

154

155

157

158

159

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpatopa | 149



115 4ero Hy>xHa TOHKad HacCTpPOMKa

CBesieHWs O TOHKOI HaCTPOMKe NpefHa3HayYeHbl TONbKO A1 KBaANDULMPOBAHHBLIX CUCTEMHbIX
aAMWHNCTPATOPOB, KOTOPbLIM MOXeT NoTpeboBaTbcs HacTpouTb ViPNet Ha paboTy B pa3avyHbIX
HecTaHAAPTHBIX YCNOBUAX.

B coctaB ViPNet BxoaaT cneaytroline gpariBepbl:
e drviplir — OCHOBHOW CETEBOW ApaliBep;
e itcswd - gpanBep watchdog;
e itcscrpt — Kpuntorpaduuecknin gpavieep.

B HeKoTOpbIX CUTyaLMAX, OMMUCaHHbIX HUXe, TpebyeTcs, UuTobbl Kakon-Anbo 13 aTnx gpaviBepos paboTan B
pexunmMe, OTIMYHOM OT PeXMMa MO YMONYaHUIO. ITO AenaeTcs nyTeM nepejayv gpansBepy napameTpos
npw ero 3arpyske KOMaHZAOM insmod. IMsi napameTpa Ans nepegaun gpariBepy UMeeT BUA;
<uMa_npaneepa> <uMdA IapameTrpa>. Mocne nmenn napamMeTpa cnejgyet 3HakK paBeHCTBa, nocne
KOTOPOrO yKa3blBaeTCs 3HaUeHWe napamMeTpa.

Ons 3arpy3ku gparisepos ViPNet ¢ napametpamu ciegyet o06aBuUTb HYXXHbIV NapamMeTp B NEPEMEHHY!HO,
cofep>kallyto Habop NapaMeTpoB COOTBETCTBYIOLLErO ApaiiBepa. ITv NepeMeHHble 3a4atoTcs B daine
/etc/iplirSKnums. N5 gpaiiBepa drviplir NapameTpbl 3aat0TCs B MEPEMEHHOW DRVIPLIR PARAMS,
4N15 fpaviBepa itcswd — B NMepeMeHHOW ITCSWD PARAMS, A/1f ApaiBepa itcscrpt — B NepeMeHHOW
ITCSCRPT PARAMS.
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13MeHeHMe OCHOBHbIX HOMEPOB
YCTPOWCTB, MCMOJIb3YEeMbIX
ApanBepamm

Bce apanBepsbl ViPNet ncnonb3ytoT AMHamMnyecky BblAensieMble OCHOBHbIE HOMEpPa YCTPOMCTB (major
device number). [1pn 3TOM, NONYUMB AMHAMUYECKMIA HOMEP, OHWN CaMOCTOATE/IbHO CO3A4aroT
cneumanbHblil Gain (device node), MOCPEACTBOM KOTOPOroO NpMKIaZHble MporpamMmmbl obpallaroTces K
ApariBepy. Takum 0b6pa3om, NpukaagHble NPorpaMmMbl HUKaK He 3aBUCAT OT MCMOJIb3YeMOro ApaBepoM
OCHOBHOIO HOMepa YCTPOKCTBa.

OaHako npu coBmecTHOM paboTe gparisepoB ViPNet ¢ gpyrumu gpariBepamu, KOTOpble HE UCMOb3YHOT
MeXaHW3M ANHAMNYECKOro BblAeseHNA OCHOBHbIX HOMEPOB YCTPOMCTB, MOXKET MNOAYYUTbCA TaK, YTO
AVNHaMMUecku BblgeneHHbln gpavisepy ViPNet Homep coBnaset ¢ HOMepPOM, UCMOAb3YeMbIM APYrMM
ApariBepoMm. Ecnv obHapy>kmBaeTcs Takas cMTyaLums, TO CyLLeCcTBYeT BO3MOXHOCTb 3aaTb ApariBepamM
ViPNet ctaTnueckme HoMepa yCTPOWCTB, KOTOpPble OHW ByayT ncnonb3oBaTb. s 3ajaHnA CTaTUYECKNX
HOMEpPOB YCTPOWCTB NCMO/b3YeTCAa NapaMeTp <uMs_npaiieepa> major. 3HaYEHWEM Takoro napametpa
JO/KeH BblTb OCHOBHOW HOMEp YCTPOMCTBA, KOTOPbIN JOMKEH NCMO/b30BaTb ApaviBep. Hanpumep, ecim
TpebyeTcs 3arpy3uTb ApaviBep drviplir Tak, YTO6bl OH MCMOAb30Ban HOMep 250, HeobxoaMMO f06aBUTbL
B NMepeMeHHyt0 DRVIPLIR PARAMS C/1efyHOLLYHO 3aNuch: drviplir major=250. Pasymeercs, Hy>KHO
3agaBatb BceM gparisepam ViPNet pasHblie HOMepa.
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BbibOp pexumma nppoBaHmA

B npeabigywmx Bepcusx MO ViPNet gna kpuntorpaduryeckmx onepawmii MICNoib30BasiCca TONbKO OAWH
pexunm nprMeHeHus anroputMma FOCT 28147-89 — pexxum wndposarmsa CFB (Cipher Feedback).
HauuHas c Bepcun 3.7.1, peannsoBaH eLle oauH pexum wndpposarHus — CTR (Counter mode). Pexxum
CTR nosBoaseT noay4nTb BbIUIPbILL B ckopocTu ao 20% no cpaBHeHuto ¢ pexxumom CFB. o ymonuaHuto
B KpMNTOrpapmuyeckom gpanBepe No-npexHemMy ncnosbyerca pexum CFB, ogHaKko ecTb BO3MOXHOCTb
BbIbpaTh pexxum CTR.

[ns Bbibopa pexxmMa WndpoBaHNA UCMOb3YEeTCA NapaMeTp use gost ctr, 3aZaBaeMblil B NepeMeHHOWN
ITCSCRPT PARAMS. [TapameTp MOXeT NpUHUMaTb Clefytolmne 3HaueHus:

e 0 — pexum CFB (3HaueHne no ymonyaHuio);

e 1 — pexum CTR.

Mpwv BbIGOpE pexnMa WndpPoBaHUA CedyeT yunTbiBaTb ClejyHoLine OrpaHNYeHs:

e Pexxum CTR paboTaeT ToNbKO Ha npoueccopax, noaaep>xxmpatoLimx SSSE3 (Supplemental Streaming
SIMD Extensions 3). Ecav npoueccop He nogaepxunBaeT SSSE3, To aBToMaTnyeckmn 6yaet BblbpaH
pexxum CFB He3aBUCMMO OT 3HauYeHMs, 3alaHHOrO B NapamMeTpe use gost ctr.

e [lpv HenocpesCcTBEHHOM B3aUMOAENCTBUN ABYX CETEBbIX Y3/10B C Pa3HbIMU peXXMMamMm
WwrdpoBaHMA Ha KaxKAOM y3/ie aBToMaTnyeckn byaeT ncnosb3oBaTbes pexum CFB.

e Ha koopgaunHaTtope, Yepes KOTOPbI B3aUMOZAENCTBYHOT CeTEBbIE Y3/bl C pexumomM CTR, JOXKHO 6bITh
ycraHoBaeHo MO ViPNet Coordinator Linux Bepcuu 3.7.1 v Bbllle, KOTOPOE NOAAEPXKMBAET 3TOT
pexuvM, UTobbl 06ecneunTb NPOXOXAEHUE TPAH3UTHOTO TpaduKa.
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OparMeHTMpPOBaHME LWNOPOBAHHbIX
VIPNet-naketos

B npeabiaywmx Bepcusx MO apavisep ViPNet ymeHbwan pasmep MTU (Maximum Transmission Unit —
MaKCMMasbHbI pa3Mep 610Ka AaHHbIX B 6aliTax, KOTOPbIA MOXeT HbITb NepesaH Ha KaHa/lbHOM YPOBHE)
Ha Bcex MHTepdeicax, koTopble obpabaTtbiBarotcs ViPNet. 310 genanock BO n3bexaHue
dparMeHTUPOBaHNA NakKeTOB BCIEACTBME f00aBAeHUsA Cay>KebHbIX AaHHbIX ViPNet.

HauvHas ¢ Bepcnm 2.8-284, gparisep ViPNet ncnonb3yet HoByto TexHONOTUIO ynpaBaeHns MSS
(Maximum Segment Size — MakcMMabHbIV pa3Mep 610Ka AaHHbIX B BanTax, KOTOpPbI/ MOXET BbITb
nepegaH no npotokony TCP) ana TCP-coeanHeHnn, koTopas No3BosfeT nsbexarb GparMeHTMpoBaHMA
nakeToB 6e3 n3meHeHnns MTU Ha nHTepdeiice. NMoatomy napameTp drviplir mtudiff 6onblie He
ncnonb3yetcsa gparisepom. Mpu obHoBneHWn ctapor Bepcum MO ViPNet gaHHbIV napameTp yaanseTcs u3
danina /etc/iplirSKnums.
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HacTporka MakCMMaabHOro pasmepa
ouepen NMakeToB B ApanBepe

B npouecce 0bpaboTkm ceTeBbix NakeToB gpaneep ViPNet ncnosnbsyer cneumanbHyto ouepess, B
KOTOPYHO NMOMELLLAOTCS BCE BXOAALLME U NCXOAALLME NaKeTbl CO BCeX CeTeBbIX MHTepdencos. Mo mepe
06paboTkM NakeToB pa3mMep oUepesmn MOXET Kak yBENMUMBATLCA, Tak M YMEHbLUATbCA B 3aBUCMMOCTU OT
WNHTEHCMBHOCTW Tpaduka, KoamnyecTBa NHTepdecos, MPOM3BOANTENIBHOCTM KOMMbIOTEPA W TaK Aasee.
YT06bI M36EXaTh JIMLLHErO pacxoja onepaTMBHON NaMATK, NPUBOAALLErO K HecTabunbHoM paboTe
CUCTEMbI, pa3Mep oYepesmn UMEeeT orpaHUUeHne, KOTOPOe Mo yMoa4YaHuto paBHo 2048. Ecan B ouepean
COAEPXKMTCA MaKCMMaNbHOE KOJIMYECTBO MaKeTOB, TO OCTafbHble BXOASALLME U UCXOAALLME NaKeTbl ByayT
610KMpOBaTHCA A0 TEX NOp, MOKa B ovepesmn He NosBMTCA cBObogHOE MecTo. Npu A0CTUXEeHMM pa3Mepa
ouepeamn 90% oT MaKCMManbHOroO ApariBep NHGOPMUPYET NoNb30BaTeNs 06 3TOM CreLnanbHbIM
coobLyeHreM. B TunMUHbIX ciydasx ceTeBOro tpadrka BepOSTHOCTb BOSHUKHOBEHUS TakUX CUTyaLuia
oueHb Mana. OfHaKO B HEKOTOPbIX YaCTHbIX CyYasnx, HanpumMep Npu 4OCTaTOUHO MHTEeHcBHOM UDP-
Tpaduke, ouepesb MOXET NepenonHaTbCA. Jas npesoTBpalleHms NOSBAEHUS TaKUX CUTyaLuin
npesycMOTPEeH napameTp drviplir pgsize, NO3BONAIOWNNA NIMEHATb OFPaHMYEHNE Ha pa3mep
ovepeaun apaviBepa. [laHHbIN NapameTp HY>XHO A06aBUTb B MepeMeHHY0 DRVIPLIR PARAMS dalina
/etc/iplirSKnums, Hanpumep: drviplir pgsize=4096. B 3TOM cayyae orpaHunyeHune Ha pasmep
oyepean ctaHeT paBHbIM 4096.
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YrpaBaeHme YmcaoM NOTOKOB B
ApanBepe

HauwnHas c Bepcum 3.6.0, B gpariBepe ViPNet nogsepxnBaeTcs pexnm MHOronoTOUYHON 06paboTkm
Tpaduka (wndpoBaHme n duabTpaumna) C NICNOAb30BaHMEM CpPa3y HECKOJIbKMX MPOLECcCOPOB. 3TO
No3BoAsET 3a4eNCTBOBaTb BO3MOXHOCTM MHOTOMPOLLECCOPHBIX CUCTEM U CYLLLECTBEHHO YBEINUNTD
CcKOpOCTb 06paboTKM.

BkntoueHne 1 oTkNOUYEHE MHOTOMOTOYHOTO PeXMMa OCYLLEeCTBAAETCA NyTeM YCTaHOBKMW YMCNa MOTOKOB.
MakcumanbHOe YMcIo NOTOKOB, KOTOPOE MOXET bbITh YCTaHOB/IEHO, PAaBHO KOJNYECTBY NPOLIECCOPOB,
YMHOXEHHOMY Ha 4, HO He 6onee 32.

Ana ynpaBaeHus notokamm obpaboTkm ceTeBoro Tpaduka MCNoAb3yeTcsa napaMeTp threads count,
3aj,aBaeMblil B MepemMeHHOl DRVIPLIR PARAMS. B 3TOM napameTpe MOXHO ABHO yKa3aTb YMCI0 MNOTOKOB.
Mpu OTCYTCTBUM B MEPEMEHHON DRVIPLIR PARAMS MapaMeTpa threads count YMCIO NMOTOKOB ByzeT
PaBHO KOJIMUYECTBY MPOLECCOPOB B cucTeMe. Ecnm koamuecTBo NOTOKOB, 3aiaHHbIX B JaHHOM MapameTpe,
MeHbLUe MBO paBHO HYAHO MK BOoJbLLE MaKCMMaabHOTO, TO BO BPeMs 3arpysku gpariesepa iplir
KOJIMYECTBO NMOTOKOB aBTOMATMUECKM CTaHET PaBHO KOJIMUYECTBY MPOLECCOPOB.

MprmeuaHue. B 6onee paHHmx Bepcusax MO no ymonyaHuio ycTaHaBaAMBancs
O/JHOMOTOYHbIV pexum (threads count=1).

Mpw nepexoge Ha TekyLyto Bepcuto MO ¢ Bepcuii go 3.7.0:

® eC/In paHee B NMapameTpe threads count Obl10 3a4aHO YMNCNO0 NOTOKOB, OTINYHOE OT 1,10
3HayeHne nNnapamMeTpa He U3MEHAETCA;

e eC/n paHee Bbla YCTaHOB/IEH OAHOMOTOYHbINA PEXMM, TO aBTOMAaTMUECKM yCTaHaBAMBAETCS
MHOFOMOTOUHbIV PEXMM (NMapaMeTp threads count yAanseTcs U3 NepeMeHHON DRVIPLIR PARAMS).

Takxe B paboTatoLiem ApariBepe YMcNO0 NOTOKOB MOXHO MEHSATb C MOMOLLbLIO CAeAytoLeil KoMaHabl:
echo X > /proc/driver/drviplir/thread count
rge X — >KenaemMmoe 4Yncano noTokoB OT 1 A0 MaKCUMaZlbHOTO 4YncCia NOTOKOB.

ﬂ,OI’IOﬂHI/ITeﬂbHO MO>XHO 3ajaTb MacCKy NpoLeccopoB, KOTOpPbIE 6yAyT y4yacTBOBaTh B o6pa60TKe Tpaq)I/IKa.
Macka 3a4aeTcAa B I'IepeMeHHOIz DRVIPLIR PARAMS, Hanpumep, ¢ NOMOLLbIHO cne,qyrou.l,eﬁ KOMaHAbl:

DRVIPLIR PARAMS='cpu use mask="XX..X"'
rae xx. .x — ABOMYHAs NOCAEA0BATENbHOCT, KaXAbI pa3psas KOTOPOI COOTBETCTBYET OMNpeseseHHOMY
npovueccopy. Konmuecteo pa3psAoB paBHO KOAMUYECTBY MNPOLLECCOPOB B chcTeme. Hymepauus

NpoLLeccopoB Npu 3agaHnnM Mackn HaumHaeTcs ¢ Hyaa (cpul, cpul, cpu2 n Tak ganee). EanHMLbI B Macke
03Hau4aloT, YTO MPOLLECCOp yyacTByeT B 06paboTke Tpadumka, HyIM — UTO He y4yacTBYeT.
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Hanpumep, B cucteme nmeetca veTbipe npoueccopa cpul, cpul, cpu2, cpu3, n BaM HEOH6XOANMO, UTODbI
B 06paboTke Tpaduka yuacTtBoBaaM ToNbko npoueccopsl cpul, cpul, cpu3, a npoueccop cpu He
JoskeH obpabatbiBaTh Tpaduk. s 3TOro HEOHXOAMMO 3aaTb CNEAYHOLLYIO MacKy:

DRVIPLIR PARAMS='cpu use mask="1101"'
B pe3ynbTtaTe npoueccop cpu2 He HyaeT yyacTBoBaTh B Npouecce 0bpaboTkm Tpaduka.

Ecan 3a4aHO YMNC/0 NOTOKOB 6onblle, YEM MMeeTCs npoueccopoB B CUCTEME, U YKa3aHa Macka, TO
MOTOKKN 6y,£I,yT HaknajbiBaTbCA Ha MaCKy UMKINYeCKN.

Mpwy BKAKOUEHWMM MHOFOMOTOUHOIO PeXnma CiedyeT UMeTb B BUAY, YTO B C/lyYae MHTEHCMBHOIO CETEBOMO
Tpadmka Bce pecypcbl MOTyT ObITb 3a4elCTBOBaHbI B 06paboTke Tpaduka, U Ha apyrve
MOJIb30BaTENbCKME MPUNOXKEHMWS UX MOXET HE XBaTUTb. B 3TOM cilyuae pekoMeHAyeTcs YMEHbLINTb UNCIO
MOTOKOB, YTO6bI OCBOGOANTL YaCTb PECYPCOB A/ BbINOJHEHWS APYTUX 3ajau.
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Bbibop MeToAa NoacyeTa
KOHTPOJIbHOM CYyMMbI MakeTa

Bbluncnexne KOHTpOJ'IbHOPI CyMMbl HeO6XOAVIMO ANA KOHTPOAA LENOCTHOCTU NakKeToB, a TakxKe AnA
NOATBEPXAEHNA TOrO, YTO NakKeTbl HE OblIV U3BMEHEHDI npun nepepaye.

B MO ViPNet Coordinator Linux Bepcun 3.7.2 1 Bbile MOXHO UCMOAb30BaTb ABa MeToZa nojcyeTa
KOHTPO/IbHOM cyMMbl IP-nakeTa:

e YacTmuHo annapaTtHbIli MeToZ4. B JaHHOM MeToze KOHTpOJIbHasi CyMMa Cy>KebHOro 3arosoBka
BbIUMCIAETCSA NMPOrPaMMHbIMU CPEACTBaMM, @ BbIYNCIEHNE KOHTPObHOW CYyMMbI OCTasIbHOIO
COZEP>KMMOrO NnakeTa OCyLLeCcTBAAETCA cpeAcTBamMm agpa Linux nmbo ceTeBon KapTbl.

e [loNHOCTBbIO NpPOrpaMMHbIA MeTo4. B JaHHOM MeToAe BblUMCIeHEe KOHTPObHOW CyMMbI Bcero IP-
naketa (B TOM uncae ciny>kebHoro 3arosioBka) OCyLLeCTBAAETCA NPOrpaMMHbIMU CPEACTBaAMM.

Ncnonb3oBaTb NONHOCTLIO MPOrPaMMHbIA METOZ MOACUYETa KOHTPOJIbHOM CYMMbl PEKOMEHAYETCS,
€C/IN BO3HUKN Kakne-1mbo npobaemMbl Npu NogcyeTe YacTMUHO anmnapatHbIM METOZO0M.

,D‘J'Iﬂ Bbl60pa MeTOoda noacyeTa KOHTpOJ’IbHOI;I CyMMbI MakeTa UCMOJb3yeTca napamMeTp hw csum,
3a,a,aBaeMb||7| B I'IepeMEHHOIz DRVIPLIR PARAMS. FlapaMeTp MOXXET NprHMMaTb Cejgyrolimne sHadyeHna:

e 1 — MepBbli METOZA NOACUETa KOHTPOJILHOM CyMMbI (UaCTUUHO annapaTHbIi). [laHHOe 3HaueHue
MCMOb3YeTCs MO YMOAYAHWIO;

e 0 — BTOPOW MeTOoZ noacyeTa (MOJHOCTbHO MPOTrPaMMHbINA).
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HacTpomka CMCTEMHOIO BPEMEHM
OC Linux npw ncnonbsosaHmm 10O
ViPNet

Ecnm B npouecce pabotbl MO ViPNet Bam noTpeboBanocb M3MEHUTb CUCTEMHOE BPEMS, BbINMOJHNUTE

cnegyroLine AencTBus:

1 Tlepea n3MeHeHMeM ocTaHoBUTe cnegytowme cnyxbol ViPNet:

o

o

JEMOH CUCTEMbI 3aLLNTbI OT COOEeB (failoverd);
YyNpaBAAOWMI AEMOH (iplircfg);
TPaHCMOPTHBIN MOAY b (mftpd);

AEMOH 06paboTKM NpUKIaAHbIX MPOTOKOOB (algd).

2 YcTaHOBWTE HOBOE CUCTEMHOE BpEMS.

3 [locne ycTtaHOBKW HOBOTO BpeEMeHW cHoBa 3anyctute cayx6bbl ViPNet, nepeuncierHble Bbille.

ﬂ'aHHbIe Cﬂy)K6bI nepnognyeckm C4MTbIBatOT N NCNONb3YHOT NPU aHaan3e Tekyuee CUCTeMHOE Bpem4A,
NO3TOMY eCNn NSMEHUTb BPEMA B Npouecce nx q)yHKLI,I/IOHI/IpOBaHI/IFI, TO MOXXEeT HapyLwnTbCA N0runka
pa6OTbI OTAENbHbIX NOACUCTEM. Hanbonee onaceH B AaHHOIZ cnTtyauunm nepeBos CMCTEMHbIX YaCoOB Ha3aa.
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Py4HOe nepeHasHayeHme
BMPTYa/IbHbIX aApecoB Y3108

B cTaHgapTHOM pexxme paboTbl yNpaBAsrOWMi JEMOH aBTOMATUYECKM Ha3HayaeT BUPTyasibHble agpeca
(cM. «[pUHLMMBI Ha3HAYeHUs BMPTYyalbHbIX aJpecoB» Ha CTP. 64) HOBbIM CETEBbLIM Yy3/1aM, A06aBAEHHbIM
B cBA3K. [pu 3TOM BUPTyanbHble agpeca A5 YXKe CYLLEeCTBYOLWMX Y3/10B HE 3MeHATCA. B ciyvae
yAaNEHUNs y3/1a U3 CBA3EW COOTBETCTBYHOLLMI BUPTYaibHbIA afpec OCTAaeTCsl HEMCMOJIb3yeMbIM, U
obpasyeTcs «ablpka» B TEKYLLEM AMana3oHe BUPTYanbHbIX a4pecoB. B HEKOTOPbIX Cayyasx JaHHbI
aNroOpUTM ABAAETCS HEIPPEKTUBHBIM, HaNPUMEp, eCan HEOBXOANMO B CUY ONpPeAeNeHHbIX NMPUYMH
MCMO/Ib30BaTh OFPaHNUYEHHbIN AMana3oH BUPTyasbHbIX aapecoB. B TakoM caydae agMUHUCTpaTopy
HeobX0AMM MeXaHN3M, KOTOPbIV NMO3BOANT NMPOU3BECTN NMOBTOPHOE Ha3HaUeHWe BUPTYyaslbHbIX afpecoB
y3/1aM C 3aM0JIHEHNEM «/bIPOK», 06Pa30BaBLLNXCA paHee NpW yaaneHUn CBA3EN C y3namu.

[ns NOBTOPHOro HasHaYeHWs BUPTyasbHbIX aAPECOB Y3/10B MOXHO MCMOAb30BaTh NapameTp
startvirtualiphash (cMm. «Cekuus [virtualip]» Ha cTp. 61), KOTOPbIA COAEPXKMUT X3LU CTAPTOBOTO
BMPTyanbHOro agpeca (napameTp startvirtualip). C NOMOLLbIO AAaHHOrO NapaMeTpa ynpaBastowmia
LEMOH NpW cTapTe onpeaensieT, bbi1 N U3MEHEH CTapTOBbIV BUPTYaibHbIV agpec, U B Ciydae, eciv
CTapTOBbI BUPTYabHbIN agpec Obli M3MEHEH, MPOU3BOAUT NepeHa3HauYeHne BUPTYanbHbIX apPecoB Ans
BCeX y3/10B. YT06bI MOBTOPHO NepeHa3HaunTb BUPTYyaibHble aspeca 6e3 3MeHeHUs CTapToBOro
BMPTYaNbHOro agpeca, HEO6XOANMO OCTaHOBUTL YNPaBAAIOWMNIA AEMOH U yAanuTb CTPOKY, COAepKalLlyto
napameTp startvirtualiphash, @ MOC/AE 3TOrO CHOBA 3anyCTUTb YNPaBAAIOLLMIA 4eMOH. B 3TOoM cayuae
Npou30onAeT NnepeHasHayeHe BUPTyanbHbIX afpecoB A5 BCEX CETEBbIX Y3/10B, HaUMHasA C agpeca,
yKa3aHHOro B napametpe startvirtualip. [1pyn 3TOM Bce 06pa3oBaBLUMECH paHee «AbIpKu» ByayT
3anoJiHEHbI.
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COop MHPOPMALMM O COCTOSHMNN
10 ViPNet ¢ ncnosb3oBaHmem
npoTokona SNMP

ViPNet Coordinator Linux nMeeT BO3MOXHOCTb B3auMoAencTBus ¢ cepsepoM SNMP, uto nossonset
yAaneHHo noay4vatb MHGOPMaLMIo O BpeMeHu paboTbl cMcTeMbl, UHTEpdericax, Konnyectse
NPOonyLLEeHHbIX 1 610KMPOBAHHbIX NaKeTOB M TaK Jajee, a Takke YBeAOMAATb YAaNeHHYH CTaHLMIo
ceteBoro meHegxkmeHTta (NMS) o Hanbosiee BaXKHbIX COBBITUAX B CUCTEME.

B HacToswee Bpems MO ViPNet BavMoaencTByeT TONbKO C CEPBEPOM ucd-snmp, KOTOPbIA
pacnpocTpaHsietcs ceoboaHo 1 noctasnsetcs BMecTe ¢ ViPNet Coordinator Linux. icxogHbIn kog 3Toro
cepBepa, a Takxke Bce Heobxognmble Ans paboTel nogencrembl SNMP dalinbl HaxoaATcA B ANCTPUOYTMBE
MO ViPNet Coordinator Linux B nogkaTtanore snmp.

Yrtobbl BKIOUMTL Noaaep>kky SNMP, BbinoaHUTe caepytoLee:
e Ecam Ha KOMMbrOTEpE YXKe yCTaHOBAEH Kakon-anb6o gemoH SNMP, yaanute ero.

e BowauTe B KaTanor distribute, r4e HaXOAUTCA PacnakoBaHHbIV ANCTPUOYTUB KItOYEN, 1
pacnakynTte darin apxmsa NO KOMaHAON tar xvfz distribute.tar.gz.

e 3anyctute CKpUNT install-snmp M3 NOAKaTanora snmp Katajsora guctpnbytmea. 310 HeobxoaNMOo
Aenatb C npaBamMu Mo/ib30BaTeNsA root. ITOT cLeHapuii komnuavpyeT gemoH SNMP Taknm o6pazom,
ytobbl B HeM 6bina focTynHa ctatuctuka ViPNet, n yctaHaBavBaeT ero B /usr/local/sbin.

[Ans ycnelwHom KoMnnasumm HeobxoAnMO, UTobbl Ha KOMMbIOTEPE BbIIN YCTaHOBJIEHbI BCE
nporpamMMHble MakeTbl, KOTOPbIE NMePeUnNCIEHbl B CUCTEMHbBIX TPEHOBaHMAX (CM. «CUCTEMHbIe
TpeboBaHus» Ha cTp. 12). B npouecce koMnuasumm Noib30BaTeo 3a4at0Tcs BOMPOChl 06
3NeKTpOHHOM agpece (e-mail) agMUHUCTpaTOpa, MECTOHAXOXAEHWNW CUCTEMbBI U TOMY NMOAOGHbIE —
Ha HUX HY>XHO OTBETUTb COOTBETCTBYHOLLMM 06pPa3oMm.

e Ecam nnaHupyetca ncnonb3oatb onoseleHns (SNMP Traps), To nocie yctaHOBKM co3galiTe (ecaun
OH OTCYTCTBYET) M OTpefakTupyiTe Gann /usr/local/share/snmp/snmpd.conf, J06aBUB B HETO
cneayroLmne CTPOKu:

informsink <xocT-nonyuyaTeib>
trapsink <xocT-nojyuarejnb>
trap2sink <xocT-nosyuaTeib>

rfe BMeCTO <xocT-noiyudaTess> YKaXnTe umsa uin IP-agpec koMmnbtoTepa, KOTOpbI byaeT
noJiyyaTb OMOBELLEHWS.

e 3anyctute /usr/local/sbin/snmpd. Eciv Tpebyetca 3anyckatb geMoH snmpd Kax bl pa3 npu
3arpyske cMcTeMbl, TO He0HXOAMMO HACTPOUTL 3aMyCK BPYYHYH — YCTAHOBOUYHbIN CLLEHapUi He
Aenaert 3Toro.
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[ns nonyyeHuns nHpopmaummn no npotokony SNMP ncnonbsyetcs cneyuansHoe MO ceteBoro
MeHegxmeHTa (NMS), Hanpumep HP OpenView. Mepeg Hauanom paboTsbl € AaHHBIM Y3/10M HEOH6XOANMO
nmnoptuposate B NMS cneumanbHbiin MIB-dainn ViPNet, koTopsblin onuceiBaeT ucnosnbdyemslie MO ViPNet
06bekTbl SNMP. 3TOT daiin Ha3biBaeTcA VIPNET-MIB. txt. [JeACTBUSA, KOTOPbIE HY>KHO NpoAenaTtb ANs
Takoro UMMopTa, 3aBUCAT OT ncrnosb3yemoint NMS 1 fomkHbI 6bITb OMMCaHbl B JOKYMEHTaLUM Ha Hee.

MNocne nmnopta MIB-¢aiina ¢ gaHHon NMS MoxHO noayyatb MHGopmMaLmto o coctosiHum MO ViPNet Ha
y3ne. lns 3Toro Ao/KHa MCMNoJib30BaTbCA BETKA

.1so.org.dod.internet.private.enterprises.infotecs.vipnet (.1.3.6.1.4.1.10812.1)
MO ViPNet ncnonbsyeTt cnegytoline o6bekTbl (415 BCeX 0OEKTOB BO3MOXHO TOJIbKO UTEHME AaHHbIX):
e .136.141.10812.1.1.1 — ceteBon naeHtndukatop ViPNet ans gaHHoro y3na;

e .13.6.14.1.10812.1.1.2 — Ha3BaHWe JAaHHOTO Y3/3;

.1.3.6.1.4.1.10812.1.1.3 — nmsa nosb3oBaTens, Napoab KOToporo 6bin BBeaeH ans 3anycka ViPNet;

1.3.6.1.4.1.10812.1.1.4 — Bpems paboTbl 10 ViPNet, npn nepesanycke ynpaBastoLwero 4eMoHa
3HauyeHne obHynsAeTCs;

e .136.14.1.10812.1.2.1 — 4nCNO CETEBLIX UHTEPPENCOB B CUCTEME;

e .136.14.1.10812.1.2.2 — nocnesoBaTeNbHOCTb (Sequence) 06BEKTOB, ONUCLIBAOLLMX CETEBbIE
NHTepdewncol;

e .136.14.110812.1.2.2.1 — KaxAblin N3 06LEKTOB, OMUCbIBAOLLUX CETEBbIE MHTEPdENChI. B Hero
BXOAAT CAeAytoLme nons:

o .136.14110812.1.2.2.1.1 — HoMep WHTepdelica;

o .1.36.14110812.1.2.2.1.2 — cuCTEMHOE NMS UHTepdENiCa;

o .136.14110812.1.2.2.1.3 — pexum paboTbl nHtepodelica B ViPNet;

o .13.6.14.1.10812.1.2.2.1.4 — 4uncno NPONYyLLEHHbIX BXOAALLMNX HELUMPPOBAHHbIX NaKeTOB;

o .1.3.6.141.10812.1.2.2.1.5 — uncno 610KMPOBaHHbIX BXOAALLMX HeLLMPPOBAHHbIX MNaKeToB;
o .1.3.6.1.4.1.10812.1.2.2.1.6 — 4ncN0 NPONYLLUEHHbIX NCXOAALLNX HeLMPOBaHHbLIX NaKeTOB;
o .1.3.6.14.1.10812.1.2.2.1.7 — 4yncno 610KNPOBaAHHBIX NCXOAALLMNX HELLIMPPOBaHHbIX MaKeToB;
o .13.6.14.1.10812.1.2.2.1.8 — uncno NPONyLLEHHbIX BXOAAWMX WINHPOBAHHbIX MaKeTOB;

o .1.36.14110812.1.2.2.1.9 — 4yncno 610KMPOBaHHBIX BXOAALLMX LUNDPOBAHHBIX NaKeTOB;

o .13.6.14.1.10812.1.2.2.1.10 — 4nci10 NPONYLLEHHbIX NCXOAALMX WNHPOBAHHbIX MAaKeTOB;

o .1.36.14110812.1.2.2.1.11 — uncno 640KMPOBAHHBIX NCXOAALLMX LUINPPOBAHHbBIX NaKETOB.

MO ViPNet ncnonbsyet cnegytouime onoselteHns (SNMP Traps):
e .13.6.14.1.10812.1.0.1 — 3anycK ynpaBAstoLLEro 4eMOHa;
e .13.6.14.1.10812.1.0.2 — ocTaHOBKa yNpaBAatoLLEro 4eMOHa;
e .13.6.14.1.10812.1.0.3 — 3anyck gemoHa mftpd;
e .136.14.110812.1.0.4 — ocTaHOBKa gemMoHa mftpd;
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e .13.6.14.1.10812.1.0.7 — 3anyck gemoHa failoverd (Tonbko B akTUBHOM pexume);
e .136.14.1.10812.1.0.8 — octaHOBKa AemMoHa failoverd (Tonbko B aKTUBHOM pexxume);

e .13.6.14.1.10812.1.0.9 — nepekntoyeHne semoHa failoverd n3 naccmBHoOro pexxviMa B akTUBHbIN.

Kak npasunio, NMS no3BonsieT HaCTpPOUTb ONpPeaeNeHHYH0 peakL Mo Ha KaXA0e 13 OMOBeLLEHWN
(oTcbinka email, sms 1 Tak Aanee).
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KOHTPOIb AaMMOB aBapMMHOTO
3aBeplueHna nporpammel ViPNet
LiNnux

Bce OC Linux npesocTaBastoT BO3MOXHOCTb CO34aHNsA AaMMNOB NPOrpaMmM npu nx aBapuinHom
3aBeplleHnn (core files). Kak npaBuio, aBapuintHoe 3aBepLueHre NPorpaMm NPOUNCXOANT AOBOJIbHO
peAKo, MO3TOMY B C/lyYae BO3HMKHOBEHMSA TakoW CUTyauumn HeobxoAnMMO OTNPaBUTb COXPaHEHHbIE
onepauvoHHOM CUCTEMON AaMnbl B aApec pa3paboTumrka. ITM aMMbl COAEePXKaT BaxKHYt0 MHGOpmMauuto,
HeobxoaMMyto pa3paboTunkam Ans obHapy>KeHWUA 1 YCTPaHEHWSA NPUYNH aBapUIHOIO 3aBepLUEHMs
Nporpamm, yBeanmyeHus HagexXHoCTn 1 cTabunbHocTn dyHKumoHmposaHua MO ViPNet.

HauunHas c Bepcun 2.8-284 nporpammbl, Bxogsime B coctas MO ViPNet Coordinator Linux, Takxke
aBTOMaTMYeCKM CO34at0T AaMnbl aBapUNHOIO 3aBEPLUEHUNS U KOHTPOAUPYIOT UX Hanume.

MporpamMMbl, 4151 KOTOPbIX CO34at0TCA U NPOBEPAIOTCS core-danbl:
e iplircfg,
e dbviewer;
e iplir remote info;
e iplir-config-manager,
e failoverd;
e iplirpasswd;
e mftpd,
® mailtrans;
e mftp remote info;
e algd,

® axis2.cgi.

B kaTasore, B KOTOPOM XPaHATCA CMPABOYHMKM U KAOUM, CO3AaeTcA KaTanor coredumps, BHYTPU
KOTOPOro KaXAas M3 yka3aHHbIX NporpaMM co3jaeT MoAKaTtanor, COOTBETCTBYHOLWMNA ee MMeHW. Mpu
CTapTe nNporpamMMbl NPOBEPAETCA Haln4me COOTBETCTBYIOLLEro KaTasora, U eCan OH OTCYyTCTBYET, TO TakoW
KaTasor aBToMaTnyeckn cosgaetcs. [ocne 3Toro npoBepseTcs Haanume core-GannoB ANA BCEX
nporpamm. Ecam ans kakon-nmbo n3 nporpamm MO ViPNet Coordinator Linux 6b11n HalgeHbl core-
dalinbl, TO BblaeTca COOTBETCTBYIOLLEee COObLLIEHNe Ha TepMUHan U B syslog ¢ Npocbboli BbichaTb UX B
ajpec paspaboTtumka c ykazaHnem Bepcuu 0. MNocne oTCbINkN core-Panabl MOXKHO YAannTb, YTOObI
0CBODOOANTL MECTO Ha AMCKE.

ﬂ'flﬂ CO34aHnAa AamMnos aBapI/II‘/’IHOFO 3aBepueHusa Tpe6yeTc;| HeKOoTopoe CBO6OAHO€ MecCTO B pasjene, rae
pacnono>XeH KaTtasor Co CripaBOYHUKaMn N Karo4YaMun. B cnydae HeaocCTaTka CBO6OAHOFO MeCTa core-
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dalinbl co3gaBaTbcs He HyayT. Bo n3bexkaHme Takux cuTyaumii Npu ctapTe BblllenepeymcieHHbIX
nporpamMm npou3BOAMTCS NpPoBepPKa CBOOOAHOrO MecTa Ha Aucke. Ecim MecTa B COOTBETCTBYHOLLEM
pasfene MeHblUe, UeM TpebyeTcs, TO BblgaeTcs cooblyeHre B syslog (M Ha TepMUWHas, ecan 3To CcTapT
nporpammel). Kpome Toro, npoeepka cBO6OAHOrO MecTa NPOM3BOANTCA Kaxkable 5 MUHYT B mpoLiecce
paboTbl ynpaBastoLero geMoHa (iplircfg).
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XYpPHanbl yCTpaHeHMAa Hernoaaok
[10 ViPNet Coordinator Linux

B npouecce paboTbl cayxxbbl (aeMoHbl), Bxoasawme B coctaB ViPNet Coordinator Linux, BeayT >XypHanbl
(noru), NnpegHa3HayeHHble ANs NPOTOKOJMPOBAHWA U ANArHOCTMKM PaboTbl COOTBETCTBYHOLLEN CYXKObl.
[JaHHble >XXypHanbl MO3BOAAIOT AMAarHOCTMPOBAaTb NPaBuabHOCTb GYHKLMOHMpoBaHus M0, a Takke
BbIABAATb Henosagku B pabote cnyx6 ViPNet. VIHpopMauus, cogepkallascs B XXypHasaax, 0CObeHHO Ha
BbICOKOM YPOBHE MPOTOKOANPOBAHUSA, COAEPXKMUT BO/IbLLOE KONNUYECTBO AeTajeln O npoLeccax,
npouncxoaawmnx BHyTpu cnyx6 ViPNet, n npegHasHaueHa ana pa3paboTunkos. 3Ta nHGopmaums Hapaay ¢
Jamnamu aBapuinHOro 3aBepLUEeHWS NPOrpaMM UCMob3yeTcsa AN NCcCneAoBaHNsA U BbIpaboTKu
peKoMeHZAaL M No ycTpaHeHWo Hernonagok GyHKumMoHnpoBaHus MO ViPNet.

>KypHanb| YCTPpaHEHNA HENONaA0K MOTYT 3annCbiBaTbCA U XPaHUTbCA PasiNYHbIMK crnocobamu:

e B Buge TekctoBOro daina B ykazaHHOM HacCTponkaMu KaTanore (3ToT cnocob ncnonb3yercs no
YMOJYaHUIO).

e B obuwem cuctemHom xypHane OC Linux, 3anvncb B KOTOPbIN OCYLLLECTBAAETCA CreunanbHOM
cnyxbom — gemoHoM syslogd.
Hactpoiika npoToKOMPOBaHMUSA OCYLLECTBASETCS C MOMOLLBHO NapaMeTpoB, 3aZaBaeMblX B CEKLUN
[debug] KOHOUIypaLMOHHbIX painnoB AEMOHOB. B cekumm [debug] 3afatoTcs Cesytoline napaMmeTpsbi:

® debuglogfile — MeCTO XpaHeHUA XypHana.

J70T napameTp nMmeet cne,qyrou.l,vlﬁ (bOpMaT: <cneumdpmkaTop nNpoTokoJa>:<crneundpmuxkarop URL
oJig OAaHHOI'O IPOTOKOJIa>. TeKyLLI,aFI Bepcus, Kak Obl10 CKa3aHO BbILLE, noaaep>XuBaeT ABa
NPOTOKO/1a BEAEHNA XXYPHANOB!

o 3anucb B dain. B atom ciyuae cneundumkatop NpoToKOAa AOMKEH MMETb 3HaUeHue file, a
cneumndunkatop URL goskeH cogepxkatb NOAHbINA NyTb K Gainy XXypHana, Hanpumep:

debuglogfile= file:/var/log/iplircfg.debug

Mpw faHHbIX HACTPOIKAX XXYpPHaN YCTPaHEHWsA HemnoaajoK ANsA yrpaBastoLwero geMoHa byaet
3anncbiBaTbCA B YKa3aHHbIM dalin, kak 1 B npeablaylumx sepcusax MO ViPNet Coordinator Linux.

o 3anucb B cucteMHbIn XypHan OC Linux. B 3Tom cnyyae cneumdukaTop NpoTokona JOMKeEH
UMETb 3HaueHue syslog, a cneymbunkatop URL gonKeH COCTOATb U3 ABYX YacTen, pa3seneHHbix
TOUKOV N OMNpPesenstoWmnxX UCTOUHUK (facility) U BaXHOCTb (level) ANs cOOBLWEHN B
CUCTEMHOM XYpHane, Hanpumep:

debuglogfile= syslog:daemon.debug

NcTouHMK coobLLeHni (facility) OnpeaenseT NpoLecc, KOTOPbIA FeHEPUPYET COOBLLEHNS.
NcTOUHMK COOBLLIEHNA MOXKET MPUHMMAaTh, B YaCTHOCTU, CIeAytoLLIME 3HAYEHUS:

® kern (HApO);
e user (MOAb30OBaTeNbCKME MPOrpamMmbl);

e mail (MOYTOBasA cuCTEMA);
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e daemon (4€MOHbI).

BaxxHOCTb COObLWEHNN (1evel) ONpeAensieT YpOBEHb KPUTUYHOCTM COOBLLEHNIA ANs
agmumHucTpaTtopa OC Linux 1 MOXeT NpUHMMaTb, B YaCTHOCTW, Cleaytolme 3HauYeHns:

e crr (OWK6BKA);
e info (MHPOPMaLMOHHOE coobLleHMe);
e debug (OTN1ag04YHOE COOBLLEHME).

Mpw ncnonb3oBaHUM cneundrKkaTopa NPOTOKOA syslog C 3af,aHHbIMWN facility U level
COOOLLEHMS XypHasa yCTpaHeH s HenonagokK byayT nepesaBaTbCsi CUCTEMHOMY AEeMOHY
syslogd, koTopebili 6yaeT obpabaTbiBaTh MX B COOTBETCTBMM CO CBOMMMW HACTPOMKaMM 1
COXPaHATb B CUCTEMHOM XypHaJse. [TOMMMO coXpaHeHWs coobLLeHMI B noKanbHbIX dannax
CUCTEMHOTO XYypHasia CyLLecTByeT BO3MOXHOCTb HacCTPOMKM AeMoHa syslogd ans nepegaun
coobLeHnI Ha yaaneHHbln cepaep. MNogpobHee ¢ BO3MOXHOCTAMM 1 cnocobamm HacTPOMKKM
AeMoHa syslogd MOXHO 03HaKOMMWTLCSl B COOTBETCTBYHOLLEM CMPAaBOYHOM PYKOBOACTBE MO
syslogd, noctaBnsemMoM B cOCTaBe MCMONb3yeMOro AncTpunbyTmea Linux.

® debuglevel — YpOBEHb NPOTOKOANPOBAHNA.

YpoBeHb NPOTOKONNPOBaHNA OnpeenseT cTeneHb JeTaansauum HGopmMaLMm, BbIBOAUMOWM
COOTBETCTBYHOLLEN CNY>KOOM B XypHas, 1 3agaetcs Yucaom ot -1 go 5. C noBbiLEeHNEM YPOBHS
NPOTOKO/IMPOBAHUA YBEIMUMBAETCA KOANYECTBO MHOPMaLMK, MoMeLLaeMolr B Gain xypHana. Kak
N MeCTO XpaHEeHWs, ypOBEHb MPOTOKONMPOBAHNA KaXAOro J4eMOHa 3aJaeTcs B ero CO6CTBEHHOM
KoHdUrypaumnoHHom daline (cM. «HacTpolika napamMeTpoB 3allyLLIeHHON ceTu» Ha cTp. 49) B
3aBUCMMOCTY OT TpebyeMOoit CTENeHN AeTanmn3aunm noayyaemon nHidopmaumm. Mo ymonyaruto
NPOTOKOIMPOBaHWE BEAETCA Ha 3-eM YPOBHE, KOTOPbI COOTBETCTBYET CpefHeMY YPOBHIO
AeTanusauun. B 6onblunHCTBe cyyaeB AaHHOW MHOPMaLMM AOCTaTOYHO AN ANarHOCTUKM paboThl
cny>x6bl. OfHaKO B HEKOTOPbIX CyYanX, MPU BO3HUKHOBeHWM nNpobaem B pabote MO, Tpebyetca
6onee nogpobHaa MHPopMaL Mg, UTo TpebyeT ycTaHOBKM BOsee BbICOKOTO YPOBHSA
NPOTOKOMPOBaHUA. B 3Tux cnyvasx pekomeHgyeTca obpaTuTbCa B CAy>XOy NoAfepXKKM KOMMNaHUK
«MHpoTeKC» 3a koHCynbTaLmen No BbI6OPY ONTMMabHOIO YPOBHSA NMPOTOKOAMPOBAHMSA,
HeobXoAMMOro A UCCNEeA0BaHUA U YCTPaHEHWS Hemoagok.

Kak 6b110 cka3aHo, yBennUveHre YpOBHSA NPOTOKOANPOBaHMA MPUBOAMUT K yBENNUYEHUIO obbeMa
nHdopmauun B daline, B KOTOPOM AaHHbIN XypPHaN XpaHUTCA, U COOTBETCTBEHHO pa3Mepa JaHHOro
darina. Npun ncnosb3oBaHUM YPOBHS MPOTOKOANPOBaHMS MO yMoadaHuto (3) pazmep dalina XypHana
yBennumBaetcsa B cpeAHeM Ha 150-300 Kb6aWT B yac B 3aBUCUMOCTU OT MHTEHCMBHOCTU Tpaduka,
KONMYEeCTBa Y3/10B B CETU 1 Tak Aanee. Npu 6onee BbICOKMX YPOBHAX MPOTOKONMPOBaHNA pa3mep daiina
XypHana pactet bbicTpee. B ciyuae xpaHeHuns xypHanos cnyxb ViPNet B cuctemHoOM xypHane npobaem
C NpeBbILLeHeM MaKCUManbHOro pa3mepa darina xypHana B 60bLLMHCTBE CyvaeB ObiTb He AOKHO,
Tak kak B OC Linux no ymon4aHuto HacTpoeHa poTtauua GaiioB CUCTEMHOro XypHana. OgHako B ciyyae
XpaHeHua xypHanos cnyx6 ViPNet B oTaenbHbix $alinax (C Mcnonb3oBaHueM creumpukaTopa
npoTokona file B MapaMeTpe debuglogfile) Takad npobaema MOXET BO3HUKHYTb.

[ns npeaoTBpaLLeHNa NpeBbIlleHNs MakCMManbHOro pasmMepa danna XpaHeHUs XypHana v
KPUTUYECKOro YMeHbLueHnsa cBoboaHoro mecta dannoson cuctemsl MO ViPNet Coordinator Linux
peanusyeT MexaHn3M poTauun N apXMBMPOBAHUA XypPHaNOoB. [11a 3TOro NCnoab3yeTca cucteMHas
yTuanTa logrotate, ABAstOWasca 6a30BbIM CPeACTBOM poTauum XypHanos B OC Linux. 3Ta yTuaunta
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06bIYHO 3anyCcKaeTCs Ha pPeryasapHO OCHOBE C MOMOLLbIO MJaHUPOBLLMKA cron. PekomeHayeTcs
3anyckaTb YTUAUTY pas B AeHb, CKOHOUTYPUPOBAB cron COOTBETCTBYHOLWMUM 06pa3oM.

BHumaHme! Hannume ytuamntel logrotate, a Takke N1aHUPOBLUMKA cron ABASETCA
06s3aTeNbHbIM YC/I0BUEM A1 KOPPEKTHOM paboTbl CMCTEMbI MPOTOKOMPOBAHUS.
/A\ MAaHMPOBLUMK cron HEOHXOAMMO HACTPOWTL Ha PETYASAPHbBIN 3amyCcK YTUANUTBI
"~ logrotate, T.K. nporpamma-uxcraanstop MO ViPNet Coordinator Linux He
KOHOUIyprpyeT NAaHNPOBLLMK.

Mpwu ycranoske MO ViPNet Coordinator Linux B katanore /etc/logrotate.d co3gaetcs dann
vipnet.log.conf, B KOTOPOM 3a4ar0TCs NapaMeTpbl poTalmmn Gpanios B katanore /var/log:
iplircfg.debug.log, failover.debug.log, mftp.debug.log, alg.debug.log. 10 YMOJIYaHUIO B
danne vipnet.log.conf YCTAHOBJ/IEHbI CIEAYIOLLME 3HAUEH WS NapaMeTPOB:

e  BbINOJIHATH POTALMNIO EXXEAHEBHO;
e XpaHWTb XYypHasbl 3a NocnegHve 7 aHew;
e  OKMMaTb CTapble XypHasbl

e [OC/Ie poTaLuK U nepes okatneM (Onums postrotate) Bbl3blBaTb COOTBETCTBYHOLLMA CKPUNT C
napamMeTpoM logrotate:

o AnAa iplircfg.debug.log— CKpUNT iplir,
o ANnAa failover.debug.log— CKPUMNT failover;
o ANAmftp.debug.log— CKPUNT mftp;

o ANd alg.debug.log— CKPUNT alg.

BHumaHue! B daine koHpurypaummn /etc/logrotate.d/vipnet.log.conf
NCNONb3YyOTCA abCONtOTHBIE MYyTW K painam >XypHanos gemoHoB ViPNet. He

/A\ pekoMeHayeTcs MeHATb 3T NyThn. O4HAKO ecin BCe Xe pelleHO N3MEeHUTb napameTp
debuglogfile, HEOBXOANMO TakKe U3MEHUTb ero B paiiae KoHdUrypauum
/etc/logrotate.d/vipnet.log.conf. Kpome TOro, Henb3s nepeHocuTb danbl
>KYPHanoB B ApYyroe MecTo nyTem 1X 3amMeHbl Ha CUMBOIYECKNE CChINKU.
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[ Tpouecchl-4eMOHbI,
BXoAALme B coctan 10
VIPNet Linux

Mpu pabote ViPNet Coordinator Linux B namMAT1 NOCTOAHHO HaXOAATCA C/iefytoume nporpamMmmbl-
AEMOHBI:

iplircfg — ocHoBHoW ynpasastowwmii gemoH ViPNet, peanunzytowmin dyHkuum cepsepa IP-agpecos,
BefeHUA XypHana 1 Tak Aanee. 3anyckaeTca KOMaHAOM iplir start W OCTaHaB/MBaETCS KOMaHAOM

iplir stop.

mftpd — gemoH MFTP, ocywectBastonin 06paboTKy 1 nepecbliky KOHBEPTOB [lesloBOM NOUTHI,
npuem oBbHOBNEHWI CNIPABOYHNKOB W KJIKOUER 1 Tak Aanee. 3anyckaeTcs KOMaHAoOW mftp start U
OCTaHaB/INBAETCA KOMAHAON mftp stop.

failoverd — gemoH cuctembl 3awmThl 0T c60eB (cM. «CucTemMa 3almTbl OT cboeB» Ha cTp. 126).
3anyckaeTcs KOMaHAOM failover start M OCTaHaBAMBAETCA KOMaHAOMW failover stop.

algd — pemMoH 06paboTkM NpuKAaZHbIX MPOTOKOOB (CM. «HacTpoiika napameTpoB 06paboTku
NpVKIaHbIX MPOTOKOA0B» Ha cTp. 119). 3anyckaeTca KOMaHAOM alg start U OCTaHaBAWBaeTCs
KOMaHAoM alg stop.

axis2.cgi — feMoH, obecneumBatoLLmii GyHKLMOHaNbHOCTL cepBepa Beb-uHTepdeiica.

Bce nporpammbl-gemMoHsbl, Bxogawme B coctas 0O ViPNet Coordinator Linux, dyHKLMOHMPYHOT Kak
NPOLEeCChl OnepaLMoHHON CUCTEMbI, KOTOPbIE MOXHO YBUAETb, BbIMOAHWB, HAaNPUMep, KOMaHbl ps aux
nnn top. Mpw 3TOM Ha3BaHMe COOTBETCTBYIOLLErO NpoLecca OTpaxaeT ero Tekyllee COCTOSHWE, TO eCTb
bYHKLMW, KOTOPbIE OH BbIMONHAET B JaHHbI MOMEHT. B Hauane 3aronoBka npoLiecca NULLEeTCA UMsA
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AEMOHa (iplircfg, mftpd, failoverd, algd, axis2.cgi), a 3aTem CTpoOKa, VIAEHTVICI)I/ILI,I/Ipy}OLLI,aFI

Tekyllee CcocTtoaHue.

Huxke nprBeseH CnMCOK BO3MOXHbIX COCTOAHUIA ans npoLeccoB-aemoHoB MO ViPNet Coordinator Linux

C KpaTknM onmcaHmnem.

Ynpasastowmnin gemoH iplircfg:

initializing — O3HaA4aeT, YTO MPOM3BOAUTCA NpoLEeaypa NHULMAAN3aALMM AeMOHA, KOTopas
BbIMOJIHAETCS A0 Hayana BbINOJHEHWNS €ro OCHOBHbIX GyHKLUMA. OBbIYHO NpoLeaypa
MHULMaNM3aLmm BKaroYaeT B cebs UTeHne 1 aHanm3 KkoHdurypaumu, 3arpysky nibopmaumm B
ApaliBep 1 TOMy NOA06HOE W 3aHMMaeT KOPOTKoe BpeMsi (0T OAHOM A0 HECKONbKMX AECATKOB
CeKyHA).

working — O3Ha4aeT, YTo npoueaypa MHMLUKaansaumnm 3asepunaacb yCcrnewHo n 4eMOH BOLWEN B
PEXUM BbINONHEHUNA CBONX OCHOBHbIX q)yHKLI,I/II‘il. Ll,aHHoe COCTOAHNME OCTaeTcAa A0 3aBepLlleHnA
pa6OTb| npouecca ynpasadarowero gemMoHa.

B cnyuae paboTbl cucTeMbl 3aLLmThl OT COOEB B peXMME KaacTepa ropsuero pesepBrpoBaHns npu
3anycke ynpaBAstoLLEro AeMoHa B MacCMBHOM pexmMMe B KOHLLe 3arooBka npotiecca gobasnsercs
0603HaueHVe pexunma: (passive).

JemoH mftpd:

initializing — O3HayaeT, YTO NPOU3BOAMTCA NPOLEAYypPa UHULMANM3ALMN JEMOHA, KOTOpas
BbIMOJIHAETCS O Hayasa BbIMOJIHEHMWS ero OCHOBHbIX GyHKUMA. O6bIYHO NpoLesypa
WHWLMaAM3aLnm 3aHMMaeT KOPOTKOE BPeMS (OT OAHOW A0 HECKONbKUX AEeCATKOB CEKYHJ).

updating — O3HAYaeT, UTO 3aMyLleH NPoLecc yAaieHHOro O6HOBAEHNS KNOUEN, CNPaBOYHUKOB UAN
no.

transferring — O3Ha4aeT, YTO B JaHHbIN MOMEHT NPOW3BOANTCA akTUBHaA Nnepejayva KOHBepTa no
ogHoMmy 13 MFTP-kananos (kpome SMTP/POP3) kak B cnyyae npueMa, Tak U B ciyyae nepegaym
JaHHbIX.

connecting — O3HAYaeT, YTO B J@aHHbIi MOMEHT MPOM3BOAATCS MOMbITKU COEAMHUTLCS C OAHUM U3
yAaneHHbIX y310B (KpoMe kaHana SMTP/POP3) anbo c gemoHoM mftpd Ha naccvBHOM YacTu (B
cnyyae paboTbl B cOCTaBe kaacTepa ropsayero pesepBrpoBaHums).

idle — O3HayaeT, uTo AeMOoH Mftpd B AaHHbLIN MOMEHT HAXOAUTCA B peXKMMe MpoCTos, T.e.
BbIMOJIHAAET HEOCHOBHbIE GYHKLIMM, HE OTHOCALLMECS HU K OJHOMY U3 BbILLENepPeUnCiIeHHbIX
COCTOSAHUN.

B ntobom cocTosiHMM K 3aronoBKy npouecca mftpd Takxke fo6aBAseTcs pexnm paboTbl CUCTEMbI 3aLLUTbI

ot cboes:

(single) — OAMHOYHBIN pexuM paboTbl;
(active) — aKTUBHbIA peXumM paboTbl B COCTaBe kKaacTepa ropsayero pe3epBrMpoBaHus;

(passive) — NacCUBHbIN pexumm pa6OTbI B COCTaBe K/s1iacTepa ropsayero pesepsnpoBaHUA.
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[JemoH cuctemsl 3awmThl oT cboes failoverd:

e initializing— O3HaYaeT, YTO MPOU3BOAMTCA NPOLEAYPa UHULMANM3ALMN 4EMOHA, KOTOPas
BbIMOJIHAETCA A0 Hayasa BbINOJHEHUs ero OCHOBHbIX GyHKUMA. OBbIYHO NpoLueaypa
WHULMaNM3aL KN BKIKOYAET B cebsl UTeHMe 1 aHaamn3 KoHbUrypaumm, KoHourypmposaHme
napameTpoB CEeTEBbIX MHTePENCoB, Nepe3anyck Apyrux 4eMOHOB 1 TOMY NOA06HOe, B
3aBMCUMOCTU OT pexkrMa paboTbl cucTeMbl 3awmnTbl OT cboeB. [laHHas npoleaypa 3aHUMaeT
KOpPOTKOE Bpems (0T OAHOM A0 HECKONbKNX AECATKOB CeKyHA).

e working — O3Ha4aeT, YTo NpoLesypa VHULMaAN3aL MM 3aBepLUMAAach YCMewWwHo 1 4eMOH BOLLEN B
PEXMM BbINOJHEHUSI CBOMX OCHOBHBIX GYHKLIWIA.

e switching to active — O3Ha4aeT, YTO MPOMN3BOAMUTCA HACTPOWKA CUCTEMbI MPU MEPEKIHOUEHNN 13
MacCUBHOTO pexuMa B akTUBHbIN. [JaHHOe COCTOsIHME BO3MOXHO TOJIbKO B C/lyyae, ecin cuctema
3aWuThl OT C60EB PYHKLIMOHNPYET B PEXUME KlacTepa ropsyero pe3epBrMpoBaHus.

e rebooting — O3HayaeT, YTo geMoHoM failoverd MHULMMPOBaH NpoLEecc Nnepe3arpysku CUCTEMbI.

B ntobom cocTosHMM (KpoMe switching to active) K 3aroNoBKy npouecca 406aBAfeTcs pexxmm
paboTbl cUCTEMBI 3aLLMUTbl OT COOEB:

® (single) — OAMHOUYHBIN pexMM paboThbl;
e (cluster) (active) — aKTUBHbI/ PEXUM paboTbl B COCTaBe KAacTepa ropsivero pes3epBuUpoBaHus;

e (cluster) (passive) — NMacCMBHbIV pexuM paboTbl B COCTaBe KiacTepa ropsyero
pe3epBMpOBaHMS.

[JemoH 06paboTkn NprknagHbIx NpoTokoso. algd:

L] initializing — O3Ha4aeT, YTO NPOM3BOAUTCA NpoLeaypa NHULUMaAN3aLnunm geMOoHa, KoTopas
BbINONHAETCA A0 Hayasa BbIMOJIHEHNA €r0 OCHOBHbIX q)yHKLl'I/Im. O6bIYHO npoueaypa
MHMynanm3aumm 3aHMMaeT KOpOTKOe BpeMsa (ot O,CI,HOI\/JI A0 HECKONbKNX AECATKOB CeKyH,D,).

e working — O3Ha4aeT, YTo npoueaypa NHMUMaansaumm 3asepLuiniace ycrnewHo n 4eMOH BOLEeN B
PEXNM BbINMONHEHNA CBOUX OCHOBHbIX q)yHKLI,VII7I. ,ﬂ'aHHOE COCTOAHNME OCTaeTcAa A0 3aBepLlleHnA
pa6OTbI npouecca ynpasiaarowero AemMmoHa.
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Moaynn aapa, BXOAALLWE B
coctaB 10 VIiPNet Linux

Mpu pabote ViPNet Coordinator Linux B namMsaTy NOCTOSHHO HaXoAATCA Caedytolme MOAYAN aapa
cncTeMbl (Takxke HasblBaeMble ApaviBepamu):

drviplir — ocHoBHOW apatisep ViPNet, ocyliectBastowmii 06paboTky ceTeBbix NakeToB. MopoxaaeTt
noToku no koamyectsy agep CPU (no ymonuaHuio) uam no KonmyecTsy, 3afiaHHoOMY napameTpom
threads count (CM. «YNpaBaeHne YNCIOM MOTOKOB B ApaiBepe» Ha cTp. 155), koTopble BUAHBI B
CMMCKe NPOLLECCOB KaK [kiplird0], [kiplirdl] W Tak jajee, NPy BbITPy3Ke YHUUTOXAET UX.
3arpy»aetcs No KOMaHfe iplir start, BbIFPYXaeTcs Mo KOMaHie iplir unload. He MoXeT 6biTb
BbIFPY>KEH BPYUHYH KOMaHZOMN rmmod.

itcscrpt — kpunTorpaduyecknin apariBep, OCyLLECTBASIOWMIA KpunTorpaduyeckue onepaumm no
3anpocy gpaisepa drviplir. 3arpy>kaeTcs No KOMaHfe iplir start, BbIFPY>XKaeTcs MO KOMaHie

iplir unload.

itcswd — apaviBep cucTembl 3aLMTbl OT COOEB, OCYLLECTBAAOLLMN KOHTPOIb 38 COCTOAHUEM
cvcTemsl. MopoxaaeT NOTOK Agpa, KOTOPbIA BUAEH B CMNCKE MPOLLECCOB KaK [kwatchdogd], Mpu
BbIrPY3Ke YHUUTOXAET ero. 3arpy>aetcs No KOMaHAe vipmod start, NOCJE OCTAHOBKM AE€MOHa
failoverd n Bbirpy3ku gparisepa drviplir MOXET ObITb BbIFPYXXeH BPYUYHYH KOMaHAOW rmmod.

itcskrniface — aparisep, koTopbIN ABASETCA MHTEPDENCOM 3KCMOPTUPYEMBIX GYHKLMA fgpa v
YUUTBIBAET Pasnnuma 3Tux GyHKUMI 418 pa3HbIX BEPCUA aaep.

[elicTBMsA No BbIrpy3Kke 1 3arpyske gpaiisepos ViPNet BpyuHyto fOMKEH MPOU3BOAUTL TOJIbKO OMbITHbI
aAMUHWcTpaTop Linux.
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13MeHeHMd, NPOn3BOAVMbIE B
CnCTemMe Npu YCTaHOBKE M
yvaanenmn ViPNet Coordinator
Linux

AunctpunbyTme ViPNet Coordinator Linux MOXeT NocTaBAATbCA B ABYX BapuaHTax: AMHAMUYECKOM U
cTaTMyeckoM. B gnHammnueckomM BapmaHTe obLLMe YacTu KOZa Pas/IMyHbIX MPOrpaMM MOCTaBAAKOTCA B
BUAE AMHAMWUECKU 3arpy>aemMblx 6ubanoTek. MNpu 3TOM 3KOHOMMUTCA MECTO Ha AMCKE U UCMONb3yemasn
onepaTvBHas NaMsTb, O4HAKO AMHAMWUUECKMN 3arpy>kaeMble 6BIMOTEKN MOTYT He paboTaTb Npwu
HeCTaHAapTHbIX HaCTPOMKax CUCTEMBI. B cTaTuueckom aucTpnbyTuee BCe NporpaMMbl HE3AaBUCUMBI U He
TPebYHT HUKaKMX ANHAMUYECKUX BubanoTek. CTaTuueckunii ANCTPUBYTUB OTANYAETCA HAMUMEM
cybodukca -static B UMEHW daiina. B fanbHelweM B 3TOM NPUNOXKEHNUW, ECIN MHOE HE YKa3aHo SIBHO,
peub UAeT O NoBeseHUy 060UX BapUAHTOB AUCTPUBYTUBOB.

Mpw yctaHoBKe:

1 B katanor /sbin 3anucbiBatoTCs Ganbl:
iplircfg
iplircfg.crg
dbviewer
dbviewer.crg
iplir remote info

iplir remote info.crg
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iplir-config-manager
iplir-config-manager.crg
failoverd
failoverd.crg
failover info
failoverd info.crg
unmerge
unmerge.crg
fetchmail
fetchmail.crg
iplirpasswd
iplirpasswd.crg
mftpd
mftpd.crg
algd
algd.crg
mailtrans
mailtrans.crg
mftp remote info
mftp remote info.crg
iplir monitoring export
iplir monitoring export.crg
monitoringcfg
monitoringcfg.crg
webgui-http-server
webgui-http-server.crg
iplir
vipmod
failover
mftp
rmiplir
alg
vipnet-web-gui

2 B katanor /usr/bin 3anucbiBatoTcs danbl:
lha

lha.crg
3 B katanor /etc 3anucoiBarotca danbl:

iplirprg
iplirprg.crg
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iplirpsw
iplirnetpsw
failover.ini
iplir.serv
iplirSKnums

/etc/logrotate.d/vipnet.log.conf
4 Cos3paertca KaTanor /var/spool/vipnet

5 WuwyTcs cHauana B /etc/rc.d, €CIM HE HaWAEHbI - TO B /etc, KaTaioru:
init.d
rcO.
rcl.
rc2.
rc3.
rc4.

rch.

o o0 a2 o o o o

rco.

o BkaTanor init.d craBaTca amHkKM (symbolic links):
vipmod -> /sbin/vipmod

failover -> /sbin/failover

o Bkatanorm rc0.d, rcl.d, rc2.d CTaBATCA AMHKMU:
K<XX>failover -> /etc/init.d/failover

K<YY>vipmod -> /etc/init.d/vipmod
rae XX, YY MOryT MeHATbCA OT BEPCUU K BEPCUN.

o Bkartanorn rc2.d, rc3.d, rc4.d, rc5.d CTaBATCA JNHKU:
S<XxX>vipmod -> /etc/init.d/vipmod

S<Yy>failover -> /etc/init.d/failover
rae Xx, YY MOryT MEHATbCA OT BEPCUN K BEPCUN.
6 B katanor /lib/modules/<eepcus_smpa>/misc 3anucbiBaroTCa Gpanbi:
drviplir.o (drviplir.ko And agep cepuun 2.6.x)
itcswd.o (itcswd.ko A4 agep cepumn 2.6.x)
itcscrpt.o (itcscrpt.ko ANA Aaaep cepum 2.6.X)
rae sepcusa_sanpa ONPeAenseTca Kak pesy/bTaT BbINOJHEHWNA KOMaH/bl uname —r.

7 Ecam guctpubyTUB AVHAMUUECKUI, TO CO3AAEeTCA KaTanor /usr/lib/vipnet ¥ B HETO 3amnmncbiBarOTCs
dannbl BUBANOTEK, CMINCOK KOTOPBIX MOXET MEHATLCSA OT BEPCUN K BEPCUN.

Mpw ycTaHOBKe NOBepX NpeaplayLilent Bepcun He nepesanncbiBatoTca dalibl B Katanore /etc (kpome
ClyyaeB yCTaHOBKM 6e3 coxpaHeHus Tekylen koHdurypauum ViPNet):
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iplirpsw
iplirnetpsw

failover.ini

Bce octanbHble Cl)al‘/llflbl nepesanmncblBaroTCA. Ecan ctatnueckni AVICTpVI6yTVIB CTaBUTCA NOBePX
AVNHaMWNYeCcKoro, To KaTanor /usr/lib/vipnet He yAaNAeTCs, XOTsa N NEPECTAET NCNONb30BaATbCA.

Mpw yaaneHun MO ViPNet n3 cuctemsl yaanatotca Bce nepedncieHHble Ganibl U AMHKK (B TOM Yncie
/usr/lib/vipnet, faXe eCcAv yaaneHve Npon3BOANTCA U3 CTaTMUEeCKOM BEPCUM), KpoMme paiina

/sbin/rmiplir.
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OcobeHHOoCTK paboTbl ViPNet
Coordinator Linux Ha

Pa3/INMYHDBIX allfaPaTHbIX
KOHPUTYPaUMAX

B 3TOM npunoxeHunn cobpaHa nHbopmauums 06 ocobeHHocTax paboTsl ViPNet Coordinator Linux Ha
cneumonyeckmx annapaTHbix KOHOUrypauusx (HanprmMep, Ha HEKOTOPbIX BPEHA0BLIX cepBepax) v o
HacTpolikax, KOTopble HEOBXOAUMO CAeNaThb B KaXKAOM Cyyae.

CepBepbl Supermicro: SuperServer 5013G-i (SYS-5013-Gi)

Ansa ycnewHor pabotbl ViPNet Coordinator Linux Ha 3Tux cepBepax HEO6XOAUMO OTKAKOUaTh MOAAEPIKKY
Advanced Power Management (APM). 3To MOXHO caenatb Mbo npu cbopke A4pa, BbIKAOUMB
COOTBETCTBYHOLLYIO ONUMo, MMBO Npwm 3arpyske, 3ajaB NapameTp apm=of f. ECn ynpaBneHve nutaHnem
BCe e HeobX0AMMO, HY>KHO ncnoab3oBaTe ACPL 3TOT MHTepdeiic NnpefocTaBaAAeT BCe BO3MOXHOCTH,
KoTopble npegoctaBaseTr APM, n HopManbHO paboTaeT Ha Takux cepBepax.

CeteBble Ethernet-agantepbl ¢ nogaep>xkon TexHonormnin «Scatter/Gather I/O» n «TSO»

Bo MHormx coBpemeHHbix Ethernet-agantepax (Hanpumep, Intel 82541 n gpyrue) ansa noebiweHNs
CKOPOCTU Mepeaun CeTeBbIX NakeTOB MO YMOAUYAHUIO UCMOAb3YHOTCA TexHonornn «Scatter/Gather I/O» n
«TSO (TCP Segmentation Offload)», nossoastowme onTMMM3MpoBaTh NpoLecc nepegayn/nprema
NakeToB annapaTHbIMU CPeAcTBaMM ajanTtepa.
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BHuMaHue! [laHHble TEXHONOMMW He COBMECTUMbI C paboTol TekyLLeln Bepcum
A ApaviBepa ceTeBoOW 3aLmThbl iplir, 1 A0KHBI BbITh OTKAOUEHbI A1 KOPPEKTHOMN paboThl
MO ViPNet.

OTKAHOUUTD noaaep>XKy onncaHHbIX MEXaHN3MOB MO>XHO, HarnpurMep, C NOMOLWbHO LWWMPOKO
pacnpocTpaHeHHOW YTUANTBI ethtool:

# ethtool -K eth<N> sg off

# ethtool -K eth<N> tso off

rae N — HOMep CETEBOrO MHTepdeiica.

MpoBepuTh Tekyllee cocTosHMe «Scatter/Gather I/O» n «TSO» MOXHO ciesyroLLen KOMaHZLOW:
# ethtool -k eth<N>

rae N — HoMep CeTeBOro uHTepdeica.

B cnyuae ecam gaHHble MeXxaHWM3Mbl OTK/IHOUYEHbI, KOMaHAA BbIJAET Ha CTaHAAPTHLIN BbIBOA Cledytollee
coobleHme:

scatter-gather: off
tcp segmentation offload: off

3a 6onee NoAPOHHBIM ONMCAHMEM YTUANTBI ethtool, MOCTABAAEMON C UCMOb3YEMbIM ANCTPUOYTUBOM
Linux, cneayeTt obpatntbcs K JOKYMeHTauum (man ethtool).

Mpumeuanwue. B npouecce ctapta MO ViPNet npu 3arpyske OC yka3aHHble TEXHO0TK
ONTMMM3aLMM aBTOMATUYECKM OTKIFOYAKOTCA, O YEM BbIBOAUTCA NpeAynpexXieHne B
syslog.
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CobblTna, otcnexmsaemslie 10
ViIPNet Coordinator Linux

Cobbitns, otcnexunsaemble MO ViPNet Coordinator Linux, pasgeneHbl Ha Fpynnbl U NOAFPYNbI.

CobbITKA, PUKCUpPYeMble CUCTEMO

/\\—

CobkimvA, CBA3aHHLIE

€ pUNLTRALWER TpadrKa CrymeGrieae

{me Tuny IP-nakeTa)

/\

cobuTHA

BnoknpoeaHHbe Bce nponyweHHble
IP-nakeTb IP-nakeTsbi

: Dunbtpami ¢ 3awwdposaHHbie

H ﬁ“.l““.ﬂ'"‘m‘i CETH Fassmssssssssssssssssssnannn
DUNLTRaMIA : HesawwdposanHbie

OTKPBITOR CETI

E Mo ppyram

: NPWYKHEM

Basssssssssssssssssssnsas -8

PucyHok 20. Knaccugpukayus cobbimuli 8 xypHane IP-nakemos

Huxxecneaytolwme 1abaunibl cogep>kat CNUCKM COBBITUIA, OTHOCALLMXCA K Pa3HbIM FpynnamM v noarpynnam.

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpatopa | 179



Tabauya 12. Cobbimus nodzpynnel Bce IP-nakerbl/baokupoBatrHbie IP-nakersi/IP-rnakersi,

6ﬂ0KMpOBaHHbIe cereBbIMu ¢M/IpraMM 3au;mquHoh’ cern

Homep
cobbiTuA

10

13

14

15

16

17

18

Ha3BaHue cobbiTus

He HanaeH KnroY Ans ceTeBoro
y3na

HeBepHoe 3HayeHne MMUTO

IP-naket 6aokuposaH GbrALTPOM
3alMLLEHHON CeTH

Cnvwukom 6osbluas pasHuLa BO
BpPEMEHU

HekoppekTtHas Bepcus gpainBepa

HeusBecTHbIli MeTOg
WndpoBaHma

NckaxeHHbl IP-naket

HewnsBecTHbIV naeHTUdUKaTOP
CeTeBOro y3na

IP-nakeT 610KMPOBaH rNaBHbIM
bUNBTPOM 3aLUKMLLEHHON ceTn

[MpeBbIWeHO BpeMsa Xmn3Hu IP-
nakerta

MonyueH IP-naket ana gpyroro
CeTeBOro y3na

CanwkomM MHOro pparmeHToB
ana IP-naketa

l/IcqepnaHa JIMUEH3MA Ha
KONAMYeCTBO TYHHENNPYEMbIX
ajpecos

HeBepHblili IP-agpec

HewnssecTtHbIV IP-agpec
noay4arens

OnucaHue cobbiTua

He HaliZeH kitou Ans CBA3M C NOJIb30BaTENEM,
NAEeHTMOUKATOP KOTOPOTO yKasaH B nakeTe

3awmuaemble faHHble UAKM OTKPbITas MHPopMaLms
KPUATOCUCTEMBI BbIIN M3MEHEHbI

CornacHo HacTpovikam GuAbTPOB, BXOAALLMWIA
3aWMPPOBaHHbBIV UAN NPejHa3HaYeHHbIV Ans
LWNPOBaAHNA UCXOAALLIMIA OTKPbITLIV NakeT Hbin
3abnokmpoBaH

MakeT 6bln OTNPaB/IEH PaHbLLE VN MO3XKe AaTbl,
YCTaHOBJ/IEHHOM Ha NPVHUMAIOLLIEM Y3/1€, Ha BENNYNHY
60/1bLUYIO, YeM yKa3aHO B HAaCTPOWMKe JOMNYCTUMOTO
BpPEMeHU npremMa nakeTos

MpPWHAT NakeT, CO34aHHbIN BEPCUen apaiiBepa,
HeCOBMECTUMOW C TeKyLLel Bepcuen

He noaAep>XMBaeTCa METOA mmq)poaava, KO KOTOpOro
yKa3aH BO BXoAALleM nakeTte

Hep,OI'IyCTMMbIe napamMmeTpbl B paCLUI/Iq)pOBaHHOM nakete

NpenTndurkaTop oTnpaBmTens B nakete Hem3BecTeH

MakeT 6a0kMpoOBaH GUABTPOM, OTHOCALLIMMCA K 3anmcu
«IP-nakeTbl BCex agpecaToB»

Maket YHUYTOXXEH W13-3a NpeBbIleHNA JIMMUTa ero
HaXxoXAaeHna B CETU

rlpVIHHT nakeT Anda Apyroro ajgpecata

npeBbILIJeHO AonycTMoe Koain4ecTtBo O 4HOBPEMEHHO
O6pa6aTbIBaEMbIX q)paFMEHTI/IpOBaHHbIX NMnakeToB

Ha koopanHaTop, OCyLLecTBAAIOLWMNIA TYHHEMPOBAHWE,
OZHOBPEMEHHO MPULLIN MaKeTbl OT KOMMbIOTEPOB, YNCNO
KOTOPbIX MPEBbILIAET YNCNO 3afaHHbIX B NLEH3NU
TYHHenewn

B npuwealem 3awmdpoaHHom nakete Ethernet ceoi, a
IP-aapec uy>xoi, 1 Npv 3TOM NakeT He ABAAETCS
MapLUpyTU3NpPyemMbIM (CObbITUE 45)

CobbiTve noseaseTca B C/lydae, ecin KoopamHaTop He
3HaeT, Ha Kakow ajpec nepeHanpasnTb BXOAﬂLLI‘VIVI naket
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Homep
cobbiTuA

70

HasBaHue cobbiTua

TpaH3nTHbIN [P-nakeT
6/10KMpOBaH GUALTPOM
3alMLLLEHHOM CeTn

OnucaHue cobbiTuA

TpaH3uTHbIN 3almndpoBaHHbIN IP-nakeT 3a610kMpoBaH Ha
KoopAMHaTope GUALTPOM 3aLLULLEHHOW CeTU

Tabauya 13. Cobeimus nodepynnel Bce IP-nakersi/biokupoBaHHbie IP-riakerol/IP-nakersi,

6/10KMpOBaHHbIe CETEBLIMYU PUIbTPAMU OTKPBLITON CETU

Homep
cobbiTuA

22

23

30

31

32

37

39

Ha3BaHue cobbiTus

HezawwndposaHHbIN IP-naket ot
CeTeBOro y3/1a

He3awwndposaHHbIN
LIMpoKoBeLaTesbHbI IP-naket
OT CeTeBOro y3sa

JlokanbHbl IP-naket
610KMpoBaH GUALTPOM
OTKPbITON cetu

TpaH3uTHbIA [P-nakeT
610KMpoBaH GUALTPOM
OTKPbITON cetu

LlinpokoBeLlatensHbii IP-naket
610KMpoBaH GUALTPOM
OTKPbITON cetu

MakeT 6n10kMpoBaH GUALTPOM
ANA TYHHeIMpYyeMbIX pecypcoB

IP-naket 6aoknpoBaH
bUAbTPaMM NO YMONYAHWIO NMpPK
3arpyske KoMmnetoTepa

OnucaHune cobbiTua

OT 3alMLLeHHOro agpecaTa npuLLea OTKPbITbIVA NakeT

OT 3alyLLeHHOro agpecaTa NpuLLEea OTKPbITbIN
LUIMPOKOBELLATE/IbHBIY NMakeT

HaigeH 3anpeluatownii GuabTp OTKPLITON ceTv B rpynne
NoKanbHbIX GUALTPOB

HangeH 3anpeluatownini GuabTp OTKPLITON ceTu B rpynne
TPaH3UTHbIX UALTPOB

HangeH 3anpeluatownii GuabTp OTKPLITON ceTV B rpynne
LUMPOKOBELLATE/bHBIX GUIBTPOB

HaligeH 3anpelarownii GuabTP OTKPLITON CETU B rpynrne
npaBw Ans TYHHEIMPYEMbIX PECYPCOB

Mpw 3arpy3ke KOMMbOTEPa B GUABTPaX MO YMOJAYaHUIO
HaiAeH 3anpeLuatownii GUALTP OTKPbLITON CETU

Tabauya 14. Cobeimusa nodepynnel Bce IP-niakersi/brokupoBaHHbie IP-riakersl/IP-nakersi,

6/10KMpPOBaHHbIe 10 APYrUM PUYNHaM

Homep
cobbiTna

80

81

HasBaHue cobbiTusa

Pasmep IP-naketa meHbLUe
JA0OnycTMMoro

Heponyctnumas sepcua
npotokona IP

OnucaHue cobbiTusa

Pasmep IP-naketa MeHbLLE MUHUMaAbHO BO3MOXHOIO

B naHHOM BepcuM Noaaep>KMBaeTcs TObKO NpoTokoA IP
Bepcum 4
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Homep
cobbiTuA
82

83

84

85

86

87

88

89

90

91

92

93

94

95

98

100

101

Ha3BaHue cobbiTus

Hegponyctmas gaviHa 3arosoBka
IP

Heponyctumas anvHa IP-naketa

HecoBnazeHve KOHTPONLHOM
cymmbl IP

Pa3mep 3arosnoska TCP meHbLue
MWHVMaNbHO AOMYCTUMOro

Pa3mep 3aronoska UDP meHbLe
MUHUMaAbHO JOMYCTUMOTO

[JebparmeHtaumsa IP-naketa
6blna oTMeHeHa

LLinpokoBeluaTtenbHbIN agpec
otnpasutens IP-naketa

®parmenTbl IP-naketa
nepecekaroTcs Mexay cobom

HegoctatouHo pecypcos ans
obpaboTku IP-dpparmeHTa

IP-nakeT nonyueH BO Bpemsa
WHWLMaAM3auuu gparisepa

Cnvkom 6onbLion pasmep IP-
naketa

MpeBbilweHo Bpemsa cbopku
¢dparmeHToB IP-nakeTa

HeAOCTaTO‘-I HO NMaMATU

O6Hapy>xeH ceTeBOM y3en ¢
TakuM >e VAEHTUGUKATOPOM

HegoctatouHo pecypcos ans
obpaboTkm IP-nakeTa

Hegonyctumele dnarn TCP

He HalgeH mapLupyT ans
TpaH3uTHoro IP-nakeTa

OnucaHue cobbiTua

[nnHa 3aronoBka npoTokoa IP MeHbLle MUHMManbHO
BO3MOXHOro

[nvHa nakeTa MeHbLUe, YeM yKa3aHO B 3aro/ioBKe
npotokona IP

MozacuymTaHHOE 3HaUYEHNE KOHTPOJIbHON CyMMbI
3aronoBka IP-nakeTa He coBnajaeT Co 3HAUEHNEM,
yKa3aHHbIM B nakeTe

Heponyctnmo kopoTkuin 3aronosok npotokosna TCP

Heponyctnmo kopoTkuin 3aronosok npotokosia UDP

Bbinn obpaboTaHbl He BCce dparmeHTsl, 0bpasyromne
naket

A,u,pec oTnpaBunTeENA B NakeTe yKasaH
UJI/IpOKOBeuJ.aTeﬂbeIIz

Hanbonee cTtapblil U3 nepecekaronxca GpparMeHToB Obin
oTbpoLueH

MakeT He MOXeT 6biTb 06paboTaH 13-3a
HEAOCTAaTOUYHOCTM CBOGOAHbIX PeCypcoB

Ecav ata owmbka ctabuibHO NposBaseTcs, To TpebyeTcs
0b6HOB/IEHNE BepcUM ApaiiBepa, NCMoJb3ytoLlero 6osblue
MaLUMHHbIX pecypcoB, uan Tpebyetca bonee
COBEpLUEHHAs MOAENb KOMMbLOTEpa

BrokupoBka Bcex NakeToB BO BPeMs MHULMaAN3aLmnm
ApaviBepa

Pa3mep nakeTa orpaHuuyeH pasmepom 48 Kbawt

3a gonycTMmoe BpeMs Moay4veHbl He Bce pparmeHTs! IP-
naketa

[ins BbINONHEHWA Kakon-1Mbo onepauun Tpebyetcs
BblZe/IeHVe NaMATY, HO BbIAEAWTb NaMsATb He YAanoch

MocTynuan nakeTbl C O4MHAKOBbIMUN NAEHTUGUKAaTOPaMM
Y3108, HO pa3HbiMu IP-agpecamu

[Jns o6pabotku IP-naketa TpebyeTcs BbigeneHve
PecypcoB, HO BbIAENUTb PeCYpPChbl He YAaN0Ch

OTO CcobbITUE He ncnoab3yeTtcAa

He HaligeH ceTeBoli GUABTP /151 TPAH3WTHOTO NakeTa B
TabauLe MapLipyToB
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Homep
cobbiTuA

102

103

104

105

115

116

117

118

119

120

121

122

Ha3BaHue cobbiTus

Moaynb npuknagHon ob6paboTku
He 3arpy>eH

[MpeBbIWEeHO MakcMManbHOe
KO/NIMYECTBO COeANHEHNI

CoesMHeHMe yxXe cylecTByeT

He ypanocb BblgennTb
AVHaMUYeCKMin NopT Ans
npaswia TPaHCIALMM afpecoB

He yaanock Hant mapLipyT ans
IP-naketa

CeTeBOW asanTep He HanzeH

He yaanock paspewnts MAC-
agpec no IP-agpecy

He yaanock npovssectn
wndposaHwve IP-naketa

HemnssectHbIi dpopmart IPLIR
3aro/ioBKa

HecornacosaHHas nHpopmaumsa
o cnocobe AoCTyna A0 CETEBOro
y3na

Owwbka B paboTe kiactepa

HensBecTHbIN NpoTOKON
KaHa/IbHOrO YPOBHS

OnucaHue cobbiTua

He 3arpy>keH COOTBETCTBYIOLLMIA MOAYNb NMPUKAALHON
06paboTku

KosmuecTBO y>e yCTaHOB/IEHHbIX COEAVHEHWI
npeBbIlLaeT MakCMMasbHO AOMNYCTMMOE, 3ajaHHOe B
HacTpoiKkax KoopavHaTopa

[ns co3paBaeMoro coesuHeHUs napameTpbl UCXOAALLMX
nakeToB (socketpair) coBnagatoT C yxe CyLLeCTBYOLLMMMU,
TaKkoe CoeAvHeHVe BaoKMpyeTCs

He yaanock BblAennTb NOPT AN AMHAMUYECKON
TPaHCAALMM aapecoB (HanpuMep, BCe NOPThbI B Nyse
3aKOHUMNUCB)

Mo kakMM-Anbo NPUUYNHaM He HalgeH MapLUpPyT B
Tabavue MappyTm3aumnm

IP-nakeT He MOXeT 6bITb OTMPaB/EH, TakK Kak He HalgeH
ceTeBOM ajanTep

He yaanock onpegennts MAC-agpec nonyyartens naketa
no ero IP-agpecy

Owwnbka npu WwndposaHum ncxoasiero IP-naketa ana
3alMLLEHHOrO y3na

MonyueH 3awmdpoBaHHbIi IP-nakeT Hen3BecTHOToO
¢dopmara

Owwbka npun otnpaske IP-nakeTta Ans 3alMLLEHHOrO y3/1a

3T0 cObbITUE PETUCTPUPYETCA TONBKO Ha KiacTepe
ViPNet. BHyTpeHHsas owwnbka knactepa

Monyyen IP-nakeT Hen3BeCcTHOro NPoOTOKoAa

Tabauya 15. Cobbimus epynnel Bce IP-nakersi/Bce nponyiwyertbie IP-nakersi/lIponyweHHble

3awmn@posaHHbie IP-nakersi

Homep
cobbITuA

40

41

HasBaHue cobbiTua

MponyLueH 3awmndpoBaHHbIin IP-
naket

MponyLeH 3awmMppoBaHHbIN
LUMpOKOBeLLaTenbHbIn IP-naket

OnucaHue cobbITUA

PaspelUeHHbIN 3aWndpPOBaHHbI nakeT

PaspelUeHHbIN 3aWndpPOBaHHbIN WMPOKOBELLaTENbHBbIN
naket
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Homep
cobbiTuA

44

45

Ha3BaHue cobbiTus

OcyLuecTBieHa MapLUpyTU3aumns
3aWndpPOBaHHOroO TPaH3UTHOTO
IP-nakeTta ¢ nameHeHmem ero
ajpeca

3awwndposaH (pacwmndpoBaH)
nakeT TYHHEANPYEMOro pecypca

OnucaHue cobbiTua

lNakeT HampaB/eH Ha APYrov y3es NyTeM NnoAMeHbl B HEM
aApeca nosyyarens

370 cobbITUE AN KOOPAMHATOPA, OCYLLECTB/ISHOLLETO
TYHHEe/IMpOBaHMWe: NakeT NPOMNYLLEH, TaK Kak nocTynua ot
TYHHENVPYEMOTO y3/1a AW NpeaHasHayeH Ans Hero

Tabsuya 16. Cobeimusa epynnei Bce IP-naketsi/Bce niponyiweHHsie IP-nakersi/[IponyLyerHpie
He3awwngpoBaHHseie IP-nakerb!

Homep

cobbITUA

60

61

62

63

Ha3sBaHue cobbiTus

MponyLieH He3alwndpoBaHHbIN
nokanbHbIN IP-nakeT

MponyLieH He3alwndpoBaHHbIN
LIMpoKoBeLaTesibHbI IP-naket

MponyLeH He3alwndpoBaHHbIN
TpaH3uTHbIN IP-nakeT

MakeT nponyLeH GUAbTPOM Ans
TYHHEMPYeMbIX PECYpPCOoB

OnucaHune cobbiTuA

HangeH paspeluatowinii ceteBot GuabTp OTKPbLITOM CETU B
rpynne foKanbHbIX GUALTPOB

HaligeH paspeluatownii GuUabTP OTKPLITOW CeTu B rpynre
LUIMPOKOBeLLaTe/IbHbIX GUIBTPOB

HaligeH paspeluatownii GuUabTP OTKPLITOW CeTH B rpynre
TPaH3WUTHbIX GUABTPOB

HaligeH paspeltatowuii puabTp B rpynne ¢puasTpoB Ans
TYHHENNpPYeMbIX Y3108

Tabauya 17. Cobbimus epynnel Bce IP-nakersi/Ciy>xcebHbie cobbiTUA

Homep
cobbiTuA

42

46

Ha3sBaHue cobbiTus

M3meHunnca ajpec cetTeBoro ysna

M3meHucs agpec goctyna K
CeTeBoMy y3ny

OnucaHue cobbiTuA

[JpaiBep obHapyxu, yto IP-agpec ceTeBOro ysna
M3MEHW/CA 1 COOTBETCTBYHOLWVIM 06pa3om
CKOpPeKT1poBan cBou TabanLib

CobbITve NpefHa3HayeHo ANs AUarHOCTUKM HaCcTPOMKK
npasua NAT Ha MeXCeTeBbIX 3KpaHax, Yepes KoTopble
paboTatoT gpyrue y3nbl. ITO COBLITUE MOXET MOSABUTLCS,
€C/IN aHHbIN y3eN He YCTaHOBJIeH B PEXUM paboThbl
yepes KOOpPANHATOP

CobbiTe popmumpyeTcs 06 y3nax, yCTaHOBAEHHBIX B
pexvM paboTbl Yepe3 MEXCETEBON 3KPaH, B TOM C/yYae,
€C/IN Ha MeXCETEBOM 3KpaHEe U3MEHW/ICA aApec Uav nopT
J0CTyna K 3TUM y3/1aM CO CTOPOHbI AaHHOTO y31a
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Homep
cobbiTuA

48

114

Ha3zBaHue cobbiTus

Agpec ceTeBoro y3na
3aperncTpmMpoBaH m3
LUIMPOKOBELLaTeNbHOrO nakerta

Mmsa Ha DNS (WINS)-cepBepe He
3aperncTpmpoBaHo

OnucaHue cobbiTua

TexHONOrnYeckuin Kog,

dopmupyeTcs Ana yAaneHHOro y3na, ecau 3ToT y3en
CTaHOBWTCA AOCTYMHBIM WAV NepecTaeT ObiTb AOCTYMHbIM
Mo LUIMPOKOBeLLaTe/IbHbIM MakeTam

MocTynuno coobueHne ot DNS-cepBepa, 4to
3anpoweHHoe DNS-1MA 3awmieHHoro y3na He
3aperuncTpuposaHo Ha gaHHom DNS-cepeepe
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OcobeHHOCTV PaboThl
KOOPAMHATOPA Ha rpaHmLe
JNOKANIbHOW CETU

B faHHOM NpMAoXeHUN onmcaHbl 0ocobeHHOCTH paboTbl koopamHaTopos ¢ MO ViPNet Coordinator Linux,
PacnosoXXeHHbIX Ha rpaHuLLe JokanbHOW ceTh 1 VIHTepHeTa. PaccMOTpMM cxeMy B3anMOZLencTBuA AByX
TaKMX KOOPANHATOPOB.

LenTpaneHmn oduc Dunuwan
10.0.1.1/24 91.BR.183.100 91.8B183.102 10.0.2.1/24
LocalNet] —— x Internet e x LocalMet2
ethl ethd ethd ethi
KoopgmHatop 1 KoopguHarop 2

PucyHok 21: OnpedeneHue adpeca docmyna koopduHamopa

MycTb y KaXA0ro KoopanHaTopa ecTb ABa ceTeBblx MHTepdelica. MNpn 3TOM OANH CeTEBOW MHTepdeC
NUMeeT NyBANYHbIN agpec N NoAKAoYeH K VIHTepHeTY (BHELWHWI MHTEpENC eth0), @ BTOPON — YaCTHbIN
aZpec N NOAKAOUEH K JIOKaibHOM CeTU (BHYTPEHHUI MHTepdelc ethl). ns onpeseneHns
paboToCcnocobHOCTU ApYT ApYyra KOOPANHATOPbLI NEPUOANYECKN OBOMEHMNBAIOTCA CYXEOHbIMM NakeTamm
(noapobHee cM. onMcaHWe napamMeTpoB server pollinterval M client pollinterval B pasjgene
Cekums [misc] (Ha cTp. 58)). Kpome TOro, kaxxaplii pas npu 3amnycke, a Takxxe B Clydae BOCCTaHOBEHUS
CBA3U NOC/e ee NoTepu koopauHatop 1 oTnpaBaseT yepes uHTepdenc etho TectoBble UDP-nakeTbl Ha
Ny6ANYHBIA M YaCTHbIN agpeca KoopanHaTopa 2 (Mo YMOAYaHMIO MNOPT Ha3HaueHus — 55777) ans
onpezeneHuns ero AoCTynHocTn. AHanornyHbiM obpasom UDP-nakeTbl MOryT ciesoBath ¢ nHTepdelica
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eth0 KOOpAMHaTopa 2 Ha NyBANUHBIA 1 YacCTHbIM agpeca koopauHaTopa 1. Takum obpasom, UDP-nakeTsl,
HanpaBJ/ieHHble Ha YacTHble [P-agpeca, MoryT nossutbca B IHTepHeTe.

BHumaHue! Mosasnenve B NHTepHeTe UDP-nakeToB, HanpasaeHHbIX Ha YacTHble IP-agpeca,
MOXeT BbI3BaTb BOMPOCHI ¥ NpoBaiAepa, NPejoCTaBAAOLLEero BaM UHTEPHeT-yCayru. Bo

/A\ n3bexkaHme 3TOro pekoMeHayeTcs Ha 060MX KOOPAMHATOPax HaCTPOUTb JOMONHUTENbHbIE
npasuaa maplpyTtmsaumm takmx UDP-naketos He yepes VIHTepHeT (TO ecTb He Yepes LWk3 Mo
ymoAn4daHuto). lNMpuyem 1 Ha KoopanHaTope 1, n Ha KoopanHaTe 2 peKOMEeHAYyeTCs HaCTPOUTb
npasuaa maplpyTtmsaumm UDP-naketoB ans o6eunx nokanbHbix cetein: 10.0.1.1 n 10.0.2.1.
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[ TpakTnyeckme nprmepsbl
HacTtpomkm 10 ViPNet
Coordinator Linux

[1pUMepbl HACTPOWKM TyHHENEN C
MCMONb30BaHMeEM KoopamHaTopoB ViIPNet

B faHHOM NPUAOXKEHUN PacCMOTPEHbI Be PacnpOCTPaHeHHbIE CXeMbl UCMOJIb30BaHUA TYHHeel B
ViPNet, 1 gns kaxzaom cxembl NpuBeseHbl HEOOXOANMbIE HACTPOMNKMN.

Cxema 1

Myctb nmeetca asa odunca, coeanHeHHbIX Yyepes VIHTepHeT. B ogHOM 13 odurcos HaxoanTca cepsep, K
KOoTOopoMy obpallaroTca KOMMNbTEPBI U3 Apyroro oduca, 1 HeO6XoAUMO, UTOObI BECb OOMEH AaHHbIMM
yepes NHTepHeT npounssoaucs ¢ wudposaHnem Tpaduka. Mpu 3tom ycraHoska MO ViPNet
HernocpeACTBEHHO Ha yyacTBytoLme B UHGOPMALMOHHOM OBMeHe KOMMbIOTePbl HEBO3MOXHA UK MO
KaknM-nnMbo npuymHam HexenatenbHa. YTobbl pelunTtb 3Ty 3agauy, B KaXAoM 13 obuncos
ycTaHaBavBaeTcs koopanHatop ViPNet Coordinator Linux, K KOTOPOMY MOAKIFOUAKTCA KOMMbIOTEPbI (CM.

cxemy).
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PucyHok 22. Cxema Hacmpolku myHHesel ¢ ucnoss3oeaHuem koopoduHamopos ViPNet

Kaxabli KoopamHaTOp MMeeT fBa CeTEBbLIX MHTepdenca, OANH U3 KOTOPbIX MMeET NyBANYHbIN agpec v
noAkNtoYeH K VIHTepHeTy (BHeWHWI nHTepdEiAC), a BTOPON MMEET YaCTHbIA afpec U NOAKIOYEH K
NokanbHoW ceTn oduca (BHYTpeHHU nHTepdelic). Mycte KoopanHatop 1 nMeeT BHYTPeHHW agpec
192.168.1.1 n ngeHtnéukatop B cetn ViPNet 0200010101, Npu 3TOM NOAKAOUEHHbIE K HEMY
KomnbtoTepsbl 1, 2, 3 umetoT agpeca € 192.168.1.2 N0 192.168.1.4. KoopanHaTop 2 nMeeT BHYTPEHHWIA
aApec 192.168.2.1 U ugeHTMPUKaTop 0x00020201, a MOAKAFOUEHHbIN K HEMY CEPBEP UMeET aapec
192.168.2.2. YTOObI HACTPOUTL NPaBUIbHYIO PaboTy TYHHe/Iel, Ha KOopAMHaTOpax HeObXoAMMO
cAenatb caesyrolime HacTPOWKM B Paiine iplir.conf:

e Ha KoopauHatope 1:

o B cobctBeHHOM cekumm [id] BNMCaTb CTPOKY:

tunnel= 192.168.1.2-192.168.1.4 to 192.168.1.2-192.168.1.4

o B cekyum [id] ana KoopanHatopa 2 Bnucatb CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2
e Ha KoopauHatope 2:

o B cobcTBeHHON cekuMM [id] BNMCATb CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2

o B cekyum [id] gna KoopanHatopa 1 Bnncatb CTPOKY:

tunnel= 192.168.1.2-192.168.1.4 to 192.168.1.2-192.168.1.4

Mocne 3anycka ynpaBAsoLWEro AeMoHa C yKa3aHHbIMW HacTpoikaMu KOMMboTepsbl 1, 2, 3 cMoryT
obpaluatbea K cepepy No agpecy 192.168.2.2. [Tpn 3ToM Ha yyacTke mexay KoopanHatopom 1 u
KoopanHaTopom 2 nakeTbl 6yayT natun B 3alumdpoBaHHOM BUjE.

Mo ymonuaHuio Ha KoopAnHaTopax HaCTPOEeHbl ceTeBble GUALTPbI, paspeLularoLLme Tpaduk Ana Bcex
TyHHeNMpyeMbIx agpecos. Ecav B nprBegeHHOM nprMepe TpebyeTca 3aKpbITh JOCTYN K CepBEPY KakM-
nmbo KoMMbroTEPaM, HEOHXOAMMO U3MEHNUTL CeTeBble GUALTPLI C MOMOLLBI KOMaHAHOTO
WHTepnpeTaTopa 1 ABHO yKa3aTb, KakMM KOMMbOTePaM JOCTyN pa3pelleH. Hanpumep, nycTb Tpebyetca
3aKpbITb AOCTYN K cepBepy KoMmnbioTepy 1 1 paspewwntb 4OCTyn KoMnbtoTepam 2 1 3. [lnsa atoro Ha
KoopanHaTtope 1 HeoH6Xx0AMMO yaanuTb CEeTEBOM GUALTP MO YMOAYAHWUIO N BMECTO HEro co3aaTb
cnegyownin GunbTp:

firewall tunnel add src 192.168.1.3-192.168.1.4 dst 0x00020201 pass
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JTOT ceTeBO GUALTP pa3peLtaeT TpaduK B CayUasx KOrja MHULMATOPaMUN COEAMHEHUS ABASIOTCA
KAVEHTbI, @ He cepBep. B cBoto ouepespb, Ha KoopanHatope 2 fosixeH 6biTb pa3peLueH Tpaduk Mexay
cepsepom u KoopgunHatopom 1. [lns s3toro Ha KoopauHaTtope 2 MOXHO OCTaBUTb CETEBON GUABLTP MO
YMOJIYAHWUIO UAN BMECTO HEro 3asatb GUABLTP, ABHO paspeLlaroLLnii Tpaduk Mexay TYHHenpyembiM
cepepom n KoopauHatopom 1:

firewall tunnel add src 0x00010101 dst 192.168.2.2 pass

B paccMOTpeHHOM npurMepe B3auMOZLENCTBME KOMMbIOTEPOB C CEPBEPOM Pa3peLLEHO MO BCEM
NPOTOKOJIaM U NMopTaMm. YT006bI OrpaHn4yunTb 310 B3a|/|MOAeI;1CTBVIe KOHKPEeTHbIMW NMPOTOKOAaMnN 1
noptamMmun, Hago B NpuBeAEeHHbIX NPaBUiax 3a4aTb bosiee XecTkoe ycnosue. HaanMep, nyCTb Ha cepBepe
yCTaHOB/EH BeH-CepBUC, K KOTOPOMY pa3pelLeHO obpallatbcsi KoMMboTepam 2 1 3, HO 3arnpeLLeHo
komnbtoTepy 1. B aToM cnyuae Ha KoopauHatope 1 HeobxoAnMO 3aaaTb Cieayowmnin GuabTp:

firewall tunnel add src 192.168.1.3-192.168.1.4 dst 0x00020201 tcp dport 80 pass

Ha KoopaunHatope 2 HeobxoaMMO 3ajaTb Caesyrownii ceTeBon GuabTp:
firewall tunnel add src 0x00010101 dst 192.168.2.2 tcp dport 80 pass

Cxema 2

PaccMOTpMM MOANOULMPOBAHHYIO CXEMY UCMOJIb30OBaHUA TYHHEeW, Korga Ha KoMnbroTepsbl 1, 2, 3
yctaHoBneHo MO ViPNet Client, a cepep octaeTcs He3alwmLLeHHbIM (CM. cxemy). Myctb B ceTn ViPNet
komnbroTepaM 1, 2, 3 npmcBoeHbl ngeHtTudurkatopbl 0x00010102, 0x00010103, 0x00010104
COOTBETCTBEHHO.

192.168.1.2

ID=0x00010102

L

| 0103 Km.w':x‘- ep 1 2
K = 192.168.1.4
{omnbioTep 2 T
ANBIOTER £ |D=0%00010104
I:L
Komnblotep 3

PucyHok 23. ModuguyuposaHHas cxema Hacmpolku myHHenel

B 3ToM ciiyyae, Korga TYHHeNMpyeTcs TOIbKO cepBep, Ha kooparHaTopax ViPNet Heobxogumo caenatb
clesytolme HacTponkn B paine iplir.conf:

e Ha KoopanHatope 1:

o B cekyum [id] ana KoopanHatopa 2 BnucaTtb CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2
e Ha KoopawnHaTtope 2:

o B cobcTBeHHOV cekumMm [id] BRMCaTb CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2
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Ecan B HacTpolikax KooparHaTopa 2 3ajaH ceTeBO GULTP MO YMONYAHUIO A1 TYHHENNPYEMbIX
ajipecos, TO HMKakKne AonoJIHUTeNbHbIE HaCTpOI?IKI/I HEe HY>XHbl. MHaue Ha KOOpAVIHaTOpe 2 HEO6XOAVIMO
3agaTb GUALTP, paspeLuatownii Tpadurk Mexxay cepBepom 1 komnetoTepamu 1, 2, 3:

firewall tunnel add src 0x00010102,0x00010103,0x00010104 dst 192.168.2.2 pass

MycTb TpebyeTca OorpaHMuYnTL AOCTYN K CEPBEPY CO CTOPOHbI HEKOTOPbIX Y3/10B, Hanpumep, 3akpbiTb
[OCTYN K CepBepy KOMMbroTepy 1 1 paspewnTtb A0CTyn KomnbtoTepam 2 1 3. s atoro Ha KoopanHatope
2 HeoHXOANMO N3MEHUTL ceTeBOM GUBTP Cleayolw M 0b6pa3om:

firewall tunnel add src 0x00010103,0x00010104 dst 192.168.2.2 pass

[Ans cnyyas, korga Ha cepBepe yCTaHOBJIEeH Be6-CepBUC, K KOTOPOMY paspeLleHo obpaluatbes
KoMMbroTEpPaM 2 1 3, HO 3anpeLLeHo KoMnbroTepy 1, NpuBeAeHHbIN GUABTP HEOBXOAMMO U3MEHUTb
cnegyroLmm obpasom:

firewall tunnel add src 0x00010102,0x00010103,0x00010104 dst 192.168.2.2 tcp dport
80 pass

[ Tonmep Mcnoab3oBaHWA 40MNONHUTENbHbLIX [P-
a/lpecoB Ha MHTepdence

B faHHOM NpMAOXKeHUN NPUBEAEH NPYMEP UCMOIb30BaHNA JONONHUTENbHbIX [P-agpecoB Ha ogHOM K3
nHtepdericos koopanHatopa ViPNet Coordinator Linux. Cnocob 3asaHusa 40NOAHUTENbHBIX a4pecoB,
OMWCaHHbIN B NpUMepe, CnpaBeAanB TONbKO A8 OAUHOUYHOrO KoopAnHatopa. Ecam koopavHatop Bxoaut
B COCTaB KjlacTepa ropayero pesepBMpoBaHus, TO JOMNOJHUTEbHbIE afpeca 3a4atoTcA C MOMOLLbIO
cneumanbHbIX NapaMeTpoB HacTPOKikK knactepa. Cnocob 3agaHns AOMONAHUTENBHBIX afpPecoB Ha
KnacTepe ropsiyero pesepsrpoBaHus npueeseH B gokyMeHTe «ViPNet Coordinator Linux. Cuctema
3awmTbl OT cboeB. PyKOBOACTBO agMMHMCTPATOPa».

MycTb B IOKaAbHOW CETU HAaXOAATCA CEPBEPbI, MPEOCTaBAAOLLIME Pa3NUHbIE CEPBUCHI (HaMpUMep,
nouToBbIV cepBep, Beb-cepBep 1 FTP-cepBep). TpebyeTcs, UTobbl 3TV CepBUCHI BbIM JOCTYMHbI U3
BHELLHEN CETW, MPU 3TOM CepBepbl He UMEIOT NyBANYHBIX agpecoB. [l pelueHns 3TON 3ajaum Ha
rpaHuLe IoKasbHOM CeTW ycTaHaBamBaeTcsa koopauHatop ViPNet Coordinator Linux, kK koTopomy
MOAKAOUAKOTCA cepBepbl (CM. CXEMY).
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PucyHok 24. Cxema nodkiroueHusi cepsepos kK KoopouHamopy

KoopgaunHaTop nmeeT fBa ceTeBbIX MHTepdelica, OANH U3 KOTOPbIX MMEET peanbHblli agpec v NOAKAOUEH
K NHTepHeTy (BHEWHWI MHTepdENC eth0), @ BTOPO MMEET YaCTHbIM aapec 1 NOAK/IOUEH K NOKabHOM
ceTun (BHYTpeHHWIN nHTepdeic ethl). MycTb KOOPANHATOP UMEET BHELIHWI agpec 89.175.26.1,
BHYTPEHHWIM agpec 192.168.1.1, a NOAKJOUYEHHbIE K HEMY CepBepPbl UMEHOT YacTHbIe agpeca C
192.168.1.2 M0 192.168.1.4. [peanonaraetcs, 4to KoopAnHaTop paboTaeT B pexxvme Co cTaTUUeckom
TpaHcasaumen agpecoB. YTobbl obecneunTb 4OCTYN K CEpBEpaM M3BHE, Ha KOOPAMHaTOpPe HEOH6X0AMMO

BbIMNO/NHUTb CaegyroLlee:
e 3ajaTb AOMOJHWTE/bHbIE aApeca Ha BHELIHEM MHTepdence eth0 C MOMOLLbHO CEAYHOLMX KOMaHA:
ifconfig eth0:0 89.175.26.2 netmask 255.255.255.0
ifconfig eth0:1 89.175.26.3 netmask 255.255.255.0

ifconfig eth0:2 89.175.26.4 netmask 255.255.255.0

. B komaHgHOM MHTEepnpeTaTope 3ajatb cieayroune npasnaa TpaHcaaUunMm agpeca nonydartena:

firewall nat add src @any dst 89.175.26.2 tcp dport 80 change dst
192.168.1.2:25

firewall nat add src @any dst 89.175.26.3 tcp dport 81 change dst
192.168.1.3:80

firewall nat add src @any dst 89.175.26.4 tcp dport 82 change dst
192.168.1.3:21

e B KOMaHAHOM MHTeprpeTaTope 3a4aTb Clejyrolme pa3peLlarowme ceteBble GUAbTPBI:
firewall forward add src @any dst 192.168.1.2 tcp dport 25 pass
firewall forward add src @any dst 192.168.1.3 tcp dport 80 pass

firewall forward add src @any dst 192.168.1.4 tcp dport 21 pass

MpW ykazaHHbIX HACTPOMKax K MOYTOBOMY CepBepy MOXHO ByaeT obpallatbcs No agpecy 89.175.26.2 U
HoMepy nopTa 80, kK Beb-cepBepy — Mo agpecy 89.175.26.3 1 HOMepy nopTa 81, kK FTP-cepBepy — no
ajpecy 89.175.26.4 1 HoMmepy nopTa 82. [pMBeAeHHan HMXKe CxeMa UANKCTPUPYET OpraHn3aLunio
[0CTyNa K cepBepam € UCMOAb30BaHNEM AOMOAHUTENbHbIX aPeCcoB Ha BHeLLHEM UHTepdeince

KoopguHaTopa.
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PucyHok 25. Cxema opeaHuzayuu docmynd k cepgepam ¢ NoMoujbto 00noHUMeIbHbIX adpecos
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CNpaBOYHMK KOMaH/,

I'IpwmeuaHme. KomaHabl, KOTOpPbIE MOXHO BbINOJNHUTb TOJILKO B peXXNMe agMUHNCTPATOPa,

OTMeY€eHbl KpaCHbIM LIBETOM.

KomaHap! rpynnel firewall

OCHOBHble KOMaHAbl Ans paboTbl C ceTeEBbIMU GUAbTPaMW, NpaBuaaMu TpaHcasauum IP-agpecos v
rpynnamMm o6bekToB:

firewall <Tun ceTeBoTO OWUILETPa WM mpaBwia> show — MPOCMOTP CETEBbIX GUABTPOB
onpeaeneHHoro Tmna nan npasua TpaHCAAUMM agpecoB, NCMOJIb3yEMbIX B HaCTpOVIKaX CBOE€ro y3na.

firewall <tun cereBoro QmiabTpa MM npaBuia> add <HoMep ¢unbTpa> rule <HasBaHUE
buneTpa> <ycynoemue> <pacnucaHue> <AencTBue> —p,o6aBneHme ceTeBbIX (I)MﬂprOB nan npasun
TpaHChAUMKN agpecoB.

firewall <Twmn cereBoro QuIbTPpa MIM npaBmia> change append <HOMEpP CeTeBOTO GOMUIIBLTPA
WM npaBuia> <IONOJIHUTEeJbHOe yCJoEue> — U3MEHEHWe napameTpoB ceTeBoro dbuabTpa nan
npasuna TpaHIALNN ajpecoB.

firewall <tun cereBoro QuabTpa MM npaBuia> delete <HOMep CeTeBOTO QuIbTPA WM

npaeusa> — yAaJeHNe CETEBOro GuabTpa WK NpaBuaa TPaHCAALUN aJpecoB.

firewall <Tun cereBoTO QUIBTPa WM NpaBmja> move rule <cTapeli HOMeEpP QUIbTPa WU
npasmyia> to <HOBBM HOMEP QuIbTpa wiv npaeuia> — U3MEHEeHWe NOPAAKOBOro HomMmepa
dunbTpa B Tabauue. Ecan 3agaH HOBbLINM HOMep, NPeBbIWaoLW A 0bLLee KOANYECTBO GUABTPOB UK
npaBua B CN1CKe, TO BblfaeTcs cooblieHne 06 3TOM, @ PUALTP UM NPABUAO He NepemellaeTcs.

firewall <Ttun rpynne o6wexTOB> show — MPOCMOTP rpynn 06beKTOB onpejeneHHoro Tuna.
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e firewall <tmn rpynne> add name <Has3BaHMe TIPYNNE> <comepxmMoe TIpynne> [exclude

<yckyouenua Tpynner>] — A06aBAeHWe rpynnbl 06bEKTOB.

e firewall <tmn rpynne> change append <uaseauHme rpynnsl> {include | exclude} <obwekT
MV HECKOJBKO 06bexToB> — A0DaBAEHME UK yaaneHMe N3 CyLLEeCTBYOLLEN TPYnmbl Kakux-anbo
0bbekToB

e firewall object delete <muaseanme Tpynns> — YAaJeHWE rpynnbl 06bEKTOB.

Komanap! rpynnel iplir option

KomaHgabl rpynnbl iplir option NpeAHa3HauveHbl AN ynpaBaeHUs QyHKLUMeR aHTUucnyduHra (cm.
«AHTUCNYDUH» Ha cTp. 107), a TakKe A/15 TOHKOW HAaCTPOWMKN AOMOAHUTENbHbIX OMNUMIA MEXCETEBOTO
3KpaHa.

e iplir option set antispoofing {on | off} — BKJHOYEHUE UAN OTKJIHOUEHUNE aHTI/ICI'Iyq)I/IHra.
Mo yMonyaHuo aHTUCNYDUHT BbIKAFOYEH.

° iplir option set block-other-protocols {on | off} — BKJHOUYEHNE NN OTKIHOUYEHNE
610knpoBkK Nepesatomxca He no npotokonam IP, ARP, RARP. o ymonyaHuto 610knmpoBka
BbIK/NHOYEHa.

e iplir option set max-connections <szHaueHme> — 3aflaHNE MaKCMMaAJIbHOIO KOJIMYECTBa
OZiHOBPEMEHHbIX COeANHEHWIN. 3HauyeHne no ymonvaxHuo — 150000.

e iplir option set dynamic-ports <moptr>-<moptT>-— 3afildHMWE AMana3oHa NOPTOB A4
ANHAMUYECKON TPaHCAALMM aapecoB. 3HayYeHWe no ymonyaHunto — 60000-65000.

e iplir option set connection-ttl-tcp <3Hauenme> — 3afaHue Ta|7|M—ayTa COeANHEHNIN No
npotokoy TCP. 3HaueHne no ymonuyaHmio — 3600 cekyHA.

e iplir option set connection-ttl-udp <suaueume> — 3afjaHVe TaiM-ayTa COEANHEHWN MO
npotokony UDP. 3HaueHune no ymonvaHuto — 300 cekyHa.

e iplir option set connection-ttl-ip <sHauenue>— 3aZlaHWUE TallM-ayTa COEAMHEHMI MO
npotokoy IP. 3HaueHne no ymonvaHnro — 60 cekyHA.

e iplir option set dynamic-timeouts {yes | no} — BKJHOUYEHWNE UIN OTKJAHOUEHUNE (I)yHKLI,I/II/I
ANHaMN4YeCKNX Tal7|M-ayTOB. Mo yMOA4aHuno q)yHKLI,VIﬂ OTK/IFOYEHa.

e iplir option set cleanup-interval <szauenue> — 3afjJaHVE VHTEPBaNa yAaNeHVs yCTapeBLUNX
COeAMHEHWNIA. 3HaUYeHWe MO YMONUYaHNI0 — 5 CeKyHA.

° iplir option get <zHazspaHme onuum> — MPOCMOTP COCTOAHUA AN 3HAUEHNA O,D,HOI;I n3 OFILI,I/II7I
(B TOM uncne aHTUCNydurHra).
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KomaHap! rpynnel alg

KomaHabl rpynnel alg (Application Layer Gateway) npegHasHaueHbl 414 paboTbl C mapaMmeTpamu
06paboTkm NpuKNagHbIX NPOTOKON0B (CM. «HacTpolika napameTpoB 06paboTKu NpUKNagHbIX

NPOTOKONOB» Ha cTp. 123):

alg show — MPOCMOTP TEKYLUMX NapaMeTpoB 06paboTkmn NPUKAaAHBLIX MPOTOKOIOB.

alg module <mMsa NOPUKIAOHOTO MNPOTOKOJIa> process <Haz3BaHME CETEeBOT'O NPOTOKOJA IOJIg
obpaboTky> <IOPT MM Oualla3OoH [NOPTOB IOJjd obpaboTkm> on — BKAKOYEHWME UIN UBMEHEHWNE
HaCcTporkn 06paboTkn NPUKIAZHBLIX MPOTOKOIOB.

I'Iop,,qepxmsaemme npukaagHble NPOTOKOAbl — sip, h323, ftp, sccp, dns.
CeTeBble NPOTOKOJIbI A/ 06PabOTKM — tcp, udp.

Ecam ans kakoro-n1mbo npukaagHoro npoTokona byAeT yCTaHOBAEHO 3HaueHve nopTa pasBHbiM 0, TO
o6paboTka NnpoTokona byseT BbIKAOUEHa.

alg module <ModuleName> process off — OTKJOUYEHME 0OPabOTKM NPUKIAZHOrO NPOTOKOA.
alg start — 3anyck 4eMoHa 06paboTkm NpukaagHbix NPoTokooB algd.

alg stop — OCTaHOBKa AeMoOHa algd.

MpumeuaHue. [1ns obecneveHns becnepebonHon paboTbl NPUKAAAHBIX CEPBUCOB B NpoLiecce
wraTHoro ¢yHkumoHuposaHua MO ViPNet Coordinator Linux He pekomeHayeTcs
oCTaHaB/MBaTh AeMOH algd.
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Ictopma BepCcnm

Y70 HOBOrO B Bepcmn 4.1.3

B 3ToM pasgene npejctaBaeH KpaTknin 0630p n3MeHeHu 1 HoBbix Bo3MoxkHocTel ViPNet Coordinator

Linux Bepcun 4.1.3.

JlononHnTeIbHbIE HACTPOKM TYHHENMPOBAHMWSA

PaHblue HaCTPOWKM TYHHENNMPOBaHWSA Ha KOOPAMHATOPE OrPaHMUYNBaIVCh 3aZaHreM AnanasoHa IP-
afpecoB TYHHeAMpPYeMbIX He3alMLLEHHbIX y310B. Tenepb B cy4ae HEOOXOANMMOCTU Bbl MOXETE
WCKNHOUNTb OAMH WU HECKOJIbKO afjpeECOB U3 AMana3oHa TYHHEIMPOBaHWS, a Tak)ke BKAKUNTL UK
BbIKNHOUNTb TYHHEIMPOBaHMWE He3alUMLLEHHbIX KOMMbHOTEPOB C MOMOLLBIO CreLaibHOro
napametpa (cm. «Cekumsa [id]» Ha cTp. 49).

Kpome Toro, paHblue coeanHeHune ViPNet Coordinator Linux ¢ TyHHenpyeMbiMU y3aamu,
HaxoAAWMMUCS C HUM B OJHOW JIOKabHOM MNOACETH, BCErfa OCyLLECTBAANOCh Yepe3 KOOPAMHATOP,
KOTOPbIA TYHHENNPYET faHHble y3/bl. [10 3TON NpUYMHe AOCTYN K TaKUM y3i1aM MOT BbITb 3aTPYAHEH.
Tenepb no ymonuaHuto coeanHenne ViPNet Coordinator Linux ¢ TyHHennpyemMbIiMU y3namu,
HaxOAAWMMUCS C HUM B OLHOW JIOKaJbHOM MOACETH, OCYLLECTBAAETCA HAaNPAMYH, MUHYS
TYHHEVPYHOLWLMI KoopAnHaTop. s COBMECTUMOCTM € 6osiee paHHUMK BEPCUAMMN NPesyCcMOCTpeHa
BO3MOXHOCTb M3MeHeHMWs 3Toi HacTpoikn Ha ViPNet Coordinator Linux (cM. «Cekuus [misc]» Ha
cTp. 58).

HoBas nonb3oBartenbckas rpynna 06beKTOB, HacTpoeHHasa Nno ymMmoa4aHuo

PaHblue ans ynpolueHus co3gaHuns ceTeBbix GuAbTPoOB 1 npasua TpaHaaaumm B MO ViPNet
Coordinator Linux 6blan npesycMOTPEHbI ABe HaCTPOEHHbIE NO YMONUYAHWIO NOJIb30BaTe/IbCKME
rpynnel IP-agpecoB: rpynna ¢ YactHeiMu IP-agpecamu v rpynna ¢ ny6anuHeiMu IP-agpecamu.
Tenepb Mo yMOAYaHWIO Tak)ke CO3jaHa rpynna, B COCTaBe KOTOPOW yKa3aH ajpec NpoKcu-cepBepa,
nogaep>wuaatolero npotokon HTTP (cm. «[Monb3oBaTensckre rpynmnbl 06beKTOB, HACTPOEHHbIE MO
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yMoa4aHuto» Ha cTp. 87). C NOMOLLbHO 3TOM rPynnbl Bbl MOXETEe HaCTPOUTL JOCTYM NoAb30OBaTeNel
KOPMOpaTUBHOM CETU K Pa3NYHBIM MHTEPHET-pecypcam.

Y70 HOBOrO B Bepcun 4.1.2

B ViPNet Coordinator Linux Bepcun 4.1.2 ncnpaeneHbl olINOKK, BbIABAEHHbIE NMPW 3KCMyaTaLumm Bepcum

470 HOBOrO B Bepcun 4.1

B 3TOM pasgene npeacTaBieH KpaTknin 063op naMeHeHuin 1 HoBbix BoaMoxkHocTel ViPNet Coordinator
Linux 4.1.

Moaaep>kka pacnvcaHui

MosiBUAacb BO3MOXHOCTb MPUBA3bIBaTb AeNCTBME CETEBLIX GUALTPOB K OMPEAEEHHbIM
NPoMeXyTKaM BPeEMEHN — MPUMEHATb GUABLTPLI MO pacnmcaHnto (cM. «PacrivcaHmne» Ha cTp. 96).
Hanpumep, Bbl MOXeTe co3aaTb ceTeBON GUALTP, KOTOPbIN ByaeT 610KMpOoBaTb AOCTYN K
HekoTOpbIM Be6-pecypcam B pabouee Bpems B ByaHMe AHW.

Pa6bota c rpynnamu o6bekToB

Tenepb Bbl MOXETE 06BEAVHATL OAHOTUMHbIE 06bEKTLI B UMEHOBAHHbIE FPYNrbl (CM.
«Mcnonb3oBaHune rpynn o6bekToB» Ha cTp. 85). [pynnbl 06bekTOB 061€ervatoT BBOZ YCNAOBUIA NpU
COo3aHunK ceTeBbiX GUIBTPOB M NMPaBUA TPAHCSALMM, ECIN B HUX TPebyeTcs ykasaTb Lienblin psg
06BEKTOB 0AHOro TUNa. Hanpumep, ecin TpebyeTca co3faTb HECKOJILKO CETEBbLIX GUILTPOB, B
KOTOPbIX HY>HO yka3aTb IP-aspeca cermeHTa ceTu, Bbl MOXETE NpeABapUTENbHO CO34aTh rpynny
3Tux IP-agpecos v ganee 106aBAATb ee B yC0BUSA GUALTPOB.

BE6-MHTep¢eVIC Ana paGOTbI C MeXXceTeBblM 3KpaHOM U CMUCKOM y310B 33UJ.VILU,EHHOI7I cetTn

B coctas MO ViPNet Coordinator Linux 4.1 6611 fo6aBneH yA06HbIN BEG-MHTEPDENC, C MOMOLLLIO
KOTOPOro Bbl MOXETe HacTpauBaTb ceTeBble GUALTPLI, MpaBuaa TpaHcaauum IP-agpecos, a Takxke
paboTaTb CO CMMCKOM Yy310B 3alumiieHHon cetn ViPNet. MoakntoueHune Kk Be6-uHTepoelicy
BO3MOXHO ¢ toboro y3na cetn ViPNet, cBA3aHHOro ¢ aHHbIM KOOpAMHaTopoMm. MNogpobHee o Beb-
nHTepoelice cm. B sokymeHTe «ViPNet Coordinator Linux. PaboTa ¢ Be6-uHTepdencom».

HacTpoiika MHOXXeCTBEHHbIX ajpPecoB AOCTyNa y3/10B

[ns xoppekTtHoli paboTbl MO ViPNet Coordinator Linux B kauectBe cepBepa IP-agpecos nossuiach
BO3MOXHOCTb HaCcTpanBaTb MHOXECTBEHHbIE ajpeca AO0CTyNa y310B, CBA3aHHbIX C AaHHbIM
koopamnHatopoM (cM. «Cekuuma [id]» Ha cTp. 49). MNpun HacTpoVike afpecoB AoCTyna Kakoro-ambo y3na
Bbl MOXETe 3aJaTb NPUOPUTETbI aHHbIX aZPECcoB (Kakme U3 aZpecoB ABAAIOTCA bonee UM MeHee
NPeAnOYTUTENbHBIMW /1A YCTAHOBAEHWS COeAnHeHU). MNocne BbINOAHEHNS HACTPOEK KOOPANHATOP
C MOMOLLB MEXY3/10BbIX PacChbiIOK MHOOPMUPYET Apyrue y3bl O NPeAnOYTUTENbHBIX adpecax
A0CTyna K KakoMy-1nbo y3ny.

Yp,aneH (I)yHKLI,I/IOHa.ﬂ q)VIKCVIPOBaHHbIX a/ibTeéPHATUBHbIX KaHa/10B CBA3U

ViPNet Coordinator Linux 4. PykoBoacTBo agMuHucTpatopa | 198



Tenepb ans y3nos ViPNet MOXHO yKa3biBaTb MHOXECTBEHHbIE ajpeca A0CTyna, Mo3TOMy
HacTpauBaTb B3aMMOAENCTBME MEXAY Y3namn No GUKCUPOBAHHBIM albTePHATUBHbBIM KaHalam
60sbLUe He TpebyeTcs, AaHHasa ¢yHkums yaaneHa m3 MO ViPNet Coordinator Linux. Mpwu
obHoeneHun MO ViPNet Coordinator Linux go Bepcumn 4.1 1 Bbile aBTOMaTnyeckas KoHBepTaums
HacTpoeK GUKCMPOBAHHBIX abTEPHATUBHBIX KAHANIOB HE MPOU3BOAMTCA, MO3TOMY UX HEODXOAMMO
BbIMOJIHUTL BPY4HYIO (CM. «[lepexos OT NcnoJsib30BaHNA GUKCUPOBAHHbIX albTePHATVBHbIX
KaHanoB K MHOXeCTBEHHbIM ajpecam JOCTyrna» Ha cTp. 39).

e YnpoulieHve HacTPOMNKM pPeXXMMoB paboTbl Uepe3 MeXCeTeBOM 3KpaH CO CTaTUUECKOM 1
AVNHAMMYECKOW TpaHCAsLnen agpecos

KoopgaunHaTop nmeeT HeCKONbKO BHELLHMX CETEBbIX MHTEPDENCOB, U Y NOAb30BaTeNeN MOTYT
BO3HWKHYTb TPYAHOCTW, KaKoW U3 MHTepdENCcoB OnpesennTb, Kak BHELIHWI. Takxe 4acTo BHELUHWUN
NHTEPdENC KOOPAMHATOPA, CTOALLMI 33 MEXCETEBbLIM 3KPAaHOM C TPaHCASLMEN aapecoB, noyyvaeT
afjpec AMHAMWNYECKU, YTO AenaeT HEBO3MOXXHbIM LieHTpanan3oBaHHo (13 LIYCa) yctaHoBuUTb ana
KoopauHaTopa TpebyeMblii TUM MeXCETeBOro 3KpaHa. B cBA3u ¢ 3TvM Bblna n3MeHeHa soruka
HacTpolikn ViPNet Coordinator Linux. Tenepb npu HacTporike pexxrma paboTsbl «Co cTaTMyeckomn
TpaHcaaumen agpecos» Man «C AUHaAMNYECKON TpaHCAsLMeN agpecoB» 60bLue He HYXXHO As
OZAHOrO 13 ceTeBbIX MHTEPdENCOB KOOPAMHATOPa YCTaHaBAMBaTb TUM external (3@ UCKAHOUEHNEM
pexunma CTaTMUYeckon TpaHCAsAL MM aZpecoB C drKCcaL el BHELLHEro agpeca).

o [opaepyxka apxutekTypbl ARM 1 HoBbIX gncTpnbytnsos OC Linux

Tenepb Bo3moxkHa pabota MO ViPNet Coordinator Linux Ha anctpnbyTtmee Astra Linux 1.4. Takxe
Tenepb Bo3Mo>XHa paboTa MO ViPNet Coordinator Linux Ha KOMMbloTepax C apxMTeKTypoi
npoueccopa ARM co cneayrowmmm ancTpmbyTtmeamu:

o Debian 7 wheezy;
o Ubuntu 12.04;
o Picuntu 12.04.

Y10 HOBOrO B Bepcmn 4.0

B 3TOM pasgesne npeacTaBieH KpaTknin 063op naMeHeHuUn 1 HoBbIx BoaMoxkHocTel ViPNet Coordinator
Linux 4.0.

e [lopaep>kka coBmecTHoW paboTsl ¢ MO ViPNet Policy Manager Bepcuu 4.0

Tenepb ViPNet Coordinator Linux MoxeT npuHuMaTh 1 0bpabaTbiBaTe NOAUTUKM 6E€30MACHOCTY,
npucnaHHble u3 nporpammbl ViPNet Policy Manager Bepcun 4.0.

e HoBbiin dopmaT ceTeBbIX GPUABTPOB U NpaBua TpaHcasaummn IP-agpecos

B MO ViPNet Coordinator Linux 4.0 ncnonb3yetcs HOBbI dopmaT ceTeBbiXx GUABTPOB 1 NpaBu
TpaHcasauum IP-agpecos, koTopbln ABasetca eanHbiM ansa MO ViPNet (kak nog ynpasneHnem OC
Windows, Tak n OC Linux), a Tak>ke No3BoAd€eT MPUMEHATb NMOANTUKM 6e30NacHOCTW, CO3jaHHble B
nporpamme ViPNet Policy Manager 4.0. Mpwu o6HoBaeHun MO ¢ Bepcum 3.x NnpaBmaa 3amLLEeHHOM 1
OTKPbITON CETV KOHBEPTUPYIOTCA B COOTBETCTBYHOLLME CeTEBbIE PUALTPLI 1 NPaBWa TPaHCAALUN
(cm. «O6HoBneHne Bepcum MO ViPNet Coordinator Linux» Ha cTp. 33).
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Mcnonb3oBaHue KOMaHAHOro nHrepnpetaropa

PaHee BCe HaCTpOMKM NpaBma OTKPLITON CeTU 1 BCe NapameTpbl uabTpaumm Tpaduka
3aLUMLLIEHHOW CETU MPOU3BOAUANCH B KOHOUIYPaLMOHHbIX dainax firewall.conf U iplir.conf
COOTBETCTBEHHO. Tenepb AN paboTbl C CETEBBIMM GUABTPAMU 1 NPaBUAAMU TPAHCAALNN
NCMO/Ib3yeTcs KOMaHAHbIN nHTepnpeTatop (cM. «KomaHaHbIn nHtepnpetatop ViPNet Coordinator
Linux» Ha cTp. 44).

N3meHeH cnncok nogaep>xnBaembix guctpmbytmeos OC Linux

PeannsoBaHa nogaepxka dpyHkumoHuposarus MO ViPNet Coordinator Linux Ha chegyrowmx
anctpmnbytmeax OC Linux:

o ALT Linux CMT 7.0;

o Astra Linux 1.3;

o CentOS 5.7 (64-pa3pagHas);

o CentOS 6.4 (32/64-pa3psasHas);

o RedHat Enterprise Linux 5.7 (64-pa3psgHas);

o RedHat Enterprise Linux 6.4 AS (32/64-pa3psgHas);

o SUSE Linux Enterprise Server 10 SP4 (32/64-pa3psgHas);

o SUSE Linux Enterprise Server 11 SP3 (32/64-pa3psgHas);

o Ubuntu 12.04.

W3 cnncka noaaepskmnaembix anctpnbytneos OC Linux Oblan NCKIFHOUEHDI:
o CentOS 54;

o CentOS 6.0;

o RedHat Enterprise Linux 5.4;

o RadHat Enterprise Linux 6.0 AS;

o SUSE Linux Enterprise Server 10;

o SLES 11 SP1;

o Ubuntu 10.04.

N3meHeH cnncok nogaep>kmBaembix agep OC Linux

Tenepb MMHMMaNbHas noaaepxneaemas Bepcus sapa OC Linux — 2.6.18.

Jlo6aBneHa BO3MOXKHOCTb MCMNOJIb30BaHUA CUCTEMHbIX FPYMNN 061LEeKTOB B CETEBbIX pUIbTPaAX U
npasunax TpaHcaaumm IP-agpecos

PaHee Bce napameTpbl B yCJI0BMU NpaBuia Heobxoa1Mmo 6b110 3agaBaTb BPYYHYHo. Tenepb A/
ceTeBbIX GUABTPOB U MPaBUA TPAHCAALMMN afpPecoB MOSBUIaCh BO3MOXHOCTb UCMO/b30BaTb
BCTPOEHHbIE CUCTEMHBIE TPYMMbl 06BEKTOB C GUKCMPOBAHHBIMU UMEHaMW (CM. «CrCTEMHbIE TPYMmbl
06beKkToB» Ha CTP. 86), KOTOPbIE 3aMEHAIOT PAJ YacTo UCMONb3YEMbIX NMapaMeTpPoB.

OTtkas ot pexxmmMmos 6e3onacHocTn
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B Bepcuun 4.0 pexxMbl 6€30MacHOCTU He NCNOoJb3yHoTCA. HeobxoaMbIl ypoBeHb 6e3onacHoCTU
MOXHO HaCTPOUTb, CO3/aB COOTBETCTBYOLLME ceTeBble PuUAbTPbI (CM. «Co3zaHne CeTeBOro
dunbTpa» Ha cTp. 99).

AHTUCNYPUHT

[Ana obecneyenuns Bbicokoro ypoBHs 6e3onacHoctn cetn B ViPNet Coordinator Linux ncnonb3syetcs
byHKUMa aHTucnyduHra. B Bepcum 3.2.x HacTpowka aHTUCNYPUHra BbINOAHANACh aAMUHNCTPATOPOM
BPY4HYyt0. B Bepcum 4.0 HacTponka aHTUCYDUHTa BbINOJHSAETCS aBTOMaTUYECKN (CM.
«AHTUCNYbUHI» Ha cTp. 107). MNpun 3TOM cooTBeTCTBYOLWME GUabTPbl GOPMUPYHOTCA aBTOMAaTUUECKN
Ha OCHOBe Tab/MLbl MapLUPYTM3aLMN JaHHOTO CETEBOrO y3a.

O6paboTka NpUKAAAHbIX NPOTOKONOB

B Hosoli Bepcum MO ViPNet Coordinator Linux peannsoBaHa GpyHkumsa 06paboTkm caesyroLmx
npuknagHbix npotokonos: FTP, DNS, H.323, SCCP, SIP (cM. «<HacTtpolika napameTpoB 06paboTku
NpUKNaAHbIX MPOTOKOA0B» Ha cTp. 119). laHHaa dyHKUMSA NO3BOASET NCMONb30BATb YKa3aHHblIEe
npuknagHble NPOTOKOJIbI Ha 3aLUMLLEHHbIX Y3/1aX, KOTOPbIM Ha3Ha4YeHbl BUPTyanbHble IP-agpeca nan
419 KOTOPbIX BbINMOJHAETCA TPaHCAALMA afpecoB.

KswunpoBaHue DNS-nmeH

B MO ViPNet Coordinator Linux Bepcumn 4.0 ocyLecTBafeTca K3LWMpoBaHuMe gaHHbix 0 DNS-rmeHax,
nosyyeHHbix oT DNS-cepBepoB npu fobaBaeHnMN 3Tnx UMeH B GUAbTPbI OTKPbITOM ceTu. [Mpwn
JanbHeNLWeln 3arpy3Kke aHHbIX GUALTPOB B ApaliBep nHPopmaumns o DNS-nmMeHax 3anpalumBaercs
13 kawa. 3anpoc DNS-cepBepam oTnpaBnseTcs, ToAbko ecan gaHHble 0 DNS-1MeHn He MoryT 6biTb
noJslyyYeHbl U3 K3Lwa. Takon Noaxos NO3BOISET YCKOPUTbL 3arpysky GuabTpOB B ApaliBep.

OTka3 oT O6HOBIEHUNSA KtOYel C MOMOLLbIO BbliCIaHHbIX U3 LIYCa ¢ainos *.dst

ABTOoMaTnyeckoe obHoBeHMe kntovelt Ha ViPNet Coordinator Linux ¢ nomMoLLbio nepesaHHbIX Mo
cetn n3 nporpammsbl ViPNet LieHTp ynpaBaeHus ceTbio AUCTPUOYTUBOB Kitouen (* . dst) Honblue He
noaaepxunsaetcs. Tenepb OOHOBAEHWE KIFHOUEN C MOMOLLIO AUCTPUOYTUBOB KAOUEN BO3MOXHO
TO/IbKO BPYUHYIHO.

410 HOBOrO B Bepcun 3.7.4

B 3TOM pasgesne npeacTaBieH KpaTknin 063op naMeHeHUn 1 HoBbIx BoaMoxkHocTel ViPNet Coordinator

Linux Bepcumn 3.7.4.

PaCLIJI/IPEHI/Ie yC.ﬂOBVIVI, 3ajaBaeMbiX B MpaBunax TpaHcaauum IP—ap,pecos

PaCLIJI/IPEH CMCOK AONYCTUMBbIX Bblpa)KeHVII‘/JI ANnAa 3ajaHnAa B yCNOBUW NpaBua TpaHCaaumnn IP-
ajpecos. Tenepb B /1IeKCceMe to ANA NpaBUA TpaHCAALMKW ajpeca OTnpaBnUTena U B iekceMe from ANA
npaBua TpaHCALUMM aipeca noayyatena MOXHO yKa3aTb HE TO/IbKO 3Ha4Y€eHMeE anyip, HO TakXe
ajpec, gnanasoH 1 CNMCoK agpecoB, Macky agpecos, NOPT U AMana3oH NOPTOB.

Bo3Mo>KHOCTb yka3zaHus fto6oro NpoTokosia B npaBuaax TpaHcasuum IP-agpecos

CHATbI OrpaHNYeHWs Ha NPOTOKO, 3aJaBaeMblin B NpaBuaax TpaHcaaummn IP-agpecos. Tenepsb B
NekcemMe proto MOXHO yKasaTb Nt06oi NnpoTokos, B ToM uncie npotokon GRE. MNMoaaep>kka
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npotokona GRE B npaBuaax TpaHCAAL MM NO3BOASET 06ecnevnTb AOCTYN YAANEHHbIX KIMEHTOB K
cepsepy no TexHosorun PPTP VPN, kotopas ncrnonbsyet npotokon GRE ana nepegaum naketos.

Y4TO HOBOrO B Bepcun 3.7.3

B 3TOM pasgene npegcraBaeH KpaTkmin 0630p M3MeHeHW 1 HoBbix BoaMoxkHocTen ViPNet Coordinator
Linux Bepcum 3.7.3.

o Toaaep>xka agep Linux cepum 3.x

PaHee B MO ViPNet Coordinator Linux nogaepxmBanncb Tonbko 32-paspsagHble agpa Linux cepun
2.6.x. Tenepb peannsoBaHa noaaepxka agep cepum 3.x (ot Bepcum 3.0 go Bepcun 3.6
BKJIOUYUTENIBHO).

e 3anpoc napoJis Npu oCcTaHOBKE BCEX AEMOHOB UM BbIrpy3ke Bcex apaliBepoB ViPNet

PaHee ayTeHTMdMKaLMA NPy OCTaHOBKE BCEX JEMOHOB U BbIrpyske Bcex gpariepoB ViPNet He
TpeboBasnack. Tenepb A5 obecneyeHns HanbonbLuelr 6e30NacHOCTM NOCae BBOAA KOMaHAbI vipnet
stop 3anpalmBaeTcsa Napo/ib NOAb30BaTENSA CETEBOTO y3a AN NOATBEPXKAEHNA BbIMOJHEHNA
KoMaHZabl. KoMaHza 6yaeT BbiNo/IHEHa TOAbKO B C/lyyae BBOAa MPaBW/bHOIO Napos nojib3oBaTtens.

e [Jlo6aBneHa BO3MOXHOCTb HaKOMJIEHWUs cny>Ke6Horo Tpaduka

PaHee Npun BO3HVWKHOBEHMU KaKNX-IMB0 COBLITUI Cy>KebHble NakeTbl cpasy e paccbliannck Ha
y3:bl. Tenepb gobaBneHa dyHKLMA HakonaeHWs ciy>xkebHoro Tpaduka, obpabaTbiBaemMoro Ha
KOOPAMHATOPE, C NOCAeAyoLLEN PacChbIKOW Cy>XeBHbIX NakeToB Ha y3/ibl He Yalle, yeM 1 pa3 B
MUHYTY. Micnonb3oBaHue AaHHOW GYHKLMUM NMO3BOAUT YMEHbLUNTL 06bEM Cy>kKebHOro Tpaduka.

L] Bo3MO>HOCTb rMbKom HaCTpOﬁKI/I BUANMOCTU CeTEeBbIX Y3/10B

V3meHeH NpUHUMN HacTPOWKM BUAMMOCTUN CETEBLIX Y3/10B. PaHblle BUANMMOCTb Y3/10B (LOCTYN K
y3/1am Mo peasbHOMY Wan BUpTyanabHOMy IP-aapecy) onpesensnacs aBTOMaTUYECKM, U TOJbKO A/
OTZAENbHbIX Y3/I0B MOXHO 6blJ10 3a4aTb NPUHYAUTENbHBIN JOCTYN Mo peansHoMy IP-agpecy. Tenepsb
peasv3oBaHa BO3MOXHOCTb FPYMNOBOW HAaCTPOWKM BUAMMOCTH, KOTOpasi NMO3BOJISET 3a4aThb
napameTpsbl JOCTyna Cpasy A/s BCeX y310B ceTel unmn nogceten ViPNet, a Takxe ycTaHOBUTb
napameTpsbl JOCTyna, UCMO/b3yeMble MO yMOAYaHWt0. HOBble HaCTPOWKM BUAMMOCTU 334at0TCs B
cekummn [visibility] @arna iplir.conf (cM. «Cekuna [visibility]» Ha cTp. 62).

. Ll,o6aBneHa BO3MOXXHOCTb Bbl60pa MeToja noacyeTa KOHTpO.ﬂbHOVI CYMMbl IP-naketa

Panbwe B MO ViPNet Coordinator Linux no ymMon4aHnto ncnoab30Basics TONbKO OAUH METOA,
nogzcyeTa KOHTPOJAbHOW CyMMbl IP-naketa — 4acTUYHO annapaTHbI NOACYET KOHTPONLHON CYMMBbI.
B saHHOM MeTOZe KOHTPOIbHAA CyMMa Cy>KeBHOro 3aro/ioBka BblUMCAAETCA MPOrpaMMHbIMU
cpeacTBamMy, a BbIYUCAEHMNE KOHTPOIBHOM CyMMbl OCTa/lbHOrO COAEPXXMMOro nakeTa
oCyLUecTBAsEeTCA cpeacTBamm agpa Linux ambo ceteBor kapThbl. Tenepb NosBUAaCL BO3MOXHOCTb
NCNo/b30BaTb METOZ NOJAHOCTbIO MPOrPaMMHOrO NMoAcYeTa KOHTPOJIbHOW CyMMbI. (CM. «Bbibop
MeTOo/a MnojcyeTa KOHTPOJIbHOW CyMMbl MakeTa» Ha cTp. 157) B saHHOM MeToze BblumMcaeHume
KOHTPONLHOW cyMMbl Bcero IP-nakeTa (B TOM uncie cay>xebHOro 3arosoBka) OCyLLLecTBASETCA
nporpamMmmHbIMKU cpeactBamun. MeTog nogcyeta KOHTPOJbHOW CYyMMbI 3a/,aeTCst C MOMOLLbHO
napameTpa hw_csum B MepPeMEHHON DRVIPLIR PARAMS.
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e JlobaBneHa BO3MOXHOCTb MHOFOMOTOYHO 06paboTkn cy>KebHbIX coobLeHUIA

PaHbLue B MO ViPNet Coordinator Linux nogaep>vBanca pexxmm MHOTONOTOYHON 06paboTku
TONbKO CeTeBOro Tpaduka (LmnpposaHme 1 GpuabTpaLms) C UCNONb30BaHNEM CPa3y HECKOIbKMX
npotieccopoB. Tenepb NoABMAACE NOAAEP>KKA MHOTOMOTOUYHOM 06paboTKN CAy>KeBHbIX COOOLLEHMIA.
Ana ynpaBneHns notokamu o6paboTkm ciy>xebHbIX COOBLLEHNI NCNONb3YyeTCA NapameTp
ompnumthreads, 3aZ,laBaeMbIil B CEKLMWN [misc] ¢a17|na iplir.conf.

Y70 HOBOrO B Bepcun 3.7.1

B 3TOM pasgene npeacraBieH KpaTKnMin 0630p M3MeHEHUI 1 HOBbIX BO3MOXHOCTel Bepcun 3.7.1.
o Tloaaep>xka pexxnma wngpposaHma CTR (Counter mode)

PeannsoBaH pexum wudposaHmsa CTR (B gonoaHeHne K ncnonbyemomy pexmmy CFB), kotopsbii
NO3BOISET MOAYYUTb BbINIPbILL B CKOPOCTU A0 20%. Tenepb MOXHO Bbl6paTb HY>XXHbIN PEXMM C
NMOMOLLIbIO OTAENbHOrO NapamMeTpa, nepesaBaeMoro Kpuntorpapuyeckomy apariBepy npu ero
3arpys3ke. o ymonuaHuto ncnonbsyertcs pexum CFB (Cipher Feedback).

. Cosp,aHa BepCnAa CnpaBo4YHOro pykoBoAcCTBa B BUA€e man-CcTpaHuL,

B npeablaywmx Bepcusx MO B gparsep ViPNet He 6b11M BKIOUEHBI Man-CTpaHuLbl. Tenepb Ans
yA0bCTBa NPOCMOTpPa CpaBOYHOE PYKOBOACTBO MOXHO BbI3BaTb NPAMO M3 KOMaHZAHOM KOHCOAW.

Y10 HOBOrO B Bepcun 3.7.0

B 3TOM pasgene npesctaBaeH KpaTkMin 0630p M3MeHEeHWIM 1 HOBbIX BO3MOXHOCTel Bepcum 3.7.0.
e  OnNTMMM3MpPOBAH CNMCOK Nojaep>xxuBaembix gnctpubytnsos OC Linux

PeannsoBaHa nogaep>xka dyHkumoHmposaHua MO ViPNet Coordinator Linux Ha chegyroLmx
anctpubytmnsax OC Linux:

o ALT Linux 6.0 Server;
o ALT Linux 6.0 Desktop;

o CentOS54;
o CentOS5.7;
o CentOS 6.0;

o Mandriva Linux 2010 Powerpack;
o RHELS5.7;

o RHEL6.0 AS;

o SLES 11 SP1;

o Ubuntu 10.04.
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N3 cnncka nopaepxusaemMbix gnctpmnbytmeos OC Linux nckatoueHbl cregytolme ycrtapesLume (He
ncnosb3yemble Ha npakTuke) anctpubyTmebl OC Linux:

o ALT Linux 4.0 Server;
o ALT Linux 4.0 Desktop;
o Debian Lenny 5.0;
o OpenSUSE 11.2 Desktop;
o RedHat Enterprise Linux 4.0 AS;
o Slackware Linux 10.2;
o Ubuntu 8.04 LTS Desktop;
o Ubuntu 9.10 Desktop.
e VI3meHeH cnucok noaaep>kmBaemsbix agep OC Linux

flppa Bepcuii 2.4.x bonee He NOAAEPXKNBAKOTCS, MOALEPXKKA AAep Bepcuin 2.6.x paclumpeHa 40
Bepcumn 2.6.39 BKIHOUNTENBHO.

e VI3MeHeHa N0rvka McnoJsib3oBaHuA 5-ro pexxkuma 6e3onacHocTu

WckntoueHa BO3MOXHOCTb YCTaHOBKM 5-ro pexxvma 6e30nacHOCTU Ha OTAEeNbHbIX CETEBbIX
nHTepdericax. Tenepb 3TOT PEXMM MOXKHO YCTaHOBUTb TOJIbKO OAHOBPEMEHHO Ha BCEX CETEBbIX
nHTepdericax (cM. «HacTpoiika napameTpoB ceTeBblX MHTEPdENCcoB» Ha CTp. 66). BkatoueHne n
OTKAtOUEHME 5-ro pexxmma 6e3onacHOCTM Ha UHTepdencax NPON3BOAUTCSA C MOMOLLBHO
cneumanbHbIX KOMaHa, npuBegeHHbix B rnase Ynpasnerue ViPNet Coordinator Linux (Ha cTp. 43).

L] I'Iop,p,ep>KKa MHOrFonoTo4yHOCTM NO yMOJI4aHUKO

B npeablaywmx Bepcusx MO B gpansepe ViPNet no ymonuaHunto yctaHaBANBAACA OLHOMOTOUHBI
pexxvmM 06paboTkn Tpaduka. Tenepb N0 yMONYAHMIO YCTaHaB/IMBAETCA MHOTOMOTOUHBIN PEXUM C
UYMCNOM MOTOKOB, PaBHbIM YNCIY MpoLeccopos. Micnonb3oBaHne MHOrONOTOYHOIO peXxmma
NO3BO/IAET CyLLECTBEHHO YBEIMUNTL CKOPOCTb 06paboTkm Tpaduka, ofHaKO Nosib3oBaTesb No-
NpeXXHeMy MOXET U3MEHUTb YNCA0 NCMOb3YeMbIX MOTOKOB (CM. «YNpasieHne YNCIOM MOTOKOB B
ApaviBepe» Ha cTp. 155).

410 HOBOrO B Bepcun 3.6.4

B 3TOM pasgene npesctaBaeH KpaTkuin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTEN Bepcum 3.6.4.
e B03MOXHOCTb OFpaHUYEHUA Anana3oHa reHeprpyeMbIX BUPTYaibHbIX afpecoB

Peann3zoBaHa BO3MOXHOCTb OrpaHnymnTb AManasoH reHeprpyemblX BUPTYyanbHbIX agpecos. [ns
3TOro MCNO/b3YyeTCA HOBbIA MapameTp maxvirtualip, 3aaBaemMblii B CEKUMM [virtualip] panna
KOoHUrypaumm iplir.conf (cM. «Cekuma [virtualip]» Ha cTp. 61). Tenepb reHepupyembie
BMPTyaNbHble agpeca He MOryT NpeBbIlaTh 3Ha4YeHWs, 3aaHHOro 3TMM NapamMeTpPOM.
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Y4TO HOBOrO B BepCun 3.6.3

B Bepcuu 3.6.3 ncnpasneH psg owmnbOK, BbiBAEHHbIX B NMpoLiecce aKCnayataumum sepcmm 3.6.2.

41O HOBOrO B Bepcun 3.6.2

B 3ToM pasgene npesctaBaeH KpaTknin 0630p M3MeHEeHWI 1 HOBbIX BO3MOXHOCTeN Bepcum 3.6.2.

Moaaep>kka orpaHnueHns cpoka gericteus avueHsmn Ha MO ViPNet Coordinator Linux
dukcnposaHHom agatoi

PeannsoBaHa NpoBepKa JNLEH3UOHHbIX OFPaHNUeHWI Ha JaTy OKOHYaHWs AeNCTBUSA ANLIEH3NUN.
Mpoeepka ocyuectBasetca Bcemu cayxbdamm MO ViPNet Coordinator Linux (iplircfg, mftpd,
failoverd) npu crapte u pa3 B cyTku. MNpn 0OHapPY>XEHMM UCTEUYEHNA CPOKa AENCTBUS NLLEH3UN
cny>k6a OCTaHaBAMBAETCS N BbIBOAWT COOTBETCTBYHOLLLEE COOBLLEHNE HA KOHCOJb (€C/IV 3TO CTapT
cnyx6bl) 1 B cucteMHbin XxypHan OC Linux. Ecam ncreueHne cpoka fecTBua ANLEH3NN
obHapy>xxeHo geMoHoM iplircfg, TO OH He TOIbKO OCTaHaBAMBAETCA CaM, HO W OCTaHaB/AMBAET Apyrne
cnyx6bl (mftpd, failoverd), a Takxxe Bbirpy>aet gpansepsbl ViPNet.

Y70 HOBOrO B Bepcun 3.6.1

B 3TOM pasgene npeactaBieH KPaTKnMin 0630p M3MEHEHUI 1 HOBbIX BO3MOXHOCTe Bepcun 3.6.1.

PaclumpeHHas nogaepikka cMcTeMbl LeHTpaansoBaHHoro moHutopuHra ViPNet StateWatcher

Peann3oBaHbl KOMaHAbl A5 Nepejayun paclwmpeHHon nHbopmaumm o coctoaHum yana c MO ViPNet
Coordinator Linux B cucTemy LIeHTpPaan30BaHHOTO MOHUTOPWHra. Tenepb B CUCTEMY MOHUTOPUWHTA
JAOMONHUTENBHO NepepaeTcs MHbopMaLma o paboTocnocobHOCTM TpaHcnopTHOro moayns MFTP,
KOJIMUYECTBO KOHBEPTOB B OUYEpPesr U UX CYMMApPHbIA pa3Mep, CMUCOK TYHHeNPYEMbIX
KOOPAMHATOPOM afpecoB, CYMMapHbIN Tpaduk Ha KaxaoM ceTeBOM UHTepdeice (0TAeNbHO
UCXOAALLMI N BXOAALLMIA), 3arpy3Ka NpoLeccopa, UCMoib30BaHWe NamsaTh U AUCKOBOTO
NpoCTpaHcTBa.

Y10 HOBOrO B Bepcun 3.6.0

B 3TOM pa3gene npeactaBaeH KpaTkmii 0630p M3MEHEHMWI U HOBbIX BO3MOXHOCTeN Bepcum 3.6.0.

OnTMMU3NpPOBaH CNNCOK Noaaep>knBaemMbix anctpnbytneos OC Linux

PeannsoBaHa nogaepxka GyHkumoHmposaHua MO ViPNet Coordinator Linux Ha cregyroLimx
anctpubytnsax OC Linux:

o RedHat Enterprise Linux 5.4;
o OpenSUSE 11.2 Desktop;
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o SuSe Linux Enterprise Server 10 SP3;
o Debian Lenny 5.0;
o Ubuntu 9.10 Desktop.

N3 cnncka nogaepxuaemMbix gnctprnbytneos OC Linux nckntoueHbl cegytolme yctapesLumne (He
ncnosb3yemble Ha npakTuke) anctpnbyTmebl OC Linux:

o SuSe Linux 10.0;

o Debian Etch 4.0 r1;

o OpenSuSe 11.1;

o Linux XP Server 2008;

o Linux XP Desktop 2008 Secure Edition.
PacwmpeH cnucok noaaep>kmaemsbix agep Linux

PeannsoBaHa noagepxka dyHkumoHuposaHusa MO ViPNet Coordinator Linux Ha Bepcusax agpa 40
2.6.32 BKNOUNTENBHO.

N3ameHeHbl NnpaBuia GuabTpaLmm no yMmoayaHuio

MpaBuna GunbTpauum oTkpbITbiX IP-NnakeToB, 3agaHHble MO YMOUYaHMIO, @ TakXXe NpaBuia pexxMmMoB
6e3onacHocTv NpuBeseHbl B cootBeTcTBMe ¢ Bepcmen MO ViPNet Coordinator gns OC Windows.
Tenepb KOOPAMHATOPLI, paboTaroLLme nog ynpasiaeHnem pasanurbix OC, UMeT OANHAKOBYHO
JIOrVIKY MOBEAEHMS.

M3meHeHbl npasuaa aHTMCI'Iyq)IAHFa

MpaBuna aHTUCNyPUHra NpuBeseHbl B cootBeTcTBME ¢ Bepcurert MO ViPNet Coordinator ans OC
Windows. Tenepb npaBuna aHTUCNyPUHIa He 3aBUCAT OT TUMa UHTepdelica, a B kayectse
JAONYCTUMBIX afpeCOB OTMNPaBUTENS MOXHO YKa3bliBaTb KOMOUWHALMIO afpecos.

Moaaep>kka npaBua GpUALTPaLMKN TYHHEAUpYyeMoro Tpaduka

PeannsosaHa nogaep>kka npasua duabtpaumnm TyHHeanpyemoro Tpaduka. Tenepb 3TM npasuia
3a/1ar0TCA B OTAE/IbHOM CeKLMM [tunnel] ¢alina KoHUrypaumm iplir.conf. Kak cneacreue,
ynpasgHeH napamMeTp autopasstunnels B CEKUMUM [misc] darna KOHPUrypauum iplir.conf.

Bo3mo>xHocTb yka3aHusa Tuna n koga ICMP-naketoB B npaBuiax duabTpauum

PeannsosaHa nogaep>xka tTuna n koga ICMP-naketoB B npaBuiax ¢uabTpaLmm oTKpbITbIX IP-
nakeToB. Tenepb T!n 1 kog ICMP-nakeToB MOXHO yKa3aTb Kak HENOCPeACTBEHHO B daline
KOHbUrypaumm, Tak u ¢ MOMOLLIbIO anmneTa MOHUTOPWHIa 1 ynpasaeHna SGA.

WHTterpaumsa c Cuctemoii oueHkm 3awmweHHoctm (CO3) LIBU

Peanv3oBaH aBTOMaTMUECKMI 3KCNOPT UHPOopMaLmm 06 y3ne c MO ViPNet Coordinator Linux ans
CO3 LBW. SkcnopT BbINOAHAETCA OTAENbHO MOCTaBAAEMOW YTUINTON, KOTOPYO MOXHO 3anyckaTb
Ha pery/ssapHON OCHOBe.

Moaaep>kka MHOronotouHocTu B gpariBepe ViPNet

PeannsoBaHa nogaep>kka MHoOronotouHoctu B gpareepe ViPNet. Tenepb MOXHO ynpaBaaTtb
UYMCIOM MOTOKOB C MOMOLLbHO OTAE/IbHOrO NapaMeTpa, NepesaBaeMoro gpansepy nNpu ero 3arpyske.
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[na coBMeCTMMOCTY € NpeapblAyLIMMM BEPCUAMM NO YMOAYAHNIO YCTaHOBEH OAHOMOTOUHbIM
peXMM.

410 HOBOrO B Bepcun 3.5.7

B 3TOM pasgene npesctaBaeH KpaTkuii 0630p M3MeHeHWI U HOBbIX BO3MOXHOCTEN Bepcun 3.5.2.
e PaclumpeHHble BO3MOXXHOCTM HaCTPOIKX € MoMoLLbio annieta SGA

PeannsoBaHa noaaep kka HaCTPONKM GUALTPOB OTKPBLITOM CETU N PEXUMOB H€30MacHOCTU C
NMOMOLLIbIO annjeTa MOHUTOPWHTIa 1 ynpasaeHus SGA, a Takke nogjep>kka aBTopusaumm octyna c
nomoulbto SGA.

¢ 3awwura napons ViPNet
PeannsoBaHo xpaHeHune napos ViPNet B 3alwmuieHHOM BUAe.
e CHATbI OrpaHNYEeHNsA Ha ynpaBJjieHNe N MOHUTOPUHT C NMOMoOLLbIO anrnJieta SGA

YpaneHa nposepka npuknagHon 3agaum «Cepsep SGA» B MO ViPNet Coordinator Linux. Tenepb ans
yrnpaBAeHWsa 1 MOHUTOPUHra ¢ nomoLbro SGA y3en ¢ MO ViPNet Coordinator Linux He Hago
perncTpupoBaTb B NpukaagHou 3agade «Cepaep SGA».

Y70 HOBOrO B Bepcun 3.5.1

B 3TOM pa3gene npeacTtaBieH KpaTKnMin 0630p M3MEHEHNA N HOBbIX BO3MOXHOCTel Bepcum 3.5.1.

o KoppekTHas ayTteHTUdMKaLma TpaHcnopTHoro mogyna MFTP npu B3aMmoaeicTBun ¢ Apyrumu
Bepcnamu MFTP

[JopaboTaH TpaHcnopTHbIN Moayab MFTP B coctaBe ViPNet Coordinator Linux gns koppekTHow
ayTeHTMdukaumm ¢ MFTP, paboTatoLmm B coctaBe Apyrux npunoxeruin ViPNet. Kak cheacrsume
AopaboTky, ynpasaHeH napamMeTp auth type B CEKUMU [misc] Paina KOHGUrypaumm mftp. conf.

e BoccraHoBseHa coBMecTUMOCTb co cTapbiMu Bepcuamu MO ViPNet

BosBpaleHa noagep>xka ctaporo popmata 4.0 ana ncxogawmx naketos. Tenepb y3en ¢ M0 ViPNet
Coordinator Linux MoxeT B3auMoelicTBOBaTb C y31aMu, Ha KOTOPbIX YCTaHOBJ/IEHbI CTapble BEPCUN
MO ViPNet (6e3 nopaep>xku HoBoro popmara 4.1).

410 HOBOrO B Bepcmn 3.5.0

B 3TOM pasgene npeacTaB/ieH KpaTKMii 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTEN Bepcun 3.5.0.
e PacwvpeH cnmcok noasaep>kvBaembix anctpubytmsos OC Linux

PeannsoBaHa noaaepxka ¢yHkumoHuposaHus MO ViPNet Coordinator Linux Ha chegyroLmx
anctpubytnsax OC Linux:
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o OpenSUSE 11.1;
o Linux XP Desktop 2008 Secure Edition;
o Linux XP Server 2008.
e PacwmpeH cnucok noaaepskmeaemsbix agep Linux

PeanvsoBaHa noaaepxka ¢yHkumoHuposaHus MO ViPNet Coordinator Linux Ha Bepcusix sgpa 40
2.6.29 BKIOUMTENBHO.

o T[oaaep>kKa LLeHTPa/IM30BaHHOM NOAUTMKUN 6e30mnacHOCTU

PeannsoBaHa nogaepikka LeHTpanan3oBaHHOM Noantukm beszonacHoctu. Tenepsb y3en ¢ MO ViPNet
Coordinator Linux MoXeT npuHMMaTb 1 obpabaTbiBaTb NOAUTUKM BE30MACHOCTW, MPUCNAHHbIE N3
LleHTpa ynpaBaeHus noantmkamm 6esonacHoctu (nporpammbl ViPNet PolicyManager).

Y70 HOBOrO B Bepcun 3.4.1

B Bepcun 3.4.1 ncnpasneH pag owmnboK, BbIBAEHHbIX B NpoLecce akcnayatauumn sepcun 3.4.0.

4710 HOBOTO B Bepcun 3.4.0

B 3TOM pasgene npeactaBieH KPaTKnMin 0630p M3MEHEHUI Y HOBbIX BO3MOXHOCTel Bepcun 3.4.0.
e PacwmpeH cnucok nogaepikvmeaembix anctpubytmeos OC Linux

PeannsoBaHa noagepxka odyHkumoHuposaHusa MO ViPNet Coordinator Linux Ha chegyroLumx
anctpubytnsax OC Linux:

o SuSe Linux Enterprise Server 10 SP1, SP2;
o Ubuntu 8.04 LTS Desktop;
o Debian Etch 4.0 r1.
e PacwupeH cnvucok nogaep>kmBaembix aaep Linux

PeannsosaHa nogaep>xka GyHkumoHmposaHua MO ViPNet Coordinator Linux Ha Bepcusx agpa 4o
2.6.24 BKNOUMTENBHO.

° PaCU.II/IPEH CMNCOK noajaep>XuBaemMbiX afTlOPUTMOB LLII/l¢p0BaHI/Iﬂ

PeanvzoBaHa noagep>xka anroputma wndpposarHma AES. Tenepb agMmnHUCTpPaTOp MOXeT BbibpaTh
NCMNOIb3yeMbI aNropuUTM ANs ncxoasaLwmx ceteBbix naketoB — FOCT wam AES.

o T[oaaep>kka MHOrosgepHocTH ceTeBbiM ApanBepom ViPNet

PeannsoBaHa nogaep>kka ceteBbiM ApanBepom ViPNet MHorosgepHbix npoueccopos Intel, yuto
NO3BOJAET BbIMOAHATL NapaiiebHyo 06paboTky WndpPoBaHHbIX NaKeToB.

¢ bBonee npocras HacTpoiika nepeaaun ¢aiioB B K1acTepe ropsyero pesepsnpoBaHus
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N3meHeHa HacTpoiika pe3epBrpoBaHUa cyxebHbix dpannos ViPNet npu pabote B pexxvme
knactepa. Tenepb He Haf0 NepevncNnaTb pesepaupyemMble Gaibl: Gaiinbl pa3dbuTsl Ha Jormyeckme
rPynnbl, U 3a BKJIOYEHWE N OTKIOUEHNE Pe3epBUPOBaAHNA KaXA0N rpynnbl OTBeYaeT OTAe/bHbIN
napametp.

OnNTMMU3NpPOBaH MexaHW3M 3aLMTbl OT C6OEB B KnacTepe ropsiyero pesepBupoBaHms
PeannsoBaHa fonoaHuTenbHas 3awmTa ot cboeB Ha ypoBHe ceTeBoro gpavisepa ViPNet.
PaclumpeHHble BO3MOXKHOCTU NMoucKa B XXypHane peructpauum IP-naketos

Peann3oBaH Nouck y3na oTnpaBuTensa 1 nosydaTtens npu 3ajaHnm GuabTpa B KOHCONbHOW BEpCUU
nporpaMmbl MPOCMOTPa XypHana perncrpauum IP-naketos.

Moaaep>kka cucTembl LeHTpanmsoBaHHoro moHutopuHra ViPNet StateWatcher

PeannsoBaHbl KOMaHAbl A8 Nepesaun nHGopmaumm o coctosaHum ysna ¢ MO ViPNet Coordinator
Linux B cucTemy LIeHTPaan3oBaHHOTO MOHUTOPWHTA.

WHTterpauusa B coctas cetn ViPNet OFFICE

MosiBuaack BO3MOXHOCTb ncnoab3osathk y3es ¢ MO ViPNet Coordinator Linux B kayectBe
KOOpAMHaTOpa 3alUMLLEHHON CeTu, CO34aHHOM Ha 6a3e nakeTa ViPNet OFFICE.
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[ noccapui

ViPNet Administrator

Habop nporpammHoro obecneyeHns ansa agMMHUCTpupoBaHusa cetn ViPNet, Bkatovatowmii B cebs
cepBepHoe 1 kaneHTckoe npunoxenHns ViPNet LleHTp ynpaBaeHusa ceTbro, a Takxe nporpammy ViPNet
YA0CTOBEPSIOWMI N KNKOUYEBOW LIEHTP.

ViPNet Policy Manager

MporpamMMa, KOTOpas BXOAWT B cOCTaB nporpaMmmHoro komnaekca ViPNet. NpegHa3sHaveHa ans
LleHTPaNnM30BaHHOTO ynpasaeHWa NOANTUKaMK 6e30MacHOCTM y310B 3alumileHHon cetn ViPNet.
AHTUCNYPUHT

3awmTa ot cnyduHr-atak, Npu KOTOPbIX 310YMbILUNEHHUK NOAAENbIBAET aAPec UCTOYHMKA Ans obxosa
MeXKCeTeBbIX 3KpaHOB 1 opraHu3auun DoS-atak (ot aHra. Denial of Service, oTkas B o6cny>xkmBaHum).

BupTtyanbHas 3almuieHHas ceTb

TexHon0rNA, NO3BO/IAKOLLAA CO3AaTh NOTMYECKYHO CeTb, UTOObI 06ecneynTb MHOXECTBEHHbIE CeTEBbIE
COeAMHEHUA MEXAY KOMMbIOTEPaMM UM NOKaNbHBIMU CETAMMN YEPe3 CYLLIECTBYHOLLYIO GU3NYECKYHO CeTb.
YpoBeHb f0BepUs K TaKOV BUPTYasIbHOW CETU He 3aBMCUT OT YPOBHS JOBEPUSA K PU3NYECKUM CETAM
6narogaps UCNoJb30BaHMIO CPeACTB KpunTorpadum (LundpoBaHus, ayTeHTUdUKALUK U CPesCTB
MepCoOHabHOTO M MEXCETEBOrO 3KPaHNPOBaHMS).

BupTtyanbHbin IP-agpec

IP-agpec, KOTopbI NPUAOXKeHUs Ha ceTeBOM Y3se ViPNet (A) ncnoab3ytoT asis obpalleHuns K pecypcam
ceteBoro y3na ViPNet (B) nav TyHHennpyembIx UM y310B BMECTO peanbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet b HasHauatoTca HenocpeacTBeHHO Ha y3ne A. Ha apyrux y3nax ysny
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ViPNet b MoryT 6bITb Ha3HaueHbl Apyrue BUpTyanbHble agpeca. Y3y ViPNet (b) HasHauaeTca cTonbKO
BMPTYaNbHbIX aZPecoB, CKOJIbKO peasibHbIX aJpPecoB MMeeT JaHHbli y3en. [pu U3MeHeHN peanbHbIX
afpecoB y y3na b BblgesieHHble eMy BUPTyaibHble ajpeca He N3MeHATCA. BupTyasbHble agpeca
TYHHeANPYyeMbIX Y3108 MPUBA3bIBAIOTCA K peaibHbIM ajpecam 3TUX Y3/10B 1 CyLLLeCTBYHOT, MOKa
CyLLeCTBYeT fjaHHbI peanbHblid agpec. icnonb3oBaHne BUPTyanbHbIX a4pecoB MO3BOSET n3bexaTb
KoH®AMKTa peanbHbix IP-agpecos B ciyyae, ecam y3nbl paboTaroT B IOKaNbHbIX CETAX C NepecekaroLmMca
ajpecHbIM NPOCTPAHCTBOM, a TakXXe MCNOoJIb30BaTh 3TV ajgpeca AN ayTeHTUGMKaLMKN yianeHHbIX Y3108 B
npunoxeHunsx ViPNet.

AncTpnbyTne Karouen

®aiin ¢ paclumpeHmem . dst, co3gaBaemsblii B nporpaMmme ViPNet Y40CTOBEPSAIOLLNIA N KNHOYEBOW LLEHTP
415 Kaxkgoro nosb3oBatens ceteBoro y3na ViPNet. Cogep>XXuT cnpaBoYHUKK, KAOUM 1 Gaidn anueH3un,
HeobxogunMble Ana obecneyeHns NEPBMYHOrO 3anycka v nocaegytowient pabotsl nporpammel ViPNet Ha
ceTeBOM Yy3ne. s obecnedeHus pabotel nporpammbl ViPNet AuctprbyTns katouen HeobxoaMmMo
YCTaHOBWUTb Ha CETEBOW y3en.

3alWMLLEHHbIN y3en

CeTeBoW y3es, Ha KOTOPOM yCTaHOBJ/IEHO nporpaMmmHoe obecneveHue ViPNet ¢ dyHkumen wndpposaHms
Tpadmka Ha CeTEBOM YPOBHE.

OTKpbITbIN VIHTEpHET

TexHonornsa, peannsoBaHHas B nporpamMmHomM obecnevenmnmn ViPNet. MNpu nogkaroueHnn k MHTepHety
y3/1bl TOKaNbHOW ceTu usonmpytotca ot cetn ViPNet, a npu pabote B cetn ViPNet — oT ViHTepHeTa, 4TO
obecneunBaert 3aLUMTy OT BO3MOXHbIX CETEBbIX aTak M3BHe 6e3 GM3MUYeCcKoro OTKIUEHNA KOMMbIOTEPOB
OT NNOKaNIbHOW CEeTW.

MonnTtnka 6e3onacHoOCTL

Habop napameTpos, peryavpytoLmx 6e3onacHocTb ceTeBoro ysna. B texHonornmn ViPNet 6e3onacHocTb
ceTeBbIX y3/710B 0becrneymBaeTca C MOMOLLbIO CeTEBbIX GUALTPOB W NpaBuA TpaHcaauun IP-agpecos.

Cl'lpaBObIHI/IKI/I N KNHO4YN

CI'IpaBO‘-IHI/IKI/I, K/IKOYU y3/1a U KAKOYM NONb30BaTENA.

TpaHcnauuna cetesbix agpecos (NAT)

TexHonorus, no3soastoLLas npeobpasosbiBaTh [P-agpeca 1 NOPTbI, UCNOAL3YOWMECS B O4HOW CETH, B
ajpeca 1 NopTbl, NCNOAb3YIOLWMECs B APYroOW.

TpaHCNOPTHbIN KOHBEPT

3awmndpoBaHHas nHGopMaLMa cayxd 1AM NPUAOXKEHWNA, JocTaBiseMas Ha ceTeBble y3bl ViPNet
TpaHcnopTHbIM Mogynem ViPNet MFTP.
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TyHHennpoBaHue

TexHON0OrNA, NO3BOAAOLLAA 3ALNTUTL COEAUHEHME C yHacTUeM OTKPbITLIX Y3/10B MPpU nepejave AaHHbIX
yepe3 VIHTepHeT 1 gpyrne nybanyHble ceTu. TYHHeAMpoBaHUe 3ak/1to4aeTcs B LULMPPOBaHUM Tpaduka
OTKPBbITbIX Y3/10B KOOpANHaTOPaMMU.

TYHHENnpyembIn y3en

¥Y3en, Ha KOTOPOM He yCTaHOBJEHO nporpammMmHoe obecriedeHune ViPNet ¢ dyHkumen winpposaHus
Tpaduka Ha CETEBOM YPOBHE, HO ero TpadurK Ha MNOTEHLMabHO OMacHOM y4acTKe CeTu
3aWndpPOBLIBAETCA U paclIMdPOBBLIBAETCS HAa KOOPAMHATOPE, 38 KOTOPbLIM OH CTOWT.

LLinto30BOM KOOPANHATOP

KoopavHaTop, Yepes KOTOPBbIN OCyLecTBAAETCA OOMEH TPaHCMOPTHLIMU KOHBEPTaMMN MeXXay CEeTAMM
ViPNet, ycTaHOBMBLUMMUN MeXXCETEBOE B3aIMOAENCTBYE.

LLinto3oBble koopaMHaTOPbI Ha3zHavatoTca B LIYCe ka0l ceT Npu opraHn3aummn B3aMMoAenCTBIS
MeXAy ABYMS pa3nnyHbiMu ceTamum ViPNet.
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