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O AoKymMeHTe

B saHHOM AoKyMeHTe onuvcaHa pabota ¢ Beb-uHTepdeicom ViPNet Coordinator Linux.

[lna koro npeaHasHauveH AOKYMEHT

JlokyMeHT npeAHa3HayeH Ans agMVHUCTPATOPOB W NONb30BaTe/Iei, KOTOPbIE M1aHUPYHOT paboTaThb C
ViPNet Coordinator Linux ¢ nomoLibto Be6-uHTepdelica.

CornalweHma AoKyMeHTa

Hunxe nepeydyncneHbl cornaleHna, NpuHATble B 3TOM JOKYMEHTE ANiA BblAeNEeHNA MHq)OpMaLI,VIVI.

Tabauya 1. O603Ha4eHUs, UCNo/b3yemMble 8 NPUMEYAHUSX

0O603HauyeHue OnucaHue

/‘\\g BHuMaHMe! YkasbiBaeT Ha 06s3aTeNbHOE A/ UCMOJIHEHWUS AN CNef0BaHNA AeicTBue

nan nHbopmaumio.

an/IMe‘-IaHVIe. YKka3sbiBaeT Ha HeO6F|33Te}'IbHOG, HO XenaTtenbHoe ANna NCMONHEHUA NN

CNef0BaHNA felcTBUE UM MHDOPMaLUIO.

CoBeT. CoAep>XUT AOMONHUTENbHYH MHbOPMaLMIo O6LLero xapakrepa.

Tabauya 2. O603Ha4YeHUs, UCnoib3yemble 0/ 8bidesieHUs UHPopMayuu 8 mekcme

0O603HauyeHue

HasBaHune

KnaBnwa+KnaBuwa

MeHto > lNoameHto >

KomaHga

Kon

OnucaHwue

Ha3BaHwe 3nemeHTa I/IHTepq)eI\/cha‘ HaanlMep, 3aroJIoBOK OKHa, Ha3BaHue
noaAa, KHOMKM Uan Knasuiin.

CoueTaHue knaBuL. Y1066l MCMOL30BaTb COUETAHME KIABULL, cnepyet
Ha>kaTb NepPBYHO KnaBuLy 1, HE OTNYCKaA €€, HaXXaTb BTOPYHO K/laBULLY.

I/IepapxmquKaﬂ nocneaoBaTte/lbHOCTb 3/IEMEHTOB. Hanpl/lmep, NYHKTbl MEHHO
WA pa3jenbl Ha NaHeAn HaBuraumn.

Nms daiina, nyTb, GparMeHT TekcToBOro daiina (Koga) v KoMaHaa,
BbINONHAEMas U3 KOMaHAHON CTPOKM.
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O nporpamme

MporpammHoe obecneueHne ViPNet Coordinator Linux BxoauT B coctaB komniekca npoayktos ViPNet.
MO ViPNet Coordinator Linux ycTaHaBAMBaEeTCS Ha KOMMbHOTEPbI, KOTOPbIE BbIMOAHAOT QYHKLIUM

cepBepoB B 3awunweHHor cetn ViPNet.
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ObpaTtHana CBA3b

[lononHuTenbHas MHPoOpmMaLUs

CeepeHna o npogaykTax v peweHunax ViPNet, pacnpoctpaHeHHble BONPOChI 1 Apyras nonesHas
nHdopmaums cobparbl Ha caite OAO «MHPoTeKC»:

Be6-noptan gokymentaumm ViPNet http://docs.infotecs.ru.

Onwucanme npogykTos ViPNet http://www.infotecs.ru/products/line/.

NHdopmaunms o pewenmsax ViPNet http://www.infotecs.ru/solutions/.

C6opHUK YacTo 3agaBaembix Bornpocos (FAQ) http://www.infotecs.ru/support/fag/.
®opym nonbsosatene npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6aza B chepe 3awmntbl MHopmMaumm http://www.infotecs.ru/laws/.

KoHTakTHasa nHpopmaums

C Bonpocamu No UCnonb3oBaHMo NpoAykToB ViPNet, noxenaHuaMmn nam npesnoxeHUaMmn CBAaXMTeCh Co
cneumanmctamm OAO «MHPoTeKC». ins pelueHns BO3HMKAOLWMX NpobaeM obpaTutech B Cay>Oy
TEXHUYECKOWN MOAAEPXKKN.

TexHunuyeckas noaaepxkka Ans nonb3osatener npoayktos ViPNet: hotline@infotecs.ru.
®opma 3anpoca B Cy>Oy TexHUYecKon noaaepxkm http://www.infotecs.ru/support/request/.

PeFVICTpaLI,MH NPOAYKTOB N KOHCyAbTalKh NO Teneq>0Hy ANnAa KJINEHTOB, UMer LW nX pacu.mpeHHbM
YPOBEHb TEXHNYECKOrO CONMPOBOXAEHNA:

8 (495) 737-6196,

8 (800) 250-0260 — HecnnaTHbIV 3BOHOK U3 toboro pernoHa Poccmm (kpome Mocksbl).

PacnpoctpaHeHne nHdopmauum ob yazsmumocTsx npoayktoB OAO «MHPoTeKC» peryanpyetcs
MONNTUKON OTBETCTBEHHOrO pasrnawenus http://infotecs.ru/products/disclosure.php. Ecam Bbl
06Hapy>Xunnm ya3BMMOCTM B NPOAYKTax KOMMaHUK, COOBLLMTE O HUX MO agpecy security-
notifications@infotecs.ru.
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ObLupe cBeaeHns

B coctae MO ViPNet Coordinator Linux BxoguT Be6-UHTEPENC, B MOMOLLBHO KOTOPOTro Bbl MOXETe
BbIMO/HATL CNeAytoLne AeNCTBUS:

e HactpavBaTb napameTpbl MexceTeBoro 3kpaHa ViPNet Coordinator Linux: co3aaBatb 1 U3MeHATb
ceteBble GUAbTPbI (CM. «Co3zaHVe U n3MeHeHre ceTeBbiX GUABTPOB» Ha CTP. 32) 1 NpaBuna
TpaHcaauun IP-agpecos (cm. «Co3gaHne 1 n3aMeHeHve npasua TpaHcaaumm IP-agpecos» Ha cTp.
47).

e PabotaTb ¢ rpynnamu o6bekToB (CM. «/Icnosb3oBaHue rpynn o6bekToB» Ha CTp. 21), KoTopble
NCMOJb3YHOTCA NPU CO34aHNN CeTeBbIX PUALTPOB M NPaBW TPAHCAALMN aApeCcoB.

e PaboTaTb CO CMMCKOM 3aLUMLLEHHbIX Y310B (CM. «PaboTa CO CNMCKOM Y3/10B 3alUMLLLEHHON CeTU» Ha
cTp. 49), cBazaHHbIX ¢ ViPNet Coordinator Linux.

MoakntoueHme k Beb6-uHTepdeiicy ViPNet Coordinator Linux BO3MOXHO ¢ nomoLLbio Be6-bpay3epa ¢
ntoboro 3awmieHHoro y3na ViPNet, cBa3aHHOro € aHHbIM KOOPANHATOPOM.
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PexxiMbl MOAb30BaTENd U
aAMWHNCTPaTOpa

B3aumogelicteme ¢ Beb6-uHtepdeincom ViPNet Coordinator Linux MoxeT ocCyLLecTBAATLCA B ABYX
pexxmmax:

e B pexuvme nosnb3oBatens Bbl MOXeTe NPOCMATPMBaTb CMUCKN CETEBbLIX GUABLTPOB, NPaBu
TPaHCAAL NN afpecoB 1 rpynn 06beKToB pasInyHbIX TUMOB. Takxke Bbl MOXeTe paboTaTb CO
CMWCKOM 3aLLMLLEHHBbIX Y3/10B.

e B pexvme agMUHMCTPaTOpa BaM JOCTYIMHbI BCE BO3MOXHOCTW nosib3oBatensa. Kpome Toro, Bbl
MOXKeTe Co3AaBaTb M U3MEHATb YXXe VMetoLMeca ceTeBble GULTPbI, NPaBuia TPAHCAALMN afpecoB
1 rpynnel 06beKToB.
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[ToakntoueHme K Beb-mHTepdency

UTto6bI NogktounThes K Beb-nHTepoericy ViPNet Coordinator Linux, BeINOAHNTE CriegytoLive AeACTBUS:

1 B Be6-6pay3epe BBeguTe agpec http://<IP-anpec ysna ViPNet Coordinator Linux>:8080.

MpumeuaHne. IP-agpec y3na ViPNet Coordinator Linux Bbl MOXeTe NOCMOTpeTb B Nporpamme
ViPNet MoHWTOp B CBOWCTBax COOTBETCTBYHOLLErO y3/a. MogkatoueHne k Beb-uHTepdeincy
HeobXoAMMO OCYLLECTBAATL NO akTyaabHomy agpecy BuammocTu ViPNet Coordinator Linux.

Takke Bbl MOXeTe NOAKNOUNTLCA K BeB-UHTepdelicy HenocpeAcTBEHHO Ha camoM y3ne ViPNet
Coordinator Linux. Ansa 3toro ncnoas3syite IP-agpec 127.0.0.1 nam DNS-ums localhost.

[MosBMTCS OKHO Aanda ayTeHTVIq)I/IKaLI,VIVI nonb3oBartend.

2 BseguTe naponb nonb3osatens ViPNet gna gaHHOro y3na n Haxxmute KHornky Bontu.

BBE,D,HTE‘ naponb Nojb30BaTens:

PucyHok 1. AymeHmudpukayusa nosnezosamens

Mocne ycrelwHow ayTeHTUdUKaL MM OTKPOETCA HavanbHasa CTpaHvLa Beb-uHTepdeiica B pexxmme
nonb3oBaTens. B pexxvme nonb3oBaTtend Bbl MOXeTe TONbKO NPOCMATPMBaTh MHGOPMALMIO O HacTPOMKax
ViPNet Coordinator Linux. Hactpoiika ViPNet Coordinator Linux ocyuwiectensercs B pexunme
agMuHucTpatopa. MNepexos B peXUM agMUHUCTPATOPa MOXHO BbINOJAHWUTL TONBLKO NOC/e
ayTeHTUdUKaLUM B pexkMe MoJib30BaTens.

OaHOBpEMEHHO BO3MOXHO He 6osiee 5 nogkntoueHui k Beb-uHTepdency. B pexxume agMmmHmcTpaTopa
MOXeT paboTaTb TOAbKO OAMH MOJb30BaTesb. [1py 3TOM B MOMEHT Nepexoza Mo/b30BaTeNd B PEXUM
aAMUHMCTPaTOPa CeaHC APYroro agMUHMUCTpaTopa Kak B Beb-nHTepdelice, Tak U B KOMaHAHOM
nHTepnpeTatope byaeT npepBsaH.
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Bbi agMuHMCcTpaTop  BuiidTh

ViPNet Coordinator

&\ ©

MexceTeson
ViPNet VPN 3KkpaH

PucyHok 2. HauaneHas cmparuya seb-uHimepgbelica ViPNet Coordinator Linux

Ans Bxoza B peXXUM aiMUHWUCTPATOpPa BbIMOJIHUTE ClejytoLine AeNCTBIS:
1 B npaBOM BEPXHEM YIJy LLENKHUTE CCbiKY BolTn Kak agMuHucTpaTtop.

2 Beepgute napoab aAMUHNCTPATOPa AaHHOIo CeTeBOro y3na nan agMMHUCTPaTopa rpynnbl y310B CETU
ViPNet.

3 Ecnm HeobxoanMo npepBaTb CeaHC APYroro agMUHMUCTPaToOPa, YCTaHOBUTE COOTBETCTBYOLLMI
bnaxok.

Ecnv gaHHbIV dnaxok He ByAeT ycTaHOBAEH, Balla MonbiTka Nepexoia B PexuM agMuH1cTpaTopa
ByAeT OTK/JIOHEHa B Cyyae, ecin ¢ BeH-nHTepdhelricom yxe paboTaet aAMUHUCTPATOP C APYroro
CeTeBOro y3na.

4  HaxmuTte kHonky Bontu.

(© Bxosa aaMMHUCTPaTOPa

sasaan |

—|Cr‘—'_'_-";l-1'9.-':—5' npepeate CeaHC 4,

PucyHok 3. Bxod 8 pexxum adMuHucmpamopa

) agMHHWUCTRaTORa

B pe3ysibTaTe Bbl NepeifeTe B PeXKMM ajMUHUCTPATOPa M CMOXKETE BbINMONHATL HEOBXOAUMbIE
HaCTPOWKM.
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OCHOBHbIE MPUHLMMbI GUIBTPALMN
TpadumKa

®PunbTpaumm nogsepraetca BeCb Tpaduk, KOTOPLIV NMPOXOANT Yepes CeTeBOW y3en:
e  OTKPbITbIN (HeWMdPOBaHHbIN) Tpaduk;
e  3alUMLLEHHbIV (3aWwWndpoBaHHbIi) Tpaduk;

e TyHHennpyembii Tpaduk.

Tpaduk
N4 U W4 W
5 4n == . én ==
OTEPBEITEIA - HE3aWWSPOBAHHBINA JAWMIWEHHEIR - 3aWNPoBaHHEIA

e uJJ mge
my

TYHHENMPYeMBIF - WWgPOBaHHBIA
B npenenax cetk ViFMNeat

PucyHok 4. Budel IP-mpadcbuka

HanbonbLuyto onacHOCTb NpeAcTaBAseT TPaduK 13 OTKPLITON CETH, MOCKONbKY B C/lyYae aTaku
[OCTaTOUYHO CI0XKHO OBHAPY>XKMTb €€ UCTOUYHWUK Y MPUHATb ONepaTMBHbIE MEpPbI MO €€ NPeceYeHuHo.

W OTKpbITBIN, 1 3aLMLLEHHbI TPAaPUK MOXET ObITb NOKaNbHBIM UK LUIMPOKOBELLaTeNbHbIM. [ToA
JIoKanbHbIM TPaPUKOM NMOHUMAETCH BXOAALLMIA AN NCXOAALLMIA TPaPUK KOHKPETHOrO y3na (TO eCTb Koraa
ceTeBOW y3eN ABNSeTCA OTNpaBuTesieM Uan nonyyvatenem IP-naketos). MNog wmpokoseLaTeNbHbIM
TpadrkoM nmeeTca B BUAY Nepegada ysnom IP-naketos, y kotopsix IP-agpec unn MAC-agpec
Ha3HaueHWs ABJIAETCA LUMPOKOBELLaTebHbIM a4pecoM (TO eCTb rnepejada NakeToB BCEM y3/1aMm
onpejeNeHHOro cerMeHTa ceTu).

Kpome 3T10ro, uepes KOOpAMHATOP MOXET NMPOXOAUTbL TPaH3UTHbIW Tpadurk. KoopanHatop He sBAseTCs HU
OTMNpaBUTENIEM, HW MOJlyUaTeleM TPaH3UTHbIX IP-nakeToB, KOTOpble CleAytoT Yepes KOOpAUHATOP Ha
Apyrve y3ibl.

ViPNet Coordinator Linux 4. PaboTa c Be6-nHTepdericom | 15



Tpadpuk

s - s
VAN B
v S
WmpokosewaTensHbIA NokanbHbiA
(NpeHaIHAYEH BCEM YINam (EOAAWMEA W HCXDEAUMA
BHYTPEHHEH CaTA) OT @HHOMD ¥2na)

.‘. i e

.

[ s -

TpaH3uTHBIA
(cnegyeT Yepes KOOPOWMHATOP
Ha gpyrof yaen)

PucyHok 5. BuObi 3aujuuyeHHo20 U omkpsimo2o0 mpagduka

[Ans Toro YTobbI NPaBUILHO HAaCTPOUTL ceTeBble GUALTPLI, HEOBXOANUMO MOHNMAaTb OCHOBHbIE MPUHLMMbI
dunbTpaymm Tpadmka.

Bce Bxoagswme n ncxopawme OTKPbITbl€ U 3alUMLLEHHbIE IP-nakeThbl NPOXO4AT KOMMNNAEKCHYHO qamanpau,mo
B cnep,yrou.l,eﬁ nocaieaoBaTe/ibHOCTUL

1 T[lpoBepka B COOTBETCTBMM C NpaBUIaMu aHTUCMyDUHTa.

MpumeuaHune. [laHHaa npoBepka NPYMEHSAETCA TOIbKO NPy GUALTPALIMK OTKPbLITOrO
Tpaduka, B TOM umcae Tpadpuka Mexay KOOpANHATOPOM U ero TYHHeMpPyeMbIMM
yCTpoKcTBamu.

Ecan IP-nakeT nmeeT agpec NCTOUHMKA, pa3peLleHHbI NPaBUAOM aHTUCNYPUHTa, NakeT
nponyckaeTca. B npotnBHoOM ciyyae — 6aokupyeTcs.

2 [lpoBepka B COOTBETCTBUM C ceTeBbIMU duabTpamun. Ecam IP-nakeT cootseTcTBYeT NapameTpam
OfJHOTO W3 HAaCTPOEHHbIX CeTeBbIX GUALTPOB, TO OH MPOMYCKaeTCA UAN 6J0KMPYeTCA B COOTBETCTBUM
C 3TM PunbTpoM. Ecan nakeT He cooTBETCTBYET HM OAHOMY U3 3aaHHbIX QUALTPOB, TO OH
610KMpyeTca GUABTPOM MO YMOAYAHUIO.
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IP-nakeT

¥

Mpaeuna aHTMENydUHra J

IP-naKeT paspeileH NPaBNNaMA aHTHCNYGUHaT

F oy Y
\:@ \n?
Ceteswe GunLTRb

IP-nakeT yAOSNETRORAET MMEHIWWMCA
CETEREM PrALTRaM?

PucyHok 6. MocredosamensHocme punempayuu IP-nakemos
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ObLLpe cBeaeHUa O CETEBBIX
GUIbTPAXx

CeteBble GuabTpbl (CM. «CeTeBON GUIBTP» Ha CTP. 53) cO3aar0TCA OTAENBHO A5 3aLUMLLEHHOTO,
OTKPbITOrO (10KaAbHOrO Y TPAaH3UTHOIO) U TYHHEeANpyemoro Tpaduka.

C nomoLpbto GUABTPOB AN OTKPLITON CETU Ha 3allULLEHHOM Y3/1€ MOXHO pa3peLunTb Mbo 3anpetntb
06meH IP-naketamMu ¢ OTKPbITBIMY Y3/1aMK, TO €CTb C Y3/1aMU, Ha KOTOPbIX HE YCTaHOBJIEHO MPOrpamMMHOe
obecnieuveHue ViPNet ¢ dyHkumeln wndpposaHms Tpaduka.

MpumeuaHune. K OTKPbITbIM Yy3/1aM OTHOCATCA TakxKe KOMMbHOTEPb! C NPOrpaMMHbIM
obecneueHnem ViPNet CryptoService n ViPNet Registration Point.

C nomoLbto GUALTPOB 3aLUMLLLEHHOW CETU MOXHO OrpaHnyYnTL 0bMeH IP-Tpadunkom ¢ 3aluieHHbIMU
y3namu ViPNet, c KOTOpbIMU AaHHbIN y3en nmeeT cBA3b. PUNbTPLI AN TYHHeAUpPyemoro Tpaduka
onpeaenatoT npaBuaa ans IP-nakeToBs, nepegaBaeMbIx MeXAY TYHHEANPYEMbIMW Y31aMW U y31aMu CeTU
ViPNet, ¢ KOTOPbIMU JaHHBIN KOOPANHATOP UMEeT CBA3b.

MpumeuaHue. PaboTa ¢ dunbTpaMu ANs TYHHEANPYEMbBIX Y3N10B BO3MOXHA TOIbKO B C/lyyae
HaNNuMA INLEH3UW Ha TYHHEIMPOBaHMe XoTs 6bl OAHOTO Yy3/a.

CeTeBble QUILTPbI AENATCA HA TPY KaTeropuu:

e Ob6sa3atesbHble PUALTPLI. PUNLTPLI JaHHOW KaTeropum npeacTaBieHbl HECKOAbKUMN GUABTPaMMU
OTKPbITON ceTu:

o ®uabTpbl, 610KMPYIOLLIME OTKPBITBIN BXOAALLMA U ncxoaawmii IP-Tpaduk no TCP- n UDP-
npoTtokonam u ciyxebHbiM noptam. Mepegava IP-Tpaduka No ykasaHHbIM NpoTOKOAAM U
nopTam paspeLlueHa Toabko cepucam ViPNet.

0 OunbTpbl, paspeLlatoLme oTKpPbIThIA IP-Tpaduk, KOTOPbLIA NCNOb3YeTCA ANS NPOBEPKM
paboToCcnocobHOCTM CeTeBbIX NHTEPDENCOB B pexxmme paboTbl knactepa ropsyvero
pe3epBUPOBaHMS.

o  OunbTpbl, NOCTYNMBLUKE B COCTaBe NoAUTUK 6e3onacHocTy n3 nporpammbl ViPNet Policy Manager.

e  ®unbTpbl, 3agaHHble B HacTpolikax ViPNet Coordinator Linux no ymonyanuio, v uabTpbl,
AobaB/ieHHbIE MOJ/Ib30BaTE/IEM.

Ecnm ViPNet Coordinator Linux go Bepcun 4.x 06HOBAsACA C BEPCUM 3.X, GUABTPOB MO YMOAUYAHUIO
He byaeT. BMecTo HUX ByayT NpucyTCTBOBaTb GUALTPbI, KOTOPbIE NCMOAb30BaNNCh A0 OGHOBAEHUS B
CKOHBEPTUPOBaHHOM popmarte.

Mo ymon4aHuo A8 3alMLLEHHOW CeTU pa3peLleHbl TObKO HEKOTOPbIe BUAbI NaKeToB (Cy>KebHbIi
Tpaduk ViPNet), noatoMy ana paboTbl ¢ KaKUMU-HUOYAb AOMONHUTEIbHBIMU CEPBUCAMUN B CETU
ViPNet HeobxoAMMO HacTpanBaTb COOTBETCTBYOLLME ceTeBble GUALTPDI.
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Obs3atenbHble GUAbTPbI co3aatoTcs aBTomaTtnyeckn B ViPNet Coordinator Linux, MMerOT camblii BbICOKUIA
NPVOpPUTET, TO eCTb MPUMEHAIOTCA B MEPBYHO OUepesb, U HeAOCTYMHbI A1 pefakTupoBaHusa. MNocne
0b6s3aTesIbHbIX GUABTPOB pasMeLLaroTcs GuabTpbl, noctynmene n3 ViPNet Policy Manager. 31u
GUNBLTPBI TaKXKe HeAOCTYMHbI ANs pefakTnpoBaHua. CambiMy nocaegHMmn GuabTpaMmn ABAAIOTCA
dUABTPLI NO YMONUYAHMIO U GUABLTPDI, yKa3aHHble B HacTpoikax ViPNet Coordinator Linux. MIx MOXHO
N3MEHATb 1 yAaNATb.

MocneaoBaTenbHOCTb NPpUMeHeHNA CeETEBLIX q)MJ'IprOB cornacHo npunoputety V|3o6pa>|<eHa Ha cxeme
HWXe.

¢ !
HegocTynHe! AnA pegakTMpPoBaHKA.
AzaTen WAET —_—
JTn0H bR LIRS CoznaloTcA aBToMaTHYeckn
=
B g
DMNLTRBI NONUTHK GE30NACHOCTI HegocTynHel ANA pegakTMpoBaHWA,
3 ViPNet Policy Manager CozpaTca g nporpavme ViPNet Policy Manager
| S —_—
i DUNBTREN MO YMONYAHII b HoctynHel AnA pefakTMpoBaHnA.
W GUALTPbI, 33faHHbIe ——p [Nepebie co3nanTca aBTOMATUHECKH,
8 HacTpoikax ViPNet Coordinator HW | BTOPbI€ — NONb3OBATENEM.

Pucyrok 7. [puopumem npumeHeHus cemesbix punempos

CeTeBble PUALTPbI MEIOT CIefyHOLLIME OCOBEHHOCTM:
e OuabTpbl BKAOYAKOT B ceba creaytoLme napameTpsi:
0 VICTOYHMK 1 Ha3HaveHwWe IP-nakeToB, Ha KOTOpPblE PacnpOCTPaHAeTCA AenNCcTBUe PuabTpa.
o [lpoTokonsbl, K KOTOpbIM NpuMeHsaeTca duabTpauma IP-naketos (TCP, UDP, ICMP u apyrue).

o [Jencteune, npuMeHsemMoe k IP-naketam. ®uabTpbl MOTYyT NponyckaTts nan 6aokmposaTtb IP-
nakeTbl, COOTBETCTBYHOLLME 3a4aHHbIM NapaMeTpam.

YKazaHHble napamMeTpbl 3a4at0TCA B KOMIMOHEHTaX CETEBbIX q)MﬂprOB. Ana 3apaHusa napameTpoB
q)I/IJ'IprOB MOTYT MCNONb30BaTbCA CUCTEMHbIE TPYMMbl 06BbEKTOB.

e Bce IP-nakeTbl 0bpabaTbiBatoTCa GUALTPaMM MO NOPAAKY CBEPXY BHWU3, B COOTBETCTBMM C UX
nonoxexnem B Tabavue. Korga cpabatbiBaeT nepBbivi NOAXOAALLMI MO ycnosme GuabTp,
nocnegyroLine ceteBble GUALTPbI HE OKA3bIBAOT Ha AaHHbIM NAKET HUKAKOrO BANSHUS.

e BHOBb CO3AaHHble GUILTPLI BAUAIOT KaK Ha HOBbIE, TaK M Ha y>e CyLLEeCTBYOLME COEANHEHUS.
Takvm o6pazom, ecv duAbTP, BaoKMpyrOWNI TpabuK coesnHeHWs, 06aBAEH NOC/Ie YCTaHOBIEHMUA
coeauMHeHMs, TO OHO ByaeT pasopBaHo.
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PaboTa ¢ moamTmKamMm 6e30mnacHOCTU

Monuntnka 6e3onacHocTV NpeacTaBaseT cobo Habop NapaMeTpoB, pPeryampyroLLmMx 6e3onacHOCTb
CETEeBOro y3/1a COBMECTHO C CeTeEBbIMU GUAbTPaMM, 3aaHHbIMM NOJIb30BaTENIEM Ha 3TOM Y3/e (CM.
«ObLune cBegeHna o ceTeBbIX GubTpax» Ha cTp. 18). OHa dopmupyeTca B nporpamme ViPNet Policy
Manager 1 paccbinaeTcs Ha y3abl C MOMOLLbIO TPaHCMOPTHOro moayna MFTP.

Monntnka 6e30nacHOCTM BKAOYAET B cebs ceTeBble GUALTPSLI, @ TakKe MOXeT BK/OUaThb NpaBuaa
TpaHcaaumm agpecos. CeTeBble GUALTPLI U NpaBUia TpaHcaaLMKM, noayyeHHble oT ViPNet Policy
Manager, npeaLecTBytoT GuabTpPam 1 NpasBuiaM, 3ajaHHbIM NOAb30BaTENEM Ha Y3/e, 1 ABAAtoTCA bonee
npuoputeTHbiMKU. OBpaboTtka nonnTrkm 6esonacHocTn Ha ViPNet Coordinator Linux npoussoaunTcs
yNpaBAAIOLLMM AEMOHOM Kaxpli pa3 npu ero ctapTe. Kaxabl pa3 npu nosyyeHun noamntuk ms ViPNet
Policy Manager Ha y3ne HemeA/leHHO NPVYMeHAeTCA HOBasA NOAUTMKa 6e30MacHOCTM.
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ICNONb30BaHMeE rpynn 0ObekToB

lpynnbl 06BbEeKTOB — 3TO CPeACTBO, MO3BOAAIOLLEE YNPOCTUTL CO3jaHne ceTeBblX GUALTPOB M NPaBuA
TpaHcasaumm B ViPNet Coordinator Linux. Fpynnbl 06beKTOB 06beANHSAIOT HECKOIBKO 06 HEKTOB OAHOIO
Tvna (Hanpumep, Heckonbko IP-agpecos). MNpu co3gaHnn GUALTPOB NAK NPABUA Bbl MOXETe yKa3aTb
rpynny BMeCTo NepeyncneHmns HeCckoNbKMX OTAe/bHbIX OOBEKTOB.

I'pynnb| 0bbekToB MOTyT BKIKOUaTh chedyrowme Tinbl OBBEKTOB:

e Y3abl ViPNet. Ipynnoi y3noB ViPNet moryT cogepxatb a06yto KOMOBUHaLUIO MAeHTUdUKATOPOB
3aLUMLLEHHbIX Y3/10B, MCMOAb3YIOTCA NPY CO34aHUN GUABTPOB 3aLLMLLEHHOW ceTU 1 GUbTPOB
TYHHE/IMPYyeMbIX Y310B.

e IP-agpeca. 'pynnbl IP-agpecoB MmoryT cogepxatb Ntobyto koMbuHaumto IP-agpecos 1 guanasoHoB
IP-agpecoB, NCNONb3YHOTCA NPU CO3aaHUN GUABTPOB OTKPbLITOM CETU.

e VHTepdencol. [pynnbl nHTepdencoB cogepxat No6yro KOMBMHALMIO CeTeBbIX NHTEPPENCOB U
MCMOAbB3YHOTCA NPU CO3AaHNN GUNLTPOB OTKPBITON CeTU.

e [IpoTokosbl. [pynnbl MPOTOKOAOB COAepXKaT Nt0OYH0 KOMOUHALMIO CETEBBIX MPOTOKO/IOB U MOPTOB,
MCMOAbL3YHOTCA B GUIBTPaX OTKPbITON U 3aLUMLLEHHON CETU.

e PacnvcaHus. PacnvcaHms MoryT cogepkatb 06y KOMOVHALIMIO YCIOBWIA BbIMOJHEHWS NPaB
(eXXefHeBHbIX, exeHeAeNbHbIX WK MO KaneHAapto), NCNob3ytoTcA B pUAbTPax OTKPLITOW 1
3aLUVLLEHHOM ceTw.

I'pynnb| 0bbekToB AEeNATCA Ha HECKOJIbKO BNAOB:

e CucTemMHble rpynnbl 06bekToB — BCTpoeHHble B ViPNet Coordinator Linux o6bekTbl ¢
bUKCMPOBaAHHBIMUW MMEHaMW, KOTOPbIE MOTYT UCMONb30BaTbCA B CO3aBaeMblX CETEBbIX GUIbTPaxX
AN 3aj,aHna oTnpaBuTenen 1 nonydatenen IP-nakeTos, a Takxke B APYrux Nosib3oBaTeIbCKMX
rpynnax o6bekToB. CUCTEMHbIE Tpynnbl 06bEKTOB He 0TOBPaXKaroTCA B CIMCKaxX rPynn U UX HeNb3s
N3MEHUTb UAKN yaannTb. CIMCOK CUCTEMHBIX FPYyNn 0OBbEKTOB CM. B pa3gene CucTeMHbIe rpymnb
06BbeKTOoB.

e [pynnbl 06bekToB, co3gaBaemble B [0 ViPNet Policy Manager, — rpynnbl, KOTOpble paccblaatoTcs
BMecCTe ¢ noantnkamm 6esonacHocT. OHWM HeAOCTYMHbI AN PefakTUPOBaHWA U UCMOAb30BaHNA B
Co34aBaeMblIx ceTeBbIX GUABTPaAX, APYrMX MOJb30BATENbCKUX FPYMNax O6BbEKTOB.

e [lonb3oBaTenbckme rpynnbl 06beKTOB — rpynnbl 06BbEKTOB, CO3jaBaeMble NoJb30BaTeNEM
HenocpeACTBEHHO Ha y3/e, a Takke HEKOTOpbIe TPynmbl, HACTPOEHHbIE MO yMOA4YaHuto. MNoapobHee
O rpynnax no yMOA4YaHUIO CM. B pa3gese [Nosib3oBaTesibCkme rpynnbl 06beKTOB, HACTPOEHHbIE MO
YMOUaHWIO (Ha cTp. 22). Y KaXxaon rpynnbl O6beKTOB eCTb CBOM COCTaB, MpW 3TOM M3 cOoCcTaBa MOTyT
6bITb 3aZaHbl HEKOTOPbIE UCKAOUEHWA. B cOCTaB M MCKNOUEHMWSA TPYNMbl MOTYT 6bITb BKIKOUEHBI
Apyrve rpynnbl OObEKTOB TOM XK€ KaTeropuu Ui HEKOTOPbIe CUCTEMHbIE TPYMMbl O6BEKTOB.
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CuCTeMHbIe rpynnbl OOBbEKTOB

B Ta6nmu,e H/>XXe npuBeaeH CnMCoK CUCTEMHbBIX rpynn OBbEKTOB N NX 3HAUEHWIA.

Tabauya 3. CucmemHeole 2pynnel 06bekmo8s

Wwmsa rpynnbl 06beKkToB 3HaueHune

Bce kameHThbI Bce KAMeHTbl N3 CNPaBOYHNKOB y3na

Bce koopanHaTopbl Bce koopavHaTOpbI N3 CNPaBOYHMKOB Yy3/1a

Bce 06bexThI CoBOKYMHOCTb BCeX 06bEKTOB B rpyrnmne KOHKPETHOro Tmna.

3ajaeTcs ToNbKO B COCTaBe rpynnbl 06bekToB. [pegHasHayeHa ans
CO34aHUA FPYMM, COCTOALLMX U3 BCEX OOBEKTOB, KPOME HEKOTOPbIX
VN CKIHOUEHN N

LLn pokoBeLlaTesbHble Bce wn pokoBeLlaTesbHble aapeca

aApeca Mcnonb3yeTcs Npu co3aaHni GUALTPOB LIMPOKOBELLLATENbHbIX

nakeToB

Mown y3en Csow y3en

MoO>HO yKa3aTb B KauecTBe UCTOYHMKa [P-nakeToB A1 NCXOASALLMX
COEAMHEHWUN y3/1a WM B Ka4eCTBe Ha3HAYEHNA AN BXOAALLMNX
coeAnHeHnM

Apyrvie y3nbl [Apyrve ceTeBble y3/bl (1t06bIe Y3/bl, KPOME CBOETO)

Mo>HO yKa3aTb B KauecTBe UCTOYHMKa IP-nakeToB A5 BXOAALLMX
COEAMHEHWU y3/1a WM B Ka4eCTBe Ha3HAYEHNA ANS NCXOAALLNX
COeIMHEHUN

TyHHenunpyemble IP-agpeca  Bce IP-agpeca, TyHHeAMpyeMble KOOPANHATOPOM

lpynnoBsble agpeca [vana3oH agpecoB ans rpynnoBow paccbiaku (224.0.0.0—
239.255.255.255)

Mo>xHO yKa3aTb TO/IbKO B KayeCTBe Ha3dHa4vyeHnA A4 IOKalbHbIX
OTKPbITbIX coean HEeHWM

[lonb30BaTeNbCckme rpynnbl OOBHEKTOB,
HACTPOEHHbIE MO YMOAYAHMIO

B IO ViPNet Coordinator Linux umeetcs psag npeABapuTeslbHO HaCTPOEHHbIX FPymnn 06beKTOB:
e [pynnbl IP-agpecoB nNo ymonyaHuio:

o PrivateNetworklIP (yactHble IP-agpeca) — rpynna, B coctaBe KOTOpOW yka3aHbl IP-agpeca
nokanbHbix ceteri: 10.0.0.0/8; 172.16.0.0/12; 192.168.0.0/16.
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o InternetlP (nybanuHbie IP-agpeca) — rpynna, B cocTaBe KOTOPOW yKa3saHbl Bce IP-agpeca, 3a
nckNtoueHeM vactHbix IP-agpecos.

o InternetProxy — rpynna, B cocTaBe KOTOPOW yKa3aH afpec NpoKCu-cepeepa,
nogaepxueatowiero npotokon HTTP. JaHHbIV agpec coaep>XMTCS B NEPEMEHHOW OKPY>KEHUS
Linux: http_proxy.

e [pynnbl pacnucaHwii MO YMONYaHWIO:

o Workdays (Paboune gH1) — rpynna c pacnucaHnem, B KOTOPOM 3aaHbl pabouve gHN Hegenan
(NoHeaenbHUK — MNATHULA).

0o Weekends (BbixoaHble AHM) — rpynna c pacnvucaHueM, B KOTOPOM 3aAaHbl BbIXOAHbIE AHM
(cybboTa 1 BockpeceHbe).

Takxe nmeeTca MHOXECTBO npeaBapuUTenbHO HAaCTPOEHHbIX TPynn NPOTOKOJI0B, KOTOPbIE Yalle BCero
MCNONb3YHOTCA NMPU CO34aHUN CETEBbIX CI)VIﬂprOB.

Tabauya 4. [pynnsi npomokosi08, HACMPOeHHbIe N0 YMOIYGHUHO

Mmsa rpynnbl npoTokoioB CocrtaB rpynnbl

DHCP UDP:from 67-68 to 67-68

CITRIX TCP:to 1494

DNS UDP:to 53

FTP TCP:to 21

GRE IP:47

H323 TCP:to 1720

HTTP TCP:to 80, TCP:to 8080

HTTP-Proxy TCP:to 3128

HTTPS TCP:to 443

IGMP IP:2

IKE UDP:to 500

IMAP TCP:to 143

IPSecESP IP:50

Kerberos TCP:to 88, TCP:to 749, UDP:to 88, UDP:to 749
L2TP UDP:to 1701

LDAP TCP:to 389, UDP:to 389

LotusNotes TCP:to 1352

MS-SQL TCP:to 1433-1434, UDP:to 1433-1434
MySQL TCP:to 3306

NetBIOS-DGM

UDP:from 138 to 138
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Wwms rpynnbl npoTokonoB

CocraB rpynnbl

NetBIOS-NC UDP:from 137 to 137

NetMeeting TCP:to 1503

NTP UDP:to 123

PING ICMP:8

POP3 TCP:to 110

Postgres TCP:to 5432

PPTP TCP:to 1723

RADIUS UDP:to 1812-1813

RDP TCP:to 3389

RTSP TCP:to 554

SCCP TCP:to 2000

SIP TCP:to 5060, UDP:to 5060

SMTP TCP:to 25

SNMP UDP:to 161

SNMP-Traps UDP:to 162

SSH TCP:to 22

Syslog UDP:to 514

Telnet TCP:to 23

TFTP UDP:to 69

UPnP TCP:to 1900, TCP:to 2869, UDP:to 1900, UDP:to 2869
MFTP TCP:to 5000-5003

StateWatcher TCP:to 2047, TCP:to 5100, TCP:to 10092
ViPNetBase UDP:to 2046, UDP:from 2048 to 2048, UDP:from 2050 to 2050
Cluster UDP:from 2060 to 2060

ClusterMonitoring UDP:from 2060 to 2065, UDP:from 2065 to 2060

SGA TCP:to 80, TCP:to 5103, TCP:to 10093, TCP:to 10095
WindowsMobileDevices TCP:to 990, TCP:to 999, TCP:to 5678, TCP:to 5721, TCP:to 26675
WindowsMobileDevices2 UDP:to 5679

VNC TCP:to 5900
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[1pOCMOTP rpynn OOBHEKTOB

C nomoupto Be6-uHTepdeiica ViPNet Coordinator Linux Bbl MOXeTe NpocMaTpuBaTth MMEOLLMECS Ha
KOOpAMHaTOpe rpynnbl 06bEKTOB, KOTOPblE MOTYT ObITb MCMOAb30BaHbI NMPW CO34aHUN CeTEBbIX GUIBTPOB
1 NpaBua TpaHCAUMK. [1ns 3TOro BbINOAHUTE Cleaytolime AeACTBUS:

1
2

3

Ha HauanbHoW cTpaHuue Beb-nHTepdelica Boibepute nantky MexxceTeBoi aKpaH.

Ha cTpaHuue Mpynnbl 06beKTOB BbibepuTe BKAAZLKY C HYXXKHBIM TUMOM rpynn 06bekToB.

Ha naHenn npocmoTpa otobpa3nTtca cnmcok rpynn ob6bekToB BbibpaHHOro Tvna. B cnncke
oTObpaXaroTCs CUCTEMHbIE TPYMMbl O6bEKTOB, FPYMMbl, CO3AaHHbIE MNONb30BaTENIEM, U TPYNMbI,
nosy4eHHble n3 nporpammbl ViPNet Policy Manager.

Hactpareaemele vMeHHOBaHHEbIE 0OBEKThI
HYactreie IP-agpeca 10.0.0.0/255.0.0.0,172.16.0.0/255.240.0.0, 192.168.0.0/255.255.0.0

MyGauuHsie [P-agpeca Bece IP-agpeca, kpome "HacTHele [P-agpeca”

PucyHok 8. Npocmomp epynn IP-adpecoe

[na npocmotpa nogpobHon nHGopmaL M O rpynne u pesakTMpOBaHWS ee CBONCTB ABaXabl
LeNKHUTE Hy>XXHYHO rpynny B cnvcke. PeakTMpoBaHue rpynbl 06bekToB BO3MOXHO TObKO B
pexxnme agmuHucTpatopa. [Npu peAakTMpoBaHMM HacTpolika NapamMeTpoB rpymnn ocyLecTBASeTCA
TaK Xe, Kak npu nx cosgaHum (cM. «CozgaHve 1 M3MeHeHVe rpynn o6bekToB» Ha CTp. 26).
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Co3aaHMe N U3MEHEHWE TPYMTT
OOBbEKTOB

Co3zaHve v pefakTpoBaHUe rpynn o6beKTOB OCYLLECTBAAETCA B PEXMME agMUHUCTpaTopa. YTobb!
€034aTb WY U3MEHUTb FPYNMy, BbINOAHUTE Cedytolie AeNCTBUS:

1 Bowaute B pexxum agMuHucTpaTopa (cM. «[logkitoueHne K Beb-nHTepdeicy» Ha cTp. 12).

2 Ha ctpaHuue MexxceTeBoi akpaH > Ipynnbl 06bEKTOB BbibepuTe BKAAAKY C HYXXKHbIM TUMOM
rpynnei.

3 BbINOAHWTE OAHO U3 AENCTBUIA:
o YTobbl co3aath rpynny o6beKTOB, Ha NaHe M MHCTPYMEHTOB HaXXmuTe KHOMKy J,06aBUTb.
0 YTobbl OTpeaakTMpoBaTh rpynmny o6bEKTOB, ABaX/bl LUEJKHUTE ee B CMWCKe rpymnm.

4 Ha oTKpbIBLUENCS CTPaHWLLe CO34aHMs UAN PefaKTMPOBaHNUs FPynrbl BbIMOAHNUTE CejytoLue
JencTBuS:

0 YKaxwTe Ha3zBaHWe rpynnbl 06bLEKTOB.
0 B pa3zene CocrtaB fob6aBbTe 06beKThI, KOTOPbIE ByAyT BXOAWTL B FpynMy.

0o B pazzene Ucknrouenns npn HeobXoaMMoCTH yKaxnTe obbeKTbI, KOTOpble ByAyT NCKIOUEHVEM
3 cocTaBa rpynmbl (HanpUmep, eCau rpynna Ao/KHa BKIoYaTh B cebs Bce 06beKTbl APy rov
rPynMbl KPOMe HECKOJIbKMX).

© [lobasneHne rpynnbl IP-aapecos

¥ima rpynnei IP-group 1
Cocras: JoBaeuts v

132.56.1.0/255.255.255.0

WcknroueHna: JoBaeuts v

13256.1.140

MpumeHeHwWe: Mokazate

PucyHok 9. CozdaHue epynnel IP-adpecos
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Y1obbl NpoBEpPUTD, B KaKMX CETEBbLIX GUNLTPaX, MpaBuaax TPAHCAALMN afpPeCcoB AW APYTUX rpynnax
06BEKTOB MCMONb3yeTCA AaHHas rpynna, Haxmute KHornky Mokasatb.

Haxmute kHonky CoxpaHuTb.

YT106bI NPUMEHUTb USMEHEHUA, HAaXKMUTE KHOMKY an/IMeHI/ITb BCe.

[lobaBneHne CeTeBbIX Y3108

Mpwv co3aaHm WAV pefakTUPOBaHWM FPyNMbl 3ayLieHHbIX y310B ViIPNet B ee coctaBe M UCKAHOUEHMAX

Bbl MOXETE yKa3aTb 06beKTbl CeAytoLM 06pasom:

Ana pobaneHns ogHOro nam Heckobkmx y3noB ViPNet 13 cnncka B okHe peAakTMpOBaHMA rpynnbi
HaXxMuTe KHOMKy Jlo6aBuTb 1 BbibepuTe MyHKT CeTeBOM y3e. B oTKpbIBLIEMCA OKHe OTObpa3unTca
CMMCOK cBA3aHHbIX y310B ViPNet. YcTaHoBUTE (aXkKKi PAAOM C HY>XKHBIMW Y31aMU Y HAXKMUTE
KHonMKy MpumeHnTs.

@ CeTeBble y3/bl

DUnbTE:

5568_Admin 015C0000B
5568 _AP1 off 015C0000C

10K KO

PucyHok 10. [lobaenerue y3na ViPNet

Onsa pobaBneHuns cetn ViPNet, Haxxmute kHonky Jo6aBuTk v BibepuTe nyHKT Homep
3alMLLEHHON ceTU. B OTKPbIBLUEMCA OKHE YKaXuTe HOMEep CETU U HaxXMuTe KHomKy MpuMeHUTb.

Ansa pobaBneHuns mackn umenu ysnos ViPNet HaxxmuTe kHonky Jlo6aBuTb 1 BbIbepute NyHKT
LLa6noH MeHU ceTeBbIX Y3/10B. B OTKPbIBLUEMCA OKHE YKaXuTe Macky MMeHu y310B. Mpu 3ToM Bbl
MOXeTe UCMO/b30BaTb CUMBOJbI ? U * ANA 3aMeHbl OAHOTO WV HECKObKUX CUMBOJIOB B Macke.
3aTeM HaxXxmuTe KHOMKy NMpuMeHunTb.

Ana pobaneHnsa rpynnbl 06beKTOB HaxKMuTe KHomMKy [lo6aButb 1 BbibepuTe nyHKT Fpynna y3ios
ViPNet. B oTKpbIBLLUEMCA OKHE YCTaHOBUTE PAAKKMN PAZOM C HY>XXHbIMU rpynnamu 3aLlmLLeHHbIX
Y3/10B U HaXMuTe KHOMKY MprMeHnTb. BoibpaHHbIe rpynnbl 0O6beKTOB CTaHYT BAOXKEHHbIMU A4
co3j,aBaeMon rpynmel.

[na pobaBneHna cucteMHbIx rpynn o6beKTOB BbibepuTe COOTBETCTBYIOLME MyHKTL: Mo y3en,
[Apyrue y3nbl, LUnpokoBelaTenbHble agpeca, Bce koopanHatopbl v Bee kaneHTbl.

AHanormyHbiM 06pa3omM Bbl MOXETE yKasblBaTb OTNpaBuTesei U nonydyatenen IP-naketos Ans GUALTPOB
3aLUMLLEHHON CeTU U GUILTPOB TYHHENNPYEMbIX PECYPCOB.
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[obasnerune IP-aapecos 1 DNS-mmeH

Mpwv cozgaHum nav pesakTMpoBaHWUW rpynnbl IP-aapecoB B ee cOCTaBe U UCK/IFOUEHMAX Bbl MOXETE
yKasaTb 06beKTbl cledyroLiM obpasom:

e Yrobbl 406ABUTL OAMH UAN HECKOALKO IP-aapecoB, B OKHe pefakTMpOBaHWA rpynbl HAXXMUTE
KHonky [jo6aBuTb 1 BbibepuTe IP-agpec nnm gmManasoH agpecoB. B oTKpbIBLIEMCS OKHe BblbepuTte
cnocob ykazaHus agpecos (IP-agpec, IP-noacets nan finanasoH IP-agpecos), ykaxwute IP-aapec,
AVana3oH ajpecoB WK agpec 1 Macky NMOACeTH, 3aTeM HaXKMuTe KHOMKy MpumMmeHnTs.

@ [P-aapec

Tun agpeca: IP nogceTs
ALpec NoaceTh: 1325610
Macka: 255.255.255.0 24

PucyrHok 11. [lobasneHue IP-adpeca nodcemu

e  Yr0bbl f06aBUTE DNS-M4, HaxkmuTe KHOMKY [lo6aBUTb 1 BbibepuTe COOTBETCTBYIOLLMIA NMYHKT. B
OTKpbIBLLEMCA OKHe ykaxuTe DNS-1ma 1 Haxmute KHONKy MpuMeHnTDb.

e YT06bI f06aBUTL rpynny IP-agpecos, HaxxMuUTe KHoMKy Jo6aBuTb 1 Beibepute nyHKT Mpynna IP-
aApecoB. B OTKPbIBLUEMCA OKHe yCTaHOBUTE GIaXKOK PAAOM C HY>KHOW rpynnon (Mam HeCKONbKUMU
rpynnamm) n HaxxmuTe KHomky MpuMeHUTb.

e [lna pobaBneHna cMCTeMHOM rpynmnbl 06beKTOB BbibepuTe OAMH 13 NyHKTOB: Mo y3en, [ipyrue
y3nbl, LLnpokoBewatenbHble agpeca, [pynnosble agpeca, Bce TyHHenmpyemble IP-agpeca.

AHanormyHbiM 06pa3omM Bbl MOXETE yKasblBaTb OTNpaBUTENel U Noayyatenei IP-nakeToB Ans JOKaNbHbIX
N TPaH3UTHbIX GUILTPOB OTKPLITON CETU, GUABLTPOB TYHHEAUPYEMBIX Y3/I0B U NPaBua TpaHcaaLmm IP-
aZpecos.

[lobaBneHne ceteBbIX MHTEPDENCOB

Mpw co3gaHnm UK pesakTMPOBaHUM TPYMMbl CETEBLIX MHTEPPENCOB B €€ COCTaBe U UCKAHOUEHUNSAX Bbl
MO>KeTe yKa3aTb 06beKTbl CledytoLLM 06pa3omMm:

e [lna pobaBneHna ofHOro u3 ceTeBbIX MHTEPdENCOB KOOPANHATOPA, HAXKMUTe KHOMKY [Jo6aButb 1
BbIGepuTe HY>KHbIV UHTepdenc 13 cnmcka.

e [lns pobasneHus nHtepdelica no ero IP-agpecy Haxmute kHomnky Jo6aBuTb 1 BbibepuTe MyHKT
NHTtepdeiic c IP-aapecom. B oTkpbiBLIEMCA OKHe BbibepuTte cnocob ykasaHua agpecos (IP-aapec,
IP-noacetb nn AnanasoH IP-agpecos), ykaxuTte IP-agpec, AnanasoH aapecoB Uan agpec U Macky
nogceTy, 3aTeM HaXmute KHoMnky MNMprumeHnTb.

ViPNet Coordinator Linux 4. PaboTa c Be6-nHTepdeincom | 28



Y1obbl 406aBuTL rpynny MHTepdencos, Haxxmute kHomnky flobaBuTtb 1 BeibepuTe NyHKT Mpynna
nHTepdelicoB. B oTKPbIBLLEMCSA OKHE YCTaHOBUTE GaXOK PAJOM C HY>XXHOW rpynmnon (Mam
HeCKOIbKUMM rpyrnnamMm) 1 Haxxmute KHonky MpumeHnTb.

AHanornyHbiM obpa3omM Bbl MOXeTe yKasblBaTb MHTePEChl ANA OKANbHbIX U TPAH3UTHBIX GUABTPOB
OTKPbITOW CeTH, GUALTPOB TYHHENMPYEMbIX Y3/10B.

[lobaBneHne NpoToKOIOB

npOTOKOHbI MOryT 6bITb AO6aBﬂeHbI B COCTaB M UCKNHOYEHWMA rpynn NPOTOKOJIOB C/1e4y WM o6pa30|v|:

Ana pobasneHna TCP- nam UDP-npoTokona ¢ HOMepOM MopTa UCTOYHMKA U Ha3HaYeHWs B OKHe
peaakTMpoBaHUA rpynnbl HaXxKMuKTe KHornky J,o6aButb v Bbibepute Mpotokon TCP/UDP. B
OTKPbIBLUEMCA OKHe BbIMOAHUTE CleytoLine AeNCTBUS:

(0]

B 3aBMCMMOCTU OT TOro, Kako NPOTOKOAN BaM Tpe6yeTc;| ﬂ,06aBMTb, YCTaHOBWUTE NnepekaryaTesb

MpoToKO/IbI B HY>XHOE MOAOXKEHME.

Ecnu Tpebyetcs, 3againTe HOMepa nopTa UCTouHKKa. s 3Toro BoibepuTte:

Bce nopTbl — A1 334aHUsA BCEX MOPTOB, HAaNPUMEP, eC/n Bbl He 3HaeTe KOHKPETHOro
HoMmepa.

Homep nopTta — 415 3asaHns HOMepa KOHKPETHOro nopTa. B cnvcke HanpoTue Bbibepute
HY>KHbI HOMeEp.

[wnana3oH noptoB — 414 33jaHna AMana3oHa HOMEpPOB MOPTOB. B nosax HanpoTus
YKaXm1Te Haua/bHbIA M KOHEYHbIV agpeca AuarnasoHa.

an H606XO,D,VIMOCTVI aHaNOrM4YHbIM o6pa30M 3a,qal7|Te NopT Ha3Ha4YeHNnA.

Mo 3aBepLlieHnn BBO4a AaHHbIX HAXXMUTE KHOMKY anIMeHI/ITb.

© Tpotokon TCP/UDP

MpoTokon.:
) UDP
McTounmk: Bce nopresl
HazHaueHme: Howmep nopra 21-fip

PucyHok 12. flobaeneHue TCP-npomokona

Onsa pobaBneHuns ICMP-npoTtokona HaxmuTe kHonky Jo6aButb v Boibepute CoobweHne ICMP. B
OTKPbIBLLUEMCSl OKHE B COOTBETCTBYHOLLUX CNNCKax Bbibepute TMN n kog ICMP-npotokona (ecim
TpebyeTca) N HaxxMuTe KHOMKY MprUMeHUTb.

[nsa pobaBneHuns Apyrmx NpoToKOA0B HaxmuTe kKHonky Jo6aBuTtb 1 Bbibepute Mpotokon IP. B
OTKPbIBLIEMCA OKHe B CMMCKe BbibepuTe HY>XXHbI MPOTOKOA NGO BBeAMTE KOA MPOTOKOAa (eCan OH
M3BECTEH) U HaXXMUTe KHOMKY MNpnMeHnTDb.
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e [lna gobasieHWs rpynmbl MPOTOKOIOB HAaXMUTE KHOMKY flo6aBuTb 1 BbibepuTte Mpynna
NPOTOKOJIOB. B OTKpPbIBLUEMCS OKHE YCTaHOBUTE GaXKOK PAZOM C HY>XKHOW rpynnoi (Mam
HECKOIbKUMMW TpynnamMm) 1 HaxxMuTe KHorKy MpumMeHuTb.

AHaNOrM4YHbIM 00Pa3oM Bbl MOXETE yKa3zaTb NMPOTOKOJbI MPU CO34aHMM CeTEBbIX GUIBTPOB U NpPaBu
TpaHcnauum IP-agpecos.

[lobaBneHne pacnmcaHmm

Mpw co3aaHnm rpynnbl pacnmcaHnii Bbl MOXeTe f06aBUTb B €e COCTaB U UCKAHOUEHWA 06beKTbI
cnegyolwmmM obpasom:

e [Ina pobaBneHWs BPeMeHHOro AnanasoHa B OKHe peAakTMPOBaHWA rpynmbl pacnucaHuin HaxMuTe
kHornky [lo6aBuTb 1 BbibepuTe BpemeHHOM Anana3oH. B oTKpbiBLIEMCA OKHe 3ajaiiTe napaMeTpsbl
pacnucaHms:

o B rpynne Bpems BbinosHeHNA GUABTPA YKaXKMTE BPEMEHHON UHTEPBAJ, B TEUYEHME KOTOPOTrO
OyAeT AeNCTBOBaTL CETEBON GUALTP.

o B rpynne MNepuvog BbiNnoAHEHUS GUALTPA YCTaHOBUTE NepekItoYaTesb B NMOJOXKEHNE:

e ExxepHeBHO, ec/in ceTeBO GUIBTP JOMKEH felCTBOBATb KaX bl AeHb B yKa3aHHOe BPeMs.
Ecan Tpebyetcs, uTobbl GUALTP A€NCTBOBAN B HEKOTOPLIN Nepuo BpeMeHn (Harnpumep, B
TeyeHue AByX HeAeb), yCTaHOBUTE COOTBETCTBYHOLMIA (GNaXKOK M 3aAaliTe HYXXHbIV Nepuog,

e ExxeHepenbHoO, ecnun ceTeBoW GUALTP AOKEH AEACTBOBATb B ONpeAeieHHble AHN HEAENN.
YcTtaHoBUTE GiaXkKKy HAMPOTUB HYXXHbIX AHEW Heaenw.

o [lo 3aBepLlieHnn BBO4a AaHHbIX HAXXMUTE KHOMKY anIMeHI/ITb.

(© CoszpaHve pacnucaHus

Bpems BbINOHEHWS GUABTPAE:
c |00:00 no |09:00

Nepuroa BbiNOAHeHWA QUALTPA:

() ExenHerHO

PucyHok 13. [lobasneHue pacnucaHus

e [Ina pobaBneHWs rpynmnbl pacnucaHnii HaxmMmTe KHonky [lobaBute v BbibepuTe Mpynna
pacnucaHuin. B oTkpbiBLLEMCA OKHE yCTaHOBUTE (IaXkKOK PAAOM C HYXXKHOW rpynnon (uam
HeCKONbKUMU rpynnamMm) U Haxkmmte KHornky NpumMeHuUTs.

AHanornyHbIM 06pa3oM yKasbiBarOTCA pacnmcaHna Npu Co3faHnn ceTeBbiX GUALTPOB.
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[1pOCMOTP CeTeBbIX GUABTPOB

C nomolLbto Be6-NHTEpPdEca Bbl MOXETe MPOCMOTPETL CeTeBblE GDUNLTPLI, KOTOPbIE 3a3JaHbl Ha
KoopauHaTope. [1ns 3Toro BbINONHUTE CleaytoLime AeACTBUS:

1
2

Ha HauanbHOW cTpaHuLe Beb-nHTepdeica BoibepuTe NanTky MexxceTeBom 3KpaH.

Ha ctpaHuue CeteBble dUAbTPbI BbIGEpUTE BKAAAKY, COOTBETCTBYHOLLYHO HY>XHOMY TUMY CETEBbIX
dnnbTPOB.

Ha naHesnn npocMoTtpa oTobpasmnTcs CrmcoK ceTeBbiX GUAbTPOB BbIOPaHHOrO TUMa B NOpsAKe
ybbIBaHWA X NpuopuTeTa.

MpumeyaHue. Bkiagka PuabTpbl TYHHENMPYEMBIX Y3/10B OTOOPakaeTcs TOJbKO B Clyyae
HaAMunA NMLEH3MN Ha TYHHEIMPOBaHME XOTs Bbl OAHOTO COEANHEHNS.

@ CeteBble puAbTPbI

DUALTPEI 2AWMILEHHOR CETH

Hactpaweaembie dunbTphl

Allow DHCP Service n Pazpewaet /] UDP:from 67 to 68 Bce Bee Beeraa
Allow DHCP Service n Pazpewaet 0 UDP:from 68 to 67 Bee Bee Bceraa
Allow DHCP-Relay service n Pazpewaet /] UDP:from 67 to 67 Bce Bce Bceraa
Allow ViPMNet base services n Pazpewaet 0 UDP:from 2046 to 2046 Bce Bce Bceraa
Allow ViPMNet base services n Pazpewaet 0 UDPfrom 2048 to 2048 Bce Bce Bceraa
Allow ViPNet base services n Pazpewaet /] UDP:from 2050 to 2050 Bcee Bee Beeraa
Allow ViPMNet StateWatcher n Pazpewaet 0 TCP:to 2047, TCP:to Bee Bee Bceraa
5100, TCP:to 10092
Allow ViPNet MFTP n Pazpelwaet /] TCP:to 5000-5003 Bce Bce Bceraa
Allow ICMP Ping n Pazpewaet (/] ICMP:8 Bee Bce Becerpa

PucyHok 14. lpocmomp punempos 3awuujeHHol cemu

[Ans npocmotpa noapobHom MHGopMaLMK 1 pesakTMpoBaHus GuabTpa ABaX bl WENKHUTE ero B
cnucke. PegaktnpoBaHme BO3MOXHO TO/IbKO B peXXnme agMuHucTpatopa. MNpu pegaktmpoBaHum
HacTpolika NapameTpoB GUALTPOB OCYLLECTBASETCA Tak Xe, Kak Npu nx co3gaHum (cm. «Co3gaHune u
N3MeHeHne ceTeBblX QUABTPOB» Ha CTP. 32).
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Co34aHME N NM3IMEHEHME CETEBbIX
GUABTPOB

Bbl MOXeTe co3paBaTh U pejakTMpoBaTh CceTeBble GUABLTPbI TONBKO B PeXXMMe agMUHMUCTpaTopa. YTobsl
€o34aTb WV M3MEHUTb GUABLTP, BbIMOJHUTE Cleaytolne AeNCTBUSA:

1 Bowaute B pexxum agMuHucTpatopa (cM. «[logkitoveHne Kk Beb-nHTepdeincy» Ha cTp. 12).

2 Ha ctpaHuue MexceTeBolii 3kpaH > CeTeBble PUIbTPLI BbibeprTe Hy>KHYHO BKAAAKY.

3 BbINOAHWTE OAHO U3 AENCTBUIA:

(0}

(0]

YTtobbl co3aaTtb GUALTP, Ha MaHENN UHCTPYMEHTOB HaxkmuTe KHornky flobaBuTb.

YT06bI oTpedakTnpoBaTb CI)VII]pr, ABa>KAbl WENKHNTE €ro B Cnucke.

4 Ha OTKprBLUGlZCFI CTpaHuLUe BbIMOJHUTE Ciegyrouine AGIZCTBMHI

(0}

(0]

YKaxuTe Ha3BaHve ¢puabTpa.
YcTaHoBuTe daxok PUnbTp BKAIOUEH.
BbibepuTe genctBue ceteBoro puabtpa (baokmnposatb Tpaduk nam Mponyckate Tpadmk).

B pazaene UctouHukm ykaxute otnpasutens IP-naketos. [py HEOBXOANMOCTU YKaxKmnTe
ceTeBOW MHTepdeNC KoopAnHaTOPa, Ha KOTopbIn ByayT noctynaTb IP-nakeTbl OT oTnpaBuTens (B
3aBUCMMOCTM OT TUna duabTpa).

B pazgene HasHaueHuna ykaxunTte nonyyatensa IP-naketoB. Takxke npy HEOHXOAMMOCTU yKaxuTe
ceTeBOW MHTepdeic KoopamnHaTopa, C KOToporo byayT oTnpaBaaTbea IP-nakeTbl noayyatento (B
3aBUCMMOCTM OT TUna duabTpa).

B pazaene MNpoTtokonbl fo6aBbTE NPOTOKO/bI, HA KOTOPbIE ByAeT pacnpoCTpaHATLCA AeUCTBUE
dunbTpa. ECnm NnpoTokon He ykasaH, To GuabTp ByAeT NPUMEHATLCA KO BCEM MPOTOKOaM.

B pazgene PacnuncaHma ykaxute BpemMa feictema dpunbTpa. Ecam pacnmncaHune He ykasaHo,
dunbTp ByseT AeiCTBOBaTb MOCTOAHHO.
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© [lobaBnenue dprnbTpa TyHHENVPYEMbIX Y3108

Wma dunstpa: Dunetp 1
Cratyc: “ DUNLTP BRADUEH
Jeictemne: (®) BraokwpoeaTe Tpaduk

() Npenyckats Tpadk

MecTourmkm:

110.32.0.18
CeTeBol WHTepdeRAc: “ eth0

HazxaueHua:
5568_Admin

MpoTokonsl: Bce

Pacnincanmsa:
"PaBouwme gHn"

[
T
o
[

r

PucyHok 15. Co30aHue cemegoeo gpunempa
Haxmute kHonky CoxpaHuTb.
YT00bl M3MEHUTb NpUoPUTET GUNBLTPA, NEPETALLUTE €ro Ha HY>KHYHO MO3ULMIO B CMIUCKE.

Y1066l GUALTP BCTYNWUA B AeNCTBUE, HaXkmuTe KHOMKy MpumMeHUTb BCe.

Co3zaHre GUABLTPOB 3alLMLIEHHOW CeTH

CeTteBble GUALTPbLI A/15 3aLMLLEHHOM CETU MNO3BOAIOT OrpaHnYmnBaTh 0bMeH IP-Tpadukom ¢
3awmiLeHHbIMK y3namum cetn ViPNet, ¢ kotopbimun nmeet cBsizb ViPNet Coordinator Linux (cm. «O6iwmne
cBefieHVsA O ceTeBblX GuibTpax» Ha cTp. 18).

UTtobbl co3aaTbh GUALTP 3aLUMLLEHHON CETK, BLIMONHUTE Ceaytomne A4eCTBIS:

1

2
3
4

MeperianTe Ha cTpaHuLy CeTeBble PpuUAbTPLI > PUALTPLI 3aLLULLEHHOW CETH.
Ha naHenn MHCTpyMeHTOB HaxXXmuTe KHomnky flo6aButb.
Ha oTkpbiBLUecA cTpaHuLe yKaXunTe Ha3BaHWe, CTaTyC 1 AeicTBUe dunbTpa.

B pazaene UcTouHukM Haxxmumte kHomnky J06aBUTb 1 yKaxute oTrnpaBuTtens 3awmdpoBaHHbIx IP-
nakeToB:
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(0}

YT10o6bI A06aBUTL OAMH NN HECKOBKO 3aLLMLLLEHHBIX Y3/10B, Bbibepute CeTeBOW y3en. B
OTKPbIBLUEMCA OKHe ycTaHOBUTE HaXKOK PAJOM C HY>KHBIMM Y31aMUN N HaXMUTE KHOMKY
MpymeHnTb.

YTtobbl f06aBWTL rpynny 3allMLLEHHBIX Y3/10B, BbibepuTe nyHKT Fpynna y3nos ViPNet. B
OTKPbIBLUEMCA OKHe YCTaHOBWTE GIaXKOK PAJOM C HY>XKHOW TPYMMnol (MAN HECKONbKUMM
rpynnamu) n HaxxmuTe KHorky NMpumeHnTb.

Ona pobasneHns cMCTeMHOW rpynnbl 06bekToB (CM. «CrCTeMHbIE rpynbl 06bekToB» Ha cTp. 22)
BbibepuTe 0AMH 13 NyHKTOB: Mow y3en, [lpyrue y3ibl, Bce koopanHaTopbl, Bce kineHTbI.

B pazaene HasHaueHuMsa aHanormyHbiM obpasom gobaBbTe nonyyatens 3aluieHHbIx IP-nakeTos.

B pazzene MpoTokoibl yKaxuTe NpoToKobl Ans GUAbTPaLUN.

B pasgene PacnncaHma ykaxute pacrnucaHve genctema GuabTpa.

Haxxmute kHonky CoxpaHuTb. B pe3ynbTate HOBbIV GUALTP OTOBPa3nNTCs B crivcke GUAbTPOB
3aLUMLLEHHON CeTu.

Co3aaHme GUAbTPOB A4 TYHHEANPYEMbIX Y3/10B

CeteBble GUABTPbLI A8 TYHHEIUPYEMBbIX Y3/10B ONpeaensaoT npasmaa obMeHa IP-naketamm mMexay sTuMum
y3namu u y3namum cetn ViPNet, c kotopbimu nmeeT cBsizb ViPNet Coordinator Linux.

MpumeyaHue. Bbl MoXeTe co3gaBaTb GUALTPbI A8 TYHHENVPYEMbIX Y3/10B TONbKO B C/ly4yae
Ha/MunA NNLEH3MN Ha TYHHEMpPOBaHMe XOTs Bbl OZHOTO y3/a.

UTo6bI cO34aTb GUALTP A8 TYHHENNPYEMBIX Y3/10B, BbINOJIHUTE CeAytoLne AeNCTBUS:

1

2
3
4

Mepengute Ha cTpaHuLy CeTeBble GUALTPBI > OUABLTPbI TYHHEANPYEMBbIX Y3/10B.

Ha naHenn MHCTPYMEHTOB Ha>XMUTE KHOMKY ,D,OGaBVITb.

Ha oTkpbIBLUENCA CTpaHMLIe YKaXKnTe Ha3BaHWe, CTaTyC 1 AeicTBre GuabTpa.

B pazaene UcTouHukM Haxxmute KHomky Jo6aBuTb 1 ykaxute otnpasutens IP-nakeTos:

(0]

Y1o6bl 106aBUTL O4MH UAM HecKoAbKO IP-aapecos, BbibepuTe IP-agpec uam ananasox
aapecoB. B oTkpbiBLLEMCA OKHe BbiGepuTe cnocob ykasaHusa agpecos (IP-aapec, IP-nogceTtb
nnan AnanasoH IP-agpecos), ykaxute IP-agpec, ananasoH agpecos nan agpec n Macky noacetu,
3aTemM HaxxmuTte KHomky MpumeHnTs.

YT106b1 f06aBNTL DNS-1MA, BbIGEpPUTE COOTBETCTBYOLWMIA MYHKT. B OTKPbLIBLLUEMCA OKHE YKaXxuTe
DNS-umsa 1 Haxmute kHonky MpumeHnTs.

Ytobbl fobaBuTh rpynny IP-agpecos, Boibepute nyHkT Mpynna IP-aapecoB. B oTkpbiBLUEMCS
OKHe ycTaHoBUTE GIaXKOK PAAOM C HY>XKHOWM Tpynnon (MAn HECKONbKMMM Tpynnamm) n HaXKMuUTe
KHoMNKy MpuMeHnTDb.
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0 YT0bbl L06ABWTL OAMH MAN HECKObKO 3aLlMLLIEHHBIX Y3/10B, BbibepuTte CeTeBoii y3en. B
OTKPbIBLUEMCS OKHE YCTAaHOBUTE GIAXKOK PAAOM C HYXXHBIM Y3/10M (MM HECKONBKUMU Y31aMK) U
HaXXmMuTe KHonky MpuMeHnTb.

0 YTobbl fO6aBUTL rpynny 3aluLLeHHbIX Y3108, BbibepuTe MyHKT Mpynna y3nos ViPNet. B
OTKPbIBLUEMCA OKHe YCTaHOBWTE GIaXKOK PAJOM C HY>XKHOW TPYMMnol (MAN HECKONbKUMM
rpynnamu) n HaxxmuTe KHorky NMpumeHnTb.

o /[na pobaBneHns CUCTEMHON rpynnbl 06bekToB (CM. «CrCTeMHbIe rpynnbl 06beKTOB» Ha CTp. 22)
BbIbepuTe 0AMH 13 NyHKTOB: Bce TyHHennpyemble IP-agpeca,Bce koopauHaTopbl, Bee
KJINEHTDI.

Tak>e Bbl MOXeETe yKasaTb CETEBOWN MHTepdENC, Yepe3 KOTOpbIA ByayT nonydeHb! IP-nakeTbl. A
3TOro WesikHUTe nepekntoyatenb CeTeBor MHTEpPdEC 1 HaxxMuUTe KHOMKY flo6aBuTb. Bbl MoxeTe
BbIGPaTb M3 CMNCKA OAUH U3 CeTeBbIX MHTEPdENCOB KOOPAMHATOPa, yKka3aTk IP-agpec nHTepdeiica
nan £o6aBunTb rpynny UHTEPGHENCOB, /17 3TOTO BOCMO/Ib3YWTECH COOTBETCTBYOLLMMY NMYHKTaMM
MEHHO.

B pasgene HasHaueHuWs aHanormyHeiM obpasom gobaBbTe nonyyatens IP-naketos. Ecau B kauecTse
WCTOUHWKA BbIAN yKa3aHbl OTKPbITbIE Y3/bl, TO B HAa3HAUEHMM MOXHO YKa3zaTb ToJbkKO y3bl ViPNet, 1
HaobopoT. MpK HEOBXOAMMOCTM YKaXKMNTE CETEBOM MHTEPDENC, Yepes KOTOPLIM noaydaTtento byayt
nepegaHsl IP-nakeThbl.

B pa3zene MpoTokoibl yKkaxuTe NpoToKObl Ans GUAbTPaLUN.
B pa3zene PacnucaHma ykaxxuTe pacnucaHve geicteus dunbtpa.

HaxxmuTte kHonky CoxpaHuTb. B pesynbTate HOBbIV GUbTP 0TOBpa3nTCca B cnincke GubTPOB A
TYHHENMPYyEeMbIX y3/10B.

Co3zaHme NoKaNbHbIX GUABTPOB OTKPLITOW CETU

JlokanbHble GuAbTPbI OTKPBITOW ceTu peryampytoT oomeH IP-tpadumkom mexay ViPNet Coordinator Linux
N OTKPbITBIMY Y3naMMW.

UT06bI CO34aTb TOKaNbHBIA GUABLTP OTKPLITOW CETU, BBINOJHUTE ClefytoLne AeUCTBUS:

1

2
3
4

MeperanTe Ha cTpaHuLy CeTeBble PpuUAbTPLI > JlokasibHble PUABLTPBI OTKPBITON CeTU.
Ha naHenn MHCTpyMeHTOB HaxkmuTe KHorky flo6aButb.

Ha oTkpbiBLUeCcA cTpaHuLe yKaXunTe Ha3BaHWe, CTaTyC 1 geicTBue dunbTpa.

B pazgene UctouHmkm HaxxmuTe KHOMNKY [lobaBUTb 1 ykaxknTe oTrnpaButens IP-naketos:

0 YT0bbI fO6ABUTL OAMH MM HeckobKo IP-aapecos, BbibepuTe IP-agpec nam guanasoH
aapecoB. B otkpbiBLIEMCS OKHe BbibepuTe cnocob ykazaHusa agpecos (IP-aapec, IP-noacetb
nan AnanasoH IP-agpecos), ykaxuTte IP-agpec, AnanasoH agpecos wian agpec n Macky noacetu,
3aTeM HaxxmuTte KHomnky MpumeHnTb.

o YTtobbl fobaBunTe DNS-M4, BbIbeprTe COOTBETCTBYIOLWMIA MYHKT. B OTKPbIBLUEMCA OKHE YKaXuTe
DNS-nma 1 Haxxmute KHonky MpumeHUTb.
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o YTtobbl sobaeuTs rpynny IP-agpecos, Bbibepute nyHKT Mpynna IP-agpecoB. B oTkpbiBLeMca
OKHe ycTaHOBMTEe (NaKOK PAAOM C HYXXHOR rpynnon (Man HeCKOAbKVMU rpynnamm) N HaxmuTe
KHomMKy MpumeHnTb.

o [na pobaBneHna cMCTeMHOW rpynmnbl 06bekToB (CM. «CUCTEMHbIE TPYMMnbl OOBEKTOB» Ha CTP. 22)
BblbepuTe 0AMH 13 nyHkTOoB: Mo y3en, [lpyrve y3abl.

B pa3zgene HasHaueHuMs aHanormyHeiM obpasom gobasbTe nonyyatens IP-naketos. B ciyyae
MCMOJIb30BaHMA CUCTEMHBIX TPy 06bEKTOB, Bbl MOXeTe ykasaTb rpynnsl Mo y3en, ipyrue y3nbi,
LLinpokoBelatensHble agpeca, pynnosble agpeca.

B pazaene CeTeBoil MHTepdeC yKaxnTe CeTEBON MHTEPdENC, KOTOPLIN ByAeT NCNOob30BaH A5
nepegauv IP-nakeTtoB. [/1s 3TOrO LENKHWTE NMepPeKIoYaTe/lb U HAXXMUTE MOSBUBLLYIOCS KHOTMKY
Jo6aBuTb. Bbl MOXeTe BbIbpaTh M3 CNMCKa OAMH U3 CeTeBbIX NHTEPHENCOB KOOPAMHATOPA, YKa3aTb
IP-agpec nHTepdeiica unn fo6aBnTL rpynny MHTEPOENCOB, A8 3TOFO BOCMNONb3YNTECH
COOTBETCTBYHOLLMMU MyHKTaMUN MEHHO.

B pazagene MNpoTtokonbl ykaxute NpoToKoAbl Ans GpuabTpaLmun.
B pa3gene PacnucaHua ykaxuTe pacnucaHvie geictsua Gpunbtpa.

HaxxmuTte kHonky CoxpaHuTb. B pesynbTate HOBbIV GUALTP OTOBPa3NTCA B CMCKe NOKaNbHbIX
bUAbTPOB OTKPLITON CETU.

Co3/aHne TPaH3UTHBIX GUIBTPOB OTKPLITOM CeTH

TpaH3unTHble PUALTPLI OTKPLITON ceTu peryanpytoT npoxoxaeHue vepes ViPNet Coordinator Linux

OTKPbITbIX TPAH3UTHbIX IP-NakeToB (MakeToB, agpeca NCTOYHMKA M HAa3HaYeHUs KOTOPbIX He COBMajatoT
HK ¢ oaHuM m3 agpecos ViPNet Coordinator Linux).

UT0o6bl CO34aTb TPAH3UTHBIA GUABLTP OTKPBLITONM CETH, BLIMOAHWUTE CeAytoLLMe AENCTBUS:

1
2
3
4

Mepenante Ha cTpaHuLy CeTeBble GUNbLTPbI > TpaH3UTHbIe GUNBLTPbI OTKPBLITON CETU.
Ha naHenn MHCTpyMeHTOB HaxkmuTte KHoNky obaBuTb.

Ha oTkpbIBLIENCA CTpaHULE YKaXkMTe Ha3BaHWe, CTaTyC 1 aelncteme GuabTpa.

B pazaene UcTouHukmM Haxxmute KHomky Jo6aButb 1 ykaxute otrnpaeutens IP-nakeTos:

0 YT0bbI fO6ABUTL OAMH MU HeckobKo IP-aapecos, BbibepuTe IP-agpec nam guanasoH
aapecoB. B oTkpbiBLLEMCA OKHe BbibepuTe cnocob ykasaHusa agpecos (IP-aapec, IP-nogceTb
nnan AnanasoH IP-agpecos), ykaxute IP-agpec, ananasoH agpecos nan agpec n Macky noacetw,
3aTemM HaxxmuTte KHomky MpumeHnTs.

0 YTobbl f06aBUTE DNS-1M$, BbIbepUTE COOTBETCTBYOLWMIA NMYHKT. B OTKPbIBLLUEMCS OKHE YKaXmTe
DNS-nma 1 Haxxmute kKHonky MpumeHUTb.

o YTtobbl sobaeuTs rpynny IP-agpecos, Bbibepute nyHKT Fpynna IP-agpecoB. B oTkpbiBLeMcA
OKHe ycTaHOBUWTEe (NaKOK PAAOM C HYXXHOI rpynnon (Man HeCKOAbKVMU rpynnamm) N HaxmuTe
KHOMKy MpuMeHnTDb.
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Takoke Bbl MOXETe yKa3aTb CETEBON MHTepdENC, Uepes KOTOPbIN ByayT NoayYeHbl TpaH3nTHbIe IP-
naketbl. [N 3TOro wenkHUTe nepekntoyatesb CeteBoi MHTEPdENC 1 HaxKMUTE KHOMNKY [o6aBuUTh.
Bbl MOXeTe BbIOpaTh U3 CMCKa OAUH M3 CETEBbIX MHTEPDENCOB KOOPAMHATOPA, YKa3aTb IP-agpec
nHTepderica namn obaBmTb rpynny MHTEPGENCoB, AN 3TOrO BOCMO/b3yNTECh COOTBETCTBYHOLLMMM
NYHKTaMW MEHHO.

B pazaene HasHaueHuWs aHanormuHbiM obpasom gobasbTe noayyatens IP-naketos. Mpw
HeobXO0AMMOCTH YKaXxuTe ceTeBOM UHTepdeinc, YUepes KOTOPbI Noayyatento byayT nepeAaHbl
TpaH3uTHble IP-nakeTbl.

B pasgene MNpoTokonbl ykaxuTe NpoTOKOAb! ANA GUALTPALUN.
B pa3zgene PacnncaHma ykaxute pacrnmcaHve gencrema GuabTpa.

HaxxmuTte kHonky CoxpaHuTb. B pesynbTate HOBbIV GUILTP OTOBPA3NTCA B CINCKE TPAH3UTHBIX
bUABTPOB OTKPbLITON CETU.
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[1pakTnueckm npumep
CMONB30BAHMA TPYMMN OOBbEKTOB U
CeTeBbIX QUNBLTPOB

PaccmoTpyM CrieAytoLmin NpyMep MCMo/Ib30BaHWsA rpynn 06beKTOB 1 ceTeBbiX GUALTPOB. [Jonyctim, B
opraHusauum passepHyT koopanHatop ViPNet Coordinator Linux, ABAAIOWMIACA NOYTOBLIM CEPBEPOM.
ITOT 3aLUMLLEHHBIN MOYTOBbLIN CEPBEP BbIMOJHAET Ciedytolme GyHKLMM:

e O6MeH coObLLEHNAMM 3NEKTPOHHOW MOUThI C BHELUHVMMW NOYTOBLIMU CEpBEPaMUY;

e [lepesgaya cOOBLLEHNIA 3N1EKTPOHHON MOYTbI, OTNPABAEHHbIX YAaNEHHBIMW COTPYAHMKAMW N
afipecoBaHHbIX M.

OtnpaBka cOODOLLEHMI Ha MOYTOBbI CepBep BHELLHUMM NMOYTOBLIMW CepBepamMm ¥ NoJib3oBaTeNsimMm
ocylecTeaseTcs no npotokony SMTP. MNepegava coobLLEeHNI 31eKTPOHHOW NOYTbI MONb30BaTENAM
npoussoanTca no npotokonam POP3 n IMAP.

Y106kl OpraHmn3oBaTb 06MeH COOBLLEHMAMMU C BHELLUHVMMW MOYTOBLIMUW CEPBEPAMM 1 NMONb30BaTENAMU U
[OCTYN MOAb30BaTENEN K INEKTPOHHOM nouTe 13 VIHTepHeTa, Ha 3aliuLLEeHHOM NOYTOBOM CcepBepe
HeobxoAMMO COo3aaTb ceTeBOW GUABLTP, paspeLLaoWwuii npnem n nepegady IP-naketos no 25-my nopty
npoTtokona TCP (ctaHaapTHbIM NopT aAns npotokona SMTP), a Takxxe no 110-my n 143-my nopty (ans
npotokonoB POP3 n IMAP cooTBeTCTBEHHO).

Bbl MOXeTe co3aaTb rpynny NpoTOKO/IOB, B KOTOPYHO ByAyT BXOAUTb BCE yKa3aHHbIE Bbille MPOTOKObI.
JaHHyto rpynny Bbl CMOXeTe MCMO/b30BaTh NPY CO34aHnn ceTeBOro GpuabTpa. Kpome 3TOro, Bbl CMOXeTe
MCNoab30BaTb €e MOBTOPHO B JOMONHUTENbHBIX UIbTPax ANA MOYTOBOrO CepBepa, eC/i Takme B
AanbHelwem noTpebyeTcs co3aatb.

Y106kl CO3aaTh rpynny NPOTOKO/OB, BbINONHUTE CEAYIOLLNE AeACTBUS:
1 Bongute B pexxunm agMmuHucTpaTopa (cm. «MoakntoueHmne K Beb-nHTepdency» Ha cTp. 12).
2 Ha HayanbHoOW CTpaHULe Beb-nHTepdeinca BoibepuTe Nantky MexkceTeBon 3KpaH.
3 Tepewngute Ha cTpaHuuy Mpynnbl 06bekTOB > MpoTOKOADI.
4 Ha naHenun MHCTPYMEHTOB HaxmuTe KHorky flob6aButs.
3afainTe UMsA rpynmnbl NPOTOKONOB.
6 B pa3gene CocraB fob6aBbTe BCE Hy>KHbIE MPOTOKObI:

o [ns pobaBneHuns npotokona SMTP B meHto kHoMNku [lobaBuTb BbibepuTe NyHKT MpoTokon
TCP/UDP, nocne yero B NOABUBLUEMCS OKHE YKaXuTe:

e B KayecTBe npoTtokona — TCP;
e B KayecTBe MopTa UCTOYHMKa — Bce nopThi;

e B KayecTBe MopTa HasHayeHus — Homep nopTa 25-smtp.
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@ [TpoTokon TCP/UDP

MpoTokons:
(_JUDF
WeTounuk: Bce nopTsi
HazHaueHwme: Homep nopta 25-smtp

PucyHok 16. [lobasneHue npomokoaa SMTP

0 AHanornyHbIM obpasomM gobasbTe Npotokoabl POP3 1 IMAP, yka3aB BMeCTO nopTta HasHauyeHus
Homep nopTa 110 1 143 cooTBETCTBEHHO.

7 Mo 3aBepLueHnn fobaBAEHNS NMPOTOKOIOB B OKHE CBOWCTB FPyMbl HaXkmuTte KHorky CoXpaHuThb.
B pesynbTaTe ByaeT cozgaHa rpynna npotokoos. Vicnonb3yiite gaHHyto rpynny npu co3gaHny GuabTpa.

Y106bI COo34aTb CeTeBoi q)VIJ'Ipr Aana obMeHa NoYToBbIMMU COO6LU,€HVIFIMVI C BHEWHNMUW CcepBepamMun 1
nonb3oBaTeNAaAMK, Ha 3allmLeHHOM NOYTOBOM CepBepe BbINOAHUTE cheayrolne AGVICTBVIFII

1 Ha HavanbHOW cTpaHuLe BeG-nHTepdelica Bbibepute NanTky MexkceTeBoi 3KpaH.
2 T[lepengute Ha cTpaHuuy CeTeBble GuUabTpbI > JlokaibHble GUNLTPbI OTKPLITON CETU.

3 Co3zgavite ceteBol duabTp AN Beex IP-agpecos, Tak kak [P-agpeca BHELLHMX MOUTOBbLIX CEPBEPOB
3apaHee Heu3BeCTHbI U CO3AaBaeMblin GUALTP AOKEH PacnpoCcTpaHATbea Ha IP-agpeca Beex
nonb3oBatenen. 14 3Toro Ha NaHean NHCTPYMEHTOB HaxkMuTe KHonky flobaBuTh.

4 B noaBMBLUEMCS OKHe 3ajanTe napameTpbl GuabTpa:
o 3ajante uma ceteBoro GpuabTpa.
0 YcraHoBuTe nepekatoyatens CraTtyc B nonoxeHne GUAbTP BKALOYEH.
o B pa3sgene [leiicTBre yCcTaHOBUTE NepekstoyaTens B nosoxeHue Mponyckatb Tpaduk.

o YT0bbI AelcTBNE PUabTPa pacnpocTpaHanoch Ha Bce IP-agpeca, B pasgenax UctouHukm n
HasHaueHus He 3asaBaliTe OTNpaBUTENEN N NONyYaTeNel COOTBETCTBEHHO.

o B pa3sgene MpoTtokonbl B MeHtO KHOMKK [lo6aBuThb BbibepuTe NyHKT Ipynna npoToKoioB, noc/e
4ero B NOSABMBLLEMCA OKHe BblbepuTe rpynmny NpoTokoioB, KoTopas bblia co3aaHa
npejsapuTesibHO.

o Haxmure kHonky CoxpaHUTb.
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PucyHok 17. [lobasneHue punsmpa 0/15 noumoegozo cepsepa

B pe3ysbTate ByaeT co3gaH ceteBon uabTp. Taknm 06pasom, Ha 3alMLLEeHHOM NOYTOBOM CepBepe
6yzeT pa3pelueH obMeH COObLEHNAMM C BHELLHUMUN CEpBEPaMU 1 COTPYAHMKAMM OpraHnsanmn u
AOCTYN COTPYAHVKOB K 3/1EKTPOHHOM nouTe.
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3a4eM MUCMONb3YETCA TPAHCNALNA
a/lpecoB

TpaHcnsaumsa cetesbix agpecos (NAT, Network Address Translation) — 310 MexaHu3M npeobpazoBaHums
IP-agpecoB ogHow ceTn B IP-agpeca gpyron cetu. NonoXeHWs TeXHONOTMN TPAHCAALMN ajpecoB
pernameHTupytotcs RFC 2663 http://tools.ietf.org/html/rfc2663.

TpaHCﬂFILI,VIﬂ CceTeBbIX agpecoB 06bIUHO NnpUMeHAETCA ANA peleHnAa ABYyX OCHOBHbIX 3ajaud:

e [pn HeObXOAMMOCTM NOAKIOHEHNA TOKABHON ceTh K VIHTepHeTy, KorAa KONM4ecTBo Y3108
NOKaNbHOW CeTV NpeBbILIaeT BblAaHHOE MOCTaBLUMKOM ycyr VIHTepHeTa KoAn4ecTBo nybanyHbix IP-
aapecos. Takum obpasom, NAT no3BoasieT 1oKasbHbIM CETAM, NCMOJ/b3YHOLW MM YacTHble agpeca,
noay4yatb JOCTYN K pecypcam HTepHeTa.

[ns pelweHns 3Ton 3agaun UCNONb3yeTCA TPAaHCAALNA aZpeca UCTOUHMKA (Ha cTp. 44).

e /[lnqa opraHu3auum AOCTyna K BHYTPEHHUM pecypcam U3 BHeLLHeln ceTu. B pesyabTate nprvMeHeHWs
TexHonormn NAT nokasbHble ceTu, MeroLL e YacTHble agpeca, MOryT 6biTb JOCTYMHbI
nonb3oBaTtensMm VIHTepHeTa no nybanyHeim IP-agpecam.

[ns pelweHns 3Ton 3agaum UCNOb3yeTCA TPAHCAALNA afpeca HazHayeHWs (Ha cTp. 43).

MpaBuna TpaHCAALUM afpPECOB MOTYT ObITb HACTPOEHbI HAa MEXCETEBOM 3KPaHe — KOMMbHOTepe,
pasrpaHnumnBaroLLEM JIOKaNbHYHO (BHYTPEHHIOK) CeTb U rNobanbHyto (BHELLHIOH) CeTb, HanpumMep
VHTepHeT. MexceTeBOW 3KpaH LOMKEH UMETb Kak MUHMMYM ABa CeTeBbIX MHTepdelica:

e BHewHwu nHTepdenc — nmeet nybanyHein IP-agpec n obecneunsaet goctyn B VIHTepHeT.

e  BHyTpeHHUI nHTepdeic — umeeT YacTHbIl IP-agpec.

TpaHC}'IFILU/IFI ceTeBbIX a4pecoB OCYyLLEeCTBNAETCA ANA IP-nakeToB, npoxogAawmx 4yepes3 MeXceTeBom 3KpaH
n3 BHyTpeHHeVI CeTN BO BHELWIHKOK NN HaO60pOT.
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TpaHoauma aapecoB B TEXHONOMMM
ViPNet

BHumaHue! MpaBwaa TpaHCAALMKW, ONMCaHHbIE B JAHHOM pa3fene, OTHOCATCA TOIbKO K
A OTKpbITOMY Tpaduky. [ns 3almieHHoro Tpadrka AelicTBYOT aBTOMaTMyeckme

MeXaHU3Mbl TPaHCIAUMKN aJpeCOB, NapaMeTpbl KOTOPbIX HE MOTYT 6bITb N3MEHEHbI.

ViPNet Coordinator Linux MoxeT BbINoAHATL TpaHCAAUMIo agpecoB (NAT) (cMm. «TpaHcasaLms ceTeBbIX
agpecoB (NAT)» Ha cTp. 53) cnegytowmx TMNOB:

e TpaHcnaums agpeca Ha3HaueHus, HasbiBaeMas Takxke dpopBapanHrom noptos (port forwarding) nan
CTaTUYECKOM TPAHC/IALMEN, CTMONb3YETCS, KOrAa HY>KHO obecneunTb AocTyn u3 ViHTepHeTa K
KOMMbHOTEPY, HAXOAALLEMYCS B YaCTHOW ceTW. B 3Tom cayyae nakeTbl, npuxoaswue ns NHTepHeTa
Ha ornpezesieHHbIV NOPT BHELLHETO agpeca KOOPAMHATOPa, NepeHanpaBasroTCA Ha yKas3aHHbIN
aApec BHYTPEHHEN CeTU MyTeM NMoAMEHbI B HUX aZpeca Noyyatesisi, a y OTBETHbIX MaKeToB OT
KOMMbrOTEPA BHYTPEHHEN CETU NOAMEHSETCA ajpec OTNpaBUTENs.

e TpaHchsLmMA agpeca UCTOUHMKA, Ha3blBaeMas Takxke MackapaauHrom (masquerading) nam
AMHaMUUEeCKoM TpaHCasaumnen. Takas TpaHCAALMSA ajpecoB UCMOb3YeTCs, eCAN HYXXKHO OpraH1M3oBaTh
BbIXOZ, B VIHTEpHET nosib30BaTesIel, UMEOLLMX YacTHble agpeca. B aTom ciyyae npu npoxoae yepes
KOOPAMHATOP NakeToB OT YaCTHbIX OTMNPaBUTENEN B HUX 3aMEHAETCA afpec OTNpaBUTeNs Ha
BHELUHWUI (peasibHblin) agpec KoopAnHaTtopa. MNpu Nprxoie OTBETHbLIX MaKeTOB B HWX MOAMEHSETCS
ajpec nosyyatens obpaTHO Ha YacTHbIA afpec, U B TaKOM BUAE MaKeT AOCTAB/SETCA B YACTHYHO CETb.

e OpHOBpemMeHHas TpaHCAALMA aAPeCcoB NCTOYHMKA W Ha3HayeHua. [laHHaa pasHoBuaHoCTb NAT
MOXET MCNOJ/Ib30BaTbCA B CIOXKHbIX CXeMaxX MapLipyTusaumm Tpadumka.

TpaHCﬂFILI,MFI CceTeBbIX a4peCcoB BbINONHAETCA KOOPANHATOPOM, TONbKO €C/1I HaCTPOEHbI
COOTBETCTBYHOLLME NpaBuia.

TpaHcAaUMA aapeca HazHayeHM

TpaHchauma agpeca y3na HasHadeHusa npegHasHaveHa gna opraHvsaumm goctyna ms ViHtepHeta K
cepBepam JIoKanbHOW ceTu, He nMetowum nybamyHoro IP-agpeca. MpaBuno TpaHcaauum agpeca
Ha3HauyeHWs CTaBWT B COOTBETCTBME YacTHbIM IP-agpecam nokanbHbIX Y3108 ny6anyHbIn IP-agpec
KoopanHaTopa. B cooTBeTCTBMM C NpaBuioM, B 3aronoBkax IP-naketos ny6anuHbiii IP-agpec (awm IP-
aApec 1 NopT) Ha3Ha4YeHNA 3aMeHAETCA YacTHbIM apPecoM JoKaabHOM ceT. Takum obpasom, no
ny6anuHomy IP-agpecy BHelLHME NOb30BaTEAN MOTYT MOAYUYUTb JOCTYN K pecypcam NOoKanbHOW CeTu.
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PucyHok 18. Zlocmyn k eHympeHHUM pecypcam npu NoMowWu Npasua mpaHcisyuu IP-adpecos y3/108

HasHa4yeHuUA
Ecan pna BHewHero IP-agpeca koopauHaTopa 3aaHo NpaBmao TPaHCAALMKN agpeca HasHavyeHwus, TO Npu
obpalueHnn K 3Tomy agpecy n3 ViHTepHeta 6yayT BbINOAHATLCA Clefyrolme npeobpasoBaHmna:

Bo Bxogawmx IP-nakeTtax oT BHELLHEro y3ja KoopAnHaTop NogMeHseT agpec nojyyarens
(ny6anunbin IP-agpec KoopAMHATOPA) NOKabHbIM aApPeCcoM B COOTBETCTBMMU C OMUCAHHBIM
npaBuioM. 3aTeM nakeT nepefaeTcs yYepes BHYTPEHHUI ceTeBOW MHTepdelic Ha y3en NoKaabHOM

CeTn, KOTOPOMY afpecoBaH Maker.
Mpu NPoXoXaAeHUW OTBETHbIX NaKeToB (B paMKax y>e CO34aHHOM CecCcMmn) KOOPAMHATOP
npou3BoAnT obpaTHyto 3aMeHy IP-agpecoB. Aapec otnpasuTens (IP-agpec noKanbHOro y3na)
nogMmeHsetcs ny6anyHbiM IP-agpecom BHelHero ceteBoro nHtepderica koopamHaTopa. 3atem

OTBETHbI NakeT OTNPaBASETCA MO Ha3HaUYeHWIO (y3ny B VIHTepHeTE).
Takvm obpasom, Npu nepegave B VIHTepHeTe nakeT BbIMAAWT TaK, byATo OTnpaBuTenb v

noJsiyyartesib 3T0ro naketa UMeroT I'Iy6J'IVILIHbIe IP—ap,peca.

BHumaHwue! MNpun TpaHcaaumm agpeca y3na HazHauyeHUa MHULMNPOBATb COeANHEHNE
MOXET TO/IbKO BHELUHMI y3en. YToObl I0KasbHbIN y3ea MOT TakKe MMeTb JOCTYN B
NHTepHeT (aByctopoHHU NAT), HeO6XOANMO B AOMONHEHNE K NMPaBUAYy TPaHCAALMM
ajpeca y3/ia Ha3HayeHWNs 3a4aTb TakxkKe NPaBWUIO TPAHCAALMM apeca NCTOYHMKA.

>

TpaHoauma aapeca NCTOYHMKA

Tpchnﬂu,vm ajpeca NCTOYHUKa npejHa3Ha4YeHa AnAa opraHm3alnm 4oCTyna JIoOKaabHbIX KOMMbHOTEPOB B
MHTepHeT. ﬂpanmo TpaHAUMM agpeca NCTOYHKMKa CTaBUT B COOTBETCTBUNE HECKOJIbKUM YaCTHbIM IP-

aZipecam NoKasbHbIX y310B NMy6anuHblin IP-agpec kooparHaTopa. B cOOTBETCTBMM C NpaBWIOM, B
3aronoBkax IP-naketoB yacTHble IP-agpeca NCTOUHMKA 3aMeHSAIOTCA Ha Ny6anyHbIn IP-agpec. Takum
06pazoM, y3/bl NOKaJbHON CETU MOTYT yCTaHaB/MBaTb COEANHEHWS C y3n1aMu B IHTepHeTe OT NMeHU

ny6savuHoro IP-agpeca koopavHaTopa.

ViPNet Coordinator Linux 4. PaboTa c Be6-uHTepoeincom | 44



NokanbHanA ceTb

I
[ d i BHewHAA ceTb
S NG _ B —~

192.168.77.10 "“‘“=---.___T_, =

: : D— » -
! =y B 50.100.200.1 f'u
B .L’/ /] ==

: b /

I
I
I
| I
I
!

/ {pasiao mpancasyuu
[P-adpeca ucmountirg

PucyHok 19. OpeaHusayus docmyna 8 MiIHmepHem npu nomowu npasusia mpadcaayuu IP-adpeca
ucmoyYHuka

Ecnv Ha koopAvHaTope HacTPOEHO NPaBWIO TPAHCAALMUM ajpeca UCTOUYHWMKA, TO TpaH3uTHble IP-nakeTs,
MPOXOAfLLME Yepe3 KOOPAMHATOP W3 JIoKanbHOW ceTv B VIHTEpPHET (Mnun Apyrve rnobanbHble ceTn) byayT
npeobpasoBaHbl CeyoLWMM 06pa3oM:

e B MoMeHT nepegaun IP-naketa n3 nokanbHoi cetn B iHTepHeT ViPNet Coordinator npeobpasyet
agpec v (nan) nopT oTnpaBuTens naketa ansa npotokonos TCP n UDP. [1na nakeToB npotokona
ICMP npeobpasyeTcsa agpec oTnpaBuTens, ocTajbHble MapaMeTpbl 3anoMuHaroTcs. B npouecce
npeobpa3oBaHuWs YacTHbIV aApec OTNPaBUTENA NakeTa 3aMeHAETCA Ha NyBIMYHBIA ajpec BHELIHEro
ceTeBOro MHTepdenca KoopanHaTopa, obecneumBatoLLero AOCTyn B rnobanbHyto ceTb. Mpu
JanbHeWwewn nepesade B ViHTepHeTe nakeT umeeT nybanuHein IP-agpec otnpasuTens. Homepa
nopTos otnpasutens (ana npotokonos TCP 1 UDP) 1 3anomumHaemMble napameTpsbl (418 NpoToKoAa
ICMP) nakeToB MMEIOT YHUKaNbHbIE 3HAUEHWA /1A BCEX UCXOAALLMX IP-coeMHEHMI BHELLHEro
ceTeBOro MHTepderica koopauHatopa. MNocne npeobpaszoBaHVA NakeT OTNPaBASETCA agpecaTy B
NHTepHeTe.

e [lpn npoxoxaeHumn oteeTHbIx NaketoB ViPNet Coordinator nponssoanT obpaTHoe npeobpazoBaHme
yKa3aHHbIX NapaMeTpoB. To eCcTb B MOMEHT Nepegaum otBeTHOro IP-naketa ViPNet Coordinator
3aMeHseT B HEM afpec NoJslyyaTens Ha YacTHbIA ajpec y3na JIoKaNbHOW CeTU, KOTOPOMY aZpecoBaH
OTBETHbIM nakeT. [peobpazoBaHme NPOUNCXOANT Ha OCHOBAHUW YHMKaNbHbIX HOMEPOB MOPTOB,
NPUCBOEHHbIX NCXoAAaLWMM nakeTam (ana npotokonos TCP 1 UDP), n 3anomMuHaembIx napameTpoB
nexoasawmx naketos (ana npotokona ICMP). Homepa noptos (an1a npotokonos TCP n UDP) takxe
npeobpasyoTcs B CBOM UCTUHHbIE 3HaYeHMA. 3aTeM OTBETHblE NakKeTbl NepesatoTca Yepes
BHYTPEHHWIA ceTEBOM UHTepdEC Y3y I0KaAbHOM CETH, KOTOPOMY afjpecoBaH MaKer.

Mpumeuanune. Ansa Bcex npoTokoos, kpome TCP, UDP 1 ICMP, npeobpa3sytoTcs ToNbKO

IP-agpeca. s NpOTOKOJIOB C YaCTUYHbIM Npeobpa3oBaHmem TpaHcaauma IP-agpeca
WNCTOYHMKA He ByaeT paboTaTb, €C/iM HECKO/IbKO Y3/10B JIOKa/IbHOW CETU O4HOBPEMEHHO

VHNLMUPYIOT COeANHEHNE C OAHVNM U TeM Xe IP-agpecom nybanyHow cetw.
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[1pOCMOTP NpaBMA TPAHCAALLMN
a/1peCoB

C nomolbto Beb-MHTepdelica Bel MOXeTe MPOCMOTPETb NpaBuaa TpaHcaaummn IP-agpecos, KoTopble
3afjaHbl Ha KoopaunHaTope. /114 3TOro BeINOAHWTE ClefyoLime AeACTBUS:

1 Ha HavanbHoW cTpaHuLe Beb-nHTepdelica Bbibepute Nantky MexxceTeBoi aKpaH.

2 [lepengute Ha cTpaHuuy NAT. Ha naHenn npocMoTpa oTobpasmnTcs CiMcok npaBua TpaHcasaumm IP-

afpecos.

TpaHcnaumA agpecos

Crover [ e [ oo oo

Hactpaweaemeie duneTpbl

Mpaswno 1 “ 1111 Bece Bece Wecrounnkn(8.8.8.8)

Mpagwmno 2 “ Bce Bee Bece WeTounmnkn{Agpec
WMCXOAALLETD
nHTERdeRca)

PucyHok 20. lMpocmomp npasun mpaHciayuu IP-adpecos

3 [ns npocMoTpa NOAPOGHOW MHPOPMaLIMK U pesakTUPOBaHWA NpaBuia ABaX/bl LLLESKHUTE ero B
cnucke. PegaktnpoBaHme BO3MOXHO TO/IbKO B peXXMMe agMuHucTpatopa. MNpu pegaktmpoBaHum
HacTpolika NapamMeTpPOB MPaBW/ OCYLLECTBASETCA TaK Xe, Kak Npu 1ux co3gaHum (cMm. «CoszaHue 1
n3MeHeHne npaswua TpaHcaaumm IP-agpecos» Ha cTp. 47).
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Co3aaHMe N U3MEHEHWE MPaBUJI
TpaHcnaumm IP-aapecos

YTtobbl cO3aaTb WM U3MEHUTL NPaBUAO TPaHCAALMK IP-aapecoB, BINOAHWTE Clefytolmne AeCTBUA:

1
2

10

Bonaute B pexxum agMuHucTpatopa (cM. «[logkitoueHne k Beb-nHTepdency» Ha cTp. 12).
MepenanTe Ha cTpaHuLy Me>xceTeBoii akpaH > NAT.

BbInOAHUTE O4HO U3 AENCTBUNA:

0 YTobbl co3aaTh MPaBMAO, Ha NaHe N MHCTPYMEHTOB HaXXMWTe KHOMKY Jlo6aBuTb.

0 YTobbl OTpeAakTMpOBaTh NPaBWO, ABaXAbI LLENKHUTE ero B CrIUCKE.

Ha oTkpbIBLUENCA CTpaHMLIe YKaXKUTe Ha3BaHWe 1 CTaTycC npaBuna.

MNpw HeobxoanMOCTM Npeobpa3oBaHMA agpeca UCTOYHMKA A1A CXOAALLNX IP-nakeToB B pa3gene
TpaHCNALMA NCTOYHMKA BbINOAHWTE ClejytoLLne AeiCTBUA:

o YctaHoBuUTe bAaXKOK 3aMeHATb aapec NCTOUHMKA Ha.

0 YcTaHOBUTe MepekatoyaTesib B MOJOXEHNE aapec Ucxogsaliero uHTepderica (onpegensercs
aBTOMaTM4eckm), utobbl IP-agpec oTnpaBuTeNs 3aMeHsACA Ha aZpec BHELLHEro UHTepdelica
KoopauHaTopa.

o Ecan Heobxoammo ykasaTtb Apyrov agpec, yCTaHOBUTE Mepek/itoyaTesb B NONOXeHWe gpyron IP-
ajpec v yKaxuTe Hy>KHbI agpec.

Mpw HeobxoaMmMocTn Npeobpa3oBaHWs agpeca Ha3sHayeHna ana Bxoaawmx IP-naketos B pasgene
TpaHcnAuMA Ha3HayeHna ycTaHoBUTE G1aXKKW 3aMeHATb ajpec Ha3HayYeHNsa Ha 1 3aMeHATb NopT
Ha3HaueHuA Ha (Npu HeobxoanmocT) n ykaxute IP-agpec 1 nopt, koTopble HyayT NpucBavnBaThCA
noayyeHHbIM Ha KoopanHaTtope IP-naketam.

B pazgene UctouHmkm HaxxmuTe KHOMKY [lobaBUTb 1 yKaxknTe oTrnpasButens IP-naketos:

0 YT0bbI fO6ABUTL OAMH MU Heckobko IP-aapecos, BbibepuTe IP-agpec nam guanasoH
aapecoB. B oTkpbiBLLEMCA OKHe BbiGepuTe cnocob ykasaHusa agpecos (IP-aapec, IP-nogceTtb
nan AnanasoH IP-agpecos), ykaxuTte IP-agpec, AnanasoH agpecos wian agpec n Macky noacetu,
3aTeM HaxxmuTte KHomnky MpumeHnTs.

o YTtobbl fobaeuTs rpynny IP-agpecos, Bbibepute nyHKT Fpynna IP-agpecoB. B oTkpbiBLeMcA
OKHe ycTaHOBWTE (NaKOK PAAOM C HYXXHOI rpynnon (Man HeCKOAbKMMU rpynnamm) N HaxmuTe
KHOMKy MpuMeHnTDb.

B pa3zgene HasHaueHuMs aHanormyHeiM obpasom gobasbTe nosyyatens IP-nakeTos.
B pasgene MNpoTokobl ykaxknuTe NpOTOKOAbI AN TPAHCAALMM.

Haxxmute kHonky CoxpaHuTb. B pesynbTaTe HOBOE NpaBmIO 0OTOBPa3nNTCA B CIMCKe NpaBu
TpaHcaAuun IP-agpecos.
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© [lobaBneHue npaBmna TpaHCALMN aApPeCOB

HazsaHwe npaewna: Mpaswno 2
Cratyc: “ DUALTP BKAOUEH
TpaHcnAUMA: 3aMeHATE aApec UCTOUHKMKA Ha

':9:' agpec ncxogswero HTepdelica (onpeaenaeTca aBToMaTMYECKK)
Y -
() apyro# [P-appec
HazHaueHua
[ ] 3amenaTs agpec HazHaueHuA Ha

[ ] 3ameHaTh NopT HasHadueHnA Ha

WcTounmkm:
"HacTHele [P-agpeca”

HazHausHua: Bce

MpoTokons: Bce

CoxpaHnTk

© 1991-2014 OAO eMidoTeKC

PucyHok 21. Co30aHue npasuna mpaHoiayuu adpecos

11 YT106bI M3MEHUTL NPUoOpPUTET NpaBW/a, NepeTalnTe ero Ha Hy>KHy+t no3nynto B Crncke.

12 YT10o6bI NPaBUAO BCTYNWIO B AeCTBME, HaXkmuTe KHomnky MNprumMeHnTb Bee.
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PaboTta Co Cnmckom y3a10B
3aLUMLLIEHHOW CETU

C nomouypbto Beb-mHTepdelica ViPNet Coordinator Linux Bl MOXeTe npocMaTpuBaTh CNNCOK
3alMLLEHHBIX Y3/10B, KOTOPbIE BbLIN CBA3aHbI C AaHHbIM CeTeBbIM y310M B nporpamme ViPNet LieHTp

ynpaB/ieHns ceTbto. [la 3TOro BbINOJHUTE CieaytoLlve AeUCTBUS:
1 Ha HayanbHOW cTpaHuLe Beb-nHTepdeiica Bbibepute nantky ViPNet VPN.

2 Ha ctpaHuue 3awpmiuieHHas ceTb 0TO6Pa3nTCa CNMCOK CBA3aHHbIX y310B ceTh ViPNet. Y3nbl,
KOTOpble B flaHHbIi MOMEHT OTK/IFOUEHbI OT CeT B0 ANA KOTOPbIX HET AaHHbIX 06 Ux cTaTyce,
BblZesieHbl cepbiM LiBeToM. CobcTBeHHBbIN y3en ViPNet otobpaxkaeTtcs B cnivcke nepBbiM.
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(© 3auwpiieHHas ceTb

5568_CM_16_Linux-1 192.168.64.156,

5568_AP1_off 192.168.238.133

i) ] ) L) gl pl) ) =

PucyHok 22. [[pocmMomp cnucka 3auyuuyeHHsIx y3/108

3 Yrtobbl npocMoTpeTb MHPOPMaLLMIO 06 y3/e, ABaXAbl LLEJKHUTE ero B cnncke. Ha oTkpbiBLUElicS
CTpaHuLLe Bbl MOXETE MPOCMOTPETb CEAYHOLLYH MHDOPMaLUIO:

o Ob6uwyo nHdopmaumo ob ysne (nma, Bepcuna MO ViPNet, peanbHble 1 BUpTyanbHble IP-agpeca
y3na).

o IP-agpeca y3na (cnmcok Bcex IP-agpecoB y3na 1 cnocob focTtyna K y3/y: No peaibHbIM NN
BMPTYya/ibHbIM agpecam).

(0] HaCTpOlZKM MeXCeTeBOro akpaHa npuv NoAKAHYEHNN y31a K BHELLHEN CEeTU.

o HacTpolikn nogkatoUeHNs K TYHHENMPYEMbIM y31aM.
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© 15C00029 5568 CM 16 Linux-1 (VP...

O6uas n=popmauua Obuwan MHOoPMaLMS

IP-agpeca

. Vima komnsoTepa:
MexceTesoit 3kpaq

Bepcwa MO: 4.1.0-8166

Bepcwa OC: coordinator { Linux 3.2.0-59-generic-pae 1686 )
PeantHble IP-agpeca 192.168.64.156, 192.168.238.100

EMAMMOCTH:

Buptyanexele [P-agpeca 10.001

EWMAMMOCTH:

PucyHok 23. lMpocmomp uHgopmayuu o6 y3ne ViPNet

MNpumeuanne. inpopmaumsa o sepcnax MO ViPNet n OC, ycTaHOBAEHHbIX Ha y3/e, NoABMTCA
TO/IbKO MOC/AE NPOBEPKW COEAVHEHNA C AaHHbIM Y3/10M.
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[ noccapui

ViPNet LleHTp ynpaBnenusa cetbto (LLYC)

ViPNet LleHTp ynpaBieHus ceTbto — 3TO NpOrpamMma, BXoAsLLas B COCTaB NPorpaMMHOro obecneveHums
ViPNet Administrator. MpegHa3HaueHa A5 co3aaHUsA W ynpaBaeHus KOHQUrypaumen ceTm 1 nossonset
peLwunTb CeAytoLe OCHOBHbIE 3aAaun:

® MOCTPOEHWE BMPTYyasbHON CeTu (ceTeBble OOBEKTBI U CBA3W MEXAY HUMM, BKIKOUAs MEXCeTEBbIE);
®  V3MeHeHWe KOHpUrypaumm ceTu;

e (dopmMMpoBaHME 1 pacchlika CMPaBOYHNKOB;

®  paccbliika KIKUen Y310B 1 KAoYeln Nosib3oBaTeneil;

e ¢dopmMupoBaHMe MHPOPMALLMM O CBA3AX Nosib3oBaTenen ansa YKL

e 33/jaHue MOJHOMOYUIA Nosb30BaTesien ceTeBbIx y310B ViPNet.

Appec NCTOYHMKa

AZpec ceTeBOro ycTponcTBa, oTrnpasmBLlero IP-naker.

Anpec Ha3HaueHuA

AZlpec ceTeBOro yCTPOWNCTBa, Ha KOTOpoe oTrpaseH IP-naker.

BupTyanbHas 3alumLLeHHas ceTb

TexHonOrMs, NO3BOAAIOLLAA CO3AaTb OTNYECKYHO CeTb, YTODObI 0becneunTb MHOXECTBEHHbIE CeTeBbIE
COeAMHEHMNA MeXAy KOMMbIOTePaMn MW NOKabHbIMU CETAMW Yepes CyLLLeCTBYIOLLYH PU3NYECKYHO CeTb.
YpoBeHb AoBepus K TakoW BUPTYaabHOWM CETU HE 3aBVCUT OT YPOBHA A0Bepus K GU3NYECKUM CETAM
6narofaps UCMob30BaHMIO CpeacTs KpunTorpadum (WndpoBaHUs, ayTeHTUOUKALUK U CPeSCTB
MepCcoHabHOIO 1 MEXCeTEBOro 3KPaHNPOBaHUS).
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3awmueHHbI IP-Tpadmk

Motok IP-nakeToB, 3aWwMppoBaHHbIX C MOMOLLIbIO NporpamMmMHoro obecriedeHmns ViPNet.

3almLLEeHHbIV y3en

CeTeBOW y3en, Ha KOTOPOM YCTaHOBJ/IEHO NporpaMmHoe obecneyeHve ViPNet ¢ dyHkLmen wndpoBaHus
Tpadurka Ha CeTeBOM ypOBHe.

Me>ceTeBOW 3KpaH

YCTPOWNCTBO Ha rpaHuLLe JIOKabHOM CEeTW, Cy>Kalllee Ans NpeAoTBpaLLeHNs HeCaHKLMOHMPOBAHHOIO
AOCTyMna U3 OAHOM CeTU B Apyryto. MexxceTeBOW 3KpaH NPOBEPSET BECb BXOAALMI N ncxoaawmin IP-
TpaduK, Nocae Yero NPUHNMAETCA PeLleHne O BO3MOXHOCTU JabHEWLLEro HanpasaeHns Tpapuka K
NYHKTY Ha3Ha4yeHwus. MexceTeBoOW 3kpaH 06bIUHO OCYLLECTBAAET NPeobpa3oBaHNe BHYTPEHHUX aapecoB
B ajpeca, JOCTyrHble U3 BHELWHeN ceTu (BbinosHaeT NAT).

OTKpbITbIA TPpaduk

Motok He3awundpposaHHbIX IP-nakeToB.

Cepsep IP-agpecos

CDyHKLI,VIOHaﬂbHOCTb KOOpANHATOPa, o6ecneuMBarou.|,aﬂ perncTtpaunio, paccbinky un npegocrasieHmne
MHCI)OpMaLI,MM O COCTOAHMM 3allNLLEHHDbIX Y3/10B.

CepBep-MapLpyTtunsaTop

®YHKLUMOHaNBHOCTb KOOPAMHATOPa, obecneymnBaroLLias MapLUPYTU3aLMIO TPAHCMOPTHbLIX KOHBEPTOB
mexay y3namu cetu ViPNet.

CeteBon dpuabTp

CoBOKYMHOCTb NapameTpOoB, Ha OCHOBaHWWN KOTOPbIX CETEBOM 3KpaH NporpaMmMHoro obecneyeHuns
ViPNet nponyckaet nan 6aokupyet IP-nakert.

Cetb ViPNet

JNlornyeckas ceTb, OpraHn3oBaHHaa C MOMOLLBIO NMporpammHoro obecrneveHmns ViPNet n
npeAcTaBasroLLasn cobor COBOKYMNMHOCTb ceTeBbIx y310B ViPNet.

Cetb ViPNet nmeeT cBOIO agpecaLnio, NO3BONAIOLLYIO HalaAnTb OOMeH MHPOopMaLIMen MeXay ee y3namu.
Kaxxpasa cetb ViPNet nmeeT cBOM yHUKanbHbIA HOMep (MaeHTUdmKaTop).
TpaHcnaumsa cetesblx agpecos (NAT)

TexHonorvs, Nno3eoAstoLwas npeobpasosbiBaTh IP-agpeca v NOPTLI, UCMOL3YHOLLMECS B OAHON CETY, B
aApeca v NopTbl, MCMOb3YHOLLMECS B APYTON.
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TyH HEJIMPOBaHWE

TexHonorms, NO3BONAOLWAS 3aLUNTUTL COeAMHEHMNE C yYacTUEM OTKPbIThIX Y3/10B NPW Nepesade JaHHbIX
yepes VIHTepHeT u agpyrve nybanyHble cetn. TyHHeNMPOBaHWeE 3aKkat04aeTca B WndpoBaHuM Tpaduka
OTKPbITbIX Y3/10B KOOPAMHaTOPaMy.
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