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© Komnanusa "Kopg besonacHoctn", 2018. Bce npaBa 3aliMLUEHbl.
Bce aBTOpckUMe npaBa Ha 3KCMyaTaUuMOHHYI0 IOKYMEHTALMIO 3alLULLEHbI.

DTOT AOKYMEHT BXOAMT B KOMIMJIEKT MOCTABKU M3aenvs. Ha Hero pacnpocTpaHsaoTCs BCE YCI0BUS
JIMLEH3NOHHOr0 cornaweHns. bes cneunanbHOro NMUCbMEHHOrO paspelleHnss KoMnaHuu "Kog
BesonacHoCTM" 3TOT AOKYMEHT WU/IM €ro YacTb B MEUYaTHOM UM 3NEKTPOHHOM BUAE HE MOTYT 6bITb
NoABEPrHyTbl KOMMPOBaHMIO 1 Nepeaaye TPETbUM IMLLAM C KOMMEPYECKO LIeNbHO.

NHdopMaums, cogepxaliascs B 3TOM AOKYMEHTE, MOXET OblTb M3MeHeHa pa3paboTumkom 6e3
cneunarbHOro yBeaomsieHnsa, 4to He ABNAEeTCA HapyleHUuem 06a3aTeNnbCTB MO OTHOLWEHUD K
MoJsib30BaTesto Co CTOPOHbI KoMnaHum "Kog beszonacHoctun".

MouTtoBbIli agpec: (115127, Poccusa, MockBa, a/a 66
000 "Kop BesonacHoctn"

TenedoH: |8 495 982-30-20
E-mail: |info@securitycode.ru

Web: |http://www.securitycode.ru
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Secret Net LSP

PYKOBOACTBO nosnb3oBaTens

[JaHHOe pyKoBOACTBO NpeAHa3Ha4vYeHo Ansl NoMb30BaTesiei KOMMbITEPOB, Ha KOTOPbIX
dyHKUMoHnpyet usgenue "CpeactBo 3awmTbl MHbopMaumm Secret Net LSP"
RU.88338853.501410.017 (manee — C3W, Secret Net LSP, cucrema 3awiunTol).

B pykoBoAcTBe A1 BblAeNEHUS HEKOTOPbIX 3JIEMEHTOB TEKCTa MCMNONb3YyeTcs psig
YC/IOBHbIX 0603HaUYeHUN.

BHyTpeHHMe cCbiJIKN 06bIYHO COAEPXAT YKa3aHMe Ha HOMEP CTPaHULLbl C HY>XHbIMU
CBEAEHUSIMU.

BakHast n gononHuTenbHas nHbopMaLlmsa odopMieHa B BUAE npuMedaHuin. CteneHb
BaX>XHOCTW COZIEPXALUNXCA B HUX CBEAEHUIA 0TOBPaxatoT MMKTOrpaMMbl Ha MonsX.

e Tak obo3HauvaeTca AononHUTENbHas MHboOpMaLnsa, KOTopas MOXEeT coaepXaTb
npuUMepbl, CCbINIKM Ha Apyrue JOKYMEHTbl UK Apyrue 4acTu 3TOro pyKoOBOACTBA.

e TaKkoi NUKTOrpamMMoi BblAENSAETCA BaXkHast MHMOPMaLMS, KOTOpYo HeobxoaMMo
NPUHATb BO BHMMaHMe.

e DTa NMKTOrpamMMa ConpoBOXAAeT MHMOPMaLMIO NpeaocTeperatoLLero xapakTepa.

Wcknioyenus. MpumeyaHust MOTYT HE COMPOBOXAATHCS MUKTOrpaMmamu. A Ha Monsix, MOMUMO MUKTO-
rpaMm NpUMeYaHNi, MoryT GbITb NPUBELEHBI U ApYrue rpaduyeckue aNeMeHTbI, HanpuMep, U3obpaxeHus
KHOMOK, IeNCTBUS CKOTOPbIMU YNOMSIHYTbI B TEKCTE PACNONOXEHHOTO psifioM ab3aua.

CalT B MHTepHeTe. Bbl MOXeTe NoceTuTb caliT kKoMnaHum "Kog BesonacHoctn"
(http://www.securitycode.ru/) nan cBs3aTbCa C NpeacTaBUTENsIMU KOMMaHuM no
3/1eKTPOHHON nouTe (support@securitycode.ru).

YuebHble Kypcbl. OCBOUTb annapaTHbI€ U NporpaMMHble NpoayKTbl KoMnaHuu "Koa
Be3onacHOCTM" MOXXHO B aBTOPU30BaHHbIX YUYebHbIX LieHTpax. NepeyeHb y4yebHbIX
LEHTPOB W  ycnoBusi 0B6y4yeHUss NpeAcTaBfieHbl Ha  caiTe  KOMMaHuu

http://www.securitycode.ru/company/education/training- courses/ . CBsizaTbCs C
NpeAcTaBUTENIEM KOMMAHWM MO BOMpPOCaM oOpraHusauuMu obyyeHUs MOXHO To
3/1eKTPOHHOM noyTe (education@securitycode.ru).
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cBeneHus

YTO HYXXHO 3HaTb

CpeactBo 3awwmnTbl HMopMaumm Secret Net LSP pacwiuvpsieTr ¢pyHKLUMOHaNbHbIE BO3-
MOXXHOCTM OC Linux mo ynpasneHuWio AOCTYNOM K pecypcaM M MnpaBaMu MNOMb30-
BaTenen.

Mpexae 4yeM NpUCTYNUTb K paboTe Ha 3allMLLEHHOM KOMMbIOTEPE, PeKOMEHAyeTCs
O3HAaKOMUTLCA C U3NOXXEHHbLIMMW B 3TOM AOKYMEHTE 6a30BbIMM MOHATUAMMU U OMKUCa-
HueM nopsaka pabotbl ¢ Secret Net LSP.

LleHTpanbHyt0 ponb B YyMpaBfieHUW CUCTEMOW 3alluUTbl UrpaeT agMUHUCTPATOP.

AOMUHUCTpaATOp onpeAensieT npaBa MoOSb30BaTeNsl Ha [AOCTYN K pecypcaM KOM-

nbtoTepa. [ns Toro 4Ytobbl NOMb30BaTEb MOI MPUCTYNUTL K paboTe Ha KOMMbIOTEPE,

aAMWUHUCTPATOP A0/MKEH 3aperncTpMpoBaTh €ro B CUCTEME:

* MPUCBOUTb YCIIOBHOE MMS, HEObX0AMMOeE Ana AEHTUMKAL MM Nob30BaTeNs;

e CoO06WMTb Naposib, KOTOPbIN HeobxoamM aAns ayTeHTudukaumm (NoATBEPXKAEHUS
NOMVIMHHOCTK) nonb3oBaTens. Ans ayTeHTMdMKauMnM MOryT WCNONb30BaTbCs

annapaTtHble cpeactea (nepcoHanbHble WAEHTUdUKATOPbI), Ha KOTOPbIX
3anuncaHa cnyxebHasa nHbopMaLma Ana MaeHTUbUKALNM NoNb30BaTeNs.

YTo He06X0AMMO UMeTb

Mepen HavanoM paboTbl Ha 3aULLLEHHOM KOMMNbIOTEPE HEOBXOAMMO:

1. MonyunTb Y agAMMHUCTpPaTOpa UMS NONb30BaTENS U Naposib AJ1S BXOAA B CUCTEMY.
AOMUHUCTPATOP TakKXe MOXET BblAaTb BaM MepcoHasbHbIM naeHTUdUKATOP,
KOTOpbIN MnoTpebyeTcs Ans Bxoda B CUCTEMY W BXOAA B PEXMUME YCUJIEHHOWN
ayTeHTUdMKaunm. MepcoHanbHbIM MAEHTUdMKATOPOM MOXeT 6biTb Rutoken S,
Rutoken S RF, Rutoken S micro, Rutoken 3L, Rutoken 3UM 2.0, Rutoken 3UM
PKI, Rutoken 2UM micro, Rutoken 3L Bluetooth, Rutoken 3LIM Flash, JaCarta
PKI, JaCarta PKI Flash, JaCarta 'OCT u iButton.

Nma Ons napeHtudukaumm nonb3osatens

Maponb [ns npoBepKn NOATMHHOCTU NOMb30BaTeNS

MepcoHanbHbIN Ona npeHtTndnkaunm nonb3osaTens, XpaHeHMS Naponst U Ko+

npaeHTudmnkarTop YeBOW MH@OpMaLMKM, HeobxoaMMONM ANs BXoAa B CUCTEMY,
KOrZa BK/TIOUEH PEXUM YCUNEHHOM ayTeHTUdDMKaLnm

2. BbISICHUTb Y aAAMMHUCTPATOpa, KaknuMK MpaBaMn U NPUBUIErMAMU Bbl CMOXETE
MoJib30BaTbCA Npu paboTe, a TakKe Kakue orpaHuMuyeHus AeicTBytoT B Secret Net
LSP B COOTBETCTBUM C HACTPONKAMM 3aLLUUTHbBIX MEXAHMU3MOB.

Y10 BaXXHO NOMHUTbL

Secret Net LSP

PYKOBOACTBO nosnb3oBaTens

Bo nsbexaHune 3aTpyaHUTENbHbIX CUTyaumuii cnegymTe AByM O6WMM peKOMeH4aunsam:

1. 3anomMHuTe cBOe MMS B CUCTEME U Napofb. HMKOMY He nepeaaBanTe nepcoHasnb-
HbI MAEHTUMKATOP, @ Naposib HUKOMY He coobLanTe.

2. Bo BCex C/IOXHbIX CMTyauusiX, KOTOpble Bbl CAMU He B COCTOSIHUM pas3pewunTb,
obpawanTtecb K agMMHUCTpaTopy. Ecim umMerowmnxca npas gocryna K pecypcam
HeaocTaToyHo anst 3PEKTUBHOIO BbIMOSHEHUS AO/MKHOCTHbLIX 06s13aHHOCTER,
obpalwianTecb K aAMUHUCTPATopPYy.
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O 3aWMUTHbLIX MeXaHu3mMax

Secret Net LSP

PYKOBOACTBO nosnb3oBaTens

Ha komnbtloTepe, 3awmuieHHOM Secret Net LSP, aeiicTBytoT cnegytowme 3awmTHble
MeXaHW3Mbl :

e  MexaHM3Mbl 3alMTbl BXOAA B CUCTEMY;

e MexaHMW3M pasrpaHuyeHuns AocTyna K obbekTam dalifioBo CUCTEMDI;
e MexaHMW3M pasrpaHuMyeHus A0CTyna K yCTPOMCTBaM;

¢ MeXaHW3M KOHTPOSS LEeNOCTHOCTU;

® MeXxaHM3M 3aTUpaHUs OCTaTOYHON MHGOpMaLmK;

¢ MexaHW3M perncrpaumm cobbITUN.

MexaHu3MbI 3aWUTbLI BXOAA B cCucTemy

MexaHu3Mbl NpegHasHadeHbl AN npefoTBpalleHns AOCTyna MOCTOPOHHUX NnL
K 3allMLUeHHOMY KOMMbIOTEPY M BKOYAKT B cebs MexaHW3Mbl naeHTudbunkaumm
M ayTeHTUdUKaumn.

NaoeHTudnkaumns n ayTeHTudmKaumns BbiMOJHSAOTCS NP BXOAE MOSb30BaTesis B CUC-
TeMy, Npu CMeHe MNoJsib30BaTesNieM Maposiss U Mpu 3anycke MexaHW3Mma MoBbILEHUS
MOSIHOMOYMI (3anycKe NPUIOXKEHUI C MPUBUIErMAMU APYroro nosib3oBartens).

Ons ycuneHus 3alWiunTbl BXOAA MOrYyT WCMOMb30BaTbCA MepCOHasibHble WAEHTU-
dmKaTopbl — YCTpPOICTBa, NpeaHasHaUYeHHble AN XpaHeHUa MHGopMaLnmn, Heobxo-
ONMON anst nAeHTMOUKaUMN U ayTeHTMdUKAL MU NONb30BaTeNs.

B cucreme Secret Net LSP MOXeT NMpUMEHSATLCS pPeXWM, Korga BBOA MAEHTUDUKA-
LUMOHHBIX U/UNN ayTEHTUMDUKALMOHHBIX AaHHbIX AO/DKEH OCYLECTBASTBCA TONIbKO
nyTeM NpeabsiBNIeHNs NepCoHanbHOro naeHTnduKaTopa nonb3oBaTens.

Kpome Toro, B Secret Net LSP MoxeT 6bITb YCTAHOB/IEH PEXUM YCUIEHHON ayTeHTU-
duKaumm, Korga no 3anpocy CUCTEMbl MOJb30BATENb AO/MKEH MPeabsABUTb UAEH-
TNUPUKATOP C XpaHSLLENCS B HEM KNtoUYeBon nHdopmMaumen.

MepcoHanbHble nAeHTUdMKATOPbI BblAAKOTCA NONb30BaTENAM aAMUHUCTPATOPOM.

MexaHu3M pa3rpaHu4eHus JocTyna kK o6bekTam aitniosom

CUCTEeMbI
Joctyn nonb3oBaTens K obbekTam dannoBoi cucrtembl (KaTanoram u dainnam)
OCYLL,ECTB/ISIETCS HA OCHOBE MpaB, NPefoCTaBNEHHbIX eMY aAMUHUCTPATOPOM.

AOMUHUCTPATOpP oOnpeaensieT, KTo M3 MoSb30BaTeslen MOXET MOony4uTb AOCTyn
K pecypcy 1 Kakow TUM AoCTyna eMy MOXET 6bITb NPeaoCTaBlieH.

e lcnonb3ytoTcs crieaytowme TUNbl Npae 4ocTyna:
e Ha OTKPbITME 06bEKTA Ha UTEHUE;
e Ha OTKPbITME 06beKTa Ha 3anuch;

e HawucnonHeHue obbekTa. [Ns KaTanoros — NpaBo Ha YTEHME COAEPXKMMOro KaTa-
nora;

® 3aNnpeT Ha yaaleHune cbaﬁna B KaTasiore gna He BfiagenbLles,;
¢ HaucnosHeHune q3a17|na OT UMEHMWU ero BNaaenbla,

e Ha ucnosHeHue darna oOT UMEeHW rpynnbl Bragenbua. Ans kaTanoros —
HacnegoBaHue rpynnbl 4ns 06bEKTOB B KaTasore.

Mpu co3paHMM HOBOro pecypca annoBon cuctembl (KaTtanora, danna) nonb-

30BaTeNb, CO3A4aBLUMI pecypc, aBTOMaTU4YeCKM CTaHOBWUTCS ero BragenbueM. MNpu

3TOM pecypc byaeT npuHaanexaTb rpynne co3aasLUero ero nosib3oBaTens.

Monb3oBaTenb MOXET NpU HEOBXOANMOCTM N3MEHWUTL YCTAHOBJIEHHbIE MO YMOMUYaHMIO
npaBa A0oCTyna K pecypcy, BfajesibLeM KOTOPOro OH SABISETCS.
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MexaHWU3M pa3rpaHM4YeHUsi 4OCTYNA K YCTPOMCTBaM

B uenax npenoTeBpalleHns HeCaHKLMOHWPOBAHHON yTeukn MHbOopMaunum C 3alimn-
L aemoro KkoMmnbetoTepa B Secret Net LSP ncnonb3yetca MexaHu3M pa3rpaHuyeHns Aoc-
Tyna nonb3oBatenen u rpynn K wuHam USB, SATA, IEEE 1394 v nogkioyaemMbiM K
HWM yCTpONCTBaM.

Monb3oBaTenu MoryT NoAKMoYaTh M paboTaTh TOMbKO C TEMU YCTPOMCTBAMU, KOTOPbIE
3aperncTpnpoBaHbl B CUCTEME, U BbIMOMHATbL TO/IbKO T€ onepauumn, KoTopble 3aaaHbl
npasamMmun A0CTyna K AaHHOMY YCTPOMCTBY.

Perncrpaumnio yCTpomicTB M HasHayeHwne npas AOCTYNa K HUM BbINOMHSAET agMUHU-
cTpaTop.

MoakntoyeHne yCTpoMCTB KOHTponupyetcs cucremoin Secret Net LSP u perucrpu-
pyeTca B XypHanax.

MexaHu3Mm KOHTPOnSA LeNoCTHOCTH

MNpu 3arpyske onepauuMoHHOW CUCTEMbl KOHTPOSIMPYETCH LLeNIOCTHOCTb O6beKToB
darinosom cucremsl (hannos 1 KaTanoros), NOCTaBEHHbIX HA KOHTPOsIb aAMUHUCTPa-
TOPOM.

B Secret Net LSP npeaycmoTpeHa 6n10KknMpoBKa BXoda rnosib3oBaTtenen B CUCTEMY NpuU
HapyLeHUN LenoCTHOCTM 06beKTOB, MOCTaB/IeHHbIX Ha KOHTPOb. CHATb 6/10KMPOBKY
MOXeT TONbKO aAMUHUCTpaTop.

MexaHu3M 3aTUpaHusA 0CTaTOYHOW MH(hOPMALMM

MexaHW3M npeaHasHavyeH ans npeaoTspalleHms A0CTyna K ocTaTovyHon MHdbopMaumnm
B 0CBO6OXAaeMbIx 6110Kax ornepaTtuBHOM NaMsaTU U 3aMOMUHAOLWMX YCTPONCTB (XKecT-
KWUX ANCKOB, BHELIHWX 3aNOMUHAaOLWMNX YCTPOMCTB).

JenictBne mMexaHusMa 3akso4vaeTcs B ouncrke (obesnnumsBaHum) ocsoboxaaeMblX
obnacrte namaTWU NyTeM BbINOMHEHUS B HWUX OAHOKPATHOM (MM MHOMOKpaTHOWN)
NPOW3BOJIBHOM 3anuncu.

MpeaycMoOTpeHbl ABa peXuMma 3aTUpaHuUs Ha XKEeCTKMX AMCKAxX M BHELIHWX 3ano-
MMUHAIOLLMX YCTPOMCTBAX: CUHXPOHHbIA M aCUHXPOHHbIIA.

B CMHXPOHHOM peXxunMme 3aTnpaHne oCTaToOYHOM MHMOPMaLMK BbIMNONHAETCS aBTo-
MaTUYecKkn Npu yaaneHmnm dannos.

B aCMHXPOHHOM pexunme NpefyCcMOTPEHO OT/IOXKEHHOE 3aTUpaHmMe yaansieMblX dai-
noB: dalinbl nepeMewaoTcs B cneunanbHbii kaTtanor ("KopanHa") ana ganbHenwemn
OUYMCTKMN CEPBUCOM 3aTUpPaHUs.

ACUHXPOHHbIN peXxXnM MoXeT bblTb Ha3Ha4yeH OTAeNIbHbIM pa3jeniaM XeCcTKoro AMcka
n/vnu 3anoMmHaroLero ycrponcraea (Hanpumep, USB-dnew-Hakonutens).

He3aBMCMMO OT COCTOSAHUSA MexaHu3Ma 3aTupaHus (BKﬂlOLIEH/BbIKﬂIO‘-IEH) n pexunma
€ro paGOTbI NoNb30BATE/ b MOXET NPUHYAUTENIbHO BPYYHYHO BbIMOJIHATb 6e3onacHoe
yOaneHune cbaﬁnos Ha XECTKUX ANCKaX N BHEWHUX HOCUTENAX C MOMOLL b0 YTUJTUTDbI
secrm, Bbl3blBaEMOM N3 KOHTEKCTHOrO MEHIO cbanosoro MeHeaXepa.

MexaHu3M permcTpauum cobbITHi

B npouecce pabotbl Secret Net LSP cobbiTusi, npoucxoaswive Ha KOMMblOTEPE WU
CBsi3aHHble C 6€30NacHOCTbI0 CUCTEMBI, PEFNCTPUPYIOTCS B MOACUCTEMAX, BXOASALWMX B
coctaB C3W, obpabaTbiBaloTca M coxpaHsatoTca B darnoBon 6ase gaHHbIX. Ha ocHo-
BaHWUWN CBeAEHUI, XpaHAaWmnxcsa B gannoBoi 6ase aaHHbIX, dopMmnpyeTcs "XXypHan
CcobbITUI", BK/IIOYAKOLLMKM B ce6S CUCTEMHbIN XYPHan U XXypHan ayauTa.

Copepxmmoe >KypHasioB MO3BONSET aAMWHUCTPATOPY KOHTpPO/IMpoBaTb paboty
3alUMTHbIX MEXAHM3MOB M MPOBOANTb ayAUT AENCTBMIA NOb30BaTeNEN.
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UYTOo HyXHO 3HATb U UMETb Nepea Ha4yanom paboTbl

Mepea HayanoM paboTbl B CMCTEME aAMUMHUCTPATOP AO/HKEH MpeaocTaBuUTb MOJSb30-
BaTeNsAM BCe HeobxoauMmbie rnpaBa Afs BbIMOJHEHUSA AO/MKHOCTHbLIX 0653aHHOCTEN
M NpouHdOpMMPoOBaTh O NPeAOCTaB/IEHHbIX NMpaBax, pasbsACHUTbL 0CO6eHHOCTM pabo-
Tbl B paMKax AENCTBYOLWMNX 3aLMUTHbIX MEXaHU3MOB.

Ecnu ang Bxoda B CUCTEMY WCMONb3yeTcH I'IepCOHaJ'IbeIVI VIAEHTMq)VIKaTOp, Heob-
XO0AMMO Mony4YnTb €ro y aaMMHuUCTpaTopa U 03HaKOMUTbCA C MOPAAKOM €ro npmume-
HEHUA.

Secret Net LSP 8
PYKOBOACTBO noJsib3oBaTtens



[ naBa 2
Bxopa B

BapuaHTbl

Secret Net LSP
PykoBopacTeo

© KOMMAHMA "KOA BE3OMACHOCTN"

cucrtemy

BXo4a B CUCTemMy

O6LW KNI NOPAAOK MAEHTUDUKALUM N ayTEHTUDUKALIMMN NPU BXOAE B CUCTEMY 3aBUCUT
OoT crnocoba BBOAA WAEHTUPUKALMOHHbLIX AaHHbIX. peaycMOTpeH BBOA AAHHbIX
(UMeHM Nonb30BaTeNsA M NapoNs) C KNaBnaTypbl U/UAN CUNTbIBAHME C NEPCOHANIbHOro
naeHTndUKaTopa nonb3osBaTensd. B oboux caydasx MoXeT 6biTb YCTaHOBMIEHO
JONoNHUTENbHOE TpeboBaHWe YCUNEHHOW ayTeHTUdUKAUMKM, KOraa Mnosib30BaTesb
[JOMKEH NPeabaBUTb KIHOY, XPaHALLMINCA B €ro NepcoHanbHOM naeHTuduKaTope.

Pexx1M BxoAa 3aaeTcs agMUHUCTPATOPOM.

BBoA, JaHHbIX AN MAESHTUDUKALMM M ayTEHTUdMKALMM MOXKET OCYLLECTBAATLCA
OOHWM U3 Tpex cnocoboB:

Ans naeHTUdUKaumm

MMa nonb3oBaTtens BBOAUTCS C KnaBnaTtypbl

Mms nonb3oBaTens BBOAUTCS NPU NpeabsBAEeHMN ero NepCcoHanbHOro naeHtTudunkaTopa

M5 nonb3oBaTens MOXET BBOAMTLCS C KNaBmaTypbl AW NPy NpeabsaBieHMN NepCcoHaNbHOMo
naeHTudukatopa. 3agaercs rno yMonyaHuio nocne yctaHosku Secret Net LSP

Ans ayTeHTUdUKaUUmn

AyTeHTUdMKaLMS BbINOTHAETCS MO Naposto, XpaHsLWeMycs B uaeHTudunKaTope nnm
BBEAEHHOMY C KNaBuaTypbl. 3a4aeTcs N0 YMO4YaHUIo nocne yctaHoBku Secret Net LSP

AyTeHTUdUKaLNS BbINOMHSETCS MO Naposto, BBEAEHHOMY C K/TaBUaTypbl, U K104y,
XpaHsileMmycsi B uaeHTudmkaTope

AyTeHTUdUKaLNS BbINOMHSETCS MO NaposIio U KoYy, XpaHsawWmMMcs B uaeHTudmnkaTope

[nsa Bcex nonb3oBaTenen KoMn blOTEPA YCTaHAB/IMBAETCA €OVHbIN pexXxum Bxoda.

Ecnm npuMeHs0TCa cpeacTeBa annapaTtHON NOAAEPXKKW CUCTEMbl 3alinTbl, agMUHU-
CTpaTop BblAAET KaXkA0OMy MoJIb30BaTesto NepcoHanbHbin naeHTudukatop (USB-kto4
Rutoken nnm ngentndukatop iButton). NMpn Heob6xoaMMOCTM KOMMNbIOTEP OCHALLaeTcs
OOMNONHUTENbHBIM YCTPONCTBOM AN CYMTbIBaHUSA MHMOPMaunm, coaepkallencs B
rnepcoHasibHOM naeHTnduKaTope.

B 3aBMCcMMOCTM OT TMNA NpUMeHseMoro cpeactsa "lMpeabsaBuTb"” NnepcoHanbHbIN NAeH-
TU@UKaATOp O3HaA4yaeT nMpuMBECTM ero B COMPUKOCHOBEHME CO CYUMTbIBAKOLWMM
YyCTpPOMCTBOM (ansa iButton) nnun BcTtaBuTb B pasbeM USB-nopta (ans USB-knwouen
Rutoken S/S RF/S micro/3UMN/20M 2.0/35U0 PKI/3LM micro/3UM1 Bluetooth/3UM
Flash).

Ona pocryna k namMatn USB-kntoya HeobxoanMo yKasbiBaTb CrieymanbHbli Naposb —
PIN-koa. Mo ymonuaHuto USB-kno4 3awmuweH craHgaptHbeiM PIN-kogoM, KOTOpbIi
3a4aH npousBoauTenem ycrporncrea. Ecnn craHaaptHbih PIN-ko4 He naMeHeH, cuc-
Tema Secret Net LSP aBTOMatnyecku oOcCywecTBisfeT AOCTyn K MaMsATu WUAEH-
TudunkaTopa npu ero npeabssieHnn. B Tom ciyyae, ecnn aAMUHUCTPATOP CMEHWUN
cTtaHaapTHbl PIN-koA Ha Apyroi (HecTaHAapTHbIN), NpU KaxAaoM npeabsBAeHUU
naeHTndurkKaTtopa cmcrema BbiBOAUT 3anpoc Ha BBoA PIN-koga. AaMUHMCTpaTop
0653aH coobwnTb BaM HecTaHAapTHbIN PIN-ko4 npu nepegaye naeHtudmkaropa.

He 3abbiBanTe PIN-koa, ero yTtpaTa genaeT HEBO3MOXHbIM JasibHellee UCnosb-
30BaHue USB-koua.

nosnb3oBaTens
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I'Ipurnal.uel-me Ha BXoA4 B CUCTEMY

Y106bl HauaTb ceaHC pa60TbI Ha KOMNbKOTEPE, Nosb30BaTeE/lb A0/DKEH I'IpOVITVI
npoueanypy Bxoaa B CUCTEMY. I'IpM 3TOM YKa3blBalOTCA Y4YE€THblIE AaHHbIE MOJIb30-
BaTen4d, HeobxoanMble Ana ero MAeHTVI(bM Kauuwn. MNMocne BBoAa YYETHbLIX AaHHbIX CUC-
TEMa aYTEHTMd)VILWIpyeT nonb3oBaTend, n npu ycnewHoM 3aBeplleHUnn
EYTeHTVI(bM Kaunn Nosib30BaTeNIio NpeaoCTaBiIA€TCA BO3MOXHOCTb paGOTbI B CUCTEME.

Mpoueaypa BXoAa HAauYMHAETCSA MpU MNOSBJEHUWU HA 3KpaHe NMpUrialeHuns Ha BXxoa B
cucteMy. B 3aBMCMMOCTM OT AENCTBYIOWMX MEXAaHWM3MOB 3alUMTbl M OFrpaHUYEHU,
YCTQHOBMIEHHbIX aAMUHWUCTPATOPOM, AEMNCTBUSA MOMb30BaTeNst NpU BXOAE B CUCTEMY
MOryT pasfinyaThbCs.

Hwuxxe Ha PUCYHKE NpnBEAEHO OKHO NpurnaleHna Ha BXo4 B CUCTEMY .

Mons30BaTens|

oD

Secret Net LSP

B LueHTpe okHa npuraaweHns pacnonoXeHbl Nons 4 BBoAa UMEHW M Naposs Nonb30-
BaTens n kHonka "Bontn".

B NpaBOM HUXHEM Yrly OKHa MPUBETCTBUS PACMONOXEHbl KHOMKMN

Mepe3sarpyska

BbikntoueHne

B neBoM HMXxHeM yrny pacnonoxeH snorotnn C3U Secret Net LSP.

Secret Net LSP 1 0
PykoBoACTBO Nnonb3oBaTens



© KOMMAHMA "KOA BE3OMACHOCTN"

CraHaapTHbIN BXOA,

Mpn cTaHAapTHOM pexume BXOAa NOpsSAOK AeNCTBMI Monb30BaTens cosBnajaer C
npuHatbiM B OC Linux.
Ana Bxoaa B CTaHAAPTHOM peXXuMme:

1. Mpu nosiBNEHUU 3KpaHa NPUBETCTBUS (MpUrialleHMe Ha BXOA B CUCTEMY) BBe-
AMTE MMS 1M Naposib NoSib30BaTenNs.

& B uenax 6e30nacHOCTH CUMBONbI napond He 0TO6pa)Ka}OTCﬂ B ABHOM BhJe B CTPOKE BBOAA. lMomHuTe,
YTO Npun BBOAE Napond pa3numyatTca CTPOYHbIEe U 3arnaBHble 6yKBbI, Kupunnuua n natuHula. Ecrn
npu BBOAE UMEHU UK NApONA Gbina HenpaBUNbHO HaXaTa kakas-nmbo knaemwua, yoanute ownboyHo
Ha6paHHbIe CMMBOIbI B CTPOKE BBOAA C MOMOLLBI0 KnaBuLn <Backspace> umm <Delete> n 3aHoBO
NnoBTOpPUTE BBOA CUMBOJIOB.

2. HaxmuTe kHonky "BonTtun".
Ecnn yyeTHble AaHHble BBeAEeHbl NpaBuibHO, 6yAeT BbINO/HEH BXOA B CUCTEMY.

Bxoa no ngeHtudumkaTopy

Mpy NCNonb30BaHWK A5 BXOAA@ B CUCTEMY MEPCOHANIbHOIrO MAeHTUdMKATOpa aBTo-
MaTUUECKN OMnpeaensaeTcs MMs Nnosib30BaTess, KOTOPOMY NMpPUCBOEH UAEHTUhUKATOP.
Ana Bxoaa no naeHtudmkaTopy:

1. lpu nosBNeHnn saKpaHa NpUBETCTBUSA (NpUrnaweHne Ha BXo4 B CUCTEMY) npedb-
SBUTE CBOM NEepPCOHaNbHbIN naeHTndunKaTop.

Ecnu B kavectBe ngeHtudmkatopa ucnonedyetcs USB-kntoy, KOTOpbIA 3alylleH HecTaHAapTHLIM
PIN-kogom, Ha akpaHe nosiButcs 3anpoc. Beegnte PIN-kog u HaxmuTe kHonky "OK".

2. PeaKkuMsa CMCTEMbI 3alUNUTblI 3aBUCUT OT MHMOPMaLMK O Maposie nosib3oBaTens,
coAepiallleincst B mepcoHanbHOM UAeHTUdUKaTOpe, U HaIMUnSA 3aKpbiTOrO K/oua
(ecnu ycTtaHoBMEH PEXUM YCUNEHHOM ayTeHTUdMKALMK). BO3MOXHbLI cneadytollme
BapyaHThl:

e  NAEHTUDUKATOP COAEPXKMT aKTyaslbHbli Naposib Nosb30BaTeNs ;

e B unaeHTUdMKaATOpe He 3anucaH naposib UM UAEHTUPUKATOP COAEPXKUT
ApYyrov naposb, He coBnajatroLmMin C NnaponemM nonb3oBartens (Hanpumep, u3-
3a TOro, YTO CPOK AEeNCTBUS NapOons UCTEK U OH Bblf1 3aMEeHEeH, HO He 3anncaH B
rnepcoHasbHbIf naeHTUdUKaTOp);

e B MAeHTMdMKaATOpe OTCYTCTBYET K/IOY UM 3anncaHHbin B naeHTudunkaTope
KJIt0Y He COOTBETCTBYET OTKPbITOMY K/HOUY NONb30BaTeNs.

Ecnu B naeHTUUKATOpEe COAEPXKUTCHA aKTyasbHblA Naponb, TO nocne
yCMeLwIHOW MpoBepKM MpaB MoJfib30BaTeNs BbIMOMHSAETCA BXO4 B cucTemy 6e3
3anpoca napons.

Ecnn B naeHtudukaTtope HeT naposnsi, nossutca coobuweHne ob owmnbke
BXOA4a B CUCTEMY.

Ecnv naeHTMUKATOP COAEPXUT APYroi Naposb, NOSABUTCSA coobLieHne 06
3TOM U ByAeT NpeanoXeHo BBECTU BEPHbI Maposib C BO3MOXHOCTbIO Nepesanmcu
ero Ha naeHTuduKaTope.

Ecnun B npeHtndukarpe OTCyTCTBYeT KJIIOM WJIM OH He COOTBEeTCTByeT
OTKPbITOMY KJ1I0Uy NoJib30BaTesn s, NosaBnTcsa coobueHmne o6 ownbke ayTeHTU-
dbukaumu.

Mpu nosBneHMM coobleHns o6 owmnbke BXOA B CUCTEMY MONb30BaTento byaer
3anpelleH. B 3ToM cnydae obpaTtuTech K aaMMHUCTpaTopy.

CMelLaHHbIN BXOA

Ana Bxoaa B cMCTEMY:

e Beeante nMs 1 Naponb C KNaBMaTypbl U HAXXMUTE KHOMNKY "Bontn" nnn npeab-
SIBUTE NepPCOHanbHbI MAEHTUDMKATOP, XPaHSALWMI Naposb.

Secret Net LSP 1 1
PYKOBOACTBO noJsib3oBaTtens
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Kak pencrBoBaTb B NPOOJSIEMHbIX CUTyaLUAX

Mpn HapyLweHnn npasu/ BXo4a CMCTEMA 3aLUTbl MpepbiBaeT npoueaypy Bxoaa.

Huxe npuBeaeHbl coobuwieHns cuctembl 3awntbl 1 OC nNpn HEBEPHbIX AENCTBUSIX
rnonb3oBatenss uam cbosx CUCTeMbl Mpu BxoAde. TaM e yKasaHbl MPUYUHBbI KX
MosiBNIEHNSI U pEKOMEHAy€eMble AENCTBUS NMoJib30BaTenNs.

HenpaBunpHOE MMsI [IOJIEBOBAaTEJNST

HenpaBunpHOE MMsI I[IOJILBOBATEJNISI MIM Iapoib
MpuunHa. YkasaHHoe UMs nonb3oBaTens OTCYTCTBYET B 6a3e AaHHbIX CUCTEMbI
WK BBEAEH HernpasBuJbHbIN Naponb.

AeicTBMA nonb3oBaTtens. [1poBepbTe COCTOSIHUE MEpeKYaTens perucrpa
(BEPXHUN/HMXHWI) N NepeknoyaTens packnaaku (pyc/nar).

Ecnu gonyuieHa ownbka npu BBOAE, MOBTOPUTE BBOA UMEHW M MAPONS.

Ecnu Bbl 3abb151 CBOM Naposib, obpaTMTeCh 3a MOMOL b0 K aAMUHUCTPATOPY.
[lapone B mAaeHTHMOMKATOPE HE COBIaJaeT C TEKYylIMM.

MpuumnHa. B nepcoHanbHOM MAEHTUdUKATOPE 3anucaH Naposb, OT/IMYHbINA OT

MMeloLLLerocs B CUCTEME.

[OencrBusa nonb3oBartens. [11s cMeHbl Napons ob6paTtuTech K aAMUHUCTPATOPY.
UneHTNduKaTOpP C CEepMMHEIM HOMepoM < > He NPMBSI3aH HM K ONHOM
VUYeTHOM Banucu.

MpuumHa. MNpu Bxoae B cUCTeMy MNpeabsiBieH naeHTUdUKaTop, He NpuHaane-

XKalmin BxoasLeMy nosib30BaTeNto UM He COAEPXALLNIA HYXXHON nHdOopMaL M.

AencTBuA nonb3oBaTens. [10BTOpUTE Npoueaypy BXoAa, NPeabsBUB HYXHbIN
naeHTndukaTop.

JicTexk CpOK HEeNlCTBUS NapoOJs.
MpuunHa. MNpu BXoae B CUCTEMY yKasaH Nnaporsb, CPOK AENCTBUS KOTOPOro UCTEK.
BxoA B cucteMy HEBO3MOXEH.
[OencrBusa nonb3oBaTtens. [Jns cMeHbl Napons 0b6paTuTech K aAMUHUCTPATOPY.

HempasBunersmr [MMH-kxox.

MpuunHa. BeeageH HenpaBunbHbI PIN-ko4 nepcoHanbHOro naeHTngukaTopa.

AeicTBMA nonb3oBaTens. Beeamte npaBunbHbin MNH-KOA, NONYyYeHHbIN OT
aAMUHUCTpaTopa.

He ynmanock cumTaTe CBEAEHMSI C MASHTHM(MKATOPAa C CEPMIIHEIM
HOMepoM < >.
MpuunHa. Bo3MOXHO, NAEHTUGHUKATOP MCMOPYEH UKW YTEHME AAHHbIX U3 UOEH-
TudunkaTopa 661710 BbINOHEHO C OLLNOKOMN.

DeiicTBuA nonb3oBaTens. [lob6einTecb NpaBuUiIbHOr0 KOHTaKTa NepcoHanbHOro
NMAEHTUdUKATOPA CO CUUTbLIBAIOLLMM YCTPOACTBOM.

Ecnn owwnbka ycronumBo noBTOpsieTcs, obpatuTtecb 3a MOMOLWbK K aaMu-
HUCTpaTopy.

BaKkpHTHI KJIHOY HE COOTBETCTBYET OTKPHTOMY, oumbka
ayTeHTHOMKALIMAN .
MpuuunHa. NoBpexaeHa KoveBas MHGoOpMaLns B aeHTUGMKaTope.
[eiicTBUA nonb3oBaTensa. [1s 3aMeHbl K/toya 06paTuTech K agMUHUCTpaTopy.

Ommbxa npu paBoTe CO CUMTHEATEJIEM.

MpuunHa. AnnapaTHas Uan NporpaMmMHas ownbka npv paboTe cuMTbIBaTENS.

AeincTBMA nosb3oBaTtens. [lepesarpysunte KOMMNbOTEP U MOBTOPUTE BXOA B CUC-
Temy. Ecnm owmnbka nosTopsieTcs, obpatntechk K aaMMHUCTPaTopy.

Secret Net LSP 1 2
PYKOBOACTBO noJsib3oBaTtens
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AyTeHTHUOUKAUMS 6e3 NepCOHAJNBLHOT'O MASHTMUPMKATOpPA BanpeumeHa
MIOJINTUKOM 6eB0MIacHOCTH.

MpuuunHa. bblla NpeanpuHSATa NOMbiITKa BBOAA MAEHTUMUKALMOHHBIX AaHHbIX C
KJlaBMaTypbl NpU YCTaHOBJIEHHOM PeXUWMe BXoAa Mo naeHTubuKaTopy.

Dencrena nonb3oBaTtens. 19 BBOAA MASHTUMPUKALMOHHbBIX AAHHbIX Npedb-
ABUTE NEpPCOHasbHbIN MAEHTUDUKATOP.

UneETNdMKATOP C CEpMMHEIM HOMEpOM < > He OBHapyXeH.
MpuumHa. MNpy cMeHe NMonb30BaTesieM Napons, XpaHsALWerocsd B NepcoHasibHOM
naeHTndurkaTope, nocneaHuii He 6b11 NpeabsBAeH 415 3anucu HOBOro Naporns.
AeiicTBMA nonb3oBaTens. [NOBTOPHO CMEHUTE Naposib U BO BpeMS NpoLieaypbl
€ro CMeHbl NpeabaBUTE NAEHTUdUKATOP.

He ymanock CMEHMTE NapoJNk Ha MASHTUPMKATOPE C CEPMIHEIM

HOMepoM < >.

MpuuwnHa. lMNMpousowna annapatHas wuaMm nporpaMMHas owmbka npu 3anucm
napons B uaeHTndmnkaTop.

[eilictBua nonb3oBaTtens. [loBTopuTe npouenypy CMeHbl napons. Ecau
CMEHMWTb Naposb B UAEHTUdUKATOPE He YAAeTCs, 0bpaTUTECh K aAMUHNCTPATopY.

CmeHa napons

Secret Net LSP

PYKOBOACTBO nosnb3oBaTens

Monb3oBaTeNb MOXET CMEHWUTbL CBOW Maposib NOC/e NCTEUEHMS CPOKaA, 3amMpeLlatoLero
cMeHy napons. CMeHa napons OCyLecTBsSIeTCA NoMb30BaTeNieM NOC/e BXOAA B CUC-
TeMmy. Mpoueaypa cMeHbl Napons BbIMOJHAETCS B peXMMe KOMaHAHOW CTPOKM.

Ecnn cpok peictBusi mapons WUCTeKk, Nonb3oBaTento byaeT npeanoXeHo CMEHWUTb
naponb Npu BXOAE B CUCTEMY.

Ecnv nonb3oBaTenb He CMEHW YCTapeBL M Napofb B TEYeHMe onpeaeneHHoro spe-
MeHU, y4yeTHas 3anmcb nonb3osaTtens 6yaet 3abioknpoBaHa 1 OH HE CMOXET BOUTU B
cucTteMy. B aToM cnydae Heob6xoanMo 06paTUTbCA K aAMUHUCTPATOpPY.
Ana cMeHbl Naposia Nnocsne Bxoaa B CUCTEMY:
1. 3anyctuTe KOMaHAHYI 060104KYy 1 BBEANTE KOMaHAy passwd.
MosaBMTCS 3anNpocC Ha BBOA TEKYLLLEro Napons.
2. BeeawnTe naponb.
MosBWTCS 3anpoc Ha BBOA HOBOrO Nnaposs.
3. BeeanTe HOBbIV NapoJib.

Mpv BBOAE NAPONS OCYLLECTBNAETCA NPOBEPKa €ro kayecTsa. Maposb 40MKeH Cofep)aTh He MeHee 7
BYKBEHHO-LM(POBLIX CUMBOIIOB 1 YLOBNETBOPSTH TPEGOBAHUAM CMIOXHOCTM.

MosABMTCSA 3anNpocC Ha NOBTOPHbI BBOA HOBOIrO Napons.
4. BBeauTe NOBTOPHO HOBbIN NMaposib.
MNosiBMTCS coobuieHne 06 ycrnewHoM 06HOBNEeHU M Napons.

13
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Bbixoa n3 cucremsol

Bbixoa u3 cucTeMbl (3aBepLUueHne ceaHca) BbIMOJIHAETCS C MOMOLLbIO KOMaHA OKpY-
XXeHuns paboyero crona (B 3aBUCMMOCTM OT ucnosnb3ayemori OC).

Ana BbIxoAaa U3 CUCTEMBbI:
1. Bbibepute B MeHto "Cucrema" koMaHay "3aBepLlinTb CceaHC nosib3oBarens”.
[MosBuTCA crneaytoLLee OKHO:

BbIiiTh 13 cucTemsl cefivac?
Bbl BOLUM B CUCTEMY KakK NoNb30BaTeNb «ppaging.

Bbl aBTOMaTHYeCKW BRIiigeTe N3 cucTembl yepes 40 cekyHa.

>

.!)DIMEHHTI: ] Egaﬁepmmh CeaHc ]

2. HaxmuTe kKHoMKy "3aBepwnTb ceaHc".

ByaeT BbINOAIHEH BbIX0A NOMNb30BATENSA U3 CUCTEMbI U HA 3KPaHe MOSBUTCS OKHO
npueetcrena C3U Secret Net LSP.

Mepe3arpy3ka u BbIKNKOYEHNE

Ana nepesarpysku Ujin BblK/1IOYEHUNA:
1. BbingmnTe n3 cucremsl.
Ha akpaHe nNosiBUTCS OKHO NMPUBETCTBUS.
2. B OKHe NpMBETCTBUS B MPABOM HUXKHEM YTIJly HAOXXMUTE KHOMKY :

- Ana nepesarpy3ku CUCTeMbI

@ - AN4A BbIKJTOYEHNSA KOMMNbIOTEPA

L4 Ecnm 6bina HaxkaTa KHomnka nepesarpyskum CUCTeMbl, B OKHE NMPUBETCTBUA NOA-
BUTCA NpenynpexaeHne:

Mepe3arpy3nTs KOMNbOTEp?

(EJ Her

L4 Ecnun 6bina Ha)kaTa KHOMKa BbIK/IIOYEHUS KOMMNbIOTEPA, B OKHE NMPUBETCTBUA
noABUTCA npeaynpexaeHune:

BLIKNOYATh KOMMbHOTEP?

@ Her

3. HaxmuTte kHonky "[a".
HauHeTcs nepe3arpy3ka CUCTEMbI UM BbIK/IIOYEHME KOMMbIOTEPA.

Secret Net LSP 1 4
PykoBopacTBO nonb3oBaTtens
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PaboTa B ycnoBusix oencTBus 3alnUTHbIX

MeXaHN3MOB

PasrpaHuuyeHue npaB gocryna

Mpn co3gaHuM HOBOro pecypca (ansioBo CUCTEMbI
30BaTeNb, CO34aBLUNI pecypc, aBTOMaTUUYECKM CTAaHOBUTCS €ro BaAebLEM.

(kaTanora, danna) nosb-

Monb3oBaTenb-Bnagenel, MoXeT nNpyu Heo6XoANMOCTN U3MEHUTb YCTAHOBJIEHHbLIE MO
YMOMYaHMIo Npasa AoCTyna.

MpocMOTp M M3MEHEHWE MpaB AOCTYNa K pecypcaM OCYLLECTB/SIIOTCS C MOMOLLbIO
dannosoro meHemxepa (Hanpumep, Nautilus).

®ain [MpaBka Bua MNepexop Cnpaeka

Wnma

v | Pasmep

p Ifiﬂ VBOXADDITIONS_4.3.36_105129

b Bupeo
b JOKYMEHTBI

b KapTuHKM

b [&] Mysbika

3 ObLenocTynHble
p Pabounit cTon

b LWabnoHsl

Tun

nanka
nanka
nanka
nanka
nanka
nanka
nanka
nanka

nanka

JlaTa u3MeHeHus

MTH 08 Anp 2016 10:20:00
MTH 09 OKT 2015 09:21:27
YTe 30 Hoa 2017 08:58:37
MTH 09 OKT 2015 09:21:27
MTH 09 OKT 2015 09:21:27
MTH 09 OKT 2015 09:21:27
MTH 09 OKT 2015 09:21:27
MNTH 09 OKT 2015 09:21:44
MTH 09 OKT 2015 09:21:27

MNpaea
dr-xr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

drwxr-xr-x

B oOkHe npeacTaBneHO CoOAepXMMOe JAOoMallHero KaTtasora mnonb3oBaTens wu
npuBedeHbl npaBa goctyna UNIX k katanoram. lNpaBa poctyna oTtobpaxkatotcs
CTpOKOM cneaytowero ¢popmara:

Bnagenen pynna

OcTanbHble

rwx rwx

rwx

B Tabnuue: r — yteHne, w — 3anucb, X — BbIMOJIHEHME.

[ns npocMoTpa npaB AOCTyna K B/IOXEHHbIM Nankam u daifiaM packpoliTe COOTBET-

CTBYIOLLYO Marnky.

Bonee noapo6HO NpaBa AOCTyNa K KaTasoraM u daifam onmcaHbl HUXE.

MpaBa gocTyna K katanoram u hannam

Ana npocMOTpa U U3MEHEHUS NpaB AO0CTyNna K KaTasory:

1. 3anyctuTe dannosbii MeHepxep (Hanpumep, Nautilus), BbI30BUTE KOHTEKCTHOE
MEHI0 HY>XHOro pecypca (kaTtanora nnm ganna) u Beibepute komaHay "CeoiricTea".

OTKPOETCS OKHO CBOMCTB AaHHOr0 pecypca.

2. MepengnTe Ha BkNaaky "Mpasa".

Secret Net LSP
PYKOBOACTBO noJsib3oBaTtens
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Bnapenedil:

JocTyn K nanke:

HocTyn K thainny:

rpynna:
JocTyn K nanke:
HocTyn K thanny:

OcTanbHble

JocTyn K nanke:
HocTyn K thainny:
BbinosHeHwWe:

KoHTekcT SELinux:

MNMocnegHWe W3MeHeHWA:

OcHOBHble  3MBnemel | Mpasa | 3amMeTkn

user

| Co3paHue u yaanedue (pannos

|user C|

»

L9

<>

|- JocTyn K hainnam

<»

|- Joctyn Kk chainam

H Mo3BoNsATh BLINONHEHWE (Dalna KaK NporpaMmel

<»

<

HEW3BECTHO

| PacnpocTpaHWTb Npaga Ha BAoXeHHble hainkl |

: 3aKpeITh |

Ha Bknaake npeacrasneHbl npasa UNIX, yctaHoBneHHble Ang Bnagenbua, rpynnsl
BflagenbLa 1 octasbHblX.

3. [lpun Heob6xoaNMOCTN U3MEHUTE NMpaBa A4OoCTyna.

Onsa katanora:

MNMone

OnucaHue

Bnapeney

Bnapeneu pecypca. I3MeHUTb 3Ha4YeHNE MOXET TOSTbKO
BrnajeneL, pecypca uau nonb3osaTenb C npasamu root

JocTyn K nanke

[ns katanoros. BolbepuTte U3 packpbiBaloLLerocs cnvcka
npasa AoCTyna K nanke

HocTyn k danny

[Ons katanoros. BelbepuTe n3 packpbiBalOLLErocs Cnmcka
npasa AocTyna K gaisiam B nanke:

e Heraoctyna;

e 3anuceb;

e UYTeHue;

e YTeHue n 3anuchb;

e HeonpeageneHo (-)

pynna

[Onsa katanoros. 'pynna Bnagensua. I3MeHUTb Henb3a

JocTyn K nanke

[Ons kaTtanoros. Bbl6epVITe M3 pacKpbiBalOLWErocsa cnncka
npaBa AOCTynNa rpynnbl Bnaaenbla K nanke

OocTyn k danny

[Ons katanoros. BeibepuTe 13 packpbiBalOLWErocsi Cnnucka
npaea AoCTyna rpynnbl BNagenbua K darnam B nanke:

e Her gocTtyna;

e 3anuceb;

e YTeHue;

e YTeHwue 1 3anucsb;

e HeonpeaeneHo (-)

[ocTtyn K nanke
(ocTanbHble)

[Ons katanoros. BelbepuTe n3 pacKkpbiBalOLLErocs Cnmcka
npasa AOCTyrNa oCTallbHbIX K Nnanke

Secret Net LSP
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Mone OnucaHue

OocTyn k danny [Ons katanoros. BoibepnTe n3 packpbiBatoLLErocst Cnmcka
npasa AOCTyna ocTajbHbIX K dariiaM B nanke:

e HeTtaoctyna;

e 3anuceb;

e UYTeHwne;

e YTeHune n 3anucob;

e HeonpeaeneHo (-)

PaspelmnTb cnonHeHne | YCTaHOBUTE OTMETKY, €C/IM HEOOX0ANMO pa3peLlunTb NC-
daiinioB Kak NporpamMmsl nosHeHune ainos B Katanore Kak nporpamMmbl

PacnpocTpaHuTb NpaBa Ha| YCTaHOBUTE OTMETKY, €C/IM HEO6X0AMMO pacnpoCcTpaHuTb

B/IOXXEHHble anbl npasa Ha BNOXEHHble dannbl
Ona danna:
Mone OnucaHue
Bnapeneu Bnageneu pecypca. I3MEHUTb 3HaYeHNE MOXET TObKO

Bnageney namn nonb3osBaTtesb C npasaMu root

MNpasa goctyna BbibepunTe U3 packpbiBaloLerocs CNncka npasa AocTyna K
danny

Mpynna pynna snapensua. I3MeHUTb HENb34

MNpaea gocrtyna BbibepuTe U3 packpbiBatoLLErocs CNncKa npasa 4ocTyna
rpynnbl BNagenbua K ganny

MNpasa aoctyna BbibepuTe U3 packpbiBatoLLerocs CNncka npasa A40cTyna

(ocTanbHble) OCTanbHbIX K hanny

PaspewmnTb ncnonHeHne YcTaHOBMTE OTMETKY, €CNT1 HeobXoANMO pas3peLwmnTb Uc-

dalina kak nporpammbl nonHeHue gaina kak nporpamMmel

4. 3aBepluB pefakTMpoBaHWe, HAXMUTE KHOMKY "3aKkpbiTb".

Be3onacHoe yaaneHue

B Secret Net LSP npeaycmoTpeHo 6e3onacHoe yaaneHue ¢ainsoB, KOTOPOE MOXET
6bITb MCMOAB30BAHO AN yAaneHus, HanpuMep, KoHduaeHUnanbHoM nHdbopMaunm.
Mpu 6e3onacHOM yaaneHunu nocseayroliee BOCCTAaHOBEHNE yaaneHHbIX dhainios He-
BO3MOXHO.

Pe>kum 6e30MacHoOro yaaneHus 3a4aeTcs adMMHUCTPaToOpoM. Mpu 3TOM B 3aBMCMMOCTHU
OT YCTaHOB/IEHHOrO pexuMa 6e30mnacHoe yJaneHue MOXET pacrnpoCTpaHATbCA Ha
oTAeNbHble KaTanorn uam ycrpoicTea.

Monb3oBaTenb MOXET HEe3aBMCMMO OT YCTaHOBJIEHHOrO pexuMma MpUHYOUTENBHO
ncnonb3oBaTtb 6e3onacHoe yOaneHue d)aVIﬂOB C NOMOLWbK PYy4YHOro 3anycKa YTUJINThbI
secrm.

6 YTunuTa secrm He UCMOMb3yeTCs B CETEBLIX PaitNOBbIX CUCTEMAX W B XYPHANMPYEMbIX (haiiNoBbIX CUCTe-
Max.

YTunuTta 3anyckaeTcs U3 KOMaH4HOW CTPOKMU.

Ana 6esonacHoro yaaneHnusa danna uam Karanora:

1. 3anyctuTte aMynaTop TEPMMHAA U BbIMOIHUTE KOMaHAYy
secrm <umst dpamna/xaranora>

2. HaxmuTte kHonky "[la" B OKHe NMOATBEPXAEHUS N A0XAMTECb cooblieHus o6
yCrneLwHOoM 3aBepLueHnmn onepauunm.

3. Haxmute kHonky "OK" B okHe coobeHuns.

Secret Net LSP 1 7
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Pa6ota c USB-ycTponcrsamu
Mpwn pasrpaHu4yeHnn Aoctyna nonb3osBatenert k USB-ycrponcteaMm n wuHam USB,
SATA v IEEE 1394 npenycMOTpeHbl Tpu pexunma paboTbl 3aLLMTHOrO MeXaHU3Ma:

*  OTK/IIOYEHO — AEeNCTBMS Nofib30BaTeNien C yCTPOMCTBAMM U LWMHaMU He
KOHTPONNPYHOTCS;

e MAMKUIN — AeiCcTBMA Nosb30BaTeNell PerMcTpupyoTcs B XXypHane;

e KECTKMIA — NPUMEHSIOTCA BCE NpaBa A0oCTyna K WKHaM 1 yCTpOoCTBaM, 3aJaH-
Hbl€ aAMUHUCTPATOPOM.

PexxuM paboTbl MEXaHW3Ma pa3rpaHUYeHns A0CTYyMna K yCTpoMCTBaM 3aaeTcs
aAMMHUCTPaTOPOM.

Mpy BO3HUKHOBEHNM NPOGNEM, CBSI3AHHbIX C JOCTYNOM K YCTPOMCTBAM, 06paTUTeCh K aAMUHUCTPATOPY.

Secret Net LSP 1 8
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